D-Link

Configuring IPSec VPN between DFL-500 and DFL-600 in 15 simple steps

DFL-500 configuration DFL-600 configuration
Firmware version 2.36 build 77 1.05.b091
Lan IP 192.168.10.45 255.0.0.0 192.168.0.25 255.0.0.0
Wan IP 10.1.1.200 10.1.1.100
Default gateway 10.1.1.100 10.1.1.200
Pre-shared key techsup techsup
Ipsec local id 10.1.1.200 N/A
Ipsec remote id (peer id) 10.1.1.100 N/A

Branch Office

—————

192.168.10.45 10.1.1.200 10.1.1.100 192.168.0.25
— | ; |
o VPN Tunnel (- — DFL-600
DFL-500 —
Direct Ethernet cable

Local PC
Subnet mask 255.255.255.0
Default gateway 192.168.10.45 IP address 192.168.0.156

Subnet mask 255.255.255.0

Default gateway 192.168.0.25




DFL-500 configuration

1. Configuring internal IP addresses on the firewall (192.168.10.45 255.255.255.0

A D-Link Firewall - Microsoft Internet Explorer,

File Edit Yiew Favorites Tools Help
@ Back - \‘_.)l @ @ {_l\-] p Search ‘“E__‘\T;" Favorites e Media @ E}E{ - .,:;ﬁ,, J
Address | @] https: (192,168, 10,45 theme1 findexlagin=1 v B

Firewall Appliance

Interface | Routing Table Routing Gateway I

Status Edit Interface{00:05:50:EF:62;
Metwork

Config Name | |
Firewall Ip 1192.168.10.45 |
User Netmask 255.255.255.0 |
VPN Access HTTPS PING

Webh Filter

[(IssH CIstmp
Log&Report OK | | cancel |




2. Configuring external IP address on the firewall (10.1.1.200, 255.0.0.0)

Firewall Appliance

Interface ‘ Routing Table Routing Gateway .

Status Edit Interface({00:05:50:EF:62:01)
Metwork
Config Name | |
Firewall .

Addressing mode (& Manual CODHCP O PPPoE
User P 110.1.1.200 |
P Netmask 1255.0.0.0 |
Web Filter Access FIHTTPS  IPING
Log&Report [Is5H N

MTU 11400 | (bytes)

[ Fragment outgoing packets
greater than MTU,

Ok | | Cancel |




3. Assigning DNS IP addresses (10.1.1.150, 139.134.5.51

Firewall Appliance

DS ‘ Routing Table Routing Gateway .

Status
MNetwork
Config

Firewall

User

VPN Primary DNS Server: 110.1.1.150 |

Web Filter Second DNS Server: 1139.134.5.51 |

Log&Report | Apply |




4. Assigning a Routing table (192.168.10.0, 255.255.255.0, 192.168.0.0., 255.255.255.0, 10.1.1.100

Firewall Appliance

Routing Table ‘ Routing Gateway DHCP

Status Edit Policy Router
Metwork
Config Source IP 1192.168.10.0 |
Firewall
Netmask 1255.255.255.0 |
User .
Destination IP 1192.168.0.0 |
VPN
Netmask |255.255.255.0 |
Web Filter
Gateway #1 110.1.1.100 |
Log&Report
J P Gateway #2 | |
Gateway #3 | |
Gateway #4 | |

Ok | | Cancel |




5. Assigning a default

Firewall Appliance

Routing Table Routing Gateway ‘ DHCP
| system | -

Status Edit Routing Gateway

Metwork
Config

Gateway IP 110.1.1.100 |

Firewall [l Dead gateway detection
User
VPN

Webh Filter

| oK | Cancel I

Log&Report

|~
[
(£



6. Creating an internal network for the VPN (192.168.10.0, 255.255.255.0)

Firewall Appliance

overnor | SRR R

System
Internal_All 0.0.0.0/0.0.0.0
Policy DFL-500 192,168.10.0/255.255.255.0 B
Address
Service | M ew |
Schedule
Virtual IP
IP Pool

IP/Mac Binding

User
VPN
Web Filter

Log&Report



6. Creating an external network for the VPN (192.168.0.0, 255.255.255.0)

Firewall Appliance

externat | [N

System
:
Firewall External_all 0.0.0.0/0.0.0.0
Policy DFL-a00 192,168.0.0/255,255,.255.0 X
Address
Service | M 2w |
Schedule
VYirtual IP
IP Pool

IPfMac Binding

User
VPN
Web Filter

Log&Report




7. Creating remote gateway for VPN (10.1.1.100, P1 Proposal; 1 — Encryption DES, Authentication MD5, DH Group 2, Keylife 300, pre-shared key techsup, Local ID
10.1.1.200, Peer id 10.1.1.100, Nat-traversal = enabled)

Firewall Appliance

Manual Key AutoIKE Key Remote Gateway ‘ Dialup Monitor

System
. Edit VPN Gatewa
Firewall 4
Gateway MName | |
User
VPN Remote :
e et | Static IP Address V|
IPSEC ad | |
PPTP IP Address 10.1.1.100
L2TP Mode O Aggressive () Main (ID Protection)
Web Filter
P1 Proposal 1 - Encryption: DES % | Authentication: MDS  »
Log&Report 2 - Encryption: 3DES % | Authentication:| SHa1 »| B E
DH Group 1] =zl s
Keylife: |3l]l] ||:Secc|nd5]|
Authentication:
(Pre-shared Key) |tech5up
Local ID 110.1.1.200 | (Optional)
Peer ID 110.1.1.100 | (Optional)
Mat-traversal Enable
Keepalive
reEEmey |5 | (Seconds)
0K || Cancel |




8. Creating AutolKE key 10.1.1.100, P1 Proposal; 1 — Encryption DES, Authentication SHAL.
“Enable” replay detection and perfect forward.
DH Group 1, Keylife 600,

Firewall Appliance

Manual Key AutoIKE Key ‘ Remote Gateway Dialup Monitor

Status Edit ¥YPN Tunnel
Network Tunnel Name | |
Config
Remote Gateway | gw0 v H
Firewall . L
P2 Proposal 1-Encryption:| DES Authentication: SHAL +
User 2-Encryption: 2DES # Authentication: SHA1 v H 3
VPN [¥]Enable replay detection
IPSEC Enable perfect farward secrecy (PFS).
PPTP DHGroup 1® 20O 50
LA Keylife: |Secund5 V| |ﬁl]l] ||{59u::n:und5]|| |I:KE-'5.-'tES:I

Web Filter Autokey Keep alive [¥]Enable

Log&Report Concentrator

Ok | | Cancel |




9. Creating int-to-ext VPN policy

Firewall Appliance

Int-=Ext ‘ Ext-=Int

System
. Edit Policy
Firewall
: Source | DFL-500 v |

Policy

address Destination | DFL-600 v |

Service Schedule | Always v |

Schedule -

virtual IP ervice

IP Pool Action |ENCRYPT v

IPfMac Binding

User VPN Tunnel | test v |

VPN [V allow inbound Clinbound MaT

. [¥] 2llow outhound ] outbound MaT
Web Filter
Log&Report ; i Guaranteed
g P [ Traffic Shaping Bandwidth |I] ||{Kh'g.ftesf59c)

Maximurm
Bandwidth |I] ||:Kh'5rtes,-f59n:]|
Traffic :
Priority | High v|

[ Log Traffic
Clweh filter show settings
| OK I Cancel I




10. In the Firewall > Policy page then Int -> Ext
Click on the “move to” button next to the DFL-500 to DFL-600 as below

#| Source | Dest | Schedule | Service | Action [Enablel Config _

1 DFL-500 DFL-600 Always ANY  ENCRYPT iF (=5 59 O
o Internal_all  External_all  Always ANY  ACCEPT i = <A
Mew |

Then in current order place in “1” then click OK.

Move Outgoing Policy

Current Order
[ ]

Mowve to

OK I | Cancel |

The DFL-500 should move to # 1.



11. Creating ext-to-int vpn policy

System

Firewall

Policy

Address
Service
Schedule
Virtual IP

IP Pool
IP/Mac Binding

User
VPN
wWeb Filter

Log&Report

Edit Policy

Firewall Appliance

Int-=Ezxt Ext-=Int ‘

Source | DFL-600 v|
Destination | DFL-500 v |
Schedule |ﬂ|wa~_.r5 V|
Service

Action |EMNCRYPT v|
VPN Tunnel |tESt V|

[ cllow inbiound
[ allowe outhound

Llinbound MAT
Cloutbound MAT

[ I Traffic Shaping

Guaranteed

Bandwidth |l] |':KbhftESfSE|::l
Masimumm

Bandwidth |l] |(Kb1.ft85f58c:]l
Traffic .

Priarity | High v|

[Log Traffic

0K |

Cancel I




DFL-600 configuration
12. Configuring internal IP address (192.168.0.25 255.255.255.0

D-Link' DFL-600
Ethernet VPN Firewall Router

Home Advanced Tuul_s 3 Status _Hel

LAN Settings/ DHCP Settings

LAN Settings
IP address 192166025 |
Subnet Mask 2552552860 |

9 OO

Apply Cancel Help
Mote: It should have to renew the client IP address after changing LAM setting!

Authentication



13. Configuring external IP address, default gateway and DNS (10.1.1.100, 255.0.0.0, 10.1.1.200, 10.1.1.150)

DFL-600
Ethernet VPN Firewall Router

V L (1, - Advanced  Tools Status Help
WAHN Settings
IP settings Mode Static M

P address 110.1.1.100
l WAN ] Subnet Mask 1265.0.0.0

|
|
Default Gateway 110.1.1.200 |
|
|
|

Primary DNS Sever |10.1.1.150
Secondary DMS Server |139.134.5.51 (Optional)

e V. 4

w
Apply Cancel Help

I 5

—_—

Authentication




14. Make sure IPSec Status is Enabled.

DFL-600
Ethernet VPN Firewall Router

| __Home [WYWITTEE Tools  Status Help

IPSec Settings / Tunnel Settings/ Tunnel Tahle / IPSec Status

|
IPSec Passthrough [] Enable

IPSec Status Enable
e
— .
Apply Cancel Help

VPMN-IPSec

—_—

" YPN-PPTP

—

" YPN-L2TP

E——

" DDNS




15. Configuring VPN (Termination IP 10.1.1.200, Shared Key techsup. PHASE 1 setup; DH Group 2, IKE Life 300, IKE Hash MD5, IEK Encryption DES
Phase 2 setup; PFS mode Group 1, IPSec Operation ESP, IPSec Life 600, ESP Transform DES, ESP Auth HMAC-SHA. Target Host Range setup; Starting target Host

192.168.10.1, Subnet 255.255.255.0

|

=

AT

" Routing

* Policy

il

VPN-IPSec

' VPN-PPTP

If

© VPN-L2TP

" DDNS

i

BT Advanced

Tools

Status

Help

IPSec Settings/ Tunnel Settings / Tunnel Tahle / IPSec 5tatus

Add/New Tunnel
Tunnel ID
Termination [P
shared Key
Tunnel Type

Phase 1 Proposal
Mode

OH Group

[K.E Life Duration
IkE Hash

IKE Encryption
Phase 2 Proposal
FF= Mode

IPSec Operation
IPZec Life Duration
E=F Transform
ESP Auth

AH Transfarm
Target Host Range
Type

otarting Target Host
subnet Mask

@ Main O Aggressive
Group 2 | %

|secu:|nds

bAOIE

Group 1 #
ESF »

|Secnnd5

D? O Moo |
mEI rnIg
%] %]
4 4

| HMAC-SHA v |

kOIG

L
=
[np
=
Ll
£

1192168101 |
|255.255. 2850 |




15. Pinging a PC behind DFL-500 from the local pc behind DFL-600 .
- CAWINDOWS\System32emd.exe - ping 192.168.10.45 -t

Pinging 192.168.18.45 with 32 hytes of data:

Reply from 192 .168.18.45: hytes=32 time=18mz TTL=254
Reply from 192.168.18.45: hytes=32 time=16msz TTL=254

Fing statistics for 192.168.168.45:

Packetz: Sent = 2, Received = 2, Lozt = @ (Bx loss).
Approximate rowund trdip times in milli—seconds:

Minimum = 1@8m=,. Maximum = 16ms, Average = 13ms
Euntrul—ﬂ

C
C:sDocuments and SettingssMeil.DLINK»ping 172.168.18.45% —t

Pinging 192.168.18.45 with 32 hytes of data:

Request timed ount.

Hequest timed out.

Requeszt timed ount.
from 192.168.18.45: hytes=32 time=21ims TTL=254
from 172.168.18.45: hytes=32 time=6mz TTL=254
from 192.168.18.45: hytes=32 time=4msz TTL=254
from 192.168.18.45: hytes=32 time=16mz TTL=254
from 172.168.18.45: hytes=32 time=14mz TTL=254

Congratulations!



