DI-804 VPN connection with another DI-804HV
(This example is using Static WAN IP addresses)
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Cable / DSL modem " =00

202.129.109.74 192.168.1.5 o

=R DI-804V Cable / DSL modem
Workstation  192.168.0.5 202.192.109.87
192.168.0.156
192.168.1.20

ISP and
INTERNET

DFL-600 (firmware 4.73)

LAN: 192.168.0.10 255.255.255.0

WAN: 202.129.129.87 255.255.255.224

WAN gateway: 202.129.109.65 255.255.255.224

PC: 192.168.0.156 225.255.255.0
PC gateway: 192.168.0.10 225.255.255.0

DI-804HV (firmware 1.30)

LAN: 192.168.1.5 255.255.255.0

WAN: 202.129.129.74 255.255.255.224

WAN gateway: 202.129.109.65 255.255.255.224

PC: 192.168.1.20 225.255.255.0
PC gateway: 192.168.1.5 225.255.255.0

Please note:

For any VPN you need to make sure that the LAN subnet on each location is
different. As above you can see that the IP of the DFL-600 is 192.168.0.5 and the
804HYV is 192.168.1.5. If you had a third location it should be 192.168.2.x etc... X
being anything from 1 to 254.



DFL-600 Settings:

This is the page you need to go into to change the IP, once you have change it
make sure your PC has the same subnet.

Remember to Access the unit with the default IP 192.168.0.1:8081
In the below the IP was changed.

2l DFL-600 - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help

@Back - J @ @ \_h pSearch {‘\'{‘Favorites eMedia @ Djrjg' :\?.. J

Address

&) http:/{192.168.0,10:8081/html{WANPraperty 1, htmiz1

DFL-600
Ethernet Broadband Router

V Home Advanced Tools Status Help
WAN Settings
I "
IP settings MWode
IP address 202129.109.87
WAN Subnet Mask 2R5 206 766 224
Default Gateway 202.129.109.65
!T Prirary DNS Server 202.129.64.194
Secondary DNS Server  [133.134581 [ (Option Disable)

omz 9 90O

Apply Cancel Help

J Time

i

<

&] Done 0 Internet




3 DFL-600 - Microsoft Internet Explorer
Edit

File:

eBack @ -u @ @ \/_h pSearch *Favorites aMedia @ B' u; E \_J

Address @ httpe /{192, 165.0,10:808 1 /htrmlLANSetup, html

Wiew  Favorites  Tools  Help

DFL-600
Ethernet Broadband Router

Home Advanced Tools Etatus Help

LAN Settings / DHCP Settings

" Wizard LAN Settings

IP address 192.168.0.10
Subnet Mask 2556.255.255.0

0

9 90O

Apply Cancel Help

LAN

[

&] Done 0 Internet




3 DFL-600 - Microsoft Internet Explorer
Edit

File: Help

eBack - -u @ @ \/_:j pSearch *Favoritss el‘ﬂedia @ 8' :; E \_‘J

Address @ http:fi192.168.0.10:5081 fhtmlfAdvIpSecSetup.html

Wiew  Faworites  Tools

DFL-600
Ethernet Broadband Router

Tools 3 Etalus _Hel

BT Advanced

IPSec Settings / Tunnel Settings / Tunnel Table / |PSec Status

I
IPSec Passthrough [1 Enahble
| .

IPSec Status Enable

YPN-IPSec

9 90

Apply Cancel Help

| £

@ Done ® Internet




D-Link

Building Networks for People

f

NAT

Routing

Policy

il

YPN-IPSec

DDNS

£

Advanced

DFL-600
Ethernet VPN Firewall Router

Tools §t_qtus

IPSec Settings/ Tunnel Settings / Tunnel Table / IPSec Status

Add/New Tunnel
Tunnel 1D
Termination P
Shared Key

Tunnel Type
Phase 1 Proposal
Mode

DH Group
IKE Life Duration
IKE Hash

IKE Encryption
Phase 2 Proposal
PFS Mode

IPSec Operation
IPSec Life Duration
ESP Transform
ESP Auth

AH Transfarm
Target Host Range
Type

Starting Target Host
Subnet Mask

02.129.109.74
linktest
Fublic »

o
=3

® Main O Aggressive
Group 1 &

00 seconds
kDB W

Group 1w
ESP ¥

600 seconds

HAAC-hDE +
hD5

[ e

Subnet v
9216812
55256 2550

ma

li

9 90O

Apply Cancel Help

_Help |




DFL-600 - Microsoft Internet Explorer

Fle Edit Wew Favorites

Tools

Help

@Back < Q @ @ \I_h pSearch “;r\\'rFavorites aMedia @ B' hi_; E |_J

Address @ http: {1192, 168.0,10:8081 /htmlfAdy TunnelTable html?0,0,0,0,0

-
DFL-600
Ethernet Broadband Router
V [ Home WYL Tools Status Help
IPSec Settings / Tunnel Settings / Tunnel Table / IPSec Status
Total Mo, of Entries: 1/ 16
Tunnel 1D Termination Address e Delete
test 202.129.109.74 w @
.
—_—
VPN-IPSec 1
" V¥PN-PPTP
M
@ Done 4 Internet




2 DEL-600, - Microsoft Internet Explorer,

Fle Edit Wew Favorites Tools Help ﬁ'
@ Back - Q @ @ \I_h p Search “;r\\'rFavorites aMedia @ Bv .‘:_; E l_J
Address @ http:ff192,168.0, 10:8081 /htmlfAdy TunnelStatus, html
A
DFL-600
Ethernet Broadband Router
V [ Home WYL Tools Status Help
IPSec Settings / Tunnel Settings / Tunnel Table / IPSec Status
Total Mo, of Entries: 1/ 16
Tunnel 1D Status Receive Bytes Transmit Bytes
test P2_ESTABLISHED 15120 31024
e —
e —
¥PN-IPSec B
" VPN-PPTP
A
@ Done 4 Internet




DFL-600 - Microsoft Internet Explorer
File Edit Wiew Favarites Tools  Help z'

@Back - J @ @ \_h pSearch “;::'{Favorites eMedia {‘3 ﬁg:{v :\?— J

Address 4] http: {192, 168.0. 10:8081 fhtml{StatusTPSect og. htmi21

DFL-600
Ethernet Broadband Router

Home Advanced Tools Status m

|

Log Status / Intrusion Loy / Blocking Log / Session Log / Black List
IPSec Log /SysLog

‘Device Info @ o

Refresh Help
* NAT Info IPSec Log Table

I[N

Tatal Mo. of Entries: 07 60
index Description

1 Start P1 negotiation with peer 202.129.109 74
Waintlode Exchange Selected
W inat:sent [HDR][SA]
W initrecy [HDE][SA]
W tsent [HDRJ[EE][IL]
W initrecy [HDR][EE][IMR]
W init:sent [HDER][IDi][HASH_I]
W iitrecy [HDE[IDe [HASH_R] L
Phase 1 negotiation succeeded with 202.129.1058.74
0 Sent Notification INITTAT, CONTACT to 202.125.109.74

Log

© Traffic

[ e B =" R R L N O VU R )

Page 12

|€

&] Dane 0 Internet




| DFL-600 - Microsoft Internet Explorer

File Edit Yiew Favorites Tools Help a.
@ Back - -J E @ \/_h p Search \‘?/r\\'{‘ Favarites e Media @ D};z - :\; H I_J
Address @ htkpifi192,168,0,10:8081 fhtmlfStatusIPSecLog, html?2
A
DFL-600
Ethernet Broadband Router
g/ Home Advanced Tools Status m
Log Status / Intrusion Log / Blocking Log / Session Log / Black List
T IPSec Log /SyslLog
‘Device Info @ 0
—_— Refresh Help
" MNAT Info IPSec Loy Table
Total Mo. of Entries: 15 / 60
indesx Description
Log 1 Start P2 negotiation with peer 202,129,109 74
12 O mitsent [HDEHASH{ D[ SA M [EE][ e, IDer] L
13 O witrecy [HDE [HASH S AN [EE] e, Der]
14 O witzent [HDE[HAZH]
15 Phase 2 negotiation succeeded with 202,129 10% 74
Page 12
A
@ Done B Internst




DI1-804HV VPN Connection settings:

D-Link DI-804HY Web Configuration - Microsoft Internet Explorer
Edit

File
e Back ~ \_) @ @ _;j ;) Search ‘f\'{‘ Favarites eMedia @ [’,j{- :‘\_', - _J
Address | @] http:f{202,129.109,74/ W 4o
. .
D-Link
Buliding Networks Tor Peaple D|_804Hv
Broadband Hardware VPN Router

Home [LUIVELLEY BSOS Status Help

WAN Settings
FPlease select the appropriate option to connect to vour ISP,

Wiew Favorites  Tools  Help

O Dynamic IP Address Choose this option to obtain an IP address autormnatically
from your ISP, (For most Cable modem users)
® Static IP Address Choose this option to set static IP infarmation provided to
wou by wour ISP,
@] PPF over Ethernet Choose this option if your ISP uses PPPoE. (For most DSL
users)
(4] Dial-up Metwork To zurfthe Internet via PETHASDM.
[#] Others PPTP and BigFond Cable.
e Static IP Address
DHEP WAN IP Address 202429.109.74
e WAN Subnet Mask 255255255224
VPN
AN Gateway 202129109 65

Frimary DMS 202129.64 194

Secondary DME 20212964195
Auto-hackup [Enable

9 9 O

Apply Cancel Help

@ @ Unknown Zone (Mixed)




23 D-Link DI-804HV Web Configuration - Microsoft Internet Explorer,
Edit

File Wiew  Favorites  Tools

@Back < J @ @ \f_;j pSearch *Favorites *Media @ Dj»%v “*_\ﬁ @ \_J
address | €] http: {202,129, 109,74
[ 3 .
D-Link
Buldmg Networks for People D|_804Hv
Broadband Hardware VPN Router

Home | CIVEL S Tools Status Help

LAN Settings
The IP address ofthe DI-204HY.

Wizard

Dormain Name | |

Help

o

WAN

9 90O

Apply Cancel Help B

DHCP

T

VPN

b
| @
& Unknown Zone (Mixed)

YIS




Make sure you have VPN enabled box ticked.
Type in any name for the Tunnel Name
Then click on the “more” button to the right of the ID “1”

24 D-Link DI-804HY Web Configuration - Microsoft Internet Explorer, [ [z

File Edit Wiew Favorites Tools Help

@ Back - J @ @ \-_;j /':_j Search “f:l‘( Favorites eMedia @ [:fjgv .,:\; [ - _J
Address FQ httpff202,129,109, 74/ "| G
- .
D-Link
Bulking Networks for People D|_804Hv
Broadband Hardware VPN Router

Home |LUIVETT-T B, 101 Status Help
VPN Settings
tem Setting

WP Enabla
e
MNetBI0S broadeast 1 Enable

Max. numhber of tunnels EI

ID Tunnel Name Method

z —
; —
: ]
ven ; ]

Previous page ][ Met page ] [ Dynamic VPN Settings.. ]

9 9 O

Apply Cancel Help

&] ) Unknown Zone (Mixed)




Next enter in your Local information then the remote.
Make sure that you tell the 804HV the remotes Public IP under “remote gateway”.

For the Preshare Key this can be anything up to 31 in length.
Then click Apply, then click on “Select IKE...”

2 D-Link DI-804HY Web Configuration - Microsoft Internet Explorer |:||E|
File Edit Wew Favorites Tools Help 't.'

eBack v \_) |ﬂ @ ;j /':\J search ii‘(Favorites eMedia @ [‘?{v :,\; & - _J
Address [&] http:f202,129,109,74
- :
D-Link
Bulidmg Networks for People DI-804.HVI
Broadband Hardware VPN Router

Home | CVELTSED Tools Status Help

VPN Settings - Tunnel 1
Item Setting
———

Tunnel Mame est

Wizard Aggressive Mode [JEnakle

Lacal Subnet 19246810

- Local Metmask 2552552550

Remote Subnet

i WAN
e
Remaote Metmask 255255.255.0
T
VPN

g @

3 Fa

2 ML
o

a ® :
= h
o

Remote Gateway 20212910987
DHCP Freshare Key i

IKE Proposal index

Select IKE Proposal... ]

IPSec Proposal index Select PSec Proposal... |

Q2 OO ||
Back Apply Cancel Help

Mo change!

v

@ & Unknown Zone {Mixed)




For the test here we used DES, DES is a lower Encryption the 3DES.
If you have a slow internet connection you may want to use this as it can increase the
data transfer through the VPN.

Down the bottom of the page click on the drop down for Proposal ID and click on 1,
then click on “add to”. At the top of the page you should see the IKE proposal index
now has ID 1 in there.

After the setup click on Apply, don’t click on restart yet.
Next click on Back then click on “select IPSEC...”

2 D-Link DI-804HY Weh Configuration - Microsoft Internet Explorer
Edit

File

@Back - J |ﬂ @ h /L_\J Search \;1:( Favarites e‘Media @ [j:.' :_\5 w

Address

Wieww  Faworites  Tools  Help

&) hetpeffz02.129.109.74

D-Link

Buliimg Networks for People

DI-804HV
Broadband Hardware VPN Router

Status

LT - Advanced | Tools Help

VPN Settings - Tunnel 1 - Set IKE Proposal

Proposal ID | -- zelect ane -

w | [ 2ddto | proposal index

ltem Setting
IKE Proposal index test
—
—
WAN ID Proposal Mame DH Group  Encrypt algorithm Auth algarithm Life Time Life Time Unit
1 Jtest | [erowp1 v|  [oEs ] [Mos w| [moo | [sec. v
—
L 2 | | [oroupt ~|  [z0Es | B | [sec. +|
— 3| | [Growp1 »|  [3pes | B e N
DHCP
4 | | [oroupt »|  [aoEs v] E R
ol 5 | | [oroupt ~|  [z0Es ~| B | [sec. +|
B | | [Growpt »|  [30es | [ste v [o N
7] | [oroupt »|  [aoEs v EE R
g | | [oroupt ~|  [z0Es +| B | [sec. ~]
g | | [Growpt »|  [30es | [ste v [o N
10 | | [orowpt v|  [aoEs v [sred v [0 ] [ses. ¥

O 9 WO

Back Apply Cancel Help

| &

v

LYl

# Unknown Zone (Mixed)




You should now see this page.
Do the same setup as on the last page.

After the setup click on Apply, then click on reboot and hit OK.

The unit will save the setting then restart the DI-804HV.

23 D-Link DI-804HY Web Configuration - Microsoft Internet Explorer

File Edit ‘“Wew Favorites Tools Help
@Back < d Ia @ ;;j pSearch ‘Ei‘g‘ Favorites G‘Media @ D?{v .,:\; i - J
Address | @] http: 202,129, 109,74 v Go
D-Link
Buliimg Networks for People DI_804HV
Broadband Hardware VPN Router
Home |.GVEL D Tools Status Help
VPN Settings - Tunnel 1 - Set IPSEC Proposal
Item Setting
IPSec Proposal index test
—
Wizard [ﬁemwe
I WAN
Proposal Encap Encrypt Auth Life Life Time
D Mame ) @iy protocol algarithim algorithm  Time Lnit
P 1 Jtest |[orou1 v [ese »| [oes &| [mps v| [se00 | [see. |
z | |[mone  w| [Esp w| [a0Es %] [mone v [0 | [sec. v
™ bHep cl |[mone  ~| [esp w| [amEs w| [wone v [0 | [sec. v
4 | |[More | [ese w| [s0Es | [mere | [0 | [sec. v
MEN 5 | |[mone  w| [Esp w| [aDEs w| [wone v [o | [sec. ]
6 | |[mone  ~| [esp w| [amEs w| [wone v [0 | [sec. v
7| |[Mone | [ese w| [spEs w| [mone | [o | [zec. v
g | |[mone  w| [Esp w| [aDEs w| [wone v [o | [sec. ]
9 | |[More | [ese v| [a0Es | [were v| [o | [zec. v
10 | |[wone | [esp | [aoes | [mone v [0 | [sec. ¥
Proposal ID|-- select one -- VH Add to ]Propusal index
Back Apply Cancel Help v
< | &
@ Done & Unknown Zone (Mixed)




Once this is all done go into dos, Start > Run, type in command then hit enter.

Depending on what location you are on will depend on what you type in.
If you are located on the 192.168.0.x side type in the red part:

Ping 192.168.1.5 (this is the IP of the remote unit)
Or if your location is 192.168.1.x type in the red part:
Ping 192.168.0.10 (this is the IP of the remote unit)

You should see something like the below.

o CAWINDOWSASystem32vemd.exe - ping 192.168.1.20

C:»Documentz and Settings™NeilX>ping 172.168.1._.28
Pinging 192.168.1.280 with 32 bytes of data:z
Reply from 192 _168.1.28: hytes=32 time=3ms TTL=255

Reply from 192 _168.1.28: hytes=32 time=3ms TTL=255
Reply from 192.168.1.28: bytes=32 time=3ms TTL=255

~ End of Document ~



