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1. Remote Access

1-1 Objective:

Someone is out off office and need to connect back to company by using VPN function

(PPTP/L2TP/IPSec).

1-2 Environment:

Configure a Remote Access (PPTP/L2TP/IPSec) VPN Dial-in Connection

Public IP

61.219.65.13 192.168.1.254

VPN Tunnel

Firewall Server
192.168.1.1
GW; 192.168.1.254

61.21%08.14

Remote PC

1-3 Setup

1-3-1 PPTP Server

Remote PC settings Firewall settings

01-Remote IP address: 61.219.68.13 01-Enable PPTP Server

02-VPN type: PPTP 02-Local IP address: 192.168.1.254

03-Username: firewall 03-IP pool: 192.168.1.100~105

04-Password: firewall 04-Username: firewall
05-Password: firewall
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Device setting page

DFL-1500
01- Enable PPTP Server (Advanced settings -> VPN settings -> PPTP)

VPH Hub | VPN Spoke

DFL-1100/700/200
01- Add User (Firewall -> Users)

Uszer Management

Add new user:

User name: |fireveall

Group memberzhip: I '

Pagsward; [ |

Retype password; |7 |

02- Enable PPTP Server (Firewall -> VPN)
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L2TP/PPTP Servers

Edit PPTP tunnel PPTP-S erver:

M arme: |F'F'T P-Server

Cuter IP: | Blank ='wWaM [P
kst be WhAN 1P If IPzec encyption iz required
Irwer 1P | Blank = L&M |P

IP Pool and settings:

Cliert IP Pool: |'IE|2.'I £2.1.100-192.168.1.105

' Prowy ARF dunamically added routes

Prirnary DMS: | [Optianal]

Secandary DMS: | [Optional]

¥ Use unit's awn DMS relayer addreszes

Prirmary "W 1HS: | [Optianal]
5 d :
E':.E:;maé"':' I [Qptional]

DFL-600
01- Add User (Advanced -> VPN-PPTP -> PPTP Account)

Lser Mame |ﬁrewa|l

Password

I

Caonfirrn Password |********

02- Enable PPTP Server (Advanced -> VPN-PPTP -> PPTP settings)

PFTP FPass Through [ Enable
PPTP Status ¥ Enable

otarting IP address |192.1EEH.1.1EIEI
Ending IP address |192.1EB.1.1DE
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Configuring PPTP Client (Microsoft XP PRO’s VPN adapter)
Setupl

Select “Create a new connection” to create a VPN-PPTP dial out service.

Metwork Tasks @‘l

1._1 Create a new conneckion

’_'-_} Set up a home or small
— office network

b

See Also

i) Mebwork Troubleshooter

Setup2
Click Next to the next step.

New Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helpz you:
* Connect to the Internet.

* Connect to a private network, such az your workplace
nietwark.

* Setup ahome or small office network.

To continue, click Mest,

L Mext » ][ Cancel
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Setup3
Check Connect to the network at my workplace radio button. Click Next to the next step.

New Connection Wizard

Metwork Connection Type
YWhat do you want to do’?

) Connect to the Internet
Connect ta the Intermet 20 vau can brawse the Web and read email.

*) Connect to the network at my workplace

Connect to a buziness netwark [uzing dial-up or WP 20 vou can wark from home,
a field office, ar another locatian.

) Set up a home or small office network
Connect ko an exizting home or zmall office nebwork, or zet up a new one,

) Set up an advanced connection

Connect directly to another computer using vour zenal, parallel, or infrared port, or
zet Lp thiz computer =0 that other computers can connect ko it

< Back ][ Mest » l [ Cancel

Steup4

Check Virtual Private Network connection radio button. Click Next to the next step.

New Connection Wizard

Metwork Connection
How do vou want to connect to the netwark, at your workplace?

Create the following connection:

") Dial-up connection

Connect uzing a modem and a regular phane line or an Integrated Services Digital
Metwork, [ISDM] phone line.

%) Wirtual Private Network connection

Connect to the netwaork, uzing a wirtual private network, WEM] connection aver the
|nternet.

< Back ” M et > ][ Cancel
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Step5

Give a name to the PPTP connection. Click Next to the next step.
Mew Connection Wizard
Connection Mame
Specify a name for this connection to wour workplace.

Type a name for thiz connection in the following bos.

Company Mame

PPTP

For example, you could tepe the name of vour warkplace or the name of a server you
will connect ta.

< Back ” M et > ][ Cancel

Step6
Input VPN-PPTP Server IP address: 61.219.68.13. Click Next to the next step.

New Connection Wizard
YPH Server Selection
‘whhat iz the name or address of the VPN semver?

Type the hozt name or Internet Pratocol (IP) address of the computer to which you are
cohnecting.

Hozt name or IP address [for example, microsoft.com or 157 54.0.1

|E1.2196813

¢ Back H f et > l[ Cancel
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Step7
Click Finish completing VPN-PPTP setting.

New Connection Wizard

Completing the New Connection
Wizard

You have successfully completed the stepsz needed to
create the follawing connection:

PPTP
* Share with all uzers of this computer

The connection will be zaved in the Metwark,
Connections folder.

[]4dd a shortcut o this connection to my desktop

To create the connection and close this wizard, click Finish.

< Back Finizh l [ Cancel

Step8

Input your user name and password. Click Connect to establish a connection.

Connect PPTP

[zer name: firewall

Paszword: EIIIIIIY]
{

Save thiz uzer name and pazaword for the following users:

i Me anly
(2ifinpone who uzes thiz computer

|_ Connect H Cancel H Properties H Help
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1-3-2 L2TP without IPSec

Remote PC settings

Firewall settings

For example: DFL-1500 with Microsoft's VPN adapter (Windows 2K)

1-3-3 IPSec

Remote PC settings

Firewall settings

01- Profile name: test

02- Communication media: LAN over IP
03- Gateway: 61.219.68.13

04- IKE policy: DES+MD5

05- IKE key group: DH2

06- IPSec policy: DES+MD5 (ESP)
07- IPSec key group: DH1

08- Exch_mode: Main

09- Local identity: IP address

10- ID: 61.219.68.14

11- PSK: 1234567890

12- Remote Networks: 192.168.1.0/24

13- Disable firewall settings

01- Rule Name: IPSec

02- Local IP address: 192.168.1.0/24
03- Remote IP address: 61.219.68.14
04- Negotiation mode: Main

05- Encapsulation mode: Tunnel

06- Peers’s IP address: 61.219.68.14
07- PSK: 1234567890

08- IKE policy: DES+MD5

09- IKE key group: DH2

10- IPSec policy: DES+MD5 (ESP)
11- IPSec key group: DH1
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Device settings

DFL-1500/900
01- Add books (Basic -> Books)

WANI1:

Name

' Remote

61.219.66.0 255265 255 0
r 0.0.0.0 256255 255 255

0.0.00

Value

LAN1:

Name

Value

255255 255 0
255255 285255
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02- Edit Firewall rules (Advanced Settings -> Firewall -> Edit Rules)
Status ] s  Show Rules Attack Alert| Summa

dit| WAN1 % [fo LAN1 ¥/

Block v
ltem Status Condition

# Name  Schedule  SourcelP  DestlP  Service
1 Defak  ALWAYS  WANTAL  LANTAL  ALLSERVCE

MNext Page Move FPage 1|
Dielete Move Before;

Condition

Action

Forward + :
def class @
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Status

ipsec
Condition

Subnet Address @

192.168.1.0
255 255 255 0

Single Address @

61.219.65.14
256255 255 255

Action
Main @
Tunnel @

Static IP v ||61.219.68.14

IP Address @ Auto Assigned
IP Address ﬁ Auto Assigned

Encrypt and Authenticate (DES, MD&) @
Authenticate (MD&)

1234567890

1234567830

Encrypt and Authenticate (DES, MD#&) @
Encrypt and Authenticate (DES, MD5)
Encrypt and Authenticate (DES, SHA1)
Encrypt and Authenticate (3DES, MD5)

pt and Authenticate (3DES, SHAA
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ESPE

Encrypt and Authenticate (DES 5)
Encrypt and Authenticate (DES, SHAT)
Encrypt and Authenticate (3DES, MD&)
Encrypt and Authenticate (3DES, SHAT)
Encrypt and Authenticate (AES, MD5)
{Encrypt and Authenticate (AES, SHAT)

| Encrypt only (DES)

Encrypt only (3DES)

Encrypt anly (AES)

Authenticate only (MD&)

Authenticate only (SHAT)

lo Save Running Configur

Encrypt and Authenticate (DES, MDS) @

28800 (o] @ ()

DH1

DHS
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DFL-1100/700/200
01- Enable allow all VPN traffic (Firewall -> Policy)

Firewall Policy

Edit global policy parameters:

Fragments: [] Drop all fragmented packets

Minimum TTL: [3 |

| WM Allow all VPN traffic: internal-»YPM, WPN-xinternal and \-’F‘N-WF"N.|

2 90

Apply Cancel Help

02- Enable IPSec and edit IPSec rule (Firewall -> VPN -> IPSec Tunnels)

¥PH Tunnels

Edit [Pzec tunnel ipsec:

M arne; Iipsec

Local Mek: |'I 92.168.1.0/24

Authentication:

* PSK - Pre-Shared Key

FSE: Ixxxxxxxxxx
1224567390

HEt}'DE PSK Ixxxxxxxxxx

" Certificate-based
Local Identity: | &dmin - CH=000F3DE337RC =]

Certificates:

[ze chilfzhift click to zelect multiple certifizates.
Tousze 1D lizts below, vou must zelect a Co certificate.

| dentity List: I [no lizt] ;I




D-Link corporation

Tunnel type:

® R oaming Users - zsingle-host IPzec clientz

[KE Mtk [] Require uzer authentication via [KE #auth to open tunnel,

YPH Tunnels

Edit advanced settings of IPzec tunnel ipsec:

Lirnit MTL: 1424

IKE Mode: & b 5in mode IKE
r Agarezsive mode [KE
IKE DH Group: | 2 - madp 1024-it - |

FFS: W Enable Perfect Farward Secracy
PFS DH Group: |1 - modp 7686t = |

MAT Traversal ¢ pizabled.

& Onif supported and needed [MAT detected between gatewayz]
0 Onif supported

Keepalives: Mo keepalives.

Automatic keepalives [works with other DFL-200/700/41700 urits]

b anually configured keepalives:

Source |F: I

I I

D estination P: |
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IKE Proposzal List

#1
g2

H3:
Ha:
HE:
HE:
HY:
HE:

#1:
#o: LI
#3:
Ha:
H5:
HE:
#Y

Cipher Hash Life KB Life Sec
LB [MDE || |0 {28800
i [mMos =1 o [28800
Freliles [sHa1 =] [0 2500
Clowish 1 20Alawectnags _| [M05 =] [T [zsE0m
et | e b
Clowish 258 Alowed 26448 | [M05 =] [T [2Ee00
Blowfish-448 Allowed-256-448 7 mos =] o [

E =l IMos =] o |o

IPzec Proposal List

Cipher HMAC Life KB Life Sec
{DES =1 ||MDE = o 3600
Sty = [Mos =] [0 [3600
casT1 [sHa1=] o 600
Plowieh 120 Alowecanass _| [M05 =1 [T [0
Clowish 128 Alowed 120443 | [SBE] [T [0
Clowish 258 Alowed 25445 | [M05 =] [T [
Blowfish449 Allowed 256448 2 mos = o [

[ =l IMps =1 o o

Ha:
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DFL-600
01- Enable allow all VPN traffic (Advanced -> Policy -> Global Policy Status)

| Rules / Global Policy 5tatus / Policies

\bound Port Filtes Qutbound Port Filter

Enabled Enabled
® Allow all except policy settings & Allow all except policy settings
O Deny all except policy settings  © Deny all except policy settings

02- Enable IPSec and edit IPSec rule (Firewall -> VPN -> IPSec Tunnels)

IDCa- R rA s unne able

IFsec sellings/ Manual hey s innet »efings

Tunnel Name |ipse+: |

Peer Tunnel Type |Stati|: IP address V|
Termination P |61.219.68.14 |

DomainMame | |

Peer ID Type |AddresstF”ul'-‘1_Addr} V|

Peer ID 61.219 68 14 ' (optional)

Shared Key i123455?890 |

IKE Mode & Main O Aggressive
Encapsulation @ Tunnel C Transport mode

MAT traversal & MNormal (> ESP Over UDP (port 500)

|PSec Operation EESP -

Phase 1 Proposal

Mame |P1Param |

DH Group Group 2 V|

IKE Life Duration 6000 | seconds
IKE Encryption

IKE Hash MD5 &

Mame |F'2F'aram |
Encapsulation ESP +

IPSec Life

Duration |EUUU | seconds

ESP Transform DES |»
ESF Auth
AH Transform

]
=
L™ :L‘-‘
5
=
[
m
55
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Click here to add P1 proposal

P1 Proposals P1Param *

MNOT SET »
Click here to add P2 proposal

P2 Proposals FP2Param

NOT_SET v
Target Host Range

Starting Target |Er1 219 68.0
Host etk

Subnet Mask |255_255_255_U

NOT_SET »
NOT_SET »

NOT_SET
NOT_SET



D-Link corporation

Configuring IPSec connection (D-Link DS-601)
Setupl

Configuration->Profile settings->New Entry

Input your profile name and click Next button
Diestination Assstant

Connection Name - o
Enter the name af the connection - ln

The connection may be given a dezcriptive name; enter a name in the fallowing figld.

Mame of the connectian

Itesﬂ

4 Back Hest > LCancel |

Setup2

Select Communication media as LAN over IP and click Next Button
Destination Assistan x|

Link type [Dial up configuration] [ L
Select the media type of the connection, D.I‘ ln

Determing how the connection o the corporate network, zhould be establizhed. [ the internet iz
to be uzed via modem, set the communication media to "modem’’ and then select the
appropriate madenm.

< Back || Mest Cancel




D-Link corporation

Setup3

Input VPN gateway (61.219.68.13) and click Next button
Diestination A sastant

¥PMW gateway parameters & 1
To which %¥PM gateway should the connection be established? D-’Lln

Enter the DMS name [i.e. vphzerserdomain.cam] ar the official [P address [ie. 21210017 29] of
the %PM gateway you want to connect to.

ﬂE G ateway
' |E1.219.58.13
[ Use extended authentication (&l TH]

@ Lzername

Pazzword Fazzword [Confirm]

¢ Back | MHext Cancel

Setup4
Input 1234567890 in the Shared secret and retype it in the Confirm secret.

Input your local IP address in the Local identity, and click Finish button.
Destination fssistan x|

Pre-chared key [ B
Comman secret for data enciyption - ln

& zhared zecret or pre-zhared key iz used to encrypt the connection; thiz then needs to be
indentizally on both zides [WPM client und %FPH gateway).
E nter the appropriate value for the [KE 1D according o the zelected 1D tupe,

%’Qﬁ Pre-zhared key
Shared secret : Confirm secret ;
Local identity
= Iype: |IP Address =l
Io: 6121968714

¢ Back || Finizh Cancel
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Setup5
After finishing the previous wizard, you can find out that add a new profile here.
Frofile Bethings 5'

—Awvallable Profile

Frafile Mames Phane Mumber/Link Type Canfigure
DFL-300 LAN ]

DFL-500 [PPPoE] %051 [PPPoE] e Entry
DFL-RO0 L& :
DFL-700 [Modem] <PhoneMumbers Duplicate
DFL-700 LAM

DFL-B0 LAM Delete
DFL-900 L&M E——
D1-804ky [PPPoE] xD5L [PPPoE] Help
DI-804hy L&M i —
Dl-824vup+ LAM Cahcel

I 1= ar

Setup6

Configuration->Profile settings->test->IPSec General Settings

Click Policy editor to edit IPSec and IKE policy

Profile Settings  test x|

General ~IPSec General Setting

(IP5ec eneral Sethings _
|dentities Gateway : IE'-'I 2196813

IP Address Assignment —
Remate Mebwarks Palicies

Firewsall 5ettings @ IKE palicy : Iautl:lmatic mode j
IPSec palicy : Iautl:umatic mode j

Falicy lifetimes ... |  Policy editor .. |

Advanced options
ﬁ Exch. mode : I.ﬁ.ggressive tode =l
PFS group INDne j

I Usze IP compression [LZ5]
[T Dizable DFD [Dead Peer Detection]

Help | ok Cancel




D-Link corporation

TPRec Configuration il
- ¥T IKE Policy Configure
oW IPSec Palicy

Hew Enf
[Tuplhzate
[Telete
Cloze

Setup7
Click IKE Policy->New Entry, enter DES+MD5+DH2 as the IKE policy name.

Select Encryption as DES, Hash as MD5, DH group as DH2 and click OK button.
IKE Folicy Rl

— IKE Proposgalz

Palicy name ; IDE S+MD5+DHE

Authentication | E nciuptian | Hazh | [OH Group |
Prezhared Kay DES kD5 DH-Group 2 [1024 Bit]
Authentication ; I Freshared Key Add

Hazh : IMDE

=

E hcryption : I DES j Eemove
=
=

DH Group: IDH-Grnup2[1DE4 Bit]

Help | ok LCancel




D-Link corporation

Setup8
Click IPSec Policy->New Entry, enter DES+MD?5 as the IPSec policy name.

Select Transform as DES, Authentication as MD5 and click OK button.
[P3ec Policy il

— IPSec Propozalz

Palicy name : IDES+I‘--1D5|

Pratacal | Transfarm | M ane |
ESF DES M5

Frotacal [EsP | Add
Transfarm : I DES j Femove
Authentication ; I MD5 j
Help | ak, Cancel
Setup9

Configuration->Profile settings->test->IPSec General Settings
Select IKE policy as DES+MD5+DH2, IPSec policy as DES+MD5, Exch. mode as Main
Mode, PFS group as DH-1

Profile Sethings  test x|

—IPSec General Setting

General

IFSec General Sethings 4 :

e ’E Gateway:  [51.21365.13

IP Address Azsignment R

Remate MNetwarks ;

Firewall 5ettings @ IKE policy : IDE5+MDE+DH2 j
IPSec pelicy : [DES+MD5 |

Folicy lifetimes ... | Folicy editar ... |

Advanced options
ﬁ Exch. mode : IMain M ode j
EFS graup: | DH-Group 1 (769 Bit =]
[ Use IP compression [LZ5]
™ Disable DFD [Dead Peer Detection]

Help ok LCancel
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Setupl0
Setup Remote Networks, enter Network address as 192.168.1.0 and Subnet masks as
255.255.255.0

Profile Bethings  test x|

—Remate Metwark:

General _

IPSec General Settings Enter the IP networks the tunnel should be used far.

|dentities "Without entries bunneling will always be used,

|IP Address Assignment

i': " 3 % Metwark addreszes ; Subnet mazks ;

[ [1921881.0 | 265.255.255.0

[n.000 |0.000
[0.000 |0.000
[0.00.0 {0.0.0.0
[0.0.0.0 {0.0.0.0
| spply tunneling zecurity for loeal Hetwerks

Help | ok Cancel

Setupll

Setup Firewall settings, select Enable Stateful Inspection as off and click OK button.

Profil Settings  test x|

—Firewall Setting

General _
:ES;%E:”EHI Sellings With fire_wall sn_attings activated packets fram other
IF Addiess Aseigninent hosts will be dizcarded.

Remate Metwarks

Firewall 3 ettings Enable Stateful Inspection : IM - I

™| Only communication within the tunnel permitied

Help ok, LCancel
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Setupl?2

Click Connect button to establish IPSec tunnel

D D-Link ¥EN Client ) = ]
Connection  Configuration Loz Window  Help
Frafile : Outzide Line :

Itest j I

Client | Server

peomes | D-Link
Statistics:
Time online; 00 00; 30 Timeout (sec): 0 sec
Data (Tx)in Byte: 240 Direction: out
Data (Rx)in Byte: 240 Link Type: LM FWL A

Speed (KByteds) 0,000 Encryption: DE=
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2. LANto LAN

2-1 Objective:

When a branch office wants to connect with another branch office through the Internet.

2-2 Environment:

Configure a LAN to LAN (PPTP/L2TP/IPSec) VPN Dial-in Connection

Public IP Public IP
192.168,1,254 61.219.68.14 61.219.68.13 I 10,10,9%,254
Remote PC Remote_Firewall VPN Tunnel Local_Firewall Server
192.168.1., 100 -} - 10,1099, 100
192,168 GW: 10.10.99.254

GW: 192.168.1.254

2-3 Setups:

2-3-1 PPTP Server & PPTP Client

Remote_Firewall settings Local_Firewall settings
01- Enable PPTP Client 01- Enable PPTP Server
02- Server IP address: 61.219.68.13 02- Local IP address: 10.10.99.254
03- Username: firewall 03- IP pool: 10.10.99.200-205
04- Password: firewall 04- Username: firewall
05- Password: firewall




D-Link corporation

DFL-1500
01- Enable PPTP Server (Advanced settings -> VPN settings -> PPTP)

VPN Hub | VPN Spoke

10.10.95.254

10.10.958.200 10.10.99.205

03- Add a static routing table (Advanced settings -> Routing -> Static Route)
Policy Rout
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DFL-1100/700/200
01- Add User (Firewall -> Users)

Uzer Management

Add new uzer:

Idzer name: Ifirewall

Group memberzhip: I

Paszwiord: |

R etype Dasswgrd: Ixxxxxxxx

L2TP/PPTP settings:

Static client 1P I ]
[f empty, the IF addrezs will be taken from the server's 1P pool

Metwarks behind

[192.165.1.0/24)
Lzer

02- Enable PPTP Server (Firewall -> VPN)
L2TP/PPTP Servers

Edit PPTP tunnel pptp-server:

Mame: |pptp-server |

Oluter IP: | | Blank = 'waH P

buzt be Wik 1P if IPzec enciyption is required
Irmer [P | !Elank =LaN [P

IP Pool and zettings:

Client I Poal: |10.10.99.200 - 10.10.99.205

Frosy ARP dynamically added routes

Frimary DHS: | |[Elpti|:|nal]

Secondary DMS: | | [Dptional]

Ilze unit's own DMS relayer addreszes

Frimany WINS: ! ![EI phional]
5 d )
EC&?I Naé-":' | | [Dptional]

03- Enable PPTP Client (Firewall -> VPN)
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L2TP/PPTP Clients

&dd PPTP Client ;

Mame: ||:u|:ut|:u-n:|ient

B asic settings:

sernarme; |firewall

HEXKHHRHK

Password: |

Retype |
Passwnrd:

Interface |F: I

Blark = et IF fram zerver

GF‘E"":'“? [E121968.13
ateway:

Remote Met: [10.10.99.0/24

¥ Use primary DS zerver from tunnel az primary DNS

[ Use gecandary DMS server from tunnel az secondary DHS
Hint: Uze Servers = DMNS Relayer to eazily make DMS zervers available to internal

clients,

2-3-2 L2TP Server & L2TP Client

Remote_Firewall settings

Local_Firewall settings

2-3-3 IPSec

Remote_Firewall settings

Local_Firewall settings

01- Enable IPSec

02- Local IP address: 192.168.1.0/24
03- Remote IP address: 10.10.99.0/24
04- Negotiation Mode: Main mode

05- Encapsulation Mode: Tunnel mode
06- Peer’s IP address: 61.219.68.13
07- PSK: 1234567890

08- IKE policy: DES+MD5

09- IKE key group: DH2

10- IPSec policy: DES+MDS5 (ESP)
11- IPSec key group: DH1

01- Enable IPSec

02- Local IP address: 10.10.99.0/24
03- Remote IP address: 192.168.1.0/24
04- Negotiation Mode: Main mode

05- Encapsulation Mode: Tunnel mode
06- Peer’s IP address: 61.219.68.14
07- PSK: 1234567890

08- IKE policy: DES+MD5

09- IKE key group: DH2

10- IPSec policy: DES+MDS5 (ESP)
11- IPSec key group: DH1
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DFL-1500
Remote_Firewall:
01- Add books (Basic -> Books)

Schedule

WAMNT-VPNA

;2552552550
255 255 255 255

Name

LANT-VPMA

192.168.1.0 k: 2552552550
0.0.0.0 : 255 255 255 2585

0.0.0.0

Value

02- Edit Firewall rules (Advanced Settings -> Firewall -> Edit Rules)
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. .If.r.z:.n: # | Ee==m
m QQQQ

Status

Condition
LANT-VPMA

def class gﬁ
def_class @

ﬁpT:'Iﬁ'
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Status
[v]

Condition

10.10.99.0

Static IP | ||61.219.68.13

IP Address @ Auto Assigned
IP Address Al Auto Assigned

Encrypt and Authenticate (DES, MD5) @
Authenticate (MD5) »

1234567830

| Advanced

1234567830

Encrypt and Authenticate (DES, MD#&) @
Encrypt and Authenticate (DES, MD5)
Encrypt and Authenticate (DES, SHA1)
Encrypt and Authenticate (3DES, MD5)

pt and Authenticate (3DES, SHAA
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ESPE

Encrypt and Authenticate (DES 5)
Encrypt and Authenticate (DES, SHAT)
Encrypt and Authenticate (3DES, MD&)
Encrypt and Authenticate (3DES, SHAT)
Encrypt and Authenticate (AES, MD5)
{Encrypt and Authenticate (AES, SHAT)

| Encrypt only (DES)

Encrypt only (3DES)

Encrypt anly (AES)

Authenticate only (MD&)

Authenticate only (SHAT)

lo Save Running Configur

Encrypt and Authenticate (DES, MDS) @

28800 (o] @ ()

DH1

DHS

Local_Firewall:
01- Add books (Basic -> Books)
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Schedule

Name

AN T-YPMNE

Value

192.168.1.0 . 255285 25510
255 255256255

ST .

Service Schedule

Name

LANT-YPMNBE

Value

® Subnet > 10.10.99. e | 255,255 2550
o i - R
@

B

02- Edit Firewall rules (Advanced Settings -> Firewall -> Edit Rules)
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Show Rules Attack Alert| Summa

[ wann v]go Lt v

Block v | Apply |

Iltem . Status - Condition
'+ Mame  Schedul  SowcelP  DestlP  Senice

Mext Page Meowe Fage 1w
Delete Wliowe Before;

Status Show Rules Attack Alert | Summa

Status

WAN1-VPNE v : LAN1-VPNE
LANY

Condition

Action

155! def_classﬁ
def_class Lﬁ

=

03- Enable IPSec and edit IPSec rule (Advanced Settings -> VPN Settings)

VPN Hub | WPN Spoke
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Status

ipsec
Condition
Subnet Address @
10.10.99.0
k| 255.255.255.0

2 | Subnet Address @
192.168.1.0
k | 255.255.255.0
Action
flain

Tunnel

Static P v |{61.219.63.14

PAsss v

&
IP Address Auto Assigned

Encrypt and Authenticate (DES, MDS) @
Authenticate (MDS)  »

1234567890
| Advanced |

| Back [ Awly |

1234567390
Encrypt and Authenticate (DES, MDS) @

Encrypt and Authenticate (DES, MDS)
Encrypt and Authenticate (DES, SHAT)
Encrypt and Authenticate (3DES, MDE)
Encrypt and Authenticate
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Main

1234567530

Encrypt and Authenticate (DES, MD5) @

28500 (o] L @

E=P

Encrypt and Authenticate (DES, MDa) @
Encrypt and Authenticate (DES, OS]
Encrypt and Authenticate ([DES, SHAT)
Encrypt and Authenticate (3DES, MDS)
Encrypt and Authenticate (3DES, SHAT)
Encrypt and Authenticate (AES, MDE)
Encrypt and Authenticate [(AES, SHAT)
|Encrypt anly (DES)

Encrypt anly (3DES)

Encrypt anly (AES)

Authenticate only (MDS)

|Authenticate only (SHAT)

to Save Running Configur

&

DFL-1100/700/200
Remote_Firewall:

01- Enable allow all VPN traffic (Firewall -> Policy)
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Firewall Policy

Edit global policy parameters:

Fragments: [] Drop all fragmented packets

Minimum TTL: [3 |

| WM Allow all VPN traffic: internal-»YPM, WPN-xinternal and \-’F‘N-WF"N.|

9 90

Apply Cancel Help

02- Enable IPSec and edit IPSec rule (Firewall -> VPN -> IPSec Tunnels)

¥PH Tunnels

Edit [Pzec tunnel ipsec:

M arne; Iipsec

Local Mek: |'I 92.168.1.0/24

Authentication:

* PSK - Pre-Shared Key

FSE: Ixxxxxxxxxx
1224567390

HEt}'DE PSK Ixxxxxxxxxx

" Certificate-based
Local Identity: | &dmin - CH=000F3DE337RC =]

Certificates:

[ze chilfzhift click to zelect multiple certifizates.
Tousze 1D lizts below, vou must zelect a Co certificate.

| dentity List: I [no lizt] ;I
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Tunnel bype:

& Roaming Users - single-host IPzec clientz

IKE ®auth: [T Pequire uzer authertication via IKE *Auth to open tunnel

* LAM-to-LAN tunnel

Remote Net: [10.10.99.0/24

Remote Gateway: |51.21968.13

The gateway can be a numearical [P address, DHS name, or
range of IP addrezzes for roaming / NATed gateways.

Foute: [+ Automatically add a route for the remote netwark.
Froxw 8RP: [T Publish remate netwark on all interfaces via Prosy ARP.

IKE *auth client: r .F'as.f uzername and pazsword to peer via [KE *auth, if the remote gateway
requires it.

#auth Lsermnanme: I

FAuth Passward: I

YPH Tunnels

Edit advanced settings of IPzec tunnel ipsec:

Lirnit MTL: 1424

IKE Mode: & b 5in mode IKE
r Agarezsive mode [KE
IKE DH Group: | 2 - madp 1024-it - |

FFS: W Enable Perfect Farward Secracy
PFS DH Group: |1 - modp 7686t = |

MAT Traversal ¢ pizabled.

& Onif supported and needed [MAT detected between gatewayz]
0 Onif supported

Keepalives: Mo keepalives.

Automatic keepalives [works with other DFL-200/700/41700 urits]

b anually configured keepalives:

Source |F: I

I I

D estination [F: I
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IKE Proposzal List

Cipher Hash Life KB Life Sec
# [MDE || |0 {28800
#2L EEES MDE -] O 28800
fy RN [sHa1 =] [0 [25800
4 (Biowioh 128 loweadnass _| [W05 =] [T [z
s Gt | e
6. (oiowish 2% Alowed o440 | M08 =] [T 2800
7. |Blowlish-448 Allowedt 256-448 7 mos = [0 B
#e |- =] IMDs =] o o
IPzec Proposal List

Cipher HMAC Life KB Life Sec
#1: JDES =1 ||MDE = o 3600
o |4 = [Mos =] [0 [3600
#3 | [SH&1 =] |0 3600
4 |Blowish 128 loweddnass _| [W05 =] [T 5600
5 [oiowish 120 Aloned 20443 | [SPAIE] [T [0
4. [oiowish 2 Alowed 2440 | [M05 =1 [T | [0
7. [Blowfish-446 Allowed:256-448 3 s =1 o [
#a |- =l IMDs =] o o

Local_Firewall:

01-Enable allow all VPN traffic (Firewall -> Policy)
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Firewall Policy

Edit global policy parameters:

Fragments: [] Drop all fragmented packets

Minimum TTL: [3 |

| WM Allow all VPN traffic: internal-»YPM, WPN-xinternal and \-’F‘N-WF"N.|

9 90

Apply Cancel Help

02- Enable IPSec and edit IPSec rule (Firewall -> VPN -> IPSec Tunnels)

YPH Tunnels

Edit [Pzec tunnel ipsec:

Mame: | i.psec: |

Local Wet: | 10.10.93.0/24

Authentication:

® PSK - Pre-Shared Key
P3K: 900000008

1234567590
Retype PSK: @ @O OOO00O

) Certificate-bazed

Local [dentity:

Certificates:

Ilze chil/zhift click to zelect mulbiple certificates.
Tousze 1D lizts below, vou muzt zelect a Co certificate.

|dentity Lisk:
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Tunrnel type:

O Roaming Users - zsingle-host IPzec clients

IKE #Auth: Fiequire uzer authentication via IKE *é&uth to open tunnel,

{¥) LAN-to-LAN tunnel

Remate Met; :'!32:1 EB1EI£24

Remate Gateway: |B1.219.68.14

The gateway can be a numerical IP address, DHS name, or
range of IP addrezses for roaming A MAT ed gateways.

Route: Autamatically add a route for the remote netwark.
Proxy 8RP: [T Publish remate netwark. on all interfaces via Prosy ARF.

IKE 3auth client [] Pass username and pazzward bo peer via IKE #auth, if the remate gateway
requires it.

Auth Uzermame:

huth Passward:
YPH Tunnels

Edit advanced zettings of IPzec tunnel ipsec:

Limit MTU: [1424 |

IKE Mod=t @ Main mode IKE
O Aggrezsive mode [KE

IKE DH Group: '.2-m-:u;ip 1024-bit |

PFS: Enable Perfect Fonward Secrecy
PFS DH Group: | 1 - n_'u:u:_lp ?EBI:ult i

MAT Traverzal: ) Dizabled.

& onif supported and needed [MAT detected between gateways]
) Onif supported

Keepalives: & Mo keepalives.
) Automatic keepalives [warks with other DFL-200/700,1700 unitz]
O b arually configured keepalives:

Source IP;

Destination |F;
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IKE Proposzal List

Cipher Haszh Life KB Life Sec
#: [DES v| [[Mos & [0 | [2g800]
#2 2EEs U [Mps | [0 | [28800
gy |11 st v| [0 | [zoem]
Blowfizh-40 Allowed: 40-448 = 1 T
B4 | Blowfish-128 Allowed:40-448 (MDS v |0 | 28800
Blowfizh-258 Allowed: 40-4482 r i ] T ul
HE: | Bilawfish1 28 Allowed:128-448 sHa-1 s [0 28800 |
Blowfish-256 Allowed: 128448 —— e =
HE: | Blowlich-256 dllowed: 256-448 (MD5 | |0 | |28800]
Blowfich-443 Allowed: 256-443 R~ R :
H7 | Blowfish-448 Allowed: 448-448 MDD ™ [0 | (O
BB | Twofish-122 Allowed:128-256 [MD5 & [0 | |0
Twafizh-256 Allowed:123-256
Twafizh-256 Alowed: 256-256
IPzeq.
AES-128 Allowed: 1 28-256 HMALC Life KB  Life Sec
AES-256 Allowed:125-256 : P S
#1: |A4ES-256 Allowed: 256-255 IMD5 »| |0 | |3500 |
IPzec Propozal List
Cipher HMWALC Life KB Life Sec
#: | | [[mps ]| [0 ] [s800]
12l S MDs | [0 | [3s00 |
ol EE T
Blowfizh-40 Allowed: 40-448 — ] —
H4 | Blawfish-128 Allowed:40-448 MDS | [0 | [3500
Blowfizh-256 Allowed: 40-445 -
H5 | Blawfish-128 Allowed: 128-442 |SHA1 | |0 | [3600 |
Blowfish-256 Allowed:128-448 : O :
HE: | Blowfish-256 Allowed: 255-448 MDS »| |0 | 3600
Bllowfish-448 &llowed: 256-445 — e s =
B7: |Blowfish-448 Allowed: 445-445 MDS & (0 | |0
BB | Twofish-128 Allowed:128-256 MD5 | [0 | |0
Twofish-256 Allowed: 128-256
Twofish-256 Allowed: 256-256
"BESH- iz unit will propoze 128 bit encreption to the ren
estal_:ul AES-128 Allowed:128-256 coept any cipher key sizes between 128 and 2
receiv| AES-256 Allowed:128-256
AE5-256 Allowed: 256-256 _ Jw’
DFL-600

Remote_Firewall:
01- Enable allow all VPN traffic (Advanced -> Policy -> Global Policy Status)
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Enabled Enabled
@ Allow all except policy settings & Allow all except policy settings

O Deny all except policy settings O Deny all except policy settings

02- Enable IPSec and edit IPSec rule (Advanced -> VPN-IPSec -> Tunnel Settings)

Tunnel Mame ii_p__sn_au:_: |
Feer Tunnel Type | Static P address v
Terrnination [P B1.219.65.13

DomainMame

Peer ID Type '.Addreaalg!l:"\fdrﬁddr]! i

Peer ID [61.21988.13 | (optional)

|Shared Key 1234567590 |

[IKE Mode © Main | O Aggressive
Encapsulation @ Tunnel O Transpart made

MAT traversal * Marmal O ESP Over UDP (part 500

|IF'SE|: Operation  |ESP + |

Mame 'P1Param

DH Group .Grl:uu_p 2 v._

IKE Life Duration 6000 "
IKE Encryption DES |

IKE Hash [MD5 v

Mame \P2Param

FF= Mode ' Group 1 %

Encapsulation .ESF' v._.

Eugr:t?nhlfe :‘éi:i'::":': seconds
ESP Transform : DES (%

ESP Auth [HMAC-MDS ~|

AH Transform
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P1 Proposals | P1Param v |NOT_SET v|
NOT_SET +| NOT_SET v|
[P2 Proposals | P2Param || NOT_SET ||
NOT_SET v [NOT_SET v|

Starting Target
Host

=ubnet Mask 255 255.255.0

'_1 0.10.99.0

Local_Firewall:
01- Enable allow all VPN traffic (Advanced -> Policy -> Global Policy Status)

Enabled Enabled
@ Allow all except policy settings & Allow all except policy settings

O Deny all except policy settings O Deny all except policy settings

02- Enable IPSec and edit IPSec rule (Advanced -> VPN-IPSec -> Tunnel Settings)

Tunnel Marme ;-R_e__r_"n!:u_te_ @gtewﬁy_ |
Feer Tunnel Type |Static IP address v
Termination P |51.219.65.14 '

DomainMarme

Feer 1D Type |Address(IPVA_Addr) v

Peer I 51.219.68.14 | foptional]

Shared Key 1234567890 | |

IKE Made ) Aggressive
Encapsulation & Tunnel O Transpart mode

MNAT traversal _G} Normal (2 ESP COver UDP {port £00)

IPSec Operation :ESF‘ =
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Mame |F'1F'aram |
OH Group Group 2 %
: . B
IKE Life Duration 5000 | seconds

IKE Encryption |DES %
IKE Hash (MD5 v

Phase 2 Proposal

Mame |F'2F'aram |

FPF3 Mode Group 1
Encapsulation ESF Vl

IPSec Life

Duration |EDDD | seconds
ESP Transform DES »|
ESP Auth | HMAC-MDS |

AH Transform

Click here to add P1 proposal

| P1 Proposals | P1Param v/ | NOT_SET v
[NOT_SET NOT_SET v

Click here to add P2 proposal
| F2 Proposals F2Param + MOT _SET V|

NOT SET ~ NOT SET v
Target Host Range

Starting Target [ oo may g |
Host : —

Subnet Mask 2652562550 |
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