DI-804V With Windows 2000 Advanced Server
IPSec VPN Configuration Procedures

Document version: 1.0

Date: 10 Sept 2002

Technical Requirement: Customer is required to understand their network and the Win2000
server machine well for this configuration. Please consult Microsoft certified professional if

unsure. The information provided here is for your reference only. D-Link will not be held
responsible for any consequences arise from it.

1.Enter “mmc” on the Dos Command Prompt
[ ]command Prompt

Microsoft Windows 2800 [Uersion 5.88_21951]
(C>» Copyright 1985-199% Microsoft Corp.

D:<Documents and Settings“Administrator>mmc

2.Select “Add/Remove Snap-in”
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3.Click “Add”

Add/Remove Snap-in

Standalane I E:-:tensiu:unsl

|lze thiz page to add or remove a standalone Snap-in from the conzaole.

21|

Shap-ing added ta: Ia Conszole Root

[

— Dezcription

Bemowve

Aot |

ok |

Cancel |

4.Select and Add “IP Security Policy Management”

Add Standalone Snap-in

Available Standalone Snap-ins:

2]

Q Indexing Service

g—?-" Internet Authentication Service [1A5]
% Internet nformation Services
IP Securty Palicy Management
| @] Link to wWeb Address

Q Local Ugers and Groups

& Performance Logs and Alerts
@_ (a5 Admizsion Control

Shap-in | “Wendar |:|
Ea FrontPage Server Extengions
@ Group Policy Microzaoft Corporation

Microgzaft Corporation, |...
Microsoft Corporation
Microzoft Corporation

Microzoft Corporation
Microzaoft Corporation
Microsaoft Corporation

— Dezcription

Internet Protocol Securnity [IPS ec) Adminigtration. Manage IPSec
policiez for zecure communication with other computers.

Cloze




5.Select “Local computer”, then click “Finish”
Select Computer e |

Select which computer this Snap-in will manage *
Ww'hen thiz conzole iz zaved the location will alzo be saved
"

@ Local computer

The camputer this conzale iz rnning an

™ Manage domain policy for this computer's damain

™ Manage domain policy for another domain:

" Another computer:

I Browse... |

< Back I Finizh I Cancel

6.Click “OK”

Add/Remove Snap-in ed |

Standalone I E:-ctensionsl

Uze thiz page to add or remove a standalone Snap-in from the console.

Snap-ins added ta: Ia Conzole Roat ;I

— Description

Internet Protocaol Security [IPSec] Adminiztration. Manage IPSec policies
for zecure commmunication with ather computers.

Add... Bemove About... I

ak. I Cancel

7.Right-click on “IP Security Policies on Local Machine” and select “Create
IP Security Policy”



"Hi Consolel - [Console Root]
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Refresh
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|Create an 1P Security Policy

8.Click “Next”
d 3

YWelcome to the [P Secunty Policy wizard.

Thiz wizard helps vou create an [P Security Palicy. o will
gpecify the level of zecurity to uge when communicating with
specific computers or graups of computers [subnets), and for
particular P traffic types.

Tao continue, chck Mest.

< Back

Cancel |




9.Enter the details below and click “Next”

IP Security Policy Wizard

IP Security Policy Hame
M arme thiz securty policy and optionally give it a brief description

M ame:
D304 Wwith w2k

Dezcription;

DIA04Y Communicates with Windows 2000 Advanced Server ﬂ

< Back I MNewt > I Cancel |

10.Uncheck “Activate the default response rule” and click “Next”
IP Security Policy Wizard i 7] x|

= 8 ]
Requests for Secure Communication
Specify how this policy responds to requests for secure commurnication.
-

The default rezponse rule rezponds to remate computers that request security, when no
other rule applies. To communicate securely, the computer must respond to requests for
FECUME Communicatian,

[ ictivate the default response rule. |

< Back I Hest » I Cancel




11.Check below and click “Finish”
IP Security Policy Wizard

Completing the [P Security Policy Wizard

Y'ou have succeszsfully completed specifving the properties
far your new IF zecurnity policy.

To edit vour [P securnity policy now, select the Edit properties
check bow, and then click Finigh.

To close thiz wizard, click Finizh.

2l x|

¢ Back I Finizh I Cancel

12.Select “Add”
EAZ104YPN With W2K Properties el B

Rules |General|

mm]  Security rules for communicating with ather computers

1P Security Rules:

IP Filter List | Filter Action | Authertication... | Tu
O <Dyrnamics Default Response K.erberos M

| | i

Add.. | Edit... | Bemowe | W Use Addwizard

| )4 I Cancel |




13.Click “Next”
Security Rule Wizard d A

Wielcome to the Create [P Securnity Fule Wizard.

A zecunty le governs how and when zecurty iz invoked
based upon criteria, such az the zource, destination, and type
af |P traffic, in the security rule's [P filker list.

A zecunty rule contain: a collection of security actions that
are activated when a communication matches the critena in
the |P filter list.

Security actions
IF turnneling attributes
Authentication methods
Filter actions

To continue, click Mest,

¢ Back

Cancel |

14 .Enter the IP Address detail into “The tunnel endpoint specified by this
IP address:” (Eg. DI-804V WAN Port IP Address)

Security Rule Wizard

Tunnel Endpoint

The tunnel endpoint iz the tunneling computer clozest to the 1P traffic destination,
az zpecified by the security rule's [P filker list.

A IPSec tunnel alloves packets to traverse a public or private internetwark with the
zecurity level of a direct, private connection between two computers.

Specify the tunnel endpaint for the |P zecurity rle;

£ Thiz rule does not specify a tunnel

£ The tunnel endpaint iz specified by this 1P address:
in . 10 . 10 . 2

< Back I Hest » I Cancel




15.Select “All network connections”, then click “Next”
Security Rule Wizard

Metwork Type
The zecurity rule must be applied to a netwark, type.

Select the netwark type:

i il petwork connections
" Local area network [LAN]

" Remote access

< Back I MNewt > I Cancel |

16.Select “Use this string to protect the key exchange (preshared key)”
(Eg. DI-804V preshared key) then click “Next”
IP Security Policy Wizard 2] x|

Authentication Method i
To add multiple authentication methods, edit the zecurity iule after completing the %
e

IP zecunty rule wizard.

Set the initial authentication method for this security rle;

£ windows 2000 default [Kerberos W5 protocol]
£~ Use a certificate from this Certificate Authority [Cé):

I Browse... |

£ Use this shing to pratect the key exchange [preshared key):

12345674 |




17.Select “Add”

Security Rule Wizard

IP Filter List
Select the P filker lizt for the type of [P traffic b which this securnty rule applies.

If no [P filker i the following list matches vour needs, click Add to create a new one.

1P filker ligts:
M ame | Description
(@A ICHP Traffic tatches all ICMP packets bet...
O AP Traffic tatches all IP packets from ...

< Back I MNewt > I

Cancel |

18.Enter a filter name then click “Add”
: IP Filter List

2=

- A 1P filker ligt is compozed of multiple filkers. In thiz way multiple subnets, [P
z addreszes and protocols can be combined into one [P filker.
I ame;

2K to DIS04Y

Dezcription:;
Make a filkerfrom W2 to OIS0

| Ed...
j Bemove |

Filters:

¥ Use Add'Wizard

Mirrn:nred| D eszcription | Pratacal | Source Part

| D estination

o]

i

Cancel |

Y




19.Click “Next”
IP Filter Wizard d A

Wielcame to the 1P Filker wizard.

Thiz wizard helpz you provide the source, destination, and
traffic-tupe infarmation needed ta filker [P traffic.

Thiz wizard creates "mirored”’ filters that match on both
incoming and autgoing |F traffic.

Yau can add multiple filkers to build an [P Filker List that
matches on [P packets for multiple zource or destination
machines, or for mary different traffic types.

To continue, click Mest,

¢ Back

Cancel |

20.Select “A specific IP Address” and input the Source address, then “Next”
to continue (Eg. Windows 2000 Advanced Server IP)
Filter Wizard

IP Traffic Source
Specify the source address of the IP baffic.

Source addreszs:

& zpecific P Address j

Paddess | 10 . 10 . 10 . 1|

Subnet mask: I 2bh . 2bb | 2hbh | 2hb

< Back I Hest » I Cancel




21. Select “A specific IP Subnet” and input the Destination subnet address,
then “Next” to continue (Eg. DI-804V Private network)

Filter Wizard i |

IP Traffic Destination 2
Specify the destination addrezs af the [P traffic.
_

Destination address;

A, zpecific P Subnet j

Paddess: | 192 . 168 . 0 . ]

Subriet mask: | 255 , 255 . 255 . 25§

< Back I MNewt > I Cancel |

22.Select the following and click “Next”
Filter Wizard

IP Protocol Type

Select the IP Protocol type. [F this type supports IP ports, pou will alzo specify the
|F port.

Select a protocal type;

[N -

|n

=l
=]

< Back I Hest » I Cancel




23.Uncheck the following and click “Finish”
IP Filter Wizard ed B3

Completing the P Filter “izard

You have successfully completed the [P Filker \Wizard.

To edit your 1P filter now, select the Edit properties check
biow, and then click finizh.

To cloge thiz wizard, click Finish.

< Back I Finizh I Cancel |

24.Click “Close”
! 1P Filter List 2x

- A 1P filker ligt is compozed of multiple filkers. In thiz way multiple subnets, [P
z addreszes and protocols can be combined into one [P filker.
I ame;

2K to DIS04Y

Description: Add...

Make a filterfrom w2k to DIZ04Y ﬂ Edit... |
j Bemove |

Filters: IV Use AddWwizard
Mirrn:nred| D eszcription | Pratacal | Source Part | D estination
fres ANY ANY ANY

1| | i

Cloze I [Cancel |
2




25.Now, select “W2K to DI-804V” then click “Next”
Security Rule Wizard :

IP Filter List
Select the P filker lizt for the type of [P traffic b which this securnty rule applies.

If no [P filker i the following list matches vour needs, click Add to create a new one.

1P filker ligts:
M ame | Description | Add...
O AINCMP Traffic tatches all ICMP packets bet...
O Al P Traffic Matches all IP packets from t... Edi.. |
i to D1304% Make a filterfrom W2k o DI3... R
Bemove |

< Back I MNewt > I Cancel |

26.Click “Add”

Security Rule Wizard

Filter Action
Select the filter action for thiz zecunty ule,

If no filter actions in the following list matches vour needs, click Add to create a new
one. Select Use &dd Wizard to create a filter action.

Bemove

Filter Actions: v Usze &dd wizard
Mame | Dezcription | Add... |
O RN Permit unsecured |P packets .. _

O Fequest Secuity [Optionall  Accepts unsecured communi... Edi... |
O Require Security Arccepts unzecured communi... |

< Back I Hest » I Cancel




27.Click “Next”
Filter Action Yizard

Welcame to the IP Security Filter Action Wizard

methods contained in the filker action.

rnethiod.

Tao continue, chck Mest.

Ize thiz wizard bo specify properties for a new filker action.

A filter action sets the secunty requirements for a data
tranzfer. These requirements are specified in a list of securty

Data transfer iz only pozsible when the computers involved
Lze the zame security methods. Mulkiple zecunty methiods
increaze the chance that two computers will uze the zame

< Back

Cancel |

28. Enter a filter action name then click “Next”
Filter Action Wizard

Filter Action Mame
M ame thiz filter action and optionally give a bref description

M ame:

I3DES_MD5

Deszcrption:

3DES_MDY

< Back I Hest » I

Cancel




29.Select “Negotiate security” then click “Next’

Filter Action General Options
Set the filker action behavior.

= Permit
" Block

< Back I MNewt > I Cancel

30.Select “Do not communicate with computer that do not support IPSec”
then click “Next”

Filter Action Wizard

Communicating with computers that do not support IP5ec

Communicating with computers that do not support IPSec may expose your
netwark, to secunty sk,

Do you want ko allow communication with computers the do not support [PSec?

o ;_gn niot cammunicate with computers that do not suppart |PSec

" Fall back to unzecured communication.

|ze thiz option if there are computers that do not support IPSec on your netwaork.
Communication with computers that do not zuppaort IPSec may expose your nebworl:,
to zecunby nzks.

< Back I Mext > I Cancel




31. Select “Custom” then click on “Settings”

Security Method Wizard

IP Traffic Security
Specify a zecurity method for [P traffic. To add multiple zecurity methodz edit the
filker action after completing the wizard,

Thiz filker action requires at least one zecurity method far [P traffic.

" High [Encapsulated Secure Payload)
Data will be enciypted, authenticated, and unmodified.

" Medium [Authenticated Header]
D ata will be authentic and unmadified, but will not Be encropted.

* Custom !

e

Settings... |

< Back I MNewt > I Cancel

32.Check “Data integrity and encryption (ESP)”, select the
“Integrity algorithm (MD5)” and

“Encryption algorithm (3DES)” then click “OK”
Custom Security Method Settings 7] x|

Specify the zettings for this custom security method.

[ Data and address integrity without encrvption [4H] ;
Irtearity alaarittbnm

|MD5 =l
¥ Data integrity and encrpption [ESF);
Integrity algorithm:

{MD5 =

Encryeption algarithm:

Sezzion Key Settings:

[ Generate a new key eveny: [T Generate a new key every

|1 Q0000 I
Ehbutez 3600 seconds

k. I Cancel




33.Click “Next”

Security Method Wizard

IP Traffic Security
Specify a zecurity method for [P traffic. To add multiple zecurity methodz edit the
filker action after completing the wizard,

Thiz filker action requires at least one zecurity method far [P traffic.

" High [Encapsulated Secure Payload)
Data will be enciypted, authenticated, and unmodified.

" Medium [Authenticated Header]

D ata will be authentic and unmadified, but will not Be encropted.

" Custam

< Back MNewt > | Cancel |

34.Click “Finish”
Filter Action Wizard 21X

Completing the 1P Security filter action *Wizard

You have successfully completed the IP Securnity Palicy
wizard.

To edit vour filker action now, select the Edit properties
checkbaos, then click Finish.

To cloge thiz wizard, click Finish.

< Back I Finizh I Cancel




35.Select “3DES_MD5” then click “Edit”

Security Rule Wizard

Filter Action
Select the filter action for this security rule.

If no filter actions in the following list matches vour needs, click Add to create a new
one. Select Uze Add Wizard ta create a filter achion.

¥ Use Add Wwizard

Filter Actions:
M ame | Description | Add... |
OY3DES MDE 3DES_MDS
O Pemit Permit unzecured IP packetz t... Edit... |
O Request Security [Optional]  Accepts unzecured communi... Flemave |
O Require Securiy Arcceptz unzecured communi... —

< Back I MNewt > I Cancel

36.Select the following and check “Session key Perfect Forward Secrecy”
then click “OK”
3IDES_MDS Properties id |

Security Methods | Gerneral I

" Pemit
" Block

Securty Method preference arder:

Type | AH Integity | ESP Confidential. | ES Add... |
Cuiztom <Maonex ADES kL
Edit... |
Remove |

howve up |
4 | _>| b e dowr |

¥ &ccept unzecured communication, but always respond using IPSec

[T Allow unzecured communication with non IPS ec-aware computer

¥ Session key Perfect Fonward Secrecy

(] I Cancel Apply




37.Click “Next”
Security Rule Wizard

Filter Action
Select the filter action for this security rule.

If no filter actions in the following list matches vour needs, click Add to create a new
one. Select Uze Add Wizard ta create a filter achion.

Filter Actions: ¥ Use Add 'Wizard
M ame | Description | Add... |
OY3DES MDE 3DES_MDS
O Pemit Permit unzecured IP packetz t... Edit... |
O Request Security [Optional]  Accepts unzecured communi... Flemave |
O Require Securiy Arcceptz unzecured communi... —

< Back I MNewt > I Cancel |

38.Click “Finish’
Security Rule Wizard ilil

Completing the Mew Rule Wizard

You have successfully completed specifving the properties
for your new rule.

To edit your security mile now, select the Edit properties
check box, and then chck Finish,

To cloge thiz wizard, click Finish.

< Back I Finizh I Cancel




39.Click “Add”

DIS04Y¥ With W2K Properties

Rulez |General|

@ Secunity rules for communicating with other computers

1P Security Fules:

IP Filter List | Filter &sction | swthentication.. | Tu
E‘W’EK to Dl 304y ADES_MDE Prezshared key 10
O <Dpnamic: Default Responze K.erberos Mc

| I

Add.. Edit... Bemove | ¥ Use &dd Wizard
| Cloze I Cancel |
40.Click “Next”

Security Rule Wizard

YWelcome to the Create [P Securnity Fule Wizard.

A, zecurty rule governs how and when security iz invaked
bazed upon criteria, such az the zource, destination, and type
of 1P traffic, in the secunty rule's 1P filker list.

A, gecunty rule containg a collection of security actions that
are activated when a communication matches the critena in
the [P filter list.
Securnty actions:

IP tunneling attibutes

Authentication methodz

Filker actions

To continue, click Mest.

Cancel |




41. Input the IP Address into “The tunnel endpoint specified by this IP
address:” (Eg. Windows 2000 Advanced Server IP Address), “Next”

Security Rule Wizard d A

Tunnel Endpoint -
The tunnel endpoint iz the tunneling computer clogest to the 1P traffic destination, %
az zpecified by the security rule's [P filker list. -—

A IPSec tunnel alloves packets to traverse a public or private internetwark, with the
zecurity level of a direct, private connection between two computers.

Specify the tunnel endpaint for the |P security rle:

£ Thiz rule does not zpecify a tunnel

£ The tunnel endpaint iz specified by thiz 1P address:

o . 10 . 10 . 1

¢ Back I Mest > I Cancel |

42. Select “All network connections” then click “Next”
Security Rule Wizard i |

Metwork Type -
The zecurity rule must be applied to a netwark, type. %
e

Select the network, wpe:

i i petwork, connections
£~ Local area network [LAN]

" Remote access

< Back I Mext > I Cancel




43. Select “Use this string to protect the key exchange (preshared key)”
(Eg. DI-804V preshared key) then click “Next”
IP Security Policy Wizard d A

Authentication Method "
To add multiple authentication methods, edit the secunty mile after completing the %
-

|F zecurity il wizard.

Set the initial authentication method for thiz zecurity rle;

£ Windows 2000 default [Kerberos W5 protocol)
" |Uze a certificate from this Certificate Autharity [Ca);

I Brawze, ..

£+ Use this shing o pratect the key exchange [prezhared key):
12345674

Kl I'_\_

¢ Back I Mest > I Cancel |

44. Click “Add”
Security Rule Wizard i |

IP Filter Ligt i
Select the P filker lizk for the type of [P traffic to which this securty rule applies. %
e

If o 1P filter in the following list matches vour needs, click Add to create a new one.

1P filker ligts:
M ame | Drezcription | Add...
(@5 ICHP Traffic Matches all ICMP packets bet...
O 41l 1P Traffic Matches all IP packets from t... Edit... |
O w2K to DIS04Y Make a filkerfrom w2k to DIE... R
Remove |

< Back I Mext > I Cancel




45. Enter a filter name then click on “Add”
i IP Filter List '

- A P filker ligt iz compozed of multiple filkers, In this wap multiple subnets, 1P
i: addrezzes and protocalz can be cambined inta ane [P filker.
I ame;

DIB04% to w2k

Deszcription: Add... |
Make a filter fram DIE04Y to W2K] ;I Edit.. |
;l Eemove |

Filters: ¥ Use &dd wizard

Mirru:ured| D ezcription | Pratocol | Source Port | D estination

1| | i

0k I Cancel |
A

46.Click “Next”
IP Filter Wizard 7] x|

Wielcame to the 1P Filker wizard.

Thiz wizard helpz you provide the source, destination, and
traffic-tupe information needed tao filker [P traffic.

Thiz wizard creates "mirored” filters that match on both
incoming and autgoing |F traffic.

Y'ou can add multiple filkers to build an [P Filker List that
matczhes on [P packets for multiple source or destination
machines, or for mary different traffic types.

To continue, click Mest,

< Back

Cancel |




47. Select “A specific IP Subnet” and input the Source subnet address then
click “Next” (Eg. DI-804V Private network)

Filter Wizard d A
IP Traffic Source 3
Specify the source address of the IP baffic.
e
Source address:
& zpecific P Subnet j
IPaddess: | 192 . 168 . 0 . 0

Subnetmask:| 255 . 256 . 255 . 0

¢ Back I Mest > I Cancel |

48. Select “A specific IP Address” and input the Destination address then
click “Next” (Eg. Windows 2000 Advanced Server IP address)
Filter Wizard ' d A

8

IP Traffic Destination
Specify the destination addreszs of the [P traffic.

Destination address;

& zpecific P Address j

IF'ﬂdd_ress:I 10 . 10 . 10 . 1

Subnet mask: | 2bh . 2bb | 2hbh | 2hb

< Back I Hest » I Cancel




49.Click “Next”
Filter Wizard

IP Protocol Type

Select the IP Pratocol type. [f this wpe supparts [P ports, pou will alzo zpecify the
IP port.

Select a protocal type;

[ - |

I =

< Back I MNewt > I Cancel |

50.Click “Finish”
IP Filter Wizard 7] x|

Completing the P Filter Wizard

You have successfully completed the IP Filker “Wizard.

To edit your [P filker now, select the Edit properties check
baw, and then click finish.

To cloge thiz wizard, click Finish.

< Back I Finizh I Cancel




51.Click on “Close”

i IP Filter List

A P filker ligt iz compozed of multiple filkers, In this wap multiple subnets, 1P

—
i—' addrezzes and protocalz can be cambined inta ane [P filker.

!

I ame;
DIB04% to w2k

Descriptiorn;
Make a filber frorm DIB04 b W2K, ;I Edit... |
;I Bemove |

v Usze Add wizard

Filters:
Mirru:ured| D ezcription | Pratocol | Source Port | D estination
Tes AMT AMNT AMNY

1| | i

Cloze Carzel |

Y

52.Select “DI-804V to W2K” then click “Next”

Security Rule Wizard

IP Filter List
Select the IP filker izt for the type of IP traffic to which thiz secunty ile applies.

If o [P filker i the following list matches vour needs, click Add to create a new one.

1P filker ligts:
Mame | Dezcription | Add... |

O AILCMP Traffic tatches all [CMP packets bet... _
O 2l IP Traffic Matches all IP packets from .. Edi... |
DO [ B04Y b W2ZK take a filter from DI04 to . R

" Bemowve |
O WwW2K o DI04 take a filkerfram W2k ta DI,

< Back I Hest » I Cancel




53. Select “3DES_MD5” then click “Next”
Security Rule Wizard !

Filter Action
Select the filter action for this security rule.

If no filter actions in the following list matches vour needs, click Add to create a new
one. Select Uze Add Wizard ta create a filter achion.

Filter Actions: v Usze &dd wiz

JDES_MD5 ADES_MD5

O Require Securiy Arcceptz unzecured communi...

ard

M ame | Description | Add... |
O Permit Permit unsecured |P packets ... Edi.. |

O Request Security [Optional]  Accepts unzecured communi... [ - |

< Back I MNewt > I Cancel |

54.Click “Finish”
Security Rule Wizard

Completing the Mew Rule Wizard

for your new rule.

To edit your security mile now, select the Edit properties
check box, and then chck Finish,

To cloge thiz wizard, click Finish.

21

You have successfully completed specifving the properties

< Back I Finizh I

Cancel




55.Select “W2K to DI-804V” then click on “Edit”

DI&04Y¥ With W2K Properties el
Rulez I General I
@ Secunty rles for communicating with ather cornputers
1P Secunty Bules:
IP Filter List | Filter Action | Authentication... | Tu
2K to DI B0y 3DES_MD5 Preshared Key
DIS04 bo i ZH 3DES_MDE Preshared Keyp 10
O <Dpnamics Default Rezponze F.erberos M
ull | ~l
Aidd. | Edit... Bemove | ¥ Usze Addwizard
| Cloze I Canze| |
56.Select “W2K to DI-804V” then click on “Edit”
Edit Rule Properties d |

Authentication Methods |

Tunnel Setting I Connection Type

IP Filker List Filker Action
=,
= The zelected IF fiter list zpecifies which netwark: traffic will be
zecured with thiz rule.
|F Filter Listz:

I arne | Dezcriptian |
O AINCMP Traffic Matches all ICMP packets betw. ..
O llP Traffic M atches all IP packets from this ..
O DIB04Y to w2k, Make a filker from D104 o W2k,
LOY' 28, o D] 204y b ake a filkerfrom "W2K to DIB04

fgd.. |




57.Click “Edit”

: IP Filter List 2] x|
- A P filker ligt iz compozed of multiple filkers, In this wap multiple subnets, 1P
i: addrezzes and protocalz can be cambined inta ane [P filker.

I ame;
Wi2K, to DIB04Y

Deszcription: Add... |

Make a filterfrom W2k to DIS04Y ;I Edit... |
;I Bemove |
Filters: ¥ Use &dd wizard
kirrored | D ezcription | Pratocol | Source Port | D estination
Tes AMT AMNT AMNY
< | i

0k I Cancel |
A

58.Uncheck “Mirrored. Also match packets with exact opposite source
and destination address” then click “OK”
Filter Propetties d |

&ddressing | F'ru:utu:ucu:ull Descriptinnl

— Source address:
I.-'l'-. specific [P Addreszs j

1F'ﬂddress:| 10 . 10 . 10 . 1
Subnet mazk: I 2h5 . 2hh | 25 | 25§

— Destination addres::

&, specific [P Subnet j

IP Address: | 192 . 168 . 0 . O
Subriet mask: I 255 . 256 . 255 .

—
( \ .
| wirrgreu:l. Alza match packets with the exact opposite zource and!

destination addrezses.

(] I Cancel Apply




59.Click “Close”
i IP Filter List

A P filker list iz compozed of multiple filkers, In this wap multiple

—
= addrezzes and protocalz can be cambined inta ane [P filker.

-

!

subnets, |P

I ame;

WK to D204

Descriptiorn;

take a filterfram W2k, to D304

;I Bemove |

Cloze

Filters: ¥ Use &dd wizard
Mirru:ured| D ezcription | Pratocol | Source Port | D estination
Mo AMT AMNT AMNY
< | |

Carzel |

Y

60. Select “DI-804V to W2K” then click on “Edit”

Edit Rule Properties

Authentication Methods | Tunnel Setting I Connection Type
IF Filker Lizt Filter Action
=,
=, The selected P fiter ligt zpecifies which netwark: traffic will

zecured with this rule.

2
|

be

IP Filter Lizts:
M ame | Dezcription |
O BINCMP Traffic M atches all ICMP packets betw. .
O Al P Traffic b atches all IP packets from this ..
DO R[] 204Y o Make a filker from DIB04Y o W2k,

O w2k ta DIB0DAY

Add.. Edit. Remove |

M ake a filkerfram W2K to DIS0SS

Cloze I

Canzel | Appl

Iy




61.Click “Edit”

: IP Filter List 2] x|
- A P filker ligt iz compozed of multiple filkers, In this wap multiple subnets, 1P
i: addrezzes and protocalz can be cambined inta ane [P filker.

I ame;
DIB04% to w2k

Deszcription: Add... |

Make a filber frorm DIB04 b W2K, ;I Edit... |
;I Bemove |
Filters: ¥ Use &dd wizard
kirrored | D ezcription | Pratocol | Source Port | D estination
Tes AMT AMNT AMNY
< | i

0k I Cancel |
A

62. Uncheck “Mirrored. Also match packets with exact opposite source
and destination address” then click “OK”
Filter Propetties d |

&ddressing | F'ru:utu:ucu:ull Descriptinnl

— Source address:
I.-'l'-. zpecific [P Subnet j

IP Address: | 192 . 168 . 0 . O
Subnet mask: I 255 . 255 _ 255 . O

— Destination addres::

&, specific [P Address j

IF'.&ddgess:l 10 . 10 . 10 . 1
Subriet mask: I 255 . 255 _ 255 . 2KG

( \ .
| airrgred. Alza match packets with the exact opposite zource and!

ezhination addresses.

(] I Cancel Apply




63.Click “Close”
i IP Filter List

- A P filker ligt iz compozed of multiple filkers, In this wap multiple subnets, 1P
i: addrezzes and protocalz can be cambined inta ane [P filker.

I ame;
DIB04% to w2k

Descriptiorn; el

take a filter fram DI04 to 'W2E,

;I Bemove |

Filters: ¥ Use &dd wizard
kirrored | D ezcription | Pratocol | Source Port | D estination
Mo AMT AMNT AMNY
< | |
Cloze | Carzel |
A
64.Click “Close”
Edit Rule Properties 7| x|
Authentication Methods | Tunnel Setting I Connection Type I
IF Filker Lizt Filter Action
=,
=, The selected IF fiter ligt zpecifies which netwark: traffic will be
secured with this le.
IP Filter Lizts:
M ame | Dezcription |
O BINCMP Traffic M atches all ICMP packets betw. .
O Al P Traffic b atches all IP packets from this ..

(5 DIS0Y to w2k
O w2k ta DIB0DAY

Add..

b ake a filker from D304 ko w2k
M ake a filkerfram W2K to DIS0SS

Remowve |

C

|oze

Canzel | Apply




65.Click “Close”

DIB04Y With W2K Properties ' 7| x|

Rules |Eeneral|

Securnity rules for communicating with other computers

1P Secunty Rules:

IP Filter List | Filter &.ction | Authentication... | Tu
DSOS b Wi2K, ADES_MDB Prezhared ey 10
DI04 bo w2 JDES_MD5 Freshared ey 10
O <Dpnamics Default Rezponze K.erberoz M

1 | i

Add..

Edt. | Bemove | & Useadduivard

| Cloze I Canzel

66.Right-click on the below and select “Assign”

':m Consolel - [Console Root' IP Security Policies on Local Machine]

J% Console  Window  Help

. [=1

I

DS W B |=lslx

|J Action  Miew  Favorites |J & = | | X |@ |J 2a |J NE

Tree I Favorites | hame / I Descripkion I Policy Assigned

[ Console Rt B Client (Respond Onky) Mo
g IP Security Pali

Secure Server (Requir,.,
Server (Request Secu... For all IP traffic, alwaysreq... Mo

B

Assign

&l Tasks

Delete
Rename

Properties

Help

4

|Assign this policy, attempt ko make it active



67.Do a PING to a valid machine on the Remote private network on the Dos
Command Prompt (to bring up the IPSec tunnel) (Eg. PING 192.168.0.2 —t)

Eummand Prompt - ping 192.168.2.2 -t

Security.
Security.
Security.
Security.
Security.
Security.
Security.
Security.
Security.
Security.
Security.
Security.
Security.
Security.
Security.
Security.
Security.
Security.
Security.
Security.

Reply from 192.168.2.2: hytes=32
Reply from 192.168.2.2: hytes=32
Reply from 192 _168_2_2: bytes=32
Reply from 192.168.2.2: hytes=32

time=18ms
time<18ns
time<{18ms
time<{1B8ms

TTL=127
TTL=127
TTL=127
TTL=127

68.Enter “ipsecmon” on another Dos Command Prompt

[]Command Prompt

D:~Documents and Settings“~Administrator*ipsecmon_




69.This allows you to check if the IPSec tunnel is built
Ex IP Security Monitor ed

Security Azsociations:

Policy Mame | Security | Filker Mame | Source Addrezs | De| Optians... |
{F0172494-08CE-44BF-BABE-DA532F460... ESPDES/CECHMALC .. MoMame wzk_english 15 T
= Minimize |

4| | i

—IPSELC Statistics r [SAKMP A0 akley Statistics
Active Aszociations 1 Oaklep Main Modes 5}
Confidential Bytes Sent 40,542 Oakley Quick Modes 4
Confidential Bytes Received E5,120 Soft Aszociations 1]
Authenticated Bytes Sent 53,984 Authentication Failures 1]
Authenticated Butes Received E5.120
Bad 5P Packets 15
Facketz Mot Decrypted 1]
Packets Mot Authenticated 1]
F.ey Additions 4 IF' Securty iz enabled on this computer.

~ End of Document. Thank you for reading ~



