The below guide will go through the steps needed to only allow a signal IP on the Internet to access a
one port, in three simple steps.

1% Under Advanced > Virtual Server, Open the service port.
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2" Under Advanced > Filters, Click on the Inbound Filter button.
Next Delete all enters that are there.
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Apply Cancel

Destination IP Prot,  Act.

Then add a rule like the below.
This rule below will block every one on the internet from accessing port 8080.
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Filters
Filters are used to allow or deny LAN or YWARN users from accessing the Internet or internal
Metwark.

O outhound Filter & Inbound Filker

IP Inbound Filter
Allow or deny WaM IP addresses to the internal Metwork.,

Source IP | | |any 1P v
Destination IP | | ~| ||Any IP V|
Source Port | | ~| ||f-‘m1,r Port v|
Destination Port (8080 |~ || single Port v |
Protocol
Action
Apply Cancel
Inbound Filter List
# Source IP Destination IP Prot.  Act,
1 Any IR any IR TCP Deny A7)
2 202.129.109.74 Any IP TcP allow [ 47




3rd Now add one more rule, this time Use the IP that you want to allow into the network.
In the below example, IP 202.129.109.74 will be the only IP that can access port 8080.

Make sure you go into Tools , Misc and click on “save and reboot”
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Filters
Filters are used to allow or deny LAN or WARN users from accessing the Internet or internal
Metwork.

) Outhound Filter @ Inbound Filter

IP Inbound Filter
Sllow or deny Wak IP addresses to the internal Metwaork,

Source TP 1202,129.109.74 |~ || single 1P+ |
Destination 1P | |~! ||f-‘m3r IP v|
Source Port | | ~| ||An1_.r Port V|
Destination Port 8080 |~ || single Port v |
Protocol
paton

Apply Cancel
Inbound Filter List
# Source IP Destination IP Prot,  Act. i
1 Any IP Any IP TCP Deny [ 400
2 202.129.100.74 any IP TCP  allow AT




