How to setup IPSec VPN connection between
DSL-G804V and DI-80xHV

This setup example uses the following network settings:

WAN Interface:
220.253.72.201 4

WAN Interface:
= D8.167.244 237

= Modem with NAT
10.1.1.1 ' DSL-G804V

LAN Interface:

192.168.1.1
DI-80xHV WAN Interface:
VPN Router .. [ 10.1.1.2

LAN Interface:
192.168.0.1

LAN 1
192.168.0.0/24

LAN 2
192.168.1.0/24

IP Address: 192.168.0.2 IP Address: 192.168.1.2

Subnet Mask: 255.255.255.0 Subnet Mask: 255.255.255.0
Default Gateway: 192.168.0.1 Default Gateway: 192.168.1.1

In our example the IPSec VPN tunnel is established between two LANs: 192.168.0.x and 192.168.1.x.
NOTE: It is essential to have private networks (LAN 1 and LAN 2) on different subnets.
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Configuration of the DSL-G804V router on LAN 2
Step 1. Log into the DSL-G804V configuration page, then go to Advanced > VPN and click on IPSec.

Step 2. Set “Enable after Apply” to “Yes”.

Connection Name - Enter a name for the tunnel.

Local Network - select “Subnet”.

IP Address - enter the IP Address of the local network. Note that it should be Subnet ID, not a single IP address (e.g.
192.168.1.0).

Netmask - enter the Subnet Mask of the local network.

Remote Secure Gateway IP - enter the public IP address of the remote site.

Remote Network - select “Subnet”.

IP Address - enter the IP Address of the remote network. Note that it should be Subnet ID, not a single IP address (e.g.
192.168.0.0).

Netmask - enter the Subnet Mask of the remote network.

Proposal - select ESP.

Authentication Type - select SHA1

Encryption - 3DES

Perfect Forward Secrecy - MODP 768 (Group 1)
Pre-shared Key - enter the security key you want to use for your VPN connection. The same key will need to be
specified in the VPN router on the other end (on remote network).

D-Link

Buldmyg Networks for People

Wireless ADSL VPN Router

Status Help
DSL-GB04V | =
--_’___'_._,_,_.--'-:'
) PPTP @ IPSec ) L2TP
. e
Virtual Server -L
Enable after "‘Apply ) Yes @ NO
I Firewall Connection Name test
Local Metwoaork Sulbnet -
VPN IP Address 192.168.1.0
’ ; Metmask 255.256.256.0
e
DDNS ;
Remote Secure Gateway IP 220 253.72 201
e rmeeee— Remote Network Subnet -
Routing
IP Address 192.168.0.0
55.255.255.
- Netmask 255 255,255 0
Proposal @ ESP ) AH
I ADSL Authentication Type SHAT -
Encryption é-lD-ES -
I IP QoS Perfect Forward Secrecy 'MDDPTBB (Group 1)
_ Pre-shared Key test
I Time Slices Advanced Options
P .
>
Back Apply Cancel Help
P

Device

Click on the “Apply” button when done.
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Step 3. If the remote VPN router is behind a modem with NAT (like the DI-804HV on LAN1 in our example), click on

“Advanced Options”.

Specify Local ID:
Type — IPv4 Address

Content — the public IP on local site.

Specify Remote ID:
Type — IPv4 Address

Content — the IP address on the WAN port of the remote VPN router.

Local ID
Twpe

Content

Remote ID
Type

|dentifier

| IPv4 Address x|

|22E| 25372201

| IPv4 Address =l

[1o1.42

Click on the “Apply” button when done.

Step 4. Go to Tools > System. Click on the “Save” button. This will save the settings into the router’s memory.

D-Link

Buldmg Networks for People

DSL-G804Y |

==
o

Logout

Home Advanced Tools

Save Settings To Local Hard Drive

Load Settings Fram Local Hard Drive
| |[ Browse... |

Save Config to Device Memory

Flease click 'Save'to start saving configuration to device memary. There will be a delay while
saving as configuration information is written to dewice memaory.

Save

Rehoot Device

After restarting, please wait for 2 few seconds for system to come up. Ifyou would like to reset
all configuration to factory default settings, please selectthe "Factory Default Settings" option.

Restart Routerwith & Corrent Settings O Factory Default Settings

@

Help

Wireless ADSL VPN Router
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Configuration of the DI-804HV VPN router on LAN 1

Step 1. Log into the VPN router by opening Internet Explorer and typing the LAN address of the router. In our example
we are using the default 192.168.0.1. Enter Username and Password which you specified during the initial setup of the
router.

Step 2. Go to Home > VPN. Make sure you have VPN Enable box ticked.
Type in a name for the Tunnel Name. Then click on “More” button to the right of the ID “1".

D-Link
Buldmg Networks Tor Peopie DI-B 04-HvI

Broadband VPN Router

Home [CUENL)

PN Settings
tem Setting
WP Enable
MNetBIOS broadoast L] Enable
| Max. number of tunnels 1
P
D Tunnel Name Method
T wan 1 et | | KE
_ 2 | | |ME w | More
= AN 3 | | | IKE | [ Mare |
4 | | | IKE w | [ Mare |
e
DHCP & | | | IKE w ”_ More |
VPN [ Previous page ][ Mext page ]
[ Dynamic PN Settings.. || L2TP Server Setting.. || PPTP Server Setting.. | [ iew VPN Status.. |
Apply Cancel Help
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Step 3. On the Tunnel 1 page enter the required information:

Local Subnet/Netmask are characteristics of the network where the router you are currently configuring is installed.
Remote Subnet/Netmask are for the network located on the other end of the VPN connection.
Remote Gateway: the public IP address of the remote site (the address Internet Provider assigns).
Preshare Key: this is the same key that you used when configuring the VPN tunnel settings on the remote router.
IPSec NAT Traversal — Enable this option if you have a modem with NAT enabled (like in our example).
Auto-reconnect — Enable.
If you have a modem with NAT enabled (like in our example) specify the Remote ID and Local ID.
Remote ID:

Type — IP Address

Value — the IP address on the WAN port of the remote VPN router.
Local ID:

Type — IP Address

Value — the IP address on the WAN port of this router.

Click on Apply.
D-Link
Buliimg Networks for People DI_BD4HV
Broadband VPN Router
i Home [ CUELGED Tools Status Help
kem Setting
Tunnel Narne et |
Aygressive Mode [l Enable
Local Subnet iﬁEEHTs'é'.EE_i
Local Metmask E?%EQ%EES_.D_i
Femote Subnet i'_1_953_|3_8_.1_5_i
Femote Metmask E?%EQ%EES_.D_i
Remote Gateway 159.167 244,237
IKE Keep Alive 9218811 |
{Ping IF Address) —
Preshare Kay s |
Extended Authentication '|:| R :
VPN GRLITEY Server mode
Client mode
Usermame| |
Pasgward |7|
IPSec MAT Traversal [*] Ernable
Auto-reconnect Enahle
Remaote 1D Type i__lﬁm;_i
Value 39.167 244 237 |
Lacal [T Type i__lﬁm:i
Value [10.1.1.2 |
IKE Proposal Index | Select KE Proposal... |
IPSec Proposal Index [ Select IPSec Proposal... ]
O 9 © ©
Back Apply Cancel Help
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Step 4. Click on “Select IKE Proposal”.
Set ID 1 with a proposal name and the following settings: Group 1, 3DES, SHA1, 300, Sec.

Once the settings have been changed click on the drop down box for “Proposal ID” and select “1”. Then click on the Add
to button. This should move the Proposal name to the IKE Proposal Index at the top of the page.

NOTE: If you need to change the setting you do not need to click the Add to button the second time.

D-Link

Buliamyg Networks 1or Peopie DI-804HV
Broadband VPN Router

| Home Advanced Tools Status Help
VPN Settings - Tunnel 1 - Set IKE Proposal
kem Setting
IKE Proposal index test
| ol
ID Proposal Mame OH Group Encrypt algarithin Auth algarithim Life Time  Life Time Unit
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| | |Group1 v| |3DES v B REE
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] | | |Gru:uup1 v| |3DES v| |SH.2-.1 v| iD | ISec. v|
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g | | |Group1 | |3pES ™| |sHa1 s| [ T
10 | | [Group1 |  [3pES ™| ECE | |sec. v
ProposalID  -- selectone -- v [ Addto |Proposalindex
O 9 VO
Back Apply Cancel Help

Click Apply, then click on Back.

Step 5. Click on “IPSec Proposal”. Configure it the same way as on the IKE Proposal page, then click Apply.

The router setup is now complete.
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Connecting to shared resources via VPN

To connect to shared resources via VPN you can map remote computers’ drives and folders by opening Windows
Explorer and going to Tools > Map Network Drive (you need to specify the IP address of the computer on remote network
and the name of the shared folder):

Map Network Drive EJ

Windows can help wou connect o a shared network Folder
and assign a drive letker o the connection so that ywou can

M access the folder using My Computer,
——

e | specify the drive letker for the connection and the folder
that wau wank ko conneck ko;

Drive: i b

Folder: | 11192.168.1.2015hared Do

Example: Y\serverishare
Reconnect at logon

Connect using a different Lser name.

Sign up For onling storage or conneck ko a
nebwork server,

Firiish |[ Cancel ]

Alternatively you can do Search > Computers or People > Computer on Network > specify the IP address of the computer
you are trying to connect to.

If you do not see computers in My Network Places or My Network Neighbourhood you may need to enable NetBIOS over
TCP/IP in Windows.

Note that firewall/antivirus software installed on your or remote computer may stop you from accessing remote network.
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