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How to Enable Antivirus Protection. 

Step 1. Log into the Firewall by opening Internet Explorer and typing the LAN address of the Firewall. The 

default address is https://192.168.1.1. Enter Username and Password which you specified during the initial 

setup of the Firewall. 

 

Step 2. In the menu on the left side of the screen select Objects > ALG with AV/VCF. Under Name select 

“HTTP-ALG-AV”. 

 

 

Step 3. Click on the Antivirus tab and make sure the Mode has been set to “Protect” and the Action as 

“Drop”.  Click on “OK” 
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Step 4. Click on Objects > Services. Select TCP-services, under the parameters use the below:  

Type: TCP  

Source: 0-65535  

Destination: 80 

ALG: select or the name that you gave to the AWL with AV/WCF object in Step 2 (in our example it is 

“HTTP-ALG-AV”).  

Click on “OK”. 

 

 

Step 5. Click on Access Rules > IP Rules >.  Add a new rule named NAThttp. Set the Action as “NAT”, Service 

as “HTTP-ALG-AV”, Source interface as lan, Network as lan-net. Set the Destination Interface as wan (if 

using a dynamic or static IP), or for ADSL select PPPoE (or the name of the PPPoE connection).  
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Step 6. Click on “Log Settings” tab at the top and make sure enable logging is enabled. 

Once done Click on “OK”. 

 

 

Step 7. Save the new configuration. In the top menu bar click on Configuration and select “Save and 

Activate”. 

 

Click on “OK” to confirm the new settings activation, Wait 15 seconds for the Firewall to apply the new 

settings. 

How to test if your antivirus protection is working. 

You can test to see if the rules are working by going to www.google.com.au and searching for “download 

viruses eicar”.  The first link should be www.eicar.org  

 

Click on the link in the search results (www.eicar.org/anti_virus_test_file.htm). Your Internet browser will 

try to open the site which has a virus. Do not worry about getting infected because the virus is inside a zip 

file (compressed). Even if your antivirus protection is not working, you will not get infected unless you open 

the zip file and run the application (executable) inside it. 
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Next check under the Status > Anti-Virus Log, to see that the Anti-Virus is working. 

 


