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How to Enable Antivirus Protection.

Step 1. Log into the Firewall by opening Internet Explorer and typing the LAN address of the Firewall. The

default address is https://192.168.1.1. Enter Username and Password which you specified during the initial

setup of the Firewall.

Step 2. In the menu on the left side of the screen select Objects > ALG with AV/VCF. Under Name select
“HTTP-ALG-AV”.

P 2
- ’. Logged in as administrator
admin - 192.168.1.100

Building Networks for People

@ Home X Configuration» T Toolsw 3 Status» . Maintenance v @ Llogout 7 Help

# ALG with AVWCF

\ DFL-260 Application Layer Gs) are protocol uch 85 HTTP and H323.
@ System

=) Objects J Add w
tw Parameters Comments
1 I E HTTP-ALG-AV HTTP ALG I
& IP Pools 2 [ hito-outbound-av HTTP ALG g:::: g‘;‘l‘::' Strip Java Applets,  pntivirys enabled.
iy NAT Eocls - [ htto-outbound-wef HTTP ALG ::::: 2‘;"‘;5" Strip Java Applets, o, content Filtering enabled.
% Schedules iRISCr . vy
C g — Strip ActiveX, Strip Java Applets, Antivirus and Web Content
{2 Authentication Objects & [ hito-outbound-av-wef HITEALG Strip Scripts Filtering enabled.
& : 5 Client in active mode allowed, o
-1 VPN Objects s [ ftp-passthrough-av FTP ALG Server in passive mode allowed  Antivirus enabled
HTTP Banner Files 3 [ ftp-outbound-av FTP ALG Server in passive mode allowed  Antivirus enabled
=-1§ Rules 7 b smtp-inbound SMTP ALG
&8 IPRules 8 [ smtp-inbound-av SMTP ALG Antivirus enabled
§ lan_to_wan ] [© ftp-inbound FTP ALG Client in active mode allowed
) Access 10 [© fto-outbound FTP ALG Server in passive mode allowed
E-lggh Interfaces & Client in active mode allowed,
1§ Ethemet 1 [ ftp-passthrough FTPALG Server in passive mode allowed
= 12 ftp-internal FTP ALG
B3 VLAN o
2 1Psec 13 [ Ha23 H.323 ALG |
s Strip ActiveX, Strip Java Applets,
B GRE 14 [ http-outbound HTTP ALG Strip Scripts
8 PPPoE 15 o sr SIP ALG
18 PPTP/L2TP Servers .

(£ Rightciick on a row for additional options.

Step 3. Click on the Antivirus tab and make sure the Mode has been set to “Protect” and the Action as
“Drop”. Click on “OK”

o 2
- ’. Logged in as administrator
admin - 192.168.1.100

Building Networks for People

@ Home X Configuration» T Toolsw 3 Status» . Maintenance v @ Llogout 7 Help

#3 HTTP-ALG-AV

m

\v DFL-260 i Use an HTTP Application Layer Gateway to filter HTTP traffic.
* Systs
T Systom General | File Integrity | Web Content Filtering I Anti-Virus I URL Filter
=) Objects
@33, Address Book A Toenanst

{0 ALG with AVAWCF

10 Senices [ | rotect v |

< IP Pools

<@ NAT Pools 2/ Scan exclusion control

3 Schedules

C = File types to exclude from scanning
& Authentication Objects

@)L VPN Objects
HTTP Banner Files

- § Rules
&-§ IPRules
$1an_tovan

D Access (None) 3
E-lghInterfaces

_w Ebeaet # ) Compression

B8 VLAN

A Psec Files with high compression atio can place an excessive load on the unit. Set the maximum sllowed compression ratio and the adtion to take if that limit is exceeded.

£

% GRE Max Comp. Ratio: 20

8 PPPoE Adtion orop K

18 PPTP/L2TP Senvers .
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Step 4. Click on Objects > Services. Select TCP-services, under the parameters use the below:

Type: TCP

Source: 0-65535

Destination: 80

ALG: select or the name that you gave to the AWL with AV/WCF object in Step 2 (in our example it is
“HTTP-ALG-AV”).

Click on “OK”.

o
-~ ‘. Logged in as administrator
admin - 192.168.1.100

Building Networks for People

w Home Y Configurationy |T Toolsw @3 Statusv ‘4. Maintenance v @ logout 7 Help
(a Services
\ DFL-260 & protocols, such as HTTP, FTP and Teinet.
@@ System =
8 Objects NAsw
@8, Address Book
ALG with AV/WCF fw = Lune, AlGlnin, -
" 1 I n TCP-services TCP 8_0 HTTP-ALG-AV - AV:Protect I
- = L2TP control and transport,
v P zogrs 2 @ 12tp-raw Group I2tp-ctl, 12tp-encap ot
< NAT Dnle =

.\ TCP-services

‘v, DFL-260

protoco
@@ System
E) General
8 Objects
#)-{34, Address Book
oK #) General
{© ALG with AVWCF
0 Senices Name TCP-services
s IP Pools Type Tce 3
< NAT Pools
% Schedules E
> E Souroe: 0-65535
& Authentication Objects
8- VPN Objects Dustination: |80
HTTP Banner Files 0 Enter port numbers and/or port ranges separated by commas. For example: 137-139,445
&-(§ Rules
& § IPRules Pass etumed ICMP aror messages from destination
‘ lanJo—wa" SYN flood protection (SYN Relay)
B Access
E-\ghInterfaces
18 Ethemet #) Application Layer Gateway
D Psec ALG: HTTP-ALG-AV 9
G2 Max Sessions: | 200 Spedifies how many concurent sessions that are permitted using this servioe.
8 PPPoE
18 PPTP/L2TP Senvers s
S 2/ Comments d

Step 5. Click on Access Rules > IP Rules >. Add a new rule named NAThttp. Set the Action as “NAT”, Service
as “HTTP-ALG-AV”, Source interface as lan, Network as lan-net. Set the Destination Interface as wan (if
using a dynamic or static IP), or for ADSL select PPPoE (or the name of the PPPoE connection).

[
r 4 a Logged in as administrator
admin - 192.168.1.100

Building Networks for People

W Home N Configurationw T Tools+ @§ Status» . Maintenance v & Logout

- § IPRukes

‘v, DFL-260 In addition, they provi Load Balancing.
)@ System
(-1 Objects QA
@3, Address Book
0 ALG wiith AVAWCF tw Name Action__ Srclf S:c Net Dest If D:‘t Net Service
io Senvices 1 I ﬁ NAThttp NAT £ lan '3 lannet 3 PPPOE '3 all-nets TCP-services ]
& IP Pools 2 § ping_fw Allow 3 lan \2 lannet 154 core \3 lan_ip ping-inbound
<@ NAT Pools 3 _§ lan_to_wan
&9 Schedules

m

& Authentication Objects
@1 VPN Objects

HTTP Banner Files
.08 Rules

() Right-click on s row for sdditionl options.
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Step 6. Click on “Log Settings” tab at the top and make sure enable logging is enabled.
Once done Click on “OK”.

o
- ’. Logged in as administrator
admin - 192.168.0.10

Building Networks for People

@ Home X Configurationw T Toolsw 3 Status» . Maintenance v @ Llogout 7 Help
2 DFL-260 8 An action ilter citaria.

o-(@ Syst

EhW Syslom General | Log Settings =~ NAT | SAT | Multiplex SAT

(=) Objects

@-{4, Address Book
{0 ALG with AVWCF
© Senices
v IP Pools [7) Ensble logging
<% NAT Pools
% Schedules Log with severity Alert w
& Authentication Objects
@17 VPN Objects
HTTP Banner Files
=-|.§ Rules
= § IPRules
8 lan_to_wan
§ wan_to_lan
D Access
-z Interfaces

#) General

Select if logging should be enabled and what severity to use.

#)-|#Routing
=@ IDP/IPS
& IDP Signatures
@ IDP Rules
(-{gg User Authentication a

Step 7. Save the new configuration. In the top menu bar click on Configuration and select “Save and
Activate”.

Click on “OK” to confirm the new settings activation, Wait 15 seconds for the Firewall to apply the new
settings.

How to test if your antivirus protection is working.

You can test to see if the rules are working by going to www.google.com.au and searching for “download
viruses eicar”. The first link should be www.eicar.org

Click on the link in the search results (www.eicar.org/anti_virus_test_file.htm). Your Internet browser will
try to open the site which has a virus. Do not worry about getting infected because the virus is inside a zip
file (compressed). Even if your antivirus protection is not working, you will not get infected unless you open
the zip file and run the application (executable) inside it.

a download viruses eicar - Google Search - Microsoft Internet Explorer E@
Fle Edt View Favorites Tools Help o
Address @:] http: {/www.google.com, aufsearch?hl=enfg=download+viruses+eicar&meta= ZI Go

Signin [/

New!

Web Images News Maps Groups Scholar more »

GO ()gle download viruses eicar 1 ﬁ“—':k%:i—?-"—‘—"

Search: @ the web O pages from Aust(@lid vigw ang manage your web history
Web Results 1 - 10 of about 185,000 for download viruses eicar. (0.29 seconds)

eicar | THE ANTI-VIRUS OR ANTI-MALWARE TEST FILE

Just download and rename the file to "eicar.com". That will do the trick. The third version
contains the test file inside a zip ARCHIVEe. A good anti-virus ...

www.eicar. org/anti_virus_test_file htm - 16k - Cached - Similar pages

European Institute for Computer Anti-Virus Research (EICAR)

eicar combines universities, industry and media plus technical, ... writing and proliferation of
malicious code like com
icar.org/- 5k - C

EICAR Test Virus

Download eicar.com to test your anti-virus software. This is a 70-byte file which, if
executed, simply displays the message: ...

www.rexswain.com/eicar.html - 4k - Cached - Similar pages

£ ® Internet

How to enable AntiVirus Page 3 of 4



Next check under the Status > Anti-Virus Log, to see that the Anti-Virus is working.

o
- ’. Logged in as administrator
admin - 192.168.1.100

Building Networks for People

 Home Configuration v | T Tools» @} Status» "\ Maintenance v @ Llogout 7 Help

. Agh Antiinus Log

2 DFL-260
#-|@ System
(=) Objects #/ Anti-Virus Log
B2, Address Book Each search field uses s strict matching policy. Wildcard sesrches sre done by using ™ to match zero or more arbitrary characters. > matches one arbitrary characte.
0 ALG with AVAWCF
1@ Senvices From To
Time: E
¥ IP Pools
<@ NAT Pools Source Destination
&% Schedules Intertace:
{2 Authentication Objects 1 B Add i
- VPN Objects et i
HTTP Banner Files
Event: Action:
&g Rules seveity: [(Any) [ Category: [ (Any) =]
- § IPRules
$ lan_to_wan U
B Access
-l Interfaces Interal Logging (1-2:2)
S Ethemet Date Severity Category/ID  Rule Proto </ </ </
BIVLAN 2011-02-21 Warnin TP lan 192.168.1.100 49893 virus_found
% Psec 06:07:24 9 core 188.40.238.250 80 block_data
% GRe filename="eicar.com" virusname="EICAR-Test-File" virussig="EICAR-Test-File" advisoryid="AV1" algr id=42 origsent=1378 Advisory link
2011-02-21 e e lan 192.168.1.100 49891 virus_found
ﬁ PPPoE 06:07:14 ameng core 188.40.238.250 80 block_data
18 PPTP/L2TP Severs . filename="eicar_com.zip" virusname="EICAR-Test-File" virussig="EICAR-Test-File" advisoryid="AV1" id=41 origsent=717 termsent=84 Advisory link
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