DFL-800/1600/2500
How to setup Load Sharing between WAN ports

This setup is only applicable to firewalls with multiple WAN ports.

Certain traffic (certain applications or/and from certain group or IP addresses) can be redirected through to the
additional WAN port(s) (WAN2, WAN3). These ports can also be used as backup connections for the primary Internet
link on WANL1.

The below steps describe the configuration where certain traffic (FTP) from certain group of IP's is being redirected
through WAN2. WAN?2 is also set up as failover link for WANL.

FTP traffic from LAN1
Also backup for WAN1

e

WAN?2 (static IP)
WAN1 192.168.174.70/ 24
DHCP

LAN3
192.168.3.0/24

Heavy FTP users
192.168.1.2 - 100

L

LAN1
192.168.1.0/16

LAN2
192.168.2.0/24
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Step 1. Log into the firewall. Configure both WAN ports in accordance with the Internet connection requirements.

Step 2. Go to Objects > Address Book > Interface Addresses. Create a new object describing the specific IP
addresses on LAN1 which will use WAN2 for FTP traffic (LAN1-Specific-IPs).

=1 Objects
-1 § Addre=s Book

------ {4, InterfaceAddresses
..... [ ~ppiication Layer 1 | InterfaceAddresses
----- {#services _LA

----- #¢h Schedule Profies
----- &, X 509 Certificates
B[ 4 VPN Objects

I i Use an Address Folder to group related address objects for 8 belter overview.

L] Add =
|P4 Host/Metwork I H

[ wiiiini ' an1-specific-IPaddress

!11 |P4 Address Group 3

Q HA IP4 Address Pair General |~ User Authentication ]

E Ethernst Address

ﬂ Ethernet Address Group @ General

A Fidchessi Foieles Use an |IP4 Address itern to define a name for a specific IP4 host, ns
& lanl_ip
7 laninat
8 lan2_ip " . .
3 inn2nat ame: [Ianl-speciﬂc-lpaddras
i 3 lan3_ip IP Address: | 1455 168,1.2-192.168.1.100 e.g: "172.16.50.
11 lam3neat

"172.18.25.10-172.16.25.50"

%) Comments

Comments:
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Step 3. Go to Routing > Policy-based Routing Tables. Add a new Table “WAN2-Load-Sharing”. Set its Ordering as
“First”.

- 5 Routing n'l]ﬂ'
i ¥ Main Routing Table @ U Ed

- &1} Policy-based Routing Tat:-lesl

- Policy-based Routing Palicy ﬂ General

% Dwnamic Routing Policy

. {i OSPF Processes @ A policy-based routing table is used to define
Mame: wan2-load-sharing
Ordering: |Fir5t |

|:| Remove Interface |P Routes
{make firewall totally transparent)
%) Comments

Step 4. In the new table add a new route for WAN2. Set its Metric to 70. Under “Monitor” tab select the “Monitor This
Route” option. Under “Method” select both “Monitor Interface Link Status” and “Monitor Gateway Using ARP Lookup”.

ﬁ_g'Route jﬂwte

General I Proxy ARP [ Monitor | General ]fP'rl:lx:-.r ARP ¥ Monitor
%) General % Monitoring for Route Failover
I'u' A route defines what interface and gatew: I""' The health of a route may be monitored fou
Interface: wand w Meonitor This Route
Metwor: lall-nets » @
i Method
Gateway: wan2-gateway "
Local IF Address: [Mang) v Manitor Interface Link Status
Matric — Monitor Gateway Using ARP Lockup
- || Manual ARF Lockup Interval |
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Step 5. Go to Routing > Policy-based Routing Policy. Add a new Rule which will send FTP traffic from LAN1 to
WANZ2. Select “WAN2-Load-Sharing” as a Forward Table. Return Table - Main. Service - FTP-Outbound.
Source Interface set as LAN1, Source Network — “LAN1-Specific-IPs”.
Destination Interface set as “WAN1-WANZ2 group”.
L1~ =3 Routing
[ Main Routing Table
&7} Policy-based Routing Tables
|8 Policy-based Routing Policy
: Dynamic ﬁuuting Policay
- =i OSPF Processes

@ specific-traffic-to-wan1

#] General 51

A Pelicy-based Routing Rule forces the use of policy-based routing tables in the forward andior return direction of traffic on a connection.
k The "ordering” parameter of the policy-based routing table determines if the router is consulted before or after the main routing table.

Mame: |specific-traffic-to-wan!
Fomward Table: an2-load-sharing
Return Table: zmain} - !
Senvice: fip-autbound v
Schedule: :'['Nan.—:;" e
# ] Address Filter 51

! . Specify source interface and source network, together with the destination interface and destination netwodk. All parameters have to match
for the rule to match.

Source Destinaticn

Interface: lani Ew wanl-wan2 w

Network: lan1-specific-I1Padd 4 |all-nets w

Step 6. In the top menu bar select Configuration > Save and Activate > OK.

I =
D- ln = Logged in as administrator

admin - 192.163.1.78

Building Networks for People

@ Home ® Configuration= ] Tools» & Status - Blogout  (DHelp

[) Save and Adtivate

m Discard Changes r— ES&V& Conﬁgurahon

- o System

EI-] Objects

Bl Address Book

- g InterfaceAddresses

[‘ Application Layer Gateways
'-r‘ Services
Schedule Profiles
&Y X 509 Certificates
4 VPN Objects

? Are you sure you want to save the configuration?
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