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Package Contents

Contents of Package:

D-Link DFL-600 Firewal/VPN Router
Manual

Quick Installation Guide

Power Adapter, 5V DC, 2.5A*
CAT-5UTP Cable

If any of the above items are missing, please contact your reseller.

*Using a power supply with a different voltage rating will damage the
product and void the warranty.

System Requirements:
Internet Explorer 5.5 or higher or Netscape Navigator 4.0 or higher, with JavaScript
enabled.

One computer with an installed 10Mbps, 100Mbps or 10/100 Mbps Ethernet
adapter.

One RJ-45 DSL/Cable Modem for Internet connection.



Introduction

The D-Link DFL-600 Broadband VPN Router enables your network to
connect to the Internet via a secure, private connection using a Cable or DSL
modem. The Virtual Private Network (VPN) that is created on the Internet
between your home and a VPN server in your office is secure from
interference when you use the DFL-600.

It isan ideal way to connect your computer to aLocal Area Network (LAN).
After completing the steps outlined in the Quick Install Guide (included in
your package) you will have the ability to share information and resources,
such asfiles and printers, and take full advantage of a secure “ connected”
environment.

Connect the WAN port on the DFL-600 to the Cable/DSL modem using an
Ethernet cable. Your entire LAN can now access the Internet using just one
Internet account. The DFL-600 has 3 LAN ports, one DMZ port, and one
WAN port. That means that 3 computers can share the benefits of the DFL-
600-equipped network and 1 computer can be configured as a server for
Internet applications that may conflict with the advanced protection from
intrusion offered by your new DFL-600.

For the price of one Internet account, the DHCP-capable DFL-600 will
automatically provide unique IP Addresses for all the computers on the
network. (DHCP stands for Dynamic Host Configuration Protocol. Itisa
protocol for assigning |P Addresses automatically. With a DHCP router like
the DFL-600, thereis no need to assign static IP Addresses, or purchase
multiple addresses fromthe ISP - Internet Service Provider.)

Everyone in your home can access the Internet on his or her own computer, at
the same time, without any noticeable decrease in speed.

With the seria port, you can connect an analog modem (dial-up modem) as a
back up in case of any difficulties that may arise with the Cable or DSL
connection.



With Firewall Protection, Hacker-attack logging, and Virtual Private
Networking, the DFL-600 provides alevel of security suitable for many

businesses.

This manual provides a quick introduction to network technology. Please
take a moment to read through this manual and get acquainted with your

DFL-600.

Front View

LED Indicators

WAN (Green) Green LED will LIGHT when agood link is

Link/Act. established. Green LED will BLINK when packet is
transmitting or receiving (Act.).

WAN 10/100 | (Green) Green LED will LIGHT when a100 MbpsLink is
established. Green LED will NOT LIGHT when a
10 Mbps Link is established.

DMZ (Green) Green LED will LIGHT when agood link is

Link/Act. established. Green LED will BLINK when packet is
transmitting or receiving (Act.).

DMZ 10/100 | (Green) Green LED will LIGHT when a100 MbpsLink is
established. Green LED will NOT LIGHT when a
10 Mbps Link is established.

LAN (1-3) (Green) Green LED will LIGHT when link is established

Link/Act. (Link). Green LED will BLINK when packet is
transmitting or receiving (Act.).

LAN (1-3) (Green) Green LED will LIGHT when a100 MbpsLink is

10/100 established. Green LED will NOT LIGHT when a
10 Mbps Link is established.

Power (Green) Green LED will LIGHT when powered ON.




Rearview

TR Ta
(. DO -:
Power (5V Connects the DC power adapter to the Power port
2.5A DC)
WAN Connects DSL/Cable modem to the WAN Ethernet port
Ports 1-3 Connect networked devices such as computers and ftp
serversto the three LAN ports. All LAN ports support
auto crossover.
DMZ Connects a networked device to the DMZ zone of the
Firewall/VPN Router. The DMZ feature can be disabled.
Reset To reload the factory default settings, press the reset

button. Pressing the Reset button will clear the current
configuration as reset the DFL-600 to the factory default
settings.

Product Features

VPN

Provides Virtual Private Networking when communicating with a VPN server-
equipped office, or with another DFL-600-equipped network. Supports IPSEC,
PPTP, L2TP, and VPN pass through.

DSL/Cable Modem support
The DFL-600 can connect any Cable or DSL modem to the network.

DHCP

The DFL-600 is a DHCP-capable router. It automatically assigns unique IP
Addresses to each network users that is connected to the DFL-600, for the price of
one Internet account.




Firewall Protection

Supports general hacker attack pattern monitoring and logging.

PPPoE Client

Supports PPPoE client function to connect to a remote PPPOE server.

Virtual Server

Allows the internal server to be accessible from the Internet

Upgradeable New Features
Allows new features to be added in the future

High Performance 64 bit RISC CPU Engine

With the most advanced 64 bit RISC CPU Engine, DFL-600 guarantees full
compatibility with future DSL/Cable technol ogies.

IPSec Security
(DES, 3DES, MD5, SHA-1)

Idle Timer
Set a specified idle-time before automatically disconnecting

Dial-on Demand
Eliminates the need for Dial-up. Automatically logsin to your |SP.

Web-Based Configuration

No software installation required. Can be configured through aweb browser making
it OS independent.



IP Address Settings and Computer Settings

In order to install the DFL-600 you will need to check your computer’s
settings and the values from your |1SP.

The information offered by your ISP

e Dynamic IP settings

e Your fixed IP address for the gateway
e Your subnet mask for the gateway

e Your default gateway |1P address

e Your DNSIP address

If you would like to use PPPoE, you will need the following values from your
ISP in order to install your router:

e User Name
e Password

The static | P settings for the PC:

e Your PC'sfixed IP address

e Your PC'ssubnet mask

e Your PC' sdefault gateway

e Your PC'sprimary DNS IP address

Note: The router’s default IP address setting is 192.168.0.1.

Dynamic | P Settings:

It is recommended that you leave your | P settings as automatically assigned (by a
DHCP server). By default, the gateway is a DHCP server, and it will give your
computer the necessary |P settings.



Introduction and Overview

The DFL-600 Firewall/VPN Router creates two separate networks on the
LAN side of your network — by default, a 192.168.0.0 subnet and a
192.168.1.0 subnet (both with a subnet mask of 255.255.255.0). The DFL-
600 routes packets between these two subnets and the Internet (or the
network connected to the DFL-600's WAN port). The network address
information of the WAN network is usually provided by an Internet Service
Provider (ISP) or a network administrator.

The 192.168.0.0 network — LAN. The three Ethernet ports labeled — L ocal
Area Network on the front panel, and 1, 2, and 3 on the rear panel — are, by
default, assigned the 1P address range between 192.168.0.2 to 192.168.0.254.
So computers and other devices connected to these three ports either allow
the DFL-600's DHCP server to assign them I P addresses from this range, or
you can manually assign devices connected to these ports an IP address from
thisrange. Remember that the IP address, 192.168.0.0, isreserved. The
DFL-600 is assigned 192.168.0.1 — on the LAN side — and is configured
from a computer (again, on the LAN side of your network) using a web
browser, at this IP address. In addition, you must specify the port number
8081. So, you must enter http://192.168.0.1:8081 in the address field of your
web-browser to access the DFL-600’ s web-based configuration manager.

The 192.168.1.0 network —DMZ. The port labeled — DM Z on both the front
and rear panel — is, by default, assigned the | P address range between
192.168.1.2 to 192.168.1.254 — with a subnet mask of 255.255.255.0. So
computers and other devices connected to this port must be assigned |P
addresses from thisrange. The DHCP server on the DFL-600 only services
the LAN ports, so you must manually assign a computer connected to the
DMZ port an IP address from this range.

Y ou can use this default | P addressing scheme, or you can configure your
own. Itisimportant to note that the three LAN ports and the DMZ port must
be on different subnets (different ranges of IP addresses) and that the
computers that are connected to these ports must have | P addresses in the
appropriate range.


http://192.168.0.1:8081/

The DM Z port is used to allow computers and devices connected to this port
to have more direct access to the Internet. Thisisuseful for certain
applications that may conflict with the firewall and Network Address
Trandation (NAT) features of the DFL-600. Computers and devices
connected to the DM Z port will not have the level of protection that the LAN
ports can provide, however. It isrecommended that computers and devices
connected to the DFL-600's DMZ port have some type of firewall software
installed and running to provide these devices with at least some level of
protection from unwanted intrusions from the Internet.

The Wide Area Networ k (WAN) side of the DFL-600 is anything connected
to the WAN port. Thisisnormally an Ethernet connection to a Cable or DSL
modem that, in turn, provides a connection to the Internet. There are three
different methods for your ISP to provide the necessary network address
information to your DFL-600.

It can be useful when configuring your DFL-600 Firewall/VPN Router to
think of the LAN side (all computers or devices connected to the three LAN
ports or the DMZ port) and the WAN side (all computers or devices
connected to the WAN port). The WAN side of the router is connected to
some device that ultimately allows a connection to the Internet, while the
LAN side is connected to your computers or other network devices (such asa
switch or hub) that ultimately allows users access to the both the Internet and
any other devices on your LAN (such as a printer or scanner).

The network information (including the | P address) required by the WAN
side of the DFL-600 is either obtained automatically from your ISP (or other
network device on the WAN side) or is entered manually. The DFL-600
allows three methods for this information to be obtained, as follows:

Dynamic — your | SP uses the Dynamic Host Configuration Protocol (DHCP)
to provide the network information. Some ISP’'s may require you to enter an
assigned Host Name, as well.

Static | P Address— your | SP assigns you an | P address that never changes.

Thisis more common in businesses that |ease dedicated connections. If your
I SP uses this type of connection, you must manually enter the assigned IP
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address, subnet mask, default gateway address, and primary and secondary
DNS addresses. Thisinformation will be provided by your 1SP.

Point-to-Point Protocol over Ethernet (PPPOE) — this protocol requires the
use of a Username and Passwor d to gain access to the network. In addition,
you can specify a Connect on Demand connection that will connect to the
Internet only when a computer or device on your LAN makes a request, or
when the DFL-600 is rebooted.

If you do not know the appropriate method of obtaining the WAN side
network address information, contact your ISP or network administrator.

The Device | P Settings dialog box allows you to specify the | P address that
computers on your LAN will use to access the DFL-600' s web-based
configuration utility. The default is 192.168.0.1 with a subnet mask of
255.255.255.0. If it becomes necessary to change this IP address, be sure to
use an address that is in the same range (on the same subnet) as the three
LAN ports, or you will not be able to access the DFL-600 from your LAN.

The many other features of the DFL-600 are described in subsequent sections.

11



Using the Configuration Utility

Launch your web browser and type the device I P address and port number
(http:// 192.168.0.1:8081) in the browser’ s address box. Thisisthe default 1P

address of your DFL-600. Press Enter.

The following dialog-box will appear to prompt you to enter the DFL-600"s
default User Name and Password. The DFL-600's default User Nameis

admin and the default Password is also admin — all lower case.

Erilier e lwisrk Passwiorid ' 1 x|

‘?) Ploks e 1600 U Nk v pules ot
: S T2 1R800

Realm DFL-ED0

Weet Hame |

Fasmeord |
™ Save this password in pour paseod lst

[ ok | coes |

Click OK to open the Home menu.

Note: Please make sure that the computer you will use to connect to and
configure the DFL-600 is assighed an | P address that is in the same range as
the DFL-600. The IP address of the DFL-600 is192.168.0.1. All computers
on your network must be within that range, for instance, the computer IP
address could be any |P address from the range 192.168.0.2 to 192.168.0.254,
with a subnet mask of 255.255.255.0.

12
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The Setup Wizard will guide you the most basic setup tasks, such as setting
an administrative password, selecting the type of WAN connection you have,
entering your computer’s host name (if required by your 1SP), saving the
configuration and restarting the router.

All other setup tasks can be accomplished using the configuration utility from
your web browser.

To use the Setup Wizard, click on the Run Setup Wizard link. Thiswill
start the Setup Wizard.
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Setup Wizard

The Setup Wizard will guide you through the most basic setup tasks for the
DFL-600. All other configuration tasks can be accomplished through the
web-based manager.

The Home menu contains a Run Setup Wizard link. Click on this button to
run the Setup Wizard.

3 DFLB0O0 - Microsoft Internet Explorer i = IEllﬂ
AS000 Setup Wizerd
YWelcame to the DFL-B00 Setup Wizard. The Wizard will guide you

through these three quick steps. Begin by clicking on Next.

Step 1. Set your new passwoard
Step 2. Set Internet connection
Step 3. Restart

Next Exit

Click Next to continue.
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R OFLEDD - Microsodl Interivel Explorer =101%]

LU S e Wikand
Set Password

You may charge the admin accoun| password by enterng in a niw
passward Click Mext to continue

Password |

Confimn Fassword |

ELAY

Bock Mext

Enter a password in the Password field, and again in the Verify Password
field. Thiswill become the logon password for the DFL-600. This password
IS case-sengitive, so remember to use capital |etters when logging on to the
DFL-600's web-based manager — if you enter a password with capital |etters
here. The user name, admin, will not be changed here.

Note: If you choose to input a password, please remember it. If you lose your
password, you will have to manually reset the unit (using the reset button on
the rear panel of the unit). Resetting the DFL-600 will return all
configuration parametersto their factory default values, so all of your
settings will be lost and will need to be entered again. The default Username
isadmin with a password that is also admin.

Click Next to continue.
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Dl S Wikaid

Select Internet Connection Type (WAN)
Sedect the connection iype fo connect to your ISP Click Next to conlinue

Choose this option to obisin an 1P sddraze
= Dynarndc |P address autamatically fom your ISP [For mast Cabile
rndem usens)

Choose this option to set state [P mformation

~
SRS R OO provided to you by your ISP

~ PPEE Choose this option If your ISP uses PPPaE (Far

rmost OSL wsers)
S0

Back Mext Exit

This menu allows you to select the type of connection your ISP provides.
Many |SPs use the PPPoE (Point-to-Point Protocol over Ethernet) for DSL
connections, while many Cable | SPs use DHCP (Dynamic Host
Configuration Protocol). DHCP assigns an IP address for your Internet
connection each time you log on (and is therefore, a dynamic I P address).
DHCPisreferred to as Dynamic | P address on the DFL-600. The Setup
Wizard will open a page with the appropriate fields for the entry of your ISP
contact information, depending upon which of the three options you choose.

The Static | P address click-box is used to enter a permanent | P address that
isassigned by your ISP. If your ISP assigns you a permanent | P address,
choose this option.

Click Next to continue.
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Some ISPs require you to use an assigned host name for your Internet
connection. If your ISP requiresthis, you can enter the assigned host name in
the Host Name field.

If you selected Static | P Address on the Select I nternet Connection Type
(WAN) wizard screen above, the following screen will open:

B e (R ST TR PR
Set Static IP address

Enter in the static IP mfarmation provided 1o you by your ISP, Click Next
fo continue.

WAN IF address (0.00.0
WiaN Subnet Mask 0,000
WAN Default Gateway 0.00.0
Primary ONS Servar 0.0.0.0
Secandary DNS Server 0000 [ [Option Cesabla)

SwJ

Back Mext Exit

This screen will alow you to enter the static |P address information, if your
ISP has assigned a static |P address to your Internet account. Y our | SP must
provide this information.

If you selected PPPoE (Point-to-Point Protocol over Ethernet) on the Select

Internet Connection Type (WAN) screen above, the following window will
open:
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3 DFLEOD - Microsodt Intermel Baplorer

b eontifue,

A Sk Wikai
Set PPPoE
The serice name iz optional bd may be required by your ISP, Chick Next

Uzer Mame |me@mynetaet

Password [====

Confirm Password [~

Serice Name (optionsl] |

EDI

This screen will allow you to enter the PPPoE information, if your ISP uses

the PPPOE protocol for your Internet account. Y our ISP must provide this

information.

Click Next to continue.
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gl'Z'FI D) - Microsall Tnlerme] Explorsr

UL S Wik
Setup Completed

The Setup Wizard has cormpleted. Click on Back to moddy changes

or mistakes Click Restart fo save the curmant settings and reboot (he
DFL4E00.

ERCRY

Bock Restart Exit

Y ou have completed the basic setup Wizard. The configuration now needsto

be entered into the DFL-600' s flash RAM. Clicking Restart will save the
configuration and restart the router.
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Home
The Home menu contains links to all of the setup menus for the DFL-600.

Home

|

Huien Aalagnpmil
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| I tuset iR Telan Wined, WK, LAK, FIAT, Wit Sener, Tpecind Apphommiany,
DML ared Tere erdnge mrd BHOP Sere Fratrg Faewal polcy, FSEC unmsing
g LITP wrt PV TP Emrems
Tauin Simim
Al adreriiad i elond PefaTe P Dowigeip Dot i 1P| Wil sbbiidaon imil
Tonl, Bavegin Aoy BoCuas Fasvay wesan, Tylles Log Sackag
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A ueh by e P s s sl Jade paa b cerkpEe et T e oo Connae] i
§Eil [ [inemet Serce Paosiden

Run Setup Wizamnd

w
Halp

Click on the WAN button:



WAN Settings

The WAN Settings menu allows you to view the current configuration for
your DFL-600, and to choose the protocol by which your DFL-600 will
receive its WAN network settings.

DFL-600
Erharnagh Broodbond Rouler

Hame Advoned Taal Shrkue Hiolg
Fartrgs Wuis -.'-'\.-..-3
! .'ﬂ'ln:l'l Ay Befveih Conosl Help
UIRTTT F addn LI ERER
Sugne M &5
T AR E L iy L e
Fiems (AT G e
IT dmp LW B
Tintiws I Fslgnaw |

The settings listed under WAN Settings are the network settings currently in
use by the DFL-600. The fields where you will enter the WAN Settings will
change depending upon the choice you makein the | P Settings M ode drop-

down menu. These settings are described below.
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| P Settings Mode This drop-down menu determines how the DFL-
600 will obtain its |P address information. The
fields where you will enter the information will
change, as appropriate, to reflect the mode you
have selected. The page shown aboveisin
Dynamic mode.

Dynamic allows the DFL-600 to get its IP
address information from your ISP using the
Dynamic Host Configuration Protocol (DHCP).
Use this setting if your ISP instructs you to use
DHCP or to automatically obtain an IP address.
A server on your ISP’ s network will then
automatically send the necessary |P address
information to your DFL-600.

Static allows you to manually enter the
necessary |P address information. Use this
setting if your ISP has permanently assigned an
| P address to your connection.

PPPoE allows you to enter a Username and
Password for a Point-to-Point Protocol over
Ethernet (PPPOE) internet connection. Use this
setting if your ISP has provided you with an
ADSL modem that operatesin Bridge mode.

IP Address Thisisthe current |P address used to identify
your ‘location’” on the Internet. It isassigned by
your ISP, or entered statically by you. IP
addresses work in combination with a subnet
mask, described below.

Subnet Mask A subnet mask is a number, in the same form as
an |P address, that is used to mathematically
separate arange of 1P addresses into a Network
portion and aNode portion. The Node portion
identifies a specific device on the Network — in
this case, the DFL-600.

Default Gateway Thisisthe IP address of adevice at your ISP's

22



office where packets destined for the Internet —
from your home network — are sent, before being
forwarded to their final destination. For the
DFL-600, the Default Gateway addressis
provided by your ISP. For computers on your
home network, their Default Gateway isthe IP
address of your DFL-600.

Primary DNS Server

Thisisthe IP address of a computer on the
Internet that provides the service of changing
text URLs into |P address for sites on the
Internet. The IP address of this deviceis
provided by your ISP.

Secondary DNS
Server

Thisisthe IP address of a second DNS server, to
be used in case there is a problem with the
Primary DNS Server. A secondary DNS server
IP addressis optional.

The ISP Settings page alows you to modify the way that the DFL-600
obtainsits network settings from your Internet Service Provider (ISP). The
entry fields on the page will change depending upon which of the following
options you choose: Dynamic IP Address, Static IP Address, and PPPoE.

Dynamic | P Address — If your | SP uses the Dynamic Host Configuration
Protocol (DHCP) to assign an | P address, subnet mask, default gateway and
Domain Name Server (DNS) addresses, choose this option. Some | SPs
require the use of an assigned Host Name for the device that will make the
WAN connection. You can enter this name into the Host Name field.

23




1P zfiings Mods LIy nafc (%

9 900

Apply RefreshCancel Help

'ul
IP addmiss moao

Subret Mask oo
Dafaull Gataway nooon
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Secondary DNS Sensr DOD0

| RaMaw ” Hele.;rs.;a: |

Static P Address— If your ISP has assigned you an | P address that will
never change, choose this option. When this option is chosen, the following
fields appear to allow you to enter the network address information:

IP setiings Mode Emnsl -

IP address 1054 24 5]

Sauibnet Mask 25500.0

Dipfaull Gatesan 10254 54

Primary ONS Server 1683511

setordary LAS heder 16895 1.2 | [Optinn Disabis)

@ 90

Apply Caoncel Help
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PPPoOE — If your | SP uses Point-to-Point Protocol over Ethernet (PPPOE),
choose this option. When this option is chosen, the following fields appear to
allow you to enter the network address information:

IP =ettings Mods |FFFoE ']

Llgir Mame m
Fazsword m

Sensce Name F (opticna])
Horst Mame i— (optional)
Idle Timaouk{zec) {300

MTLI{1000-14852) 1452

Connected On Demand [+ Enable

9 9V

Apply Refresh Cancel Help

Descannecied
IP address L0
Subnet Mask D.0.00
Ciefaull Gateway oo

Hrmary DNS S [IRIRLE)
Secondary ONS Sarver 0000
Ingger Hackel Header

G:mns:l] Clisconnect ]

Connect on Demand — allows the PPPOE WAN connection to be active only
when a computer on your LAN makes a connection request. Thisissimilar
to the way adial-up modem initiates a connection.
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LAN Settings

The LAN Settings alows you to view the current | P address and subnet
mask assigned to the DFL-600. It also allows you to change these settings.

IP address [192.168.0 1
Subnet Mask |25 266 255.0

¥ Q0

Apply Cancel Help

If it is necessary to change the | P Address or Subnet Mask assigned to the
DFL-600, enter the new values in the appropriate fields, and press Apply to
make the changes current.

Note: if you assign an |P address and subnet mask to the DFL-600 that is
different from the IP address range assigned to the computers connected to
the LAN ports, you will no longer be able to connect to the DFL-600 from
any of these computers. In order to re-establish the connection between a
computer on the LAN side and the DFL-600, you will need to assign at least
one computer on the LAN side an IP address from the same range as the IP
address you assign to the DFL-600. As an alternative, you can configure the
DFL-600's DHCP server to give |P addresses from the new |P address range
that you will give the DFL-600 here.

Asan example, if your LAN network isto be a192.168.0.x network with a
subnet mask of 255.255.255.0, you might assign the DFL-600 an IP address
of 192.168.0.1 and configure the DFL-600's DHCP server to assign
addresses in the range between 192.168.0.2 to 192.168.0.100. The default
gateway setting for computers on the LAN side will be the DFL-600's |P
address — in this case, 192.168.0.1.

Saving all of thisinformation to the DFL-600’s flash RAM and restarting the
router will make this IP addressing scheme current. When you enable DHCP

26



(in Windows, “obtain an | P address automatically”) and restart the
computers connected to the LAN side of the DFL-600, they will
automatically be assigned I P addresses from the range 192.168.0.2 to
192.168.0.100.

As an aternative, you could disable the DHCP server on the DFL-600 and
manually update the 1P address, subnet mask and default gateway
information for each computer on the LAN side of the DFL-600.

It isrecommended that if you need to change the | P addressing scheme for
the DFL-600, that you configure the DFL-600's DHCP server with the
appropriate | P address range and subnet mask first, and then assign an IP
address from the same range to the DFL-600. That way, a computer on the
LAN side of your network can always get the proper network addressing
information by DHCP from the DFL-600 simply by being restarted.

27



DHCP Settings

DHCP (Dynamic Host Configuration Protocol) is a method of automatically
assigning | P addresses, subnet masks, default gateway and DNS server |P
address to computers on the LAN side of the DFL-600. The DFL-600 can be
aDHCP server for your LAN, assigning | P addresses, etc. to computers on
your network from arange of addresses you specify below.

[OHGE Sarvar Status
Starting IP address
Ending IP address
Lease Time (sec)
Autn Configuration
Domain Mame

Prmary DRS Sener

Secondary DMS Sereer

Host Mams P addmss WAL Address Expira

! Enable .} Disable
192 168 &0, 2
192 168 &0 100
3500

= Enable Cigakde

[ (Oiption Disable)

¥ 9VO

Apply Refresh Cancel Help

Total Mo of Entries: 4 § 59

DHCP Server Status

This alowsyou to Enable or Disable the DHCP
Server feature on the DFL-600. The default is
Enabled.

Starting IP Address

Thisisthefirst IP addressin arange that the
DFL-600 will assign to a computer on your
network. This|P address can not be the same as
the | P address assigned to the DFL-600, nor can
the | P address assigned to the DFL-600 be
contained in the range of 1P addresses available
for the DFL-600 to assign. Inthiscase, the IP
address of the DFL-600 is 192.168.0.1, so the
first IP addressin the rangeis 192.168.0.2.
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| P addresses can range from 0.0.0.0 to
255.255.255.255, but in the DFL-600' s default

| P addressing scheme, the range isfrom
192.168.0.0 t0 192.168.0.255. Please note that
the addresses ending in 0 and 255 are reserved
for other uses, so the effective |P address range
i$192.168.0.1 to 192.168.0.254. The DFL-600's
default IP addressis 192.168.0.1.

Ending IP Address Thisisthelast IP address in arange that the
DFL-600 will assign to a computer on your
network. Inthiscase, the range of 1P addresses
between 192.168.0.2 to 192.168.0.100 gives 99
different I P addresses that the DFL-600 can
assign to the computers on your network.

Lease Time Thisisthe length of time any computer on you
network that is assigned network settings by the
DFL-600 — through the DHCP protocol — can
keep its network settings. If the lease expires
while a computer islogged on to your network,
that computer will request a new set of network
settings. The default is 3600 seconds.

Auto Configuration Thisfield allows you to specify whether or not
the DFL-600 will assign the following network
settings to the computers on your network. |f
you choose to Enable Auto Configuration, the
following network settings will be obtained
automatically from your ISP by the DFL-600,
and will then be assigned to computers on your
network. If you choose to Disable Auto
Configuration, the network settings you enter in
the fields below will be assigned to computers
on your network.

Domain Name The DFL-600 can provide a domain name to
computers on your network. This domain name
suffix can be provided automatically by your
ISP, or you can enter it statically here. This
suffix will then be automatically added to URL
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requests for accessto your ISP’s servers.

Primary DNS Server

Thisisthe IP address of a server on the Internet
that provides the service of changing text URLs
into |P address for siteson the Internet. The IP
address of this server is provided by your |1SP.

Secondary DNS
Server

Thisisthe |P address of a second DNS server, to

be used in case of a problem with the Primary

DNS Server, above. A secondary DNS server IP

addressis optional.

30



NAT

Network Address Translation

Note: NAT is automatically applied between the WAN and the LAN sides of
the DFL-600. It does not require any user configuration.

Network Address Trandation (NAT) isarouting protocol that allows your
network to become a private network that is isolated from, yet connected to
the Internet. It does this by changing the IP address of packets from a global
I P address — assigned by your | SP — usable on the Internet to alocal 1P
address — assigned by you — usable on your private network (but not on the
Internet.)

NAT has two major benefits. First, NAT allows many users to access the
Internet using asingle global IP address. This can greatly reduce the costs
associated with Internet access and helps alleviate the current shortage of
Internet | P addresses. Secondly, the NAT process creates an added degree of
security by hiding your private computers behind one | P address. The NAT
function will normally only allow incoming packets that are generated in
response to a request from a computer on the LAN.

NAT isautomatically applied between the IP addresses assigned to the DFL-
600's WAN port (the IP address or addresses assigned to you by your 1SP)
and the | P addresses assigned to the DFL-600's LAN ports (the 192.168.0.x
subnet). NAT is not used between the WAN port and the DMZ port.

Complications with Using NAT and Some Applications

NAT isasimple IP address mapping function (that is, it only looks at IP
address headers) and is therefore unaware of the application data embedded
in packets that pass through it.
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DMZ

NAT and the firewall features of your DFL-600 may conflict with certain
interactive applications such as video conferencing or playing Internet video
games. For these applications, a bypass can be set up using the DMZ port and
acorresponding DMZ IP address. The DMZ IP addressis“visible” to the
Internet (or WAN) and does not benefit from the full protection of the NAT
function. Thereforeit is advisable that other security precautions be enabled
to protect the DM Z device and other computers and devices on the LAN that
may be exposed. It may be wise to run some sort of firewall software on
these computers and devices.

For example, if you want to use video conferencing and still use NAT, you
can use the DMZ port and DMZ IP address. In this case, you must have a PC
or server through which video conferencing will take place, and that
computer is assigned the DMZ |P address.

By default, the DMZ IP addressis 192.168.1.1 with a subnet mask of
255.255.255.0. Note that the DMZ IP addressis on a different subnet (the
192.168.1.x subnet) than the LAN ports (by default, the LAN ports are
assigned to the 192.168.0.x subnet).
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DMZ Settings

The DM Z Settings screen allows you to Enable and Disable the DMZ port
on the DFL-600 and to specify the IP address and Subnet Mask that the DMZ
port will use. The default DMZ IP addressis 192.168.1.1 with a subnet mask

of 255.255.255.0.

DT Status
lobal Address
IP address

Siuhne Mask

= Enable T Disable
[CEREGEY

|'I?." 16811

2552052050

v I

Apply Concel Help

Global Address

Thisisthe DMZ Global Address assigned to the
DFL-600 by your Network Administrator.
Every DMZ connection will go through this
global address to access the DMZ internal
computer.

|P Address

Thisisthe Global IP address assigned to the
DFL-600 by your Network Administrator. If a
range of | P addresses have been assigned, then
you will have to pick one IP address to connect
to the DMZ device.

Subnet M ask

Thisisthe subnet mask corresponding to the
DMZ IP address specified above. It must be the
same subnet mask as assigned to the LAN ports.

DMZ Host Settings
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The DM Z port maps one global |P address — an |P address that is valid on
the Internet, usually assigned by your ISP — to one local 1P address from the
I P address range assigned to the DFL-600's DM Z port.

DMZ Hosts, sometimes referred to as Virtual Servers, are computers on
your LAN that are connected to the DM Z port and are configured to act as
serversto connections to the WAN or Internet. The IP address must be from
the same range as the | P address of the DMZ port. The default DMZ IP
addressis 192.168.1.1, so DMZ Servers must be from the | P address range
from 192.168.1.2 to 192.168.1.254, with a subnet mask of 255.255.255.0.

Prrmate IP addeess
lrangpor Type
Protoco

Fort Mumber

Pivalo I[P addregs

|1‘?‘E 16812

| GF -|

|—IJ".E'|'_I—T‘ '"E““-‘j

|'I
v OO
Apply Cancel Help

Totsl Mo of Entmes: 01 3
Hralacal Typa For Mumribaer Linlata

Private | P address

Thisisthe |P address you have assigned to your
DMZ computer. You will need to manually
configure the I P address settings for each
computer you connect to the DFL-600's DMZ
port. 1t must be from the same I P address range
asyou assigned to the DMZ port. The DFL-
600’ s default |P address range for the DMZ port
i$192.168.1.2 to 192.168.1.254.

Transport Type This drop-down menu allows you to specify
whether the TCP or UDP protocol will be used
by the application on the DMZ computer.

Protocol This drop-down menu allows you to specify the

34



protocol that the application on the DMZ
computer will use. ~user defined~ alowsyou
to manually enter the TCP or UDP port number
that the application will use to connect to the
Internet. The remaining protocolsin the list
have the appropriate TCP or UDP port number
already entered. These are the most commonly
used protocolsin use by applications. For
example, the SMTP (Simple Mail Transfer
Protocol) is commonly used by e-mail programs.
smtp uses TCP port 25.

Y ou can make multiple protocol entriesfor a
single DMZ computer.

Port Number

This allows you to enter the TCP or UDP port
number manually, when the ~user defined~
protocol option is used.
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Time Settings

The DFL-600 can be set to obtain and distribute the correct time to computers
on your LAN using the Simple Network Time Protocol (SNTP). Click on the
Time button to open the following page:

SWBm Date I ZiT [ T T
Time QU010 01T A
Temia Jona |[I'-.'-.-'__| Graarmwich Maan Time:Dublin, Ednburgh. London j

Temia Sat Type |r-.-'ﬁnun| -l

SHTP Settings
et Typs | j

IF address |

Doerair Mare |

Banual Settlngs
¥YYY-MM-DD (2003 =] |01 =] 07 =]
HH: M S5 (01 =] |27 =] [39 =]

2 90

Apply Cancel Help

System Date Time Displays the current system date and time.

TimeZone This drop-down menu allows you to select the
time zone in which your DFL-600 is |ocated.

Time Set Type This drop-down menu allows you to specify the

method the DFL-600 will use to obtain the date
and time. Manual allows you to manually enter
the date and time. SNTP allows the DFL-600 to
obtain the date and time automatically from an
SNTP server, as specified below.

36



Set Type

This drop-down menu allows you to select either
the IP address of an SNTP server, or the Domain
Name (URL) of an SNTP server that the DFL-
600 will contact to obtain the correct date and
time.

| P address

Enter the |P address of an SNTP server here.

Domain Name

Enter the Domain Name (URL) of an SNTP
server here.

YYYY-MM-DD These fields allow you to manually enter the date
using a year-month-day format.
HH:MM:SS These fields allow you to manually enter the

time using an hour: minute: second format.
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Advanced Settings
NAT

Network Address Translation

Network Address Trandation (NAT) isarouting protocol that allows your
network to become a private network that isisolated from, yet connected to
the Internet. It does this by changing the IP address of packets from a global
I P address — assigned by your | SP — usable on the Internet to alocal 1P
address — assigned by you — usable on your private network (but not on the
Internet.)

Virtual Servers

Virtual Servers allow remote users to access services on your LAN such as
FTPfor file transfers or SMTP and POP3 for e-mail. The DFL-600 will
accept remote requests for these services at a Global 1P Address you specify,
using the specified TCP or UDP protocol and port number, and then redirect
these requests to the server on your LAN with the Private | P address you
specify. Remember that the Global 1P Address must be within the range
specified on the NAT Settings page, and that the Private IP Address must be
within the range specified for your LAN.

Prsata IP address pnon
Trarssnont Type
Fatocal | iger defmpad 1]
Part Mumbes ol
v X L+
Apply Cancel Help

Fireale [P agdness Frofocol Typss Foit Murnibiar | b
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Private| P

Thisisthe |P address of the server on your LAN
that will provide the service to remote users.

Transport Type

Y ou can select the transport protocol (TCP or
UDP) that the application on the virtual server
will use for its connections. The choice of this
protocol is dependent on the application that is
providing the service. If you do not know which
protocol to choose, check your application’s
documentation.

Pr otocol

Y ou can select from alist of commonly used
protocols from this drop-down menu. Thisisthe
equivalent of entering the correct Transport
Type (TCP or UDP) and the correct port number
corresponding to a given protocol. The
difference hereis that the protocol isidentified
by name.

For example, the Simple Mail Transfer Protocol
(STMP in the drop-down menu) is used to send
and receive e-mail. It usesthe TCP transport
protocol and port number 25. Thisinformation
will be entered for you, if you select SMTP from
the Protocol drop-down menu.

Port Number

Select the TCP or UDP port number the
application will use for its connections. The
choice of this protocol is dependent on the
application that is providing the service. If you
do not know which protocol to choose, check
your application’ s documentation.
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Application Gateway (ALG)

Some applications require multiple TCP or UDP ports to function properly.

Applications such as Internet gaming, video conferencing, and Internet

telephony are some examples of applications that often require multiple
connections. These applications often conflict with NAT, and therefore

require special handling. The Specia Applications page alows you to

configure your DFL-600 to allow computers on your LAN to access servers

on the WAN that require multiple TCP or UDP connections.

Spplication Mame |Hn|n'||=_|nllnr|

Trgoer Port Hange || 20 ; |'| 20

Inqoer Type m

Max Activty Imenal (30000 0030000

Seszion Chamed |Ennhle *|
Address Heplacemrienl |':IIH|‘J|L‘ "'|
Replacament Format [T'ZF format *|

entry.

W Allow gessions indialed fromAa the 3rd hos
Fopulir Sgpheafion |N|.'Irl|-.'1-'. i :]
E i
v I+
Apply Cancel Help
Totad Mo of Entres 17 16
Application Mamg Poar W WA Calnte
netmestmg 1720-1720 w |
Application Name Thisis areference — usually the name of the

application. In the above example, Netmeeting
isthe application, and thisis used to name this

Trigger Port Range Thisisthe TCP or UDP port range used to
trigger, or start, the application. It canbea

single port, or arange of ports. If only asingle
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port is used, enter the same port number in both
the starting and ending port number fields.

Trigger Type

Thisisthe protocol (TCP or UDP) that the
application uses to make the connection.

Max Activity Interval

Thisisthe maximum interval, in milliseconds,
between the triggering of a protocol session and
the protocol’ s dynamic session.

Session Chained

If the application allows a dynamic session
(connections) to trigger a new session, set thisto
Enabled. If an application uses protocolsin
addition to the TCP/UDP protocols (like many
interactive Internet games), then this application
will likely create additional sessions (using these
additional protocols) that will need to associate
with the first session. Again, Session Chained
should be set to Enabled, for this type of
application,

Address Replacement

This option isused in Network Address
Tranglation (NAT) to trandlate abinary IP
addressin a TCP/UDP packet. When a TCP or
UDP packet is received by the DFL-600, the IP
address in this packet will be translated between
the WAN and LAN side of the DFL-600, if this
option is enabled.

Replacement Format

This drop-down menu allows you to specify
either the TCP or UDP protocol for the Address
Replacement function above.

Allow sessions
initiated from/to 3"
host

Click this check box if your application allows a
new session to be started with a different
computer than the one that started the first
session. For example, MSN file transfer requires
a connection with aremote host, but this
connection is not direct. There are other MSN
servers between your PC and the MSN file
server.

Popular Applications

The settings for arange of popular applications
have been pre-entered into the DFL-600"s
firmware and can be selected here from the drop-
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down menu. Selecting one of the listed
applicationsisthe equivalent of entering the
correct settings in the fields above for the
specific application. For example, the
Netmeeting application requires a Trigger Port
Range of 1720 — 1720, a Trigger Type of TCP,
and so on. The correct settings for the
applications listed in this drop-down menu have
been entered into the DFL-600’ s firmware, for
your convenience.

Static Routing

Y our DFL-600 can automatically discover routes to destinations on both your
LAN and the WAN (Internet). In addition, you can add entries to the DFL-
600’ s routing table that will be saved to flash RAM. These routes will not
age out, and are therefore static.

Distination IP Address |I.' (Rl

Suitingt Mask II'I'I'I'—

ateseay |F addrass ||. LD
I+
Apply Concel Help

Total Mo of Stalic Rouge Entnes 1
De-stination 1P adcdess Sidhingt Mashk Gateway IP address Craleta
Fagre
The Defauk and Local Bouts Entnes
Destination IP addmas Subnet Mask Gatesay I address Cielnie
152168 1.0 235 255 X550 0000
15216800 2332352550 000
10000 2EE 000 0o
defank 0000 10254 254 251
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Destination IP Thisisthe |P address of the remote network that

Networ k the DFL-600 will route service requests to.
Subnet Mask Thisisthe corresponding subnet mask for the
remote network.

Gateway |P Address | Thisisthe IP address of the gateway on the
remote network that will provide the connection
between your DFL-600 and servers on the
remote network.

Policy (Firewall Settings)

The DFL-600 allows you to specify arange of |P addresses, MAC addresses,
TCP/UDP port numbers, and Domain names for connections between
computers on the WAN and computers on your LAN that will be controlled.
These IP addresses are entered on the pages under the Policy tab.

The default firewall port filter rules on the DFL-600 are:
e Allow all outbound packets to pass through the router to the WAN
(Internet).

e Allow inbound packets only for avirtual server on your LAN
running the FTP, SSH, TELNET, SMTP, POP3, or LDAP
protocols.

e Deny remote access to the DFL-600 from the WAN (Internet)
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Apply Cancel Help

Port Filter Status

When Enableis selected from this drop-down
menu, the Port Filter will be applied to packets
both coming from and going to the WAN. When
Disableis selected, the Port Filter isinactive.

| P Range Filter Status

When Enableis selected from this drop-down
menu, the I P Filter will be applied to packets
going to the WAN. When Disable is selected,
the | P Filter isinactive.

MAC Filter Status

When Enableis selected from this drop-down
menu, the MAC Filter will be applied to packets
going to the WAN. When Disable is selected,
the MAC Filter isinactive.

Domain Filter Status

When Enableis selected from this drop-down
menu, the Domain Filter will be applied to
packets going to the WAN. When Disableis
selected, the Domain Filter isinactive.
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Firewall Settings — Port Filter Policy

The DFL-600 allows you to specify arange of TCP or UDP ports for
connections between computers on the WAN and computers on your LAN
that will be controlled. These TCP or UDP ports are entered on the Port
Filter page.

Tewspin Tyjs TR ﬂ
F":l- Kol I : USaI Eefina I'J
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Apgly Camcel Help
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TLF TFT‘TIr.'."_ Inbound d
TLE DEE(53) Inticund o
TCF LTAFCEST) Inbicund |
TLE Finger 7% Inbound ol
T SSHES Inticimd o3
[P . Tifbeignd o |
TCF ORI Inbicund d
Transport Type This drop-down menu allows you to specify the

transport protocol that will be filtered by the
DFL-600. Y ou can choose from the TCP, UDP,
ICMP, IGMP, GRE, AH, ESP, and IPCOMP
protocols.

Protocol Y ou can select from alist of commonly used
protocols from this drop-down menu. Thisisthe
equivalent of entering the correct Transport
Type and the correct port number corresponding
to agiven protocol. The difference hereisthat
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the protocol isidentified by name.

For example, the Simple Mail Transfer Protocol

(SMTP in the drop-down menu) is used to send

and receive e-mail. It usesthe TCP transport
protocol and port number 25. Thisinformation

will be entered for you, if you select SMTP from

the Protocol drop-down menu.

Port Range Y ou can enter arange of port numbers for which
the current policy ruleswill be applied. If you
have only one port number to enter, enter it in
both fields.

Direction This allows you to specify the source of network

traffic for which the current policy entry will be

applied — from the Internet (Inbound), or from
your LAN (Outbound).

46



IP Range Filter

The I P Range Filter page allows you to deny access to the WAN (Internet)
from specific computers on your LAN, by specifying the computer’s |P
address on the WAN (Internet).

LAM IP Range 192 168 208 1 - 192 168, 208 254
Source [P Fram nooomo
Source [P Ta 00000
Y OO
Apply Cancel Help
Tolal Mo, of Enlne=. 0 § A0
Sowrce IP From Siounca IP To Destination Por Filtar Delete

Source |P Address
From

This allows you to specify the first in arange of
| P addresses that the I P filter policy will be
applied to. If you have only one IP address that
you want to filter, enter this addressif both the
From and Tofields.

SourcelP AddressTo

This alows you to specify the last in arange of
| P addresses that the I P filter policy will be
applied to. If you have only one I P address that
you want to filter, enter this addressif both the
From and Tofields.
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IPSec Settings

IPSec (Internet Protocol Security) isagroup of protocols designed to allow
flexible, secure and interoperable communication over the Internet. 1PSecis
used to establish an encrypted — and therefore, secure — connection between
two points on a network.

I PSec provides access control, connectionless data integrity, data origin
authentication, protection against replay attacks and confidentiality for each
IPSec packet. Thisisachieved by using headers and trailers on each packet,
which provide core pieces of information pertaining to authentication, data
integrity, and confidentiality. The AH (Authentication Header) addresses
data origin authentication, data integrity, and replay protection. The ESP
(Encapsulating Security Payload) header addresses the same features and also
includes data confidentiality or encryption capabilities. By default, |PSec
uses the AH as aminimum level for its capabilities. If data confidentiality is
desired, the AH is replaced with an ESP header for the encryption feature and
the authentication and data integrity components that the AH offer as well.

IFSec Passthrougl [ Enable

IPSec Slatus ¥ Enahle

v 90

Apply Cancel Help

| PSec Pass-through Click Enableto allow IPSec packets to pass
through the router to the destination computer on
your LAN. When IPSec Pass-through is
enabled, the DFL-600 will allow |PSec packets
to reach their destination computer on your
LAN.

| PSec Status Click Enable to make the | PSec settings active.
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IPSEC Tunnel Mode

The IPSEC Tunnel Mode page alows you to setup a secure tunnel between
your DFL-600 and a remote gateway.
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Apply Cancel Help

Add/New Tunnel The following fields will identify the VPN
tunnel on the DFL-600.

Tunnel ID An aphanumeric string that identifies the
remote tunnel. A sting of up to 63 characters




can be entered. The Tunnel 1D is sometimes
called the Negotiation 1D of the remote

gateway.
Termination IP The IP address of the remote gateway.
Shared Key The encryption key that should be entered

exactly the same way on both endpointsin
order to establish Phase 1 negotiation.

Tunnel Type This drop-down menu allows you to select the
type of VPN Tunnel you are configuring. You
can choose between Public, Private, and
Manual. At thetime of the writing of this
manual, only Public IPSec VPN tunnels are
supported.

Phase 1 Proposal Phase 1 VPN IPSec negotiation allows the two
endpoints of a VPN tunnel to communicatein a
secure way so that the encryption for the actual
VPN tunnel can be accomplished in the Phase 2
negotiation. The following fields will define
the way the encryption and decryption of the
Phase 1 negotiation is handled.

Mode Y ou can select between Main and Aggressive
modes for the Phase 1 negotiation to establish a
VPN IPSec tunnel. Inthe Main mode, al
communication between the two endpoints of
an IPSec VPN tunnel are encrypted. In
Aggressive mode, there is no encryption in the
Phase 1 negotiation.

DH Group The DH agorithm allows the DFL-600 to
generate secret keys for encryption for the
Phase 1 negotiation. Group 1 generates a 768-
bit key and Group 2 generates a 1024-bit key.
The same DH Group must be used on both ends
of an IPSec VPN tunnel.

IKE Life Duration Thisisthe duration (in seconds) the phase 1 key
after the tunnel is established. When this
duration has past, the two peers will trigger a
restart of the phase 1 negotiation to set up a new
phase 1 key. Phase 2 negotiation will also be
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triggered to build a new tunnel.

IKE Hash

This drop-down menu allows you to select the
algorithm that will be used to ensure that the
messages exchanged between the two |PSec
VPN tunnel endpoints has been received
exactly asit was sent. In other words, a Hash
algorithm is used to generate a binary number
by a mathematical operation using the entire
message. The resulting number iscalled a
message digest. The very same mathematical
operation is performed when the message is
received, and if there has been any change in
the message in transit, the resulting message
digest number will be different and the message
will be rglected. Y ou can choose between MD5
— a128-bit message digest, and SHA — which
generates a 160-bit message digest. Y ou must
have exactly the same IKE Hash algorithm on
both ends of a VPN tunnel.

IKE Encryption

This drop-down menu allows you to select the
encryption algorithm that will be used to
encrypt the messages passed between the VPN
tunnel endpoints during the Phase 1 negotiation.
Y ou can choose between DES and 3DES
encryption methods. The key length for the
3DES agorithm isthree times aslong as the
DES key, and is therefore more likely to be
secure. Y ou must choose exactly the same IKE
Encryption algorithm on both ends of a VPN
tunnel.

Phase 2 Proposal The following entries will establish the setup
for the negotiation between the two endpoints
for the encryption of messages once the VPN
tunnel has been initiated.

PFSMode This drop-down menu allows you to specify the

mode that will be used for |PSec Perfect
Forward Security (PFS). The choices are
Disabled, Group 1, and Group 2. Group 1

51




uses 768-hit encryption, and Group 2 uses
1024-hit encryption. Y ou must use exactly the
same PFS encryption mode on both ends of the
VPN tunnel.

| PSec Operation

This drop-down menu allows you to select the
level of encryption that will be applied to
packets that are sent between the two endpoints
of aVPN tunnel.

ESP — gspecifies that the entire packet will be
encrypted (by the DES or 3DES algorithm, as
selected below) and authenticated (by the MD5
or SHA agorithm, as selected below).

AH — specifies that only the authentication
algorithm (MD5 or SHA, as selected below)
will beused. When AH is selected, the data
portion of packets sent between the two
endpoints of a VPN tunnel will not be
encrypted.

| PSec Life Duration

Thisissimilar to the IKE Life Duration,
described above. It isthe duration, in seconds,
of the phase 2 key, after the tunnel is
established. When this time has past, the two
peers will trigger the phase 2 negotiation to set
up anew phase 2 key and rebuild the tunnel.

ESP Transform

This drop-down menu allows you to select the
encryption algorithm that will be used when
ESP is selected in the | PSec Operation drop-
down menu above.

Y ou can choose between Null — no encryption,
DES - using DES encryption, and 3DES —
using triple DES encryption.

Y ou must select the exact same ESP transform
(encryption algorithm) on both ends of aVPN
tunnel.

ESP Auth

This drop-down menu allows you to select the
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encryption algorithm that will be used when
ESP is selected in the | PSec Operation drop-
down menu above.

Y ou can choose between Null — no
authorization, M D5 — using MD5 message
digest authentication, and SHA — using the
SHA authentication method.

Y ou must select the exact same ESP
authentication method on both ends of a VPN
tunnel.

AH Transform

This drop-down menu allows you to select the
encryption algorithm that will be used when
AH is selected in the | PSec Oper ation drop-
down menu above.

Y ou can choose between MD5 — using MD5
message digest authentication, and SHA —
using the SHA authentication method.

Y ou must select the exact same AH
authentication method on both ends of a VPN
tunnel.

Target Host Range

The following fields will define the range of IP
addresses of computers on the remote LAN (the
remote endpoint of the VPN tunnel) that will be
allowed to access the VPN.

Type

This drop-down menu allows you to select the
type of network definition for the range of IP
addresses on the remote LAN that will be
allowed to accessthe VPN. At the time of the
writing of this manual, only the Subnet typeis
supported.

Starting Target Host

Thisisthefirst IP address of a subnet range of
| P addresses of computers on the remote LAN
that will be allowed to accessthe VPN. Inthis
case, the entire subnet of 1P addresses from
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192.168.2.1 t0 192.168.2.254 will be allowed to
access the VPN.

Note that the | P addresses192.168.2.0 and
192.168.2.255 are reserved for use on the
remote network.

Subnet M ask

Enter the subnet mask corresponding to the IP
address range entered above.

Tunnel Table

The Tunnel Table displays the current tunnel setup.

Tunnel D
Eetnote Gateway

Total Mo. of Entries: 1/ 16
Tetmination Address Wiew Delete

10.44.13.10 T o

Click on the View icon corresponding to agiven Tunnel ID to display its
current Tunnel Settings, as shown below.
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Termiaatan IP T

Shaied kay m

Tunnel Type [Fubic =]

Flisdi ~ Mun F Aggresnwe

OH Gemup [Growp 1 =]

IKE: Lida Diadatxin IE']:—-\, s DhiEs

IKE Hast [wD5 =]
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IFSe: Lils Duralkan W i onde

ESP Transform [30€= =]

ES Aath |-||'-_E-=._.|'_|i:,r,3

&H Trazsfarm | ] El

Type r'E;Ir.lr.-_J.E

Slerting Targed Hirsi W

Sulrel Mask Im
v I+
Appdy Concel Help

IPSec Status

Click on the IPSec Statuslink to display the current 1PSec statustable, as
shown below.

Tatal Mo, of Entries: 1/ 16
Tunnel ID Status Receive Bytes Transmit Bytes

Eemote Gateway PBROEEN 0 0

VPN-PPTP Settings

The Point-to-Point Tunneling Protocol (PPTP) is another method of
establishing a secure tunnel between the DFL-600 and a remote gateway.



The PPTP Settings page allows you to enable or disable PPTP on the DFL-

600.

PPTP Slahus
Starting 1P address

Ending 1P aadress

[T Enable
¥ Enable

PPTP Pass Throusgh

EERERTERTT]

THE TREE TR

Y R

Apply Cancel Help

PPTP Pass Through

Click Enableto allow PPTP packets to pass

through the router to the destination computer on

your LAN. When IPSec Pass-through is
enabled, the DFL-600 will alow PPTP packets
to reach their destination computer on your
LAN.

PPTP Status

PPTP can be Enabled or Disabled by clicking
the appropriate click-box and the clicking the

Apply.

Starting |P Address

This allows you to specify arange of IP
addresses for servers on your network that can
use the PPTP protocol. If you have only one IP
address, enter this address in both the Starting
|P Addressand Ending I P Addressfields.

Ending IP Address

This alows you to specify arange of IP
addresses for servers on your network that can
use the PPTP protocol. If you have only one IP
address, enter this addressin both the Starting

| P Addressand Ending I P Addressfields.
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PPTP Account

The PPTP Account settings page alows you to enter a username and
password for a PPTP account. A combined maximum of 64 PPTP and L2TP
user accounts can be configured on the DFL-600.

Usar Mame

Paszwand

LIsEr flame

oliadicu

Canfem Password |

—
—

v I
#pply Concel Help

13l No. of ErénesiPETR /| LITE<EETR): 1 7 E4

Wi I Delelg

w o

Username Enter the appropriate username for your PPTP
account here.

Passwor d Enter the appropriate password for your PPTP
account here.

Confirm Password

Retype the password you entered above here to
confirm that it has been entered correctly.

PPTP Status

Click onthe PPTP Statuslink to display the current status of a PPTP tunnel
on the DFL-600, as shown below.

Lser Mame Feer IP address Feceive Bytes Transmit Bytes
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VPN-L2TP Settings

The Layer 2 Tunneling Protocol (L2TP) is another method of establishing a
secure tunnel between your DFL-600 and aremote gateway. The L2TP
Status page alows you to enable or disable L2TP on the DFL-600.

LT Etaius

Enging P witheas

2TF Paex Temugh M En

bt o —
Tieang P addraes (192160187

[1az 16R01 7

ibde

& Eroaple

9 90

Apoly Cancel Help

L 2TP Pass Through

Click Enableto allow L2TP packetsto pass
through the router to the destination computer on
your LAN. When IPSec Pass-through is
enabled, the DFL-600 will allow L2TP packets
to reach their destination computer on your
LAN.

L2TP Status

L2TP can be Enabled or Disabled by clicking
the appropriate click-box and the clicking the

Apply.

Starting IP Address

This allows you to specify arange of IP
addresses for servers on your network that can
use the L2TP protocol. If you have only one IP
address, enter this address in both the Starting
|P Addressand Ending | P Addressfields.

Ending IP Address

This allows you to specify arange of IP
addresses for servers on your network that can
use the L2TP protocol. If you have only one IP
address, enter this address in both the Starting
|P Addressand Ending I P Addressfields.
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L2TP Account

The L2TP page allows you enter your username and password for an L2TP
account. A combined maximum of 64 PPTP and L2TP user accounts can be
configured on the DFL-600.

Uger fsms

Paipewnrd

L aes Mamma

Confimm Pasoword |

[

I
@ Q90
Apply Cancel Halp

o a1 alals

g w o
Username Enter your L 2TP account username here.
Passwor d Enter your L 2TP account password here.

Confirm Password

Re-enter your L2TP account password here to
verify it has been entered correctly.

L2TP Status

Click onthe L2TP Statuslink to display the current status of an L2TP tunnel
on the DFL-600, as shown below.

Lser Mame

Feer IP address Receive Bytes Tranzmit Bytes
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Tools — Administration

The Admin Settings page allows you to add or edit the Username and
Password list to control access to the configuration of the DFL-600.

A default user account is configured with the username admin, and a
password of admin. Y ou can change the password at any time.

| P s v Ii
Merw Placsswcid [
Confirm New Passward |
9 90O
Apply Canced Help
Username Enter the username for the account here.
Old Password Enter the old password here.
New Password Enter the new password for the account here.
Confirm Password Enter the new password again here to verify that
the password has been entered correctly
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Remote Access

The Remote Access page allows you to enter the | P addresses of computers
on the WAN (Internet) that will be allowed to access the configuration utility.
If you do not enter any |P addresses on this page, then al | P addresses on the
WAN (all computers) can access the DFL-600’s configuration utility —
provided they know the correct username and password.

Hemale Accese Shahy T Emabla " Deaable
Femata IP sddress
Resmaia 1P addiess
Bemite IE sddrees
Hosahs 10 adiliees:
v 0o

Apply Camcel Help

Tools — System

The System Settings page allows you to save the current configuration to the
DFL-600's Flash RAM (NVRAM). Clicking the Apply button on any given
configuration page will make the changes current, but you must execute an
Apply Settings and Restart from the System Settings page to enter the
configuration into the DFL-600's NVRAM. If you do not, the DFL-600 will
revert to the last saved configuration when it is restarted.

There are two options for restarting the DFL-600 — save settings and restart,
or restart to the factory default settings. 1f you choose the Restor e Factory
Default Settings option, all of the configuration settings you have entered
will be erased and the DFL-600 will be restored to the same configuration it
had when it left the factory.
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fpply Seitngs and Restad Fagian |

Restorw 10 Factory Dafaul Saltings Festore

Help

Tools — Firmware

The Firmware Upgrade page alows you to upgrade the DFL-600' s firmware
from a new firmware file stored on your local hard drive.

In addition, you can choose to load the DFL-600’s current VPN or Firewall
settings to a hard drive on alocal computer. Clicking on the OK button will
initiate a download of either the VPN settings (as a text file named
DFL600_vpn.txt) or the Firewall settings (as atext file named
DFL600_cw.txt). Thesefileswill be uploaded from the DFL-600 to the hard
drive of the computer that is accessing the web-based configuration manager.
Y ou can choose where on the local computer’s hard disk the fileswill be
stored.

Updale Fils Hroesa K

val WP saltirgs 1o Local Hand Dive | E6 |

Load Frwwall seitings fo Local Hard Drive | B |

Hedp
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Update File

Enter the full DOS path and filename to the new
firmware file on your local hard drive. For
example, if thefileisin the root directory of
your C drive, enter C:\newfile.had and click the
OK button to begin the file transfer.

Browse

If you are unsure about the location of the new
firmware file on your local hard drive, click the
Browse button to open a Windows Explorer
window to look for thisfile.

Tools — Ping

Ping isasmall program that will send a series of test packets to a network
device and ask for the device to send the packets back to the source. Itis
very useful to determine if a given network device is properly connected to
the network and is operating properly.

To ping an |P address, enter the IP addressin the | P address field, enter the
number of packets you want to send in the Count number field (threeis
usually sufficient) and click the Apply button. The results will be displayed
in the field with a scroll bar to the right, as shown below.
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St Type | F eddreis 'i

P sddrass | 3 TSR0

Digrmimin Mame | f

Cooond seamber <= 1] |."-

JPING 152.3268.0.1 (152, 168.0.1): 55 dara byrss ;]
|64 bytes from 192.1€8.0.11 lomp seg=0 tCl=255 cime=0.5 ma

;E-I bytes from 197.168,0,17 1o8p ==g=l tcl=255 cime=0.3 ma

|69 byter from E9E.190,0.1: 1-np_x-q-: EEl=2 5% time=0.3 me

| 192, 148.0.1 pifg STACISTICS
13 packets cranasmitted, 3 packera ceceived, 0% packet loas
Er:-lnﬂ-l:l:l: pinsaygimay = 0,2/0.3/0,5 ma

=
2 90
Apply Help

Concel

Status — Device Info
The Device I nformation page displays the current network settings and
allows you to view the | P address assigned to the DFL-600 by your | SP using

DHCP (Dynamic Host Configuration Protocol — the Dynamic | P Address
setting on the WAN Settings page under the Home page).
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Device Name
Hardware Version
Fitmwane Veision

DFL-EO]
2A1
1.00.b34

LAM
MAC Address 00: 05 Ed Sacfe e
IF address 192.168.0.1
Subnet Mask 255255, 255.0
DHCF Server Enatiled
WaN
MAL Address 00 055l B far 7
Canmaction Typs Static IP Addmss
IP aldress 10,5424 10
Subnet Mask 255000
Default Gateway 10.254. 254 251
Primang DHS Serven 168.95.1.1
Secoimlary DNS Server 168.95.12
OWE
IF il dress 192 168.1.1
Subnet Mask 255 256 255 0
Help
LAN Status
MAC Address Thisisthe MAC address of the DFL-600 on the
LAN.
|P Address Thisisthe DFL-600’s current |P address on the
LAN.
Subnet Mask Thisisthe subnet mask corresponding to the IP
address above — that is currently in use by the
DFL-600 on the LAN.
DHCP Server Displays whether the DFL-600 is currently
configured as a DHCP server on the LAN.
WAN Status
MAC Address Thisisthe MAC address of the DFL-600 on the

WAN.

Connection Type

This displays the current connection type
between the DFL-600 and your | SP.

|P Address

Thisisthe |P address of the DFL-600 on the
WAN.
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Subnet M ask

Thisisthe subnet mask corresponding to the IP
address above, that is currently in use by the
DFL-600 on the WAN.

Default Gateway

Displaysthe IP address of the default gateway
on the WAN.

Primary DNS Displaysthe IP address of the primary DNS on
the WAN.
Secondary DNS Displaysthe I P address of the secondary DNS on

the WAN.

Status — NAT Info

The DFL-600 maintains atable containing statistics concerning the Network
Address Trandation (NAT) applied between the WAN and the LAN. These
statistics can be viewed on the NAT Sessions table, as shown below:

Private I[P address : Port

CR+)

Refresh Help

Tatal Mo. of Entries: 2 / 2560
Feer P address . Port

Private | P address:
Port

Thisisthe I P address and port number of a
computer or device on your LAN that has an
active NAT session.

Peer | P address: Port

Thisisthe IP address and port number of a
computer or device on the WAN that has an
active connection with the DFL-600

Status — Log Info

Y our DFL-600 can keep logs of the various functions it supports. The Log
Status page alows you to enable or disable each of these logs using a series

of drop-down menus.
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Iniresian Log Status |E'mlllr El

Blacking Event Log Status |E*--'JI:-IE -|
s Everd Log Status |I':'|-uLl|= "'|
Black List Log Staius [F nable 'l

Intrusion Log

Certain sessions between computers on your LAN and the WAN have the
potential to cause adisruption in the function of your computers and are
blocked by the DFL-600's firewall. Some of these session types are pre-
defined by the factory, and are commonly used intrusion methods. Events
blocked (attempts to connect to computers on your LAN, between computers
on your LAN, or between computers on your LAN and the WAN) because
they meet the criteria pre-defined at the factory as being a commonly used
intrusion method, are recorded here, in the Intrusion Detection L og, as
shown below:

CONF

Refresh Help
Toatal Mo, of Entries: O/ 150
Intrusion Type Source: port Destination: port
Page
Intrusion Type A brief statement of the type of intrusion that
was attempted is displayed here.
Sour ce: port Displays the source | P address and the
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TCP/UDP port that the intrusion was attempted
from.

Destination: port

Displays the destination | P address and the
TCP/UDP port that the intrusion was attempted
to.

Blocking Log

Certain sessions between computers on your LAN and the WAN have the
potential to cause adisruption in the function of your computers and are
blocked by the DFL-600's firewall. Some of these session types are defined
by you under on the Port Filter Policy page, under Policy Settings from the
Advanced Settingstab. Events blocked (attempts to connect to computers
on your LAN, between computers on your LAN, or between computers on
your LAN and the WAN) because they met the criteria you entered on the
Port Filter Policy page, are recorded here, in the Blocking L og, as shown

below:

Transport Type Source

CR+

Refresh Help

Total Mo. of Entries: 50 / 50
Destination: port Blocking Reasion

Transport Type
Sour ce

The protocol used to make the connection
attempt is displayed here.

Destination: port

The IP address and the TCP/UDP port number of
the computer or device that was the destination
of connection attempt to the DFL is displayed
here.

Blocking Reason

A brief statement of why the connection attempt
was blocked is displayed here
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Session Log

Session events (when a computer on your LAN accesses an application of
service on the WAN), are logged by the DFL-600 and are displayed on the
Session L og, as shown below:

R

Refresh Help
Todal Mo of Endnes: U ¢ 5
Source. perd Diestinabon port Type Terminale Reason

Sour ce: port The IP address and TCP/UDP port number of the
computer or device that initiated the session is
displayed here.

Destination: port The IP address and TCP/UDP port number of the
computer or device that responded to the session
initiation is displayed here.

Type The protocol used to conduct the session is
displayed here.

Terminate Reason When the session isterminated, it is displayed
here.

Black List

The DFL-600’ s firewall is pre-programmed to recognize and block many
commonly used intrusion methods from computers on the WAN (Internet),
from one computer to another on the LAN, and from computers on your LAN
to the WAN. In addition, you can define a Port Filter Policy that will set
additional intrusion criteriafor the DFL-600's firewall to block connections.
When a serious intrusion attempt is detected (that is, when alarge number of
packets consistent with acommonly used intrusion method are detected by
the DFL-600) the IP address, the protocol used, and the corresponding port
number is determined and entered into the DFL-600’s Intruder Blacklist.
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Once the intruder’ sinformation is entered, the DFL-600’s firewall will block
packets from this location from crossing the DFL-600 (from the WAN to the
LAN, from two computers on the LAN, or from the LAN to the WAN).

Once an intruder’ s IP addressislisted in the Intruder Blacklist, it will remain
until it times out. Each new intrusion attempt will reset the timer, and the
intruder’s IP address will remain in the Intruder Blacklist for an additional
amount of time. While the intruder’s IP addressis on the DFL-600's Intruder
Blacklist, that IP addressis blocked from sending packets through the DFL -

600.
CON+)
Rafrosh Heldp
Toial Mo. of Emnes 0 / @0
Sourre P Diestmalion 1P :, '1‘ s PraTIAN o king Time
T e
Source P The IP address of acomputer or device that will
not be allowed to make a connection from the
WAN to the DFL-600 is displayed here.
Destination IP The IP address of the computer or device that the
intruder has tried to connect to is displayed here.
Destination The port number or ICMP Type that an intruder
Port/Transport Type | used to attempt to make a connectionis
displayed here.
Blocking Time Thisis the amount of time the Source IP has

been blocked.
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IPSec Log

The DFL-600 maintains a table containing statistics concerning the |PSec
protocol connection between the WAN and the LAN. These statistics can be
viewed on the | PSEC Statistics table, as shown below:

O+

Refiash Help

Tolal Mo, ol Exlres. 0 ) G0

I ndex

This displays the sequence of the IPSec log.
There are five categories of status that can be
displayed here, as follows:

BROKEN

NEGOTIATION P1
NEGOTIATION P2
P1_ESTABLISHED
P2_ESTABLISHED

Description

A brief description of the log entry will be
displayed here.
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Sys Log

The DFL-600 can save or transmit Syslog messages to aid in network
administration. Y ou must have a Syslog application on one of the computers
on your LAN to take advantage of this feature.

Clicking on the Sys L og link will open the Sys L og configuration page, as

shown below.

Dowedioed Sve Log

Save Locaton T Ramobe Saner o | gcal Flash

Femole Sereer F |
ayd Lig Level |IT-'|||-.-|I|'.r' 'l

Y

Apply Cancel Halp

| Clear Sys Log |

Make The macenum log fle size & S12EB. Please dosnload log ik magulad
q H gHlatly

Save L ocation

Choose either the Remote Server or the L ocal
Flash option.

Remote Server IP

Enter the IP address of the computer on your
LAN that is running the Syslog application.

SysLog Level

This drop-down menu allows you to select the
level of Syslog information that the DFL-600
will send to the Syslog server.
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Status — Traffic Log

Y our DFL-600 keeps alog of the total number of bytes received and
transmitted on to and from the LAN and WAN. Thisinformation can be
displayed by clicking on the Traffic button to display the Traffic Statistics
page, as shown below.

Recernd Eyies Tranamitied Bylas
WAN =] ]
L U 1]

9 PO

Refresh Clea Help




Connecting PCs to the DFL-600 Router

If you do not wish to set the static IP address on your PC, you will need to
configure your PC to request an IP address from the gateway .

Click the Start button, select Settings then select Control Panel.
Double-click the Network icon.

In the configuration tab, select the TCP/IP protocol line that has been
associated with your network card/adapter. If thereisno TCP/IP line listed,
you will need to install TCP/IP now.

Mowosk i |
Configuration | | deriification | Access Contial |
Thes bodosving pebwaork. pomponenls ae rnballsd

Pl el B, Momslor Diaseet > Dl p Adapier _-J
Pl icsseciralt M tvsncsii, Worler Do 3 PT1 10071000 Fas £ Fes

TCFAP -+ Disklip Adepiee
TCRAF - PO 10800 Faset: E thesynat fidspiey
-
[

g | mgnove | Popeties |

Primty etierk Logen
| Chont fiot Micranit Wistwodk s =

Fiils and Frind Shamng.. I

~ Dizaption
TCRAF iy the protooad poua uss lo cornsscl b e Indemet and
O R AT,

[ or ]| cweu |




Click the Properties button, then choose the | P Address tab. Select Obtain
an | P address automatically.
T S | |
B | Asweed | wemimm |
D453 Corifpraine | Gitewigy | w0 Conbgavian 0P Sukden

i [P sl e bes mimrashe sl assgredd o Fo comuis
i o rervemh chowts mor ok Al B [P midsues,
i e e ol aldieis A e D i 0
i i L.

F [, i acichuss adarnsic |
1™ el 7 i

= ===
= B B ]

Lo ]_cm |

After clicking OK, windows might ask you to restart the PC. Click Yes.

There are two tools which are great for finding out a computer’s P
configuration: MAC address and default gateway.

e  WINIPCFG (for Windows 95/98)

Inside the windows 95/98 Start button, select Run and type winipcfg. In the
example below this computer has an IP address of 192.168.0.100 and the
default gateway is 192.168.0.1. The default gateway should be the network
device IP address. The MAC address in windows 95/98 is called the Adapter
Address.

NOTE: You can also type winipcfg in the DOS command prompt.

75



IF Configur ation !.
-Ethemeat Adapter | nlarmation -
Adapter Addiess 0-90-CC-A2-Fe-04
IF Address 1921620100
aubnst Mazk 2hE 25k 2650
Detault Gateway 132168.0 1
8] 4 Releaze Fensw
Felease All Renew Al Maore rifo @ o

e |PCONFIG (for Windows 2000/NT/XP)

In the DOS command prompt type IPCONFIG and press Enter. Your PC IP
information will be displayed as shown below.

G:sripoconfig

Windows 2088 IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix . :

IP Address
Subnet M e
Default Gatewaw .

Ethernet adapter Local Area Connection 2:

Media State .

: 192.168.6.186
: 265 255 _255.8
: 1%2.168.68.1

: Cable Disconnected
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Networking Basics
Using the Network Setup Wizard in Windows XP

In this section you will learn how to establish a network at home or work,
using Microsoft Windows XP.

Note: Please refer to websites such as http: //www.homenethelp.com

and http: //mwww.microsoft.com/windows2000 for information about
networking computers using Windows 2000, ME or 98.

Go to START>CONTROL PANEL>NETWORK CONNECTIONS
Select Set up ahome or small office network

Network Setup Wizard

Welcome to the Network Setup
Wizard

Thiz wizard will help you et up this computer ko run on pour
nebwork. With a network, pou car:

Share an Intemet connection

Set up Internet Connection Firewall
Share files and folders

Share a printer

-
-
-
-

To continue, click Mest,

Kﬂexb\j[ Cancel

When this screen appears, Click Next.
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http://www.homenethelp.com/
http://www.microsoft.com/windows2000

Please follow all the instructions in this window:

Metwan ik Seduip Wiz

edoes s condmass, ssvims thes cheokbal for posalineg o refsd
Them. corapieds T folosang dep:

& |l B midwah ok, reoikei . A sl

& Tagn o o CoingRas, rher . o Sadenl M

3 s b e |rdeadd

Whesry s ek, Hisd, B pivand rell sedch bod & shied Irdei] oonness i o0 pou nshids

[« Bk <|| Pleed 3 D[ Caneel |

Click Next

In the following window, select the best description of your computer. If
your computer connects to the Internet through a gateway/router, select the
second option as shown.
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Snlecl & connaclion metiad,

fkart e pimderand that best cescrbess tig compuler
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Click Next

Enter a Computer description and a Computer name (optional.)

Y

liiwe fhis computes & desoephion sed name.

Eormpule: dascrption: My Com g
Emearmpiess: Fsray P o Comnpaites o W oneca's Coragaley

Lpmpuey name: O
Ezcrngbict: FAMILY 2 WONICA

Tha curienl coinpralel namine  CITOR

Lo s bt LONRDA RS Fulsived el b bTiphirel.

| cgact @ Hets D|  Concw

Click Next
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Enter a Workgroup name. All computers on your network should have the
same Workgroup name.

Hetwork Setup Wizard

Mame Foul nstmok

Harm pous nebwork By ipechang 4 wolkgioup name bekey. 81 comguliiz on vour relva k.
st Farva Hha 2iire wodogioup i

ek gron . Apsinrbng
Exarnpksy: HOHE o OFFACE

[ <ok §_ Hews D[ Cooel |

Click Next

Please wait while the wizard applies the changes.
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Hufwnirk Sefmp Wirzard

Heady 1o apply relwsk cellingz ..

sl carwet be inberupied

Satligge

[

Cimudin Sesiciplaon Mafy s Cosgued
Cormguli ruses Ofkem
Wirkgeoup name AODHATIG

whugesd

The vz wall Spoi Hes ollorang setings The process ey ke o few manmies ko compkte

Then 5 hared] D coasreariy Ioider snd! arg panieey conmechsd n g compulsn hayve basn

To apphs theaze oedtrge, click Pled

[ cpeck [[CHmt: 3 [ Caca

When the changes are complete, Click Next.

Please wait while the wizard configures the computer.
This may take afew minutes.

e e babor & v wrwle

Plesse st sl the wizand configuess this conpules for howes o0 smeall ofice neteakang. This
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In the window below, select the best option. In this example, “Create a
Network Setup Disk” has been selected. Y ou will run this disk on each of the
computers on your network. Click Next.

Hetwork Sefup Wizard

Youw'te almocl dona..,

o W e b ek B M elwodc 5 etup whzand once o6 edch of e Comgeie on ol
‘!r‘J resbverac 10 e ezt o ooanpatess Tt ms ot Brning wWindoess . prd) con wee
e Winadres < LT or = Mstvsonk; Gelup Lak
‘wial do pruwand |ode T
(=) Cmata a Helwore Sehup e
77 L e Bhstsaork, Sestup Dith, | aligandy hawe
(7 Ul o winadonsss 8 [T

G!ldhmhvl:nﬂlhﬂnﬂdhlnm&mmmrﬁﬂnﬂﬂH|

[ f=a: 3
:
L D

Insert adisk into the Floppy Disk Drive, in this case drive “A:”

Metwork Setup Wicard

lmcoit b dich pow want 1o uce

It 2 sk B by bre bolioeang diok chewes, i then ook Fleat
1 Fioppey |
I} pmu weand to karmast tha diedk, . ik, Formsl Die

[ <geck qf Hws: P
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Format the disk if you wish, and Click Next.

Please wait while the wizard copies the files.

Copying... El

L/~ L

Please wait while the wizard copies files, ..

( ) Cancel

Please read the information under Here' s how in the screen below. After you
complete the Network Setup Wizard you will use the Network Setup Disk to
run the Network Setup Wizard once on each of the computers on your
network.

To continue Click Next

Tz tus the seraed ssth Be Metwsk Setep Dick.
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.\_q_,.ll Hran Flatword: Satup \eard anca onasch of ha cihar coputan an pour neteca

Heawi'z hiowe:
1. iamet than Matrordd: Satup Dk mio Hha rneed cormpular pou veant o nebeecd

2 Mpen Mg Compssted mnd bhin o s Hikaork 5 sl Dk
1 [oublecidk “natzetup*

Please read the information on this screen, then Click Finish to complete the
Network Setup Wizard.
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Metemrk Setop VWizard

Completing the Metwork Setup
Wizard

Wiy ave pucoesshuly pel up this compaler ko homs o ome
ol b il bar'e}

Fow help el horme o1 smel office nebwirking. see e
Follorsng fopecs i Help and Suppod Cantes
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T choes Hhis wzand, clck Finsh
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The new settings will take effect when you restart the computer. Click Yesto
restart the computer.

System Settings Change

b ] You musk restart wour computer before the new settings will take effect,

D wou wank o reskart wour computer nowy

<| fes Dl Mo ]

Y ou have completed configuring this computer. Next, you will need to run
the Network Setup Disk on all the other computers on your network. After
running the Network Setup Disk on all your computers, your new wireless

network will be ready to use.
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Naming your Computer

Naming your computer is optional. 1f you would like to name your computer
please follow these directions:

Click START (In the E Tiemes ¥ Docements
lower left corner of the = R Dy s
screen) | " vt S
Right-click on My =
Computer B e S Ak
Select Properties W o .
c-'}'ﬁhdwrh-.ullln ‘i"ﬁ'"‘l'l'l'l'l-l'l"" :::::
E}' Conirdl Farsl 902
ﬁmﬂl'ﬂ.’-'lﬂﬁl iy Mook Db
E_ Lot Ta Camcrrrasd Fisdvaak Dives
m Tisg Whiradoes P L
g PR ardl® S on Desbon
Pt el Settiegs Transfer bcsisackl
el 0 -+ = T

Sylem Properties

e Select the
Computer Name Suitin Ridoe Augomatic L pdal e Aarota
Tab in the System fenesed Hadwas | utvarvced
Properties window. B Wirsiowe ey il folowinginfomelicns ) dentip v computer
. 1 i P
Y ou may enter a Comguter gesciplon
Computer description if For esanphs: "Filchen Conguter” o “Ma's
. . . . Computm”
you Wlalsh, thisfieldis e S
optional. e ! |
To rename the computer e e i
and join a domain: o
Tios smrumrras by coonprabes o o o doman, click Changs
e Click Change ' )
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In this window, enter
the Computer
name.

Select Workgroup
and enter the name
of the Workgroup.

All computers on
your network must
have the same
Workgroup name.

Click OK

Lomnputer Manmn Chanprs

‘Fioma can changes the name and e membsssha of e
corapabe. Changes may sect sooess bo metreok iesounoes.

e
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86



Assigning a Static IP Address

Note: Residentia Gateways/Broadband Routers will automatically assign IP
Addresses to the computers on the network, using DHCP (Dynamic Host
Configuration Protocol) technology. If you are using a DHCP-capable
Gateway/Router you will not need to assign Static I|P Addresses.

If you are not using a DHCP capable Gateway/Router, or you need to assign a
Static IP Address, please follow these instructions:

B v |

Double-click on ..ﬂ. gl Prinkers and Fazes
Paind

Control Panel

'_M Fil=s and Settings Trarsfer

Wsirard ,J [ -

A Proorams [ 7 Fun...

Double-click on
Networ k Connections
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S
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Right-click on Local Area
Connections.

Double-click Properties

Highlight I nternet Protocol
(TCP/IP)

Click Properties
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Select Use the following I P address in the Internet Protocol (TCP/I1P)
Properties window.

Input your 1P address and subnet mask. (The |P Addresses on your network
must be within the same range. For example, if one computer has an IP
Address of 192.168.0.2, the other computers should have | P Addresses that
are sequential, like 192.168.0.3 and 192.168.0.4. The subnet mask must be
the same for all the computers on the network.)

Input your DNS server addresses.

The DNS server information will be provided by your ISP (Internet Service
Provider.)

Internet Protocol (TCP/IP) Properties E]E|

General

Yaou can get [P settings azsigned autamatically if paur netwark, supports
thiz capability. Othensize, you need to azk vour netwark, administrator for
the appropriate |P settings.

~ (") Obtain an IP address autormatically
(%) Uze the following IP address:
IP address: 192 168. 0 . 2
Subnet maszk: 285 256 28R . 0

Drefault gateway:

~
A (%) Usze the following DMS server addreszes:
Preferred DMS zserver:
Alternate DMS server:
(L/ Ok, j [ Cancel ]
Click OK
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Y ou have completed the assignment of a Static IP Address. (Y ou do not need
to assign a Static IP Addressif you have a DHCP-capable Gateway/Router.)
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Contacting Technical Support

You can find the most recent software and user documentation on the D-Link
website.

D-Link provides free technical support for customers within the United States for the
duration of the warranty period on this product.

U.S. customers can contact D-Link technical support through our web site,

or by phone.

D-Link Technical Support over the Telephone:
(800) 758-5489

24 hours a day, seven days a week.

D-Link Technical Support over the Internet:
http://support.dlink.com

When contacting technical support, please provide the following information:
Serial number of the unit

Model number or product name
Software type and version number
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Limited Warranty and Registration

D.Llnk Limited Wn1r:':T1n ;
e ty

D-Link Systems, Inc. (“D-Link”) provides this 1-Year warranty for its product only to the person or entity who
originally purchased the product from:

. D-Link or its authorized reseller or distributor.
. Products purchased and delivered with the fifty United States, the District of Columbia, US Possessions
or Protectorates, US Military Installations, addresses with an APO or FPO.

1-Year Limited Hardware Warranty: D-Link warrants that the hardware portion of the D-Link products
described below (“Hardware”) will be free from material defects in workmanship and materials from the date of
original retail purchase of the Hardware, for the period set forth below applicable to the product type (“Warranty
Period”).

1-Year Limited Warranty for the Product(s) is defined asfollows
. Hardware (including power supplies and fans) One (1) Year
. Spare parts and spare kits Ninety (90) days.

D-Link’s sole obligation shall be to repair or replace the defective Hardware at no charge to the origina owner.
Such repair or replacement will be rendered by D-Link at an Authorized D-Link Service Office. The replacement
Hardware need not be new or of an identical make, model or part; D-Link may in its discretion replace the defective
Hardware (or any part thereof) with any reconditioned product that D-Link reasonably determines is substantially
equivalent (or superior) in all material respects to the defective Hardware. The Warranty Period shall extend for an
additional ninety (90) days after any repaired or replaced Hardware is delivered. If a material defect is incapable of
correction, or if D-Link determines in its sole discretion that it is not practical to repair or replace the defective
Hardware, the price paid by the original purchaser for the defective Hardware will be refunded by D-Link upon
return to D-Link of the defective Hardware. All Hardware (or part thereof) that is replaced by D-Link, or for which
the purchase price is refunded, shall become the property of D-Link upon replacement or refund.

Limited Software Warranty: D-Link warrants that the software portion of the product (“Software’) will
substantially conform to D-Link’s then current functiona specifications for the Software, as set forth in the
applicable documentation, from the date of origina delivery of the Software for a period of ninety (90) days
(“Warranty Period”), if the Software is properly installed on approved hardware and operated as contemplated in its
documentation. D-Link further warrants that, during the Warranty Period, the magnetic media on which D-Link
delivers the Software will be free of physical defects. D-Link’s sole obligation shall be to replace the non-
conforming Software (or defective media) with software that substantially conforms to D-Link’s functional
specifications for the Software. Except as otherwise agreed by D-Link in writing, the replacement Software is
provided only to the original licensee, and is subject to the terms and conditions of the license granted by D-Link for
the Software. The Warranty Period shall extend for an additional ninety (90) days after any replacement Softwareis
delivered. If a material non-conformance is incapable of correction, or if D-Link determines in its sole discretion
that it is not practical to replace the non-conforming Software, the price paid by the original licensee for the non-
conforming Software will be refunded by D-Link; provided that the non-conforming Software (and al copies
thereof) is first returned to D-Link. The license granted respecting any Software for which a refund is given
automatically terminates.

What You Must Do For Warranty Service:
Registration is conducted via a link on our Web Site (http://www.dlink.com/). Each product purchased must be
individually registered for warranty service within ninety (90) days after it is purchased and/or licensed.

FAILURE TO PROPERLY TO REGISTER MAY AFFECT THE WARRANTY FOR THIS PRODUCT.

Submitting A Claim. Any claim under this limited warranty must be submitted in writing before the end of the
Warranty Period to an Authorized D-Link Service Office.

. The customer must submit as part of the claim a written description of the Hardware defect or Software
nonconformance in sufficient detail to allow D-Link to confirm the same.
. The original_product owner must obtain a Return Material Authorization (RMA) number from the

Authorized D-Link Service Office and, if requested, provide written proof of purchase of the product (such as a
copy of the dated purchase invoice for the product) before the warranty service is provided.
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°« After an RMA number is issued, the defective product must be packaged securely in the original or other
suitable shipping package to ensure that it will not be damaged in transit, and the 'RMA number must be
prominently marked on the outside of the package.

. The customer is responsible for all shi Epi ng charges to and from D-Link S{No CODs allowed). Products
sent COD will become the property of D-Link Systems, Inc. Products should be fully insured by the customer
and shipped to D-Link Systems|Inc., 53 Discovery Drive, Irvine CA 92618.

D-Link may reject or return any product that is not packaged and shipped in strict compliance with the foregoing
requirements, or for which an RMA number is not visible from the outside of the package. The product owner
agrees to pay D-Link’s reasonable handling and return shipping charges for any product that is not packaged and
shipped in accordance with the foregoing requirements, or that is determined by D-Link not to be defective or non-
conforming.

What Is Not Covered:

This limited warranty provided by D-Link does not cover: Products that have been subjected to abuse, accident,
alteration, modification, tampering, negligence, misuse, faulty installation, lack of reasonable care, repair or service
in any way that is not contemplated in the documentation for the product, or if the model or serial number has been
altered, tampered with, defaced or removed; Initial installation, installation and removal of the product for repair,
and shipping costs; Operational adjustments covered in the operating manual for the product, and normal
maintenance; Damage that occurs in shipment, due to act of God, failures due to power surge, and cosmetic damage;
and Any hardware, software, firmware or other products or services provided by anyone other than D-Link.

Disclaimer of Other Warranties:. EXCEPT FOR THE 1-YEAR LIMITED WARRANTY SPECIFIED HEREIN,
THE PRODUCT IS PROVIDED “ASIS” WITHOUT ANY WARRANTY OF ANY KIND INCLUDING,
WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NON-INFRINGEMENT. IF ANY IMPLIED WARRANTY CANNOT BE DISCLAIMED IN
ANY TERRITORY WHERE A PRODUCT IS SOLD, THE DURATION OF SUCH IMPLIED WARRANTY
SHALL BE LIMITED TO NINETY (90) DAYS. EXCEPT AS EXPRESSLY COVERED UNDER THE LIMITED
WARRANTY PROVIDED HEREIN, THE ENTIRE RISK AS TO THE QUALITY, SELECTION AND
PERFORMANCE OF THE PRODUCT ISWITH THE PURCHASER OF THE PRODUCT.

Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK IS NOT LIABLE
UNDER ANY CONTRACT, NEGLIGENCE, STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE
THEORY FOR ANY LOSS OF USE OF THE PRODUCT, INCONVENIENCE OR DAMAGES OF ANY
CHARACTER, WHETHER DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING, BUT
NOT LIMITED TO, DAMAGES FOR LOSS OF GOODWILL, WORK STOPPAGE, COMPUTER FAILURE OR
MALFUNCTION, LOSS OF INFORMATION OR DATA CONTAINED IN, STORED ON, OR INTEGRATED
WITH ANY PRODUCT RETURNED TO D-LINK FOR WARRANTY SERVICE) RESULTING FROM THE
USE OF THE PRODUCT, RELATING TO WARRANTY SERVICE, OR ARISING OUT OF ANY BREACH OF
THIS LIMITED WARRANTY, EVEN IF D-LINK HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. THE SOLE REMEDY FOR A BREACH OF THE FOREGOING LIMITED WARRANTY IS
REPAIR, REPLACEMENT OR REFUND OF THE DEFECTIVE OR NON-CONFORMING PRODUCT.

GOVERNING LAW: This 1-Y ear Warranty shall be governed by the laws of the state of California. Some states do
not allow exclusion or limitation of incidental or consequential damages, or limitations on how long an implied
warranty lasts, so the foregoing limitations and exclusions may not apply. This limited warranty provides specific
legal rights and the product owner may also have other rights which vary from state to state.

Trademarks
Copyright® 2001 D-Link Corporation. Contents subject to change without prior notice. D-Link is a registered
trademark of D-Link Corporation/D-Link Systems, Inc. All other trademarks belong to their respective proprietors.

Copyright Statement

No part of this publication may be reproduced in any form or by any means or used to make any derivative such as
tranglation, transformation, or adaptation without permission from D-Link Corporation/D-Link Systems Inc., as
stipulated by the United States Copyright Act of 1976.

CE Mark Warning
Thisis a Class B product. In a domestic environment, this product may cause radio interference, in which case the
user may be required to take adequate measures.

FCC Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15
of the FCC Rules. These limits are designed to provide reasonable protection against harmful interferencein a
residential installation. This equipment generates uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communication. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and on, the user
is encouraged to try to correct the interference by one or more of the following measures:

. Reorient or relocate the receiving antenna.

93



. Increase the separation between the equipment and receiver.
. Connect the equipment into an outlet on acircuit different from that to which the receiver is connected.
. Consult the dealer or an experienced radio/TV technician for help.

Register Your D-Link Product Online at http://www.dlink.com/sales/reg
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