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Product Overv�ew

D-Link DNS-313 Network Storage Enclosure
CD-ROM with Manual and Software 
Quick Installation Guide
Power Adapter (12V/ 3A )
Power Cord
USB Cable
Cat5 Ethernet Cable









Package Contents

Note: Using a power supply with a different voltage than the one included with the DNS-313 will cause damage 
and void the warranty for this product.

If any of the above items are missing, please contact your reseller.

System Requ�rements
Note: The DNS-313 requires installation of a hard drive before it can be used. The hard disk must be a 3.5” SATA Hard 
Drive of any capacity.

For best results, the following minimum requirements are recommended on any system used to configure and 
use the DNS-313:

Computer with: 1Ghz processor / 512 MB RAM / 200 MB available space / CD-ROM drive 
Internet Explorer version 6.0 or Mozilla Firefox 1.0 and above
Windows® XP (with Service Pack 2) or Vista™ 

3.5” SATA Hard Drive
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The D-L�nk DNS-313 1-Bay Network Storage Enclosure enables you to share your documents, photos, mus�c and v�deos across 
the network and on the Internet (v�a FTP server) so that fam�ly members, fr�ends or employees can access them at anyt�me.  
Th�s enclosure, wh�ch can hold one 3.5” SATA hard dr�ve of any capac�ty, creates a central network po�nt for back�ng up valuable 
files.

The DNS-313 shares files over the Internet v�a the bu�lt-�n FTP server.  Users and groups can be created and ass�gned to folders 
w�th e�ther read or read/wr�te perm�ss�ons.  In add�t�on, the DNS-313 can be used to stream photos, mus�c, and v�deos to UPnP 
AV compat�ble network med�a players.  

The �ncluded CD conta�ns D-L�nk’s Easy Search Ut�l�ty.  After the �n�t�al �nstallat�on and hard dr�ve formatt�ng �s completed, th�s 
ut�l�ty allows you to locate the DNS-313 on the network and map dr�ves to your computer.  Backup software �s also �ncluded on 
the CD.  Th�s software allows you to backup your files from a computer to the DNS-313 manually, by a schedule, or �n real-t�me.  
Real-t�me backups are a great way to safeguard aga�nst unfortunate acc�dents that may result �n the loss of �mportant files.

Comb�n�ng ease of use w�th pract�cal, h�gh performance features, the DNS-313 �s an organ�zed solut�on for any network.  Free 
up d�sk space on computers and central�ze data on your network w�th the DNS-313 1-Bay Network Storage Enclosure.

Note: Please insert an Ethernet cable from your router to the DNS-313 and run the installation wizard included in the CD 
whenever you install a new Hard Drive to the DNS-313. When first powered on, during the initial boot sequence, the DNS-313 
will wait to be assigned an IP address via DHCP.  If it does not receive a DHCP assigned IP address, by default it will have a 
self-assigned IP address of 192.168.0.32.

Introduct�on
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Features

One hard drive bay for 3.5” SATA hard drive up 
to 1500GB capacity
Simplified hard drive installation process – no 
tools required
H igh  pe r fo rmance  g igab i t  E the rne t 
connectivity
Built-in FTP server for file access from over 
the Internet
Supports secure FTP over SSL and TLS         
(use with Mozilla Firefox FireFTP feature and 
similar software) 
Scheduled downloads from Web or FTP sites
Full or incremental backups
Real time backups with the included backup 
software
Supports BitTorrent Download

















Users and groups can be assigned to folders 
with read or read/write permissions with 
automatic e-mail notifications
Power management for conserving energy and 
extending hard drive life
UPnP AV server for streaming music, photos, 
and video to compatible media players
iTunes® software will be able to automatically 
find and play music directly from the device
USB 2.0 port included for use as portable hard 
disk
D-link easy search utility
D-link Click’n Connect utility
Web browser configuration
Supports secure login using HTTPS
















The DNS-313 network storage enclosure is an easy to install data storage platform used for remote access through 
a private network or from the Internet. Install a SATA hard drive of any size to employ the full benefits of the DNS-313 
including the product features listed here:

1. Hard Dr�ve not �ncluded. Supports up to 1500GB SATA Hard dr�ve as at t�me of pr�nt.

2. Note that use of an FTP Server to access files over the Internet does not prov�de for secure or encrypted transm�ss�ons.

3. D-L�nk cannot guarantee full compat�b�l�ty or proper playback w�th all codecs. Playback capab�l�ty depends on the codec support of the UPnP™ AV med�a player.

4. When us�ng the DNS-313 as a USB 2.0 port portable dr�ve, the Network Storage funct�onal�ty w�ll be d�sabled. To re-enable Network Storage funct�onal�ty, please 
power off the DNS-313 and unplug USB cable. Then, plug �n the Ethernet Cable and power back on the DNS-313. 
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Hardware Overv�ew
Front Panel

COMPONENT DESCRIPTION
Drive LED The LED will be solid BLUE when drive is connected but inactive.  The LED will blink when the 

drive is being accessed, formatted or synchronized. The LED will be solid GREEN when the 
remaining capacity of the drive is less than 5%. It will illuminate RED if the drive has failed.

Power Button Push in to power-on the DNS-313. The edges of the button will be illuminated with BLUE back 
lighting when the device is powered on. Press again to turn off. There is a few seconds delay 
during both power on and power off.

Activity LED The Activity LED will be solid BLUE when there is an Ethernet connection. It will blink to indicate 
LAN traffic.

Drive LED

Power Button

Activity LED
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Rear Panel (Connect�ons)

COMPONENT DESCRIPTION
System Fan The system fan is used to cool the hard 

drive when triggered on by the thermal 
sensor. It remains idle if not needed.                              
Do not block this opening.

Reset Button Use this to reset the DNS-313 to factory 
default settings. To reset, insert a ballpoint 
pen and hold the recessed button down for 
a few seconds.

USB Port USB port for connecting to a desktop or 
notebook as a USB 2.0 portable drive.

Ethernet Port A Gigabit Ethernet port that connects the 
DNS-313 to the local network.

Drive Eject Lever Use the provided lever to eject the hard 
drive.  The front panel must be removed 
before ejecting the drive.

Power Insert The 12V/ 3A power supply connects here. Power Receptacle

 Ethernet Port

USB Port

Drive Eject Lever

Reset Button

Cooling Fan
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Installat�on
Hardware Setup

Follow the instructions below to install a hard drive, connect to the network and power on the DNS-313.  Open the 
shipping carton for the DNS-313 and carefully remove and unwrap its contents. Follow the instructions below to setup 
the DNS-313. If this is the first time using the DNS-313 or if a new hard disk is installed, use the Easy Search utility 
located on the Installation CD and follow the instructions for setting up, configuring and formatting the new drive.

To install DNS-313 on your local network, refer to the steps below:

1.  Access the dr�ve bays by sl�d�ng the faceplate up unt�l �t 
unlatches from the dev�ce.

2.  Once the faceplate �s unlatched, pull �t off the dev�ce, 
expos�ng the dr�ve bay.



7D-L�nk DNS-313 User Manual

Sect�on 2 - Installat�on

3. Insert a 3.5” SATA hard drive into an available drive 
bay. Make sure to align the drive connector to the 
SATA connector on the bottom edge inside the drive 
bay of the DNS-313. Gently push the drive in until 
it connects.

4. Attach the faceplate to the front of the device.
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5. Connect an Ethernet cable to the available Ethernet 
port. This cable should connect the DNS-313 to your 
local network via a router or switch, or directly to a 
computer for configuration.

6. Connect the supplied power adapter to the power 
receptacle.

Note: When a hard disk is installed, the hard disk must 
first be formatted in the DNS-313 before it can be used. 
Insert the Installation CD into your computer’s CD-ROM or 
DVD-ROM drive and follow the instructions below to use 
the Easy Search Utility to establish a network link to the 
DNS-313. Then use the web-based management software 
to format the new hard disk. All installed hard disks must 
first be formatted in the DNS-313 before use.
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Setup Ut�l�t�es
The Setup Utility on the Installation CD is used for first time setup of the DNS-313 or, after the hard disk has been 
formatted, use the Setup Utilities to establish a configure IP settings and map the drive to your Windows computer. 
To use the Click n’ Connect utility for initial setup, insert the Installation CD into your computer’s CD-ROM drive and 
follow the instructions in the next section. After inserting the CD, the menu below should appear on the desktop after 
a few seconds. In addition to Click n’ Connection Quick Installation, use this menu to launch the Easy Search Utility or 
any of the options listed in the bullet list in the right side panel.
The Click n’ Connect utility will walk you through the complete installation including inserting a SATA hard drive, formatting 
the disk and mapping the drive to your computer. The Easy Search Utility can be used to establish IP settings, and 
later to map the network drive to your computer. The Easy Search Utility cannot be used with an unformatted hard 
drive, so use Click n’ Connect for initial setup, then use Easy Search on any computer that will be using the network 
storage drive.
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Cl�ck n’ Connect for New Hard D�sk Install
To use the D-Link Click n’ Connect utility, choose the preferred language, then click on the Quick Installation - Start 
button in the menu. The button appears green when the cursor is placed cursor over it. 
The Click n’ Connect options for installation appear in a new menu. 
Choose the option that suits your purpose. 
If this is a newly installed hard you are setting up, choose the New 
Hard Drive Install option and click on the Next button.

If you are modifying settings on a drive that has been previously 
configured, choose the Modify existing DNS-313 settings option and 
click on the Next button.

If you are attempting to complete an incomplete installation or need to 
re-install the DNS-313, choose the Repair option.
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For new hard drive installs, the Click n’ Connect menu illustrates how 
to install the SATA hard disk, if you have not yet done so, install the 
drive as shown. If you have already installed the hard disk, connected 
and powered on the device, ignore the hardware setup menus. Click 
on the Next button to proceed.

Connect the DNS-313 to the Ethernet port on your computer or router 
and click on the Next button to proceed to the last hardware setup 
illustration.
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Connect the power and turn the DNS-313 on as shown. Click on the 
Next button to begin searching for the drive. 

It might take a few seconds to detect the DNS-313 depending on 
network conditions.
 

After the unformatted DNS-313 installation has been detected, a new 
menu appears.
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The hard disk is now ready to be formatted. To format the hard drive, 
click on the Next button. Remember that any data on the disk will be 
erased during the formatting. 

Formatting might take several minutes if the drive is very large. 
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Choose the newly installed network drive form the list and click on the 
Next button. If there are other D-Link DNS Network Storage devices 
connected to the network, they will also appear in the list.

Note: If the DNS-313 has an IP address that does not allow your 
computer to connect to it, it will be necessary to change the IP address of 
the device. The drive must be in the same IP subnet as your computer to 
manage and use it. If you are using a DHCP server to supply IP settings 
on your network, this should not be a problem
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The DNS-313 is now ready to be mapped to your computer where it 
will appear as a network storage device. Choose a Drive Letter from 
the pull-down list and type a Name for the drive that will appear listed 
in My Computer with other storage devices.

Finally a summary appears of the basic drive information to confirm 
that the setup is completed. Click Exit to close the menu or click 
Advanced Options to launch your web browser and connect to the 
web configuration manager to make other settings changes. 
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If the hard disk has not yet been formatted, follow the instructions 
below to change the device IP settings or to map the drive to your 
Windows computer using the Easy Search Utility. Then use the Easy 
Search Utility to map the drive to your computer. 

Click the Easy Search Utility link. A new menu appears. 

The DNS-313 will appear listed under Network Storage Devices. If 
none are listed, click the Refresh button. If a DHCP server is active 
on your network, the DNS-313 will receive an IP address by DHCP. If 
no DHCP server is present, the IP address 192.168.0.32 is used. 

Note: When first powered on, during the initial boot sequence, the 
DNS-313 will wait to be assigned an IP address via DHCP.  If it does 
not receive a DHCP assigned IP address, by default it will have a self-
assigned IP address of 192.168.0.32.  

Easy Search Ut�l�ty
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Select the listed DNS-313 and click the Configuration button. This will 
launch the computer’s default web browser and direct it to the IP address 
listed for the device. Make sure the browser is not configured to use a proxy 
server.
The first window that appears requires the user to login for Configuration 
menus or Applications menus. The Configuration menus are used for 
management and maintenance of the DNS-313. The Applications menus 
include BitTorrent downloading and Scheduled Downloading.

The login menu appears in the web page. Type the default User Name 
“admin” and click the Configuration button. 

Note: The DNS-313 supports secure connection using HTTPS. To login using 
HTTPS, simply use HTTPS in the browser address bar and login with the User 
Name and Password for either Configurations or Applications menus.  

If the web browser is unable to connect to the web manager of the DNS-313, 
check to make sure your computer is on the same subnet as the DNS-313. 
For example, if there is no DHCP server active, your computer will need 
an IP address in the 192.168.0.0 subnet. Your computer should have an 
IP address of 192.168.0.x where x equals a number from 1 to 31, or 33 to 
254.

Note: The computer used to access the DNS-313 web-based configuration 
manager must be on the same subnet as the DNS-313. If your network is 
using a DHCP server and the computer receives IP settings from DHCP, the 
DNS-313 will automatically be in the same subnet.
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The first page of the web manager to appear is the Setup Wizard launch 
menu located in the Setup directory. If you would like to change basic 
settings including IP address, administrator password, device name or 
system time you can use the Wizard now. To launch the Wizard, click 
on the Run Wizard button and follow the instructions. 

The first Wizard pop-up menu lists a summary of the setup steps. Click 
Next to proceed.
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Create a password used to access the web manager. Type a New 
Password in the space provided and type again in Confirm Password. 
Click Next to continue.

Choose the Time Zone used for your network from the pull-down menu. 
Click Next to continue.
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Configure IP settings for the device. If you are using DHCP for IP 
settings, the DNS-313 will have IP settings. The default setting DHCP 
Client requires a DHCP server for IP settings. If you prefer to assign 
a Static IP address, select the option and type the IP settings for the 
device. The DNS-313 supports LLTD for creating a graphical network 
map such as used in Windows Vista. To enable LLTD, click the Enable 
option to select it. Click Next to continue.

Use the last Wizard input menu to provide a Workgroup name, a 
device Name and Description. Click Next to continue to continue to 
the last Wizard menu.

If you are satisfied that the information provided in the Setup Wizard 
configuration is acceptable, click the Finish button to apply the new 
configuration settings. To change a setting click the Back button to go 
to previously displayed menus.

If the hard disk has not yet been formatted, use the web manager to 
format the hard disk. If the disk has been previously formatted in the 
DNS-313, the drive is now ready to be mapped to your computer. See 
below for instructions.
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If you are satisfied that the information provided in the Setup Wizard 
configuration is acceptable, click the Finish button to apply the new 
configuration settings. To change a setting click the Back button to go 
to previously displayed menus.

If the hard disk has not yet been formatted, use the web manager to 
format the hard disk. If the disk has been previously formatted in the 
DNS-313, the drive is now ready to be mapped to your computer. See 
below for instructions.



22D-L�nk DNS-313 User Manual

Sect�on 3 - Configurat�on

The Easy Search Utility located on the Installation CD is used to map the DNS-313 to your Windows computer where 
it appears as a Network Storage Drive. Follow these steps to map the drive to your computer.

Mapp�ng the Network Dr�ve

Launch the Easy Search Utility from the Installation CD. You will see 
the DNS-313 in the Network Storage Device list. If there are more than 
one D-Link Network Storage devices on your network, they will also 
be listed. 

Select the DNS-313 you want to map to your system from the list. Any 
volumes located on the drive appear below in the Drive Mapping list. 
If this is the first time mapping the drive, the volume name Volume_1 
should appear listed.

Select the Volume to be mapped from the list and choose a drive letter 
to assign to it from the Available Drive Letters pull-down menu. 
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A confirmation dialog box will inform you if the drive has been successfully 
mapped. You can now view it using Windows Explorer. Click on the 
My Computer icon on the desktop to view the newly mapped network 
drive.

Note: To avoid possible conflicts with detachable storage devices such as 
USB flash memory sticks or external hard drives, that may have previously 
been configured on your Windows system, the Available Drive Letters menu 
begins with “Z” as the default. The pull-down menu lists drive letter options 
in reverse alphabetical order (Z to A). If you add more DNS-313s the next 
default will be “Y” then “X” and so on.
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Configure the DNS-313
When you successfully connect to the web manager, the 
Setup Wizard launch page is displayed. To use the Wizard 
click the Run Wizard button and follow the instructions 
in the pop-up menus. The Wizard setup procedure is 
described in the preceding Setup Utility section.
The Setup menu directory contains menu links to 
basic configuration menus including LAN Setup for IP 
settings, the Device menu used for naming the drive, 
and the Time and Date menu for changing the system 
time and configuring NTP. These menus and the menus 
found in the Advanced, Maintenance and Status menu 
directories are described in this section. 
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LAN Setup
The LAN Settings menu is used to configure IP settings 
and DHCP client status of the network storage device. 
The default IP settings for the DNS-313 are initially as a 
DHCP Client. However, if no DHCP server is detected, the 
device will default to a Static IP address (192.168.0.32). 
When the DNS-313 is in DHCP Client mode, no further IP 
settings configuration is necessary. If the device requires 
use of DNS service, DNS server IP addresses can be 
entered in the DNS1 and DNS2 entry fields. 
If a Static IP address is preferable, change the IP address 
and subnet mask to suit your network. 
The LAN Settings menu is also used enable or disable the 
LLTD (Link Layer Topology Discovery) responder setting. 
This is used to provide information to network topology 
display monitors such as included with Windows Vista.
Click on the Save Settings button to apply and save 
the new settings. If you are change the IP address or 
DHCP client status of the device, it will be necessary 
to log in again using the new IP address. If you do not 
know the new address (as would likely be the case when 
changing from a static IP address to DHCP client) use 
the Easy Search Utility on the Installation CD to learn the 
IP address of the device. 
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Dev�ce
Use the Device Settings menu to provide a Workgroup 
name, a device Name and a device Description. The 
Name given here is the name that appears for the device 
for various network services including shared libraries on 
iTunes and other media players. The Workgroup is used 
to by Microsoft Windows Network to organize networks 
groups.
Click on the Save Settings button to apply and save the 
new settings.
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T�me and Date
The system time and date can be set from your computer, 
manually or configured from an NTP server. Use the 
System Time Settings menu to configure the time, date 
and time zone for the DNS-313.
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Advanced Setup
Use the Advanced directory menus to setup access 
privileges, FTP service, configure UPnP AV and iTunes 
server and DHCP server.  
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Users / Groups
The Users and Groups menu is used to create user accounts. 
These can be simply be used to create passwords for user access 
and read/write privileges for specified folders on the network drive 
(using the Network Access menu), or to setup FTP access and 
privileges. Up to 64 users and 10 groups can be created. All users 
by default have read and write access to all folders until access 
rules are created in the Network Access menu. 
 
To create user names and passwords in the User And Group 
Creation menu, type a unique User Name for each user added, 
enter and confirm the user Password and click Add to create the 
new user. The user will be added to the User List and be available 
for assignment to a user group if you choose to create groups. To 
create a user group, select the Group option in the User And Group 
Creation menu, type a unique group name in the Add New Group 
space and click Add. The group will appear in the Group List and 
be available for user assignment in the Group Settings menu. To 
add a user to a user group, under Group Settings, use the Select 
Group pull-down menu to choose the group being added to, then 
highlight the user from the List of all users and click the Add>> 
button. The user now appears listed in the Users in the group list. 
To delete a user from a group, select the group, highlight the user 
to be removed and click the <<Remove button.

To remove a user or group from the User or Group lists, click the 
trash can icon for that group or user. To change a user password, 
click the note pad icon for the user. 
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FTP Server Setup
Use the FTP Server menu to create rules that specify available 
folders and FTP access rules for users and groups. 
To create an access rule, choose the User option to create an 
access rule for a single user or choose Group to create a rule 
applied to an entire user group. Select the User or Group as 
appropriate from the pull-down menu, click the Browse button, 
choose the folder or volume for which the rule applies, and select 
the access level with the Permission menu. By default all users 
have read only privileges until they are specified differently in this 
menu. Click on the Add button to create the new FTP account.
To create an access rule that is applied to all users, click to check 
mark the All accounts box and create the new rule. The root check 
box specifies access to all volumes and folders on the drive. 
The FTP server can also be configured to put limits on the bandwidth 
dedicated for FTP or the number of users allowed access at one 
time. By default up to 10 separate simultaneous FTP downloads 
are allowed and there is no limit on FTP bandwidth. The Client 
Language pull-down menu is used to specify alternate input 
characters allowed for FTP connection requests. 
If desired, the port used for FTP can be changed, however doing 
so requires that all incoming FTP connection requests specify a 
different, non-standard port.
Click on the Start FTP Server button to begin running the FTP 
server.

Note: If your Internet access is controlled through a router, 
or if your network uses a firewall device of any kind, it will 
likely be necessary to configure the router or firewall device 
to allow FTP requests from the Internet. The next section 
provides an example of how to configure a router to allow 
FTP connection requests. 
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If you are behind a router, you will need to forward the FTP port from the router to the DNS-313. Additional filtering and firewall settings 
may need to be modified on your router to allow FTP Access to the DNS-313 from the Internet. Once the port has been forwarded on 
the router, users from the internet will access the FTP server through the WAN IP address of the router. Typically a router will offer some 
means of forwarding FTP connection requests to a specified IP address on the LAN.
If you are using a D-Link router, such as the WBR-2310 used in the example below, your port forwarding rule should be similar to the 

I f  you  use  an  FTP por t  o ther  than  21 ,  then  users  access ing  the  FTP server  us ing  an  FTP c l ien t  w i l l 
have to specify the non-standard port, and users who are using a browser will have to specify the port in the URL  
(e.g. ftp://ftp.dns313.com:3000, where the FTP port is 3000).

FTP Server Beh�nd A Router

Type a name for the DNS-313 FTP server rule.
Enter the IP address of the DNS-313.
Enter the public FTP port. By default, the port is 21.
Enter the private FTP port. By default, the port is 21.
Set the traffic type to TCP.
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The DNS-313 supports secure FTP connection using SSL or TLS. Follow the instructions here to set up a secure FTP 
connection using FireFTP with the Firefox browser. An add on for the Mozilla Firefox browser, FireFTP, supports FTP 
connection over SSL and TLS. 

Secure FTP Connect�ons

Install the FireFTP add on for Firefox and restart the 
application. The FireFTP option appears in the Tools 
menu. Select the FireFTP option to launch it in a new 
window.
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Use the Create an account pull down menu to create a 
new connection to the FTP server.
The Account Manager menu appears.

 
Note: A user account must also be created 
on the DNS-313 and the FTP server started 
in the FTP Server menu for the connection to  
succeed. 

In the Main tab of the Account Manager menu enter 
the IP address of the DNS-313 in the Host entry field 
and enter an Account Name for the connection. Enter 
the user name and password of an existing FTP user 
account on the DNS-313 in the Login and Password 
fields. Click OK to apply the account settings. The newly 
created connection setting appears listed in the “Create 
an account” pull down menu.
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In the Connection tab choose the security protocol to use 
and click OK. The connection is now ready to connect.

C l i ck  on  Connect  nex t  t o  t he  connec t i on 
n a m e  i n  t h e  F i r e f o x  b r o w s e r  w i n d o w. 
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A series of pop-up dialog boxes warning that the secure 
connection failed. Since this connection is from a trusted 
source on the LAN, you can make an exception to the 
normal security certification. Click the buttons to add an 
exception. 

Click the Or you can add an exception… button.

Click the Add exception… button.

Click the Get Certificate button.
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Finally, click the Confirm Security Exception button.
The browser is now ready for a secure FTP connection.

Click on Connect to establish the connection. 

Note: A user account must also be created 
on the DNS-313 and the FTP server started 
in the FTP Server menu for the connection to  
succeed. 



37D-L�nk DNS-313 User Manual

Sect�on 3 - Configurat�on

Depending on the Read/Write capabilities configured for 
the User associated with the connection, select the files 
to be transferred to or from the DNS-313. 
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UPnP AV Server
The DNS-313 supports media streaming service to UPnP 
AV compatible clients on the local network. Use the 
UPnP AV Server menu to select the media content made 
available to such clients. By default the UPnP server is 
enabled. The root check box specifies access to media 
content on all volumes and folders on the drive. Click 
on the Save Settings button to apply and save the new 
settings.
When content is added or deleted from the available 
folders, click the Refresh button and the DNS-313 will 
scan for file updates. While the update scan is underway, 
the AV media will not be available for use by clients on 
the network.
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�Tunes Server
The DNS-313 supports iTunes Server for use on the 
local network. Use the iTunes Server menu to select 
the media content to be made available. By default the 
iTunes Server is enabled. The root check box specifies 
access to media content on all volumes and folders on 
the drive. Click on the Save Settings button to apply and 
save the new settings.
When content is added or deleted from the available 
folders, click the Refresh button and the DNS-313 will 
scan for file updates. While the update scan is underway, 
the media will not be available for use by clients on the 
network.
If desired, a Password can be entered that will challenge 
iTunes clients attempting to gain access to the media 
folders. There is no default password. When users attempt 
to access the Shared library, a password is requested.
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DHCP Server
The DNS-313 is capable of providing DHCP service to the 
local network. The DHCP server is disabled by default. 
This should only be used on networks that do not already 
have a functioning DHCP server. 
To use the embedded DHCP server, choose the Enabled 
option and configure the IP address pool according to the 
IP settings needs of the network. Up to 253 addresses 
(one Class C subnet) can be configured for the IP address 
pool.
Click on the Save Settings button to apply and save the 
new settings.
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Add Ons
The Add-Ons menus is used to install language packages and 
applications such as BitTorrent downloading. The files needed for 
these add-on features are located on the Installation CD shipped 
with the DNS-313. The file is zipped and located in a folder named 
Apkg on the CD. Copy this file to your computer and unzip the 
file apkg. The contents of the unzipped file should appear similar 
to the example here, the file is named “apkg_” and includes the 
function in the name.

To install an add-on, click the Browse button and locate it on your 
system, then click the Apply button. A successful installation is 
indicated by a message in the add-on menu. The newly installed 
add-on appears listed in the Add-On Summary. To activate an add-
on, click the Start button for the add-on (the Status will appear as 
Enable). Click the Stop button to discontinue an add-on function. 
To remove an add-on, click on the trash can icon for the add-on.

Note: BitTorrent downloading cannot be done until the 
BitTorrent add-on is added and enabled.
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Ma�ntenance
The Maintenance directory menus are used to upgrade 
device firmware, change the administrator’s password 
and user name, create email alerts, configure power 
management and Dynamic DNS (DDNS) and perform 
a scan disk to check the physical hard drive for errors. 
This is also where the previously discussed format disk 
function is located. 
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Adm�n�strator’s Password
The Admin menu allows you to set a password for the 
admin account. It is recommended to set an admin 
account password when first configuring the DNS-313.

The administrator user name is admin, and this cannot 
be changed.
To change the password, enter the current password 
in Password. (Leave this blank if you have not set a 
password yet.) Type a new password in New Password, 
and type the new password again for confirmation in 
Confirm Password.
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System
Use the System Settings menu to perform a simple device Restart or 
Shutdown. This is also where the DNS-313 can be reset to factory default 
settings, or save and load saved configuration files.  
Factory Reset
Click the Restore To Factory Default Settings button under Defaults to 
restore the network storage drive to default settings. The DNS-313 will be 
reset to the factory default settings and restart. It will take about 2 minutes. 
When it restarts, use the default User Name “admin” with no password to 
log back in. The IP settings might change depending on how IP settings 
were previously configured. Upon restarting the DNS-313 is a DHCP client, 
therefore it might be necessary to use the Easy Search Utility to establish 
contact. If you are unable to log in using the same IP address, use the Easy 
Search Utility to find the device and connect to it. Restoring factory default 
settings will not change any data on the hard disk. 
Save or load configuration setting to local hard drive
Once the DNS-313 is configured it is a good idea to back up the configuration 
settings file to your local hard disk. To back up the configuration settings file 
of the DNS-313, click on the Save button under Configuration Settings 
and choose a location on your computer to store the file. This file can later 
be loaded from your computer to use the same configuration settings. 
To Load Configuration Settings from a previously saved file on your 
computer, click on the Browse button to locate the file, after locating it click 
the Load button to load the settings.
Idle Time
Use the Idle Time configuration to set the number of minutes of inactivity to 
allow before the user is logged off. The Config Inactivity Timer is used for 
the web management administrator activity. If there is no activity using the 
web manager for the set period, the administrator is logged off and must log 
in again to continue using it. The Download Schedule Inactivity Timer is 
used for users downloading files. Users are logged off after the set period 
of no activity.
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F�rmware Upgrade
To upgrade the DNS-313 firmware to the latest available 
firmware, go the D-Link website and download the 
latest version. When the download is completed, use 
the Browse button to locate the firmware file on your 
computer and click the Apply button to begin loading 
the firmware. 
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E-ma�l Alerts
Use E-mail Alerts to send notifications to an email account 
about device status. 
To configure E-mail Alerts, for an Account login type in the 
User Name and Password (an Anonymous login do not 
need this account information) Sender E-mail address, 
and Receiver E-mail address.
Include the SMTP Server IP address and click the Test E-
Mail button to verify the correct settings. A pop-up window 
will display the success or failure of the test. Click on the 
Save Settings button for a successful test and choose 
the triggers or alert types used for alerts. 
Use the Alert Types section to choose what alerts to 
send. The System Temperature alert will shut down the 
device if the chosen temperature is exceeded and send 
an alert. Click Save Settings to apply and save the new 
alert settings.
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Power Management
Hard disk power management is used to conserve 
electricity and prolong the life of the hard disk. Choose to 
Enable or Disable power management (default = Enable) 
and, if enabled, the period of idle time allowed before the 
drive goes into hibernation mode. Click Save Settings 
to apply and save the new settings.



48D-L�nk DNS-313 User Manual

Sect�on 3 - Configurat�on

Format
The installed hard disk can be reformatted using the 
Format Disk menu in the web manager. To format click 
on the Confirm button. A dialog box warns that all data 
on the disk will be erased, be sure you want to format the 
disk. To proceed click the OK button, to cancel the format 
request click the Cancel button or close the dialog box. 
The format might take several minutes depending on the 
capacity of the hard disk. Disks are formatted with the 
Microsoft disk file format NTFS.

To perform a standard Scan Disk check for errors on the 
hard disk, click the Scan Disk button. Any errors found 
will be listed along with a description and the available 
repair options.

Scan D�sk
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Dynam�c DNS
The DNS-313 supports DDNS (Dynamic Domain Name 
Service). The Dynamic DNS service allows a dynamic 
public IP address to be associated with a static host 
name in any of the many domains, allowing access to a 
specified host from various locations on the Internet. This 
is enabled to allow remote access to a host by clicking 
a hyper linked URL in the form hostname.dyndns.org, 
Many ISPs assign public IP addresses using DHCP, and 
this can make it difficult to locate a specific host on the 
LAN using standard DNS. If for example you are running 
a public FTP server, this ensures that the host can be 
located from the Internet if the public IP address changes. 
DDNS requires that an account be setup with one of the 
supported DDNS providers.
Note that DDNS requires that an account be setup with 
one of the supported DDNS servers prior to engaging 
it on the device. This function will not work without an 
accepted account with a DDNS server
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Status 
The Status display lists basic network information and 
device information including hard drive capacity and 
available space as well as system temperature about 
the DNS-313.
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Schedule Downloads
To get to the Schedule Downloads and BitTorrent 
download applications menus, you must first logout of the 
configuration menus. If you are going to setup a BitTorrent 
download, make sure BitTorrent has been enabled. (See 
Add Ons menu)  
In the Login menu, type the login User Name and 
Password and click on the Applications button. The 
Schedule Downloads configuration menu appears.
Use the Scheduling Settings menu to setup downloading 
and data back up schedule. The Schedule List display the 
pending, active and completed scheduled downloads.
Select the appropriate Login Method to access the files 
for download. If the site requires login credentials, select 
Account and enter a valid username and password.
Use the Type pull-down menu to select File or Folder, 
depending on what you want to download or backup.
In the URL entry field, enter the URL of the site or server 
you are initiating a transfer from.

E.g. ftp://123.456.789/Test
        ftp://123.456.789/test.txt
        http://www.test.com/test.txt

Click the Refresh button to refresh the Schedule list.
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To view the progress and status of currently scheduled 
downloads, click the Status link in the Downloads 
section. 

Click Test to test the URL is valid and the user name and 
password are correct.
Click Local to set the source file or folder from one of 
the internal drive volumes. Browse to the file or folder, 
and click OK to accept the network path.
Enter a valid destination drive on the DNS-313 in the 
Save To field, or click Browse and browse to the 
destination.
Enter the Date and Time you want the scheduled backup 
or download to occur.
Use the Recurring Backup menu to designate the 
interval and time you want the backup or download to 
run unattended.
By default all local backups and file/folder downloads 
are in Overwrite mode, meaning that identical files in 
the destination folder will be overwritten by the source 
files. Ticking Incremental Backup will have the DNS-
313 compare identical file names at the source and 
destination. Files will only be overwritten if the source 
file is more recent.
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B�tTorrent
BitTorrent downloading can be completed and files stored 
on the DNS-313.

Note: In order to use the BitTorrent feature it first must 
be added and enabled using the Add Ons menu. 

To begin downloading a BitTorrent file, select method 
used to provide the sharing and downloading information. 
Choose to Add Torrent File From URL or Add Torrent 
File From File. 

If you are using a URL link, copy the URL link, paste it 
into the space provided and click the Add button. After 
a few seconds the file will be listed below displaying the 
progress of the download.

 
If you are using a Torrent File, Browse to locate the file 
on your computer and click the Add button. After a few 
seconds the file will be listed below displaying the progress 
of the download. 

Click the Start button to begin transferring and sharing the 
file.  Click Stop to pause the download and sharing. To 
remove a partial or complete file from active downloading 
and sharing, click the Remove icon for the file to be 
removed.





Note: The recommended maximum number of concurrent 
downloads is 10. 

Note: The DNS-313 BitTorrent downloading application 
has been tested to function properly with Windows Internet 
Explorer and Mozilla Firefox web browser software. 
BitTorrent downloads might not work using other browser 
software. 
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B�tTorrent Sett�ngs
Use the Settings menu to change the port used 
for BitTorrent, seeding preferences and bandwidth 
allocation. 
Click Save to apply and save the BitTorrent settings.
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