D-Link

Building Networks for People

WIRELESS

Port Forwarding Guide

This document will detail how to configure Port Forwarding on the DSL-2730B.
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NOTE:

It is recommended that your PC is configured with a Static IP when
using Port Forwarding. See page 7 - how to configure Windows 7 with a
static IP.

1. Log in to the modem with the computer connected to the modem via Ethernet.
- URL: http://192.168.1.1 (default)
- Username: admin
- Password: admin (default)
- Graphic Authentication: (randomly generated)

"€ D-Link ADSL Router - Windows Internet Explorer |
6@ < [&] ntp/n921681.1/ ~[ &[4[ x| &ng £ -
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J Favorites | o @ Suggested Sites v ) Web Slice Gallery =

| D-Link ADSL Router v B v ) #h v Pagev Safetyv Toolsv @v

Welcome to DSL-2730B Web Management

Username :  admin
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Validate :  KSHYS|
K S
- VH S refresh

BRORDBAND

€ Internet | Protected Mode: Off v ®100% v
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2. Select the ADVANCED button in the top menu.

@ D-Link ADSL Router - Windows Internet Explorer [P ]
@O- |&] hitp: 19216811 [ &[4 x| sing £ -]
i Favorites | (@ D-Link ADSL Router [ ] Miv B - [0 g v Pagev Sefetyw Tools~ @

Firmware Version:

‘ D5i-27308 VANCED MAINTENANCE STATUS

Wizard Helpful Hints_..
. e

There are two ways to set up your Internet connection. You can use the Web-based
Internet Connection Setup Wizard or you can manually configure the connection.

Setup Wizard
d

Please make sure you have your 1SP's connection settings first if you choose manual setup.

INTERNET CONNECTION WIZARD

You can use this wizard for assistance and quick connection of your new Router to the
Internet. You wil be presented with step-by-step instructions in order to get your Internet
connection up and running. Click the button below to begin.

Setup Wizard

Note: Before launching the wizard, please ensure you have correctly followed the steps
outlined in the Quick Installztion Guide incuded with the router.

Done & Internet | Protected Mede: Off 3 v #H100% -

3. Select PORT FORWARDING in the left menu.

& D-Link ADSL Router - Windows Internet Explarer = =]
@Ov [&] nttp: 19216811 NEICI R ) £~
¢ Favorites | @ D-Link ADSL Router ‘_‘ N~ v [ @ v Pagev Safety~ Tools~ @~

Product Page: 0 Firmware Version: AU_1.00

STATUS

Allows you to configure advanced features of the wireless LAN interface.

Advanced Settings

Allows you to configure wireless firewall by denying or alowing designated MAC addresses.

MAC Fittering
ANCED WIRELESS SECURITY SETTINGS

Allows you to configure security features of the wireless LAN interface.

Security Settings

€ Internet | Protected Mode: Off v H10% -
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4. Click ADD to create a new port forwarding rule. In this guide, a rule for Remote Desktop is

created.
@ D-Link ADSL Router - Windows Internet Explorer ==
6@ = [&] hitp19216811/ -[&[4|x|[o sing R
¢ Favorites | @ D-Link ADSL Router |7 iR v [ @ v Page~ Safety~ Took~ @~

Product Page Firmware Version: AU_:

Helpful Hints...

k the Appli
Port Forwarding allows you to direct incoming traffic from the WAN side (identified by protocol
and external port) to the internal server with a private IP address on the LAN side. The
internal port is required only if the external port needs to be converted to a different port
number used by the server on the LAN side. A maximum of 32 entries can be configured.

Select the service name, and enter the server IP address and click "Apply” to forward 1P
packets for this service to the specified server. NOTE: The "Internal Port End” cannot be
changed. It is the same as "External Port End” normally and will be the same as the
"Internal Port Start” or "External Port End" if either one is modified.

If you want to add port forwarding ,you need to add a wan connection with Nat enable
firsthy.

PORT FORWARDING SETUP

. External External Internal Internal Server
Port Port Protocol Port Port P
End Start End Address

Schedule Remote
Rule wp

€ Internet | Protected Mode: Off v HI10% v
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5. The DSL-2730B allows you to select a preset rule or create a manual rule.
- Select a Service: these are presets included in the unit’s configuration.

- Server Name: this option allows you to create a manual port forward rule if no preset for

your service exists e.g. Remote Desktop

@ D-Link ADSL Router - Windows Internet Explorer

B =R

@Ov €] nttp: 19216811 ~[ &[4 x| sng

¢ Favorites | & D-Link ADSL Router

ﬁ - - 3 Qé; = Page~ Safety~ Tools~ @v

External External Internal Internal Server
Port Protocol Port Port P
End Start End Address

Schedule Remote
Rule P

Server

PORT FORWARDING SETUP

Remaining number of entries that can be configured: 32

rServer Name :

@ Select a Service : (Click to Select)
) Server Name :
Schedule : Always «  view Avaiable Schedules

Server IP Address : 192.168.1.
h »

Internal Port Internal Port

External Port  External Port
Protocol Start End Rem

Start End
TCR -

TCP -
TCR
TCP
TCP
TCep

& Internet | Protected Mode: Off
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6. Select the Server Name option to create your own rule.

7. Enter a name for the Server Name e.g. RDP-MyPC used in this example (RDP = Remote

Desktop).

@ D-Link ADSL Router - Windows Internet Explorer

B =R

@O < [@] httpi/19216811

¢ Favorites | & D-Link ADSL Router

- 24| x|/l sing

Ed

ﬁ - - 3 Qé; = Page~ Safety~ Tools~ @v

Server Name :
) select a Service : (Click to Select)
@ Server Name : RDP-MyPC 3
Schedule : Always «  view Available Schedules
Server IP Address : 162.168.1.3
Exte;rg::tport Exterél:é Port Protocol Inteér':aa:tPurt Inte?:é Port Rem 4
3389 3389 TCP v 3389 ]
TCP .
TCP -
TCP -
TCP -
TCP -
TCP - -
TCP -
TCP -
TCP -
TCP -
TCP - B
“ LU L3

aQ -

& Internet | Protected Mode: Off

®100% -

“— T m ~ T

8. If you would like the rule to always be active, leave the Schedule as ALWAYS. You may also
create a schedule by clicking ‘View Available Schedules’

9. Enter the IP Address of the system running the Remote Desktop service. The system in this
configuration was set with a Static IP — 192.168.1.3

- External Port Start: 3389
- External Port End: 3389
- Protocol: TCP

- Internet Port Start: 3389

NOTE:
If you have multiple PC’s you wish to enable a service such as Remote Desktop
on, you will need to create a different External Port Start and End for each PC

e.g.

- PC1:3389 (standard)
- PC2:3390
- PC3:3391
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10. Click APPLY to save and activate the rule created.

- To check whether the port is successfully forwarded, go to www.canyouseeme.org and
enter the ‘external port’ used in your port forwarding rule and click Submit. It will return

with a Success or Error message.

How to configure Windows 7 with a static IP Address.

1. Click the ‘Network’ icon in the windows task tray.

2. Select Open Network and Sharing Center

Currently connected to:

Network 11
2§ Nolnternet access

Dial-up and VPN
D-Link Dial-Up PPP Connection

YPM Connection

I Open Metwork and Sharing Center I

1116 AM | |
27/05/2010

S AN
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3. Select Change Adapter Settings from the left menu panel.

oo =]

Search Con... P |

@

:‘: b Contrel Panel » Al Control Panel Items » Metwork and Sharing Center - | +3 |

T~

Control Panel Home . . . . .
View your basic network information and set up connections

lChangr: adapter Eettingsl Eia,&,hl @ % '%D See full map

Change advanced sharing

USER-PC MNetwork 11 Internet

settings .
d (This computer)
View your active netwarks Connect or disconnect
Accesstype: Mo Internet access
Network 11
- HomeGroup: Ready to create
L Home network . . .
" Connecticns: @ Local Area Connection 1
Change your networking settings
{;. Set up a new connection or network
= ) . .
Setup a wireless, broadband, dial-up, ad hoc, er VPM cennection; or set up 2 router or access
point.
‘75. Connect to a network
Connect or recennect to a wireless, wired, dial-up, or VPN netwerk connection,
e Choose homegroup and sharing cptions
Seealso
Access files and printers located on other network computers, or change sharing settings.
HomeGroup

Internet Options Troubleshoot problems

il

Windows Firewall Diagnose and repair network problems, or get troubleshoeting information,

D'Llﬂk D-Link Technical Support — How to configure Port Forwarding on the DSL-2730B. Page 8 of 10
TechSupport



4. Right Click the icon of the adapter which you are using to access the Internet e.g. Local Area
Connection (Wired) or Wireless Network Connection (Wireless) and select Properties.

,.[

@Ov| EF ¥ Centrel Panel » Metwork and Internet » Metwerk Connections » - | +y | I—
Organize « Disable this network device Diagnose this connection Rename this connection  » illi
L_' D-Link Dial-Up PPP Connecticn Local Area Connecticn 1 L-'. YPM Connecticn
E i @ Disconnected "‘ MNetwork 11 Dl"cc;nnected

a._‘ DO-Link USB ADSL WAN Modem ﬁﬁ Marvell Yukon BEEBQF-RoT-Eos ' asblbdiginort (IKEw
) Disable
Status
Diagnose

'50 Bridge Connecticns

Create Shortcut
Delete
'@' Rename

@ Properties

5. Select Internet Protocol Version 4 (TCP/IPv4) and click the Properties button.

P 4

[r_'j,] Local &rez Connection 1 Properties FH
P e
Metwaorking

Connect using:

‘-'-." Marvell Yulkon 88E8053 PCI-E Gigabit Ethemet Controller

This connection uses the following items:

vl 9% Client for Microsoft Metworks

v .@ ANOD Network Security Fitter driver

Wl 8505 Packet Scheduler

. .@ File and Printer Shanng far Mu:n:usnﬂ Networlcs

-v ¥ irtemet Protocol Version 4 (TCP/IPv4) [}

Liscovery Mapper |/
. i IJnI-:-La}'er Topology Discovery Responder

Ingtall... Uninstall I

Description

Transmigsion Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK || Ccancel

D'Llﬂk D-Link Technical Support — How to configure Port Forwarding on the DSL-2730B. Page 9 of 10
TechSupport



6. Select the radio button beside Use the following IP address:

- Enter the static IP you wish to assign your PC. It will need to be in range of your router
LAN subnet e.g. 192.168.1.x

- Inthis example, the modem LAN IP is 192.168.1.1 and therefore 192.168.1.3 is used for
this particular PC’s IP Address

- Subnet mask: automatically filled for the user
- Default Gateway: 192.168.1.1 (modem IP address)

- DNS Servers: in this example the modem is used as the Primary DNS server (192.168.1.1).
However this can be assigned with your ISP’s DNS or alternative DNS servers.

Internet Protocol Version 4 (TCP/IPwd) Properties @

General

‘fou can get IP settings assigned automatically if vour network supports
this capability, Otherwise, you need to ask vour network administrator
for the appropriate [P settings.

(™) QObtain an IP address automatically

(@ Use the following IP address:

IF address:
Subnet mask: . 255 . 285 .
Default gateway: 168 . 1

CObtain DMS server address automatically

{@ Use the following DMS server addresses:

Breferred DMNS server: 192 .88, 1 . 1

Alternate DMS server: |

[ validate settings upon exit
Ok Cancel ]

7. Click OK to save and activate the changes, followed by OK or CLOSE on the window
following.
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