How to setup
Internet Access Control
in my modem
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Open your Internet browser e.g. Internet Explorer, Firefox, Chrome, Safari, etc. and enter the IP address of
your D-Link modem in the address bar: http://192.168.1.1.
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When prompted type in the Username and Password, and then click on the “Log In” button.
If you have not changed the password for the modem administration, the factory settings are:

Username: admin

Password: admin

Product Page : DSL-2890AL Site Map Frmware Version : AU_1.02.06

Build Timestamp : 05282014

Login to the router :
User Name : =dmin

password : | | |Log|'n‘

BROADBAMND

Copyright @ 2013-2014 D-Link Corporation. All rights reserved.

If you cannot recall the password you assigned to your modem you will need to reset the modem to factory
defaults by pressing the reset button for 10 seconds. Please note that this will revert all the settings in the
modem to factory settings and you will have to reconfigure it with your Internet settings and Wireless
security. Make sure you have your Internet account details (given by your Internet Provider) handy.
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Step 1.

After logging in you will be presented with the modem’s configuration pages.

Under Maintenance > Time please make sure that your modem’s time is set correctly.

DSL-2890AL

EMAIL SETTINGS
SYSTEM
FIRMWARE
DYNAMIC DNS
DIAGNOSTICS
SCHEDULES

LOGOUT

Step 2.
Internet access.

ADVANCED

The Time and Date Configuration option allows you to configure, update, and maintain the
correct time on the internal system clock. From this section you can set the time zone you are
in and set the NTP (Network Time Protocol) Server. Daylight Saving can also be configured to
adjust the time when needed.

Save Settings Don't Save Settings

TIME AND DATE CONFIGURATION

Enable Daylight Saving : []
Daylight Saving Offset :
Daylight Saving Dates :

+01:00
Month Week Day of Week Time
DST Start  Jan ist Sun 12:00 AM

DSTEnd Jan 1st Sun 12:00 AM

Go to Maintenance > Schedule: Create a new schedule with the required time frame for blocking

DSL-2890AL //

ADMIN

TIME

SYSLOG

EMAIL SETTINGS
SYSTEM
FIRMWARE
DYNAMIC DNS
DIAGNOSTICS

SCHEDULES

LOGOUT

SETUP ADVANCED

The Schedule configuration option is used to manage schedule rules for "WAN", "Wireless",
"Virtual Server”, "Port Forwarding”, "Applications” and "Network Filter”.

10 -- ADD SCHEDULE RULE

Name : Ibk,ck] I

Day(s) : O allweek ® Select Day(s)
sun Mmon M Tue Mwed MThu MFi Msat

AllDay -24 hrs : []

Start Time : |10 |:|30

Time Format :

|[aM ] (hour:minute)

End Time : |12 Ho
| Update |

|[PM ] (hour:minute)

Cancel

10 -- SCHEDULE RULES LIST

Remaining number of rules that can be created: 9

Day(s)
SUN,MON, TUE,WED, THU,FRI, SAT

Name Time Frame

block 10:30 ~ 12:00

ES
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Step 3.

Go to Advanced > Access Control: Add a new Policy (give it a name) and proceed by selecting the

schedule you created in Step 2, followed by selecting the Clients you would like to control (block).

(it is recommended to choose the Client selection by MAC address, unless your Clients are set with static IP

addresses or your DHCP server has static entries for these clients).

// SETUP ADVANCED MAINTENANCE STATUS HELP

r \VER
w STEP 3: SELECT MACHINE

PORT FORWARDING
PORT TRIGGERING

QOS ENGINE Specify a machine with its IP or MAC address, or select 'Other Machines' for machines that do not have a policy.

NETWORK FILTER Address Type : @1p Omac O Other Machines

ACCESS CONTROL 1P Address : | | << [ Computer Name v|
WEBSITE FILTER Machine Address : << | Computer Name

INBOUND FILTER Clone Your PC's MAC Address

FIREWALL SETTINGS Add Cancel

ROUTING Machine

ovancen wieiess | PSP §E 5
wbpidsei 192.168.1.3 P
[PEVPEEN—— | 102.168.1.2 =
W Prev Next | | save Cancel |

IPV6 ROUTING

Step 4.

DSL-2890AL // SETUP MAINTENANCE STATUS HELP

VIRTUAL SERVER

PORT FORWARDING
PORT TRIGGERING
QOS ENGINE

NETWORK FILTER

Select the machine to which this policy applies.

Select your preferred filtering method.

STEP 4: SELECT FILTERING METHOD

Select the method for filtering.

Method : O Log web Access Only @ Block All Access O Block Some Access

ACCESS CONTROL ‘ Prev Next | Save ‘ Cancel
WEBSITE FILTER
INBOUND FILTER
FIREWALL SETTINGS
D-Link
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Your Policy should look similar to the example below. Click on Save Settings, the modem will need to reboot
for the new policy take effect.

PORT FORWARDING The Access Control option allows you to control access in and out of your network. Use this
PORT TRIGGERING feature as Access Controls to only grant access to approved sites, limit web access based on
time or dates, and/or block internet access for applications like P2P utilities or games.
QOS ENGINE : . -
Save Settings Don't Save Settings
NETWORK FILTER
ACCESS CONTROL ACCESS CONTROL
L ELSNSE IR Enable Access Control :
INBOUND FILTER Add Policy
FIREWALL SETTINGS
ROUTING
POLICY TABLE
ADVANCED WIRELESS
e Enable Policy Machine Filtering Logged Schedule
SETUP 192.168.1.4,
AN T TR ™ Block time  192.168.1.3, Block All Access No block Q
192.168.1.2
GUEST Wi-Fi
1PV6 FIREWALL Save Settings | | Don't Save Settings |
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