SSL VPN Split Tunnel

- ---SSLClients

INTERNET

Here we’re trying to build a SSL VPN server on the DSR-1000N for users are able to remotely connect into the
resource of company network.

In this scenario the traffic of the SSL client sending data to 192.168.10.0/24 will be forwarded via SSL VPN
tunnel. Normal internet traffic will be sent through their local ISP, this setup is called “split tunnel” in VPN
terminology.

DSR-1000N Setup

Step 1) Go to SETUP > VPN Settings > SSL VPN server > Portal Layouts.

Product Page: DSR-1000N Hardwar

Wizard Helpful Hints...

g INTERNET CONNECTION LOGOUT
Internet Settings f you are new to

Wireless Settings b y
= This page will guide you through common configuration tasks such as changing the password, timezone and ver configured vourer
Network Settings setting up of your internet connection.

before, click on Internet
Connection Set

DMZ Setup » [} Internet Connection Setup Wizard roug nple steps
to get your network up

and running.

VPN Sett sec Ll our easy to use Web-based Wizards to assist you in connecting your new D-Link

ternet click on the button below. N =5
USB Settings PPTP i st
5 [ Internet Connection Setup Wizard ] before, click Manua
VLAN Settings 4 Inremct Connection Setup

SSL VPN Server 13 Portal Layouts ire you have followed all steps outlined in the Quick to input all the settings

manually.
SSL VPN Client » | SSL VPN Policies
If you would like to confid your new D-Link Systems Router manually, then click on
the button below. Port Forwarding

[Manual Internet Connection Setup J
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Step 2) Click “Add” to add a Portal.

PORTAL LAYOUTS LOGOUT

The table lists the SSL portal layouts configured for this device and allows several operations on the portal

layouts.
List of of Layouts
] Layout Name Use Count Portal URL
SSLVPN® 1 https://0.0.0.0/portal/SSLVPN
fortest 1 https://0.0.0.0/portal fortest
test2 1 https://0.0.0.0/portal/test2
: t Defau Add -}

Under Portal configuration enter in information into the following:
- Portal Layout Name: Enter in a name for the Portal

- Portal Site Title: Enter in a Title, this can be left blank

- Banner Message: Enter in a Message, this can be left blank

Next make sure all of the boxes have been selected then click “Save Settings”.

PORTAL LAYOUT CONFIGURATION LOGOUT

This page allows you to add a new portal layout or edit the configuration of an existing portal layout. The
details will then be displayed in the List of Portal Layouts table on the SSL VPN Server> Portal Layouts page
under the YPN menu,

[ Save Settings ][ Don't Save Settings ]

Portal Layout and Theme Name

Portal Layout Name: [test_custom_portal
Portal Site Title (Optional) : :Test_Ponal_TitIe
Banner Title (Optional) : :Tesl_Banner_Title

Test_Banner Message [

Banner Message (Optional) : 1

Display banner message
on login page:
HTTP meta tags for cache
control (recommended):
ActiveX web cache cleaner:

SSL V¥PN Portal Pages to Display

VPN Tunnel page:
Port Forwarding:
Step 3) Go to ADVANCE > Users > Domains.
D-Link How to setup SSL VPN Page 2 of 25

TechSupport



Helpful Hint
LOGOUT

referred to as po
forwarding rul

The table lists all the available port triggering rules and allows several operations on the rules. on the LAN or Db

Start Port EndPort Start Port End Port

Add

Click “Add” to create a domain object.

DOMAINS LOGOUT

This page shows the list of added domains to the router. The user can add, delete and edit the domains also.

List of Domains

Application rules are also

. D

can

send a request to the

List of Available Application Rules Internet along one of the
defined outgoing ports,

Outgoing Ports Incoming Ports and then the configured
[[] Name Enable Protocol Interface gong 9 :Ji,;. .,.,:ﬁop,-:l,‘-:, :h,-:l <

onding incoming

M Domain Name Authentication Type Portal Layout Name
SSLVPN ~ Local User Database SSLVPN
M fortest Local User Database fortest
M fortest2 Local User Database test2
Ed C Add [l
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Under Domain enter in the following:

- Domain Name: Enter in a name for the Domain

- Authentication Type: Select Local User Database

- Select Portal: Select the name of the Portal that was added before
- Time out: Set to 360

Click “Save Settings” once done.

DOMAINS LOGOUT

This page allows a user to add a new domain.

[ Save Settings ][ Don't Save Settings ]

Domain Name:
Authentication Type:
Select Portal:
Authentication Server 1:
Authentication Server 2:

Authentication Server 3:

Domains Configuration

: Domain_for_test_custom_portal
i Local User Database v

: test_custom_portal v

’—
I (Optional)
I (Optional)

Timeout: 380 ] (seconds)

Retries: i5

Authentication Secret:

Authentication Secret2:

Workgroup:

Second Workgroup: (Optional)

LDAP Base DN:

Second LDAP Base DN (Optional)

Active Directory Domain:

Second Active Directory Domain (Optional)
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Step 4) Go to ADVANCED > Users > Users

Application Rules

Users

IP/MAC Binding Local User Local User Database Enabled {(LAN and WAN)
IPv6 » | Groups
Pe o v

Radius Settings

Click on “Add”

USERS LOGOUT

This page shows a list of available users in the system. A user can add, delete and edit the users also. This
page can also be used for setting policies on users.

List of Users

D User Name  Group Type Authentication Domain Login Status

O admin ™* SSLVPN  Administrator Local User Database Enabled {(LAN and WAN)

Guest Local User Database Disabled

Users

Helpful Hints...

router's GUI in addition to
the SSL VPN portal

USERS

This page shows a list of available users in the system. A user can add, delete and edit the users also. This
page can also be used for setting polides on
users.
[7] userName Group Authentication Domain Login Status
] admin" SSLVPN  Administrator Local User Database Enabled (LAN and WAN)
M guest SSLVPN Guest Local User Database Disabled
] test1 fortest  SSL VPN User Local User Database Enabled (LAN and WAN)
] dlink SSLVPN  Administrator Local User Database Enabled (LAN and WAN)
] test2 fortest2  SSL VPN User Local User Database Enabled (LAN and WAN)
Ed Delete Add
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Under User Configuration enter in the following:

- User Name: A name for the use(this is used when the user logs in).

- First Name: First name of user

- Last Name: The last name

- User Type: Leave as is (SSL VPN User)

- Select Group: Enter in the name of the Portal that was added in step 2.

Once done select “Save Settings”

USERS CONFIGURATION LOGOUT

This page allows a user to add new system users.
[ Save Settings ] [ Don't Save Settings ]
User Name: Userl '
First Name: :Usen
Last Name: :User1
User Type: |SSLVPN User v/
Select Group: Domain_for_test_portal v:
Password: (essccens
Confirm Password: essccens
Idle Timeout: ;30 (Minutes)

Step 5) Go to TOOLS > Admin > Remote Management

Product Page: DSR-1000N Hardware Version: A1 Firmware Yersion: 1.01B50

Admin [l Admin Settings Helpful Hints...

Date and Time Remote Management

et the router identification name.
System MP System Info ] [W]
on ave cetlings

SB System Name

System Name: [DSR-1000N
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Select “Enable Remote Management”, then click “Save Settings”.

REMOTE MANAGEMENT LOGOUT

From this page a user can configure the remote management feature. This feature can be used to manage
the box remotely from WAN side.

[ Save Settings ][ Don't Save Settings ]

Remote Management Enable

Enable Remote Management:

Access Type: :mx{
From: |

To: |

IP Address: [

Port Number: :443

Enable Remote SNMP: O

Step 6) Go to SETUP > VPN Settings > SSL VPN Client > SSL VPN Client

Product Pa: R-1000N

STATUS

Helpful Hints...

LOGOUT

If you are new to
rking and have
configured a router
2, click on Inter

Connection Setuy

and the router w

through a fi

to get your

This page will guide you through common configuration tasks such as changing the password, timezone and
setting up of your internet connection.

manually.

Configured Client

If you would like to config Routes your new D-Link Systems Router manually, then click on

the button below.
/PN Client Portal

| Manual Internet Connection Setup I
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Select “Enable Split Tunnel Support”.

SSL VPN CLIENT LOGOUT

An SSL YPN tunnel client provides a point-to-point connection between the browser-side machine and this
device. When a S5L YPN client is launched from the user portal, a “network adapter" with an IP address, DNS
and WINS settings is automatically created, which allows local applications to talk to services on the private
network without any special network configuration on the remote SSL VPN client machine.

I Save Settings I[ Don't Save Settings ]

Client IP Address Range

Enable Split Tunnel Support:

DNS Suffix (Optional) : ' ‘\

Primary DNS Server (Optional) : \

Secondary DNS Server (Optional) :

Client Address Range Begin: 192.168.200.100 \
Client Address Range End: 192.168.200.200 \
LCP Timeout: 60 | (seconds)

Step 7) Go to ADVANCED > VPN Settings > SSL VPN Client > Configured Client Routes.

Product Page: DSR-1000N on: Al Firmware on: 1,01B50

STATUS
Helpful Hints...

SSL VPN CLIENT

An SSL VPN tunnel client provides a point-to-point connection between the browser-side machine and this
device. When a SSL VPN client is launched from the user portal, a "network adapter” with an IP address, DNS
and WINS settings is automatically created, which allows local applications to talk to services on the private
network without any special network configuration on the remote SSL YPN client machine.

J Don't Save Settings

:I Support:
{ :

TANIGE g L2V T TC

Configured Client
Secondary DNS Se Routes

SSL VPN Client Portal
Client Address Ra2.168.200.100

Client Address Range End: f192.168.200.200

LCP Timeout: 60 (Seconds)
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Under Configured Client routes click “Add”.

Product Page: DSR-1000N Hardware Yersion: A1 Firmware Yersion: 1.01B50

DSR-1000N // SETUP ADVANCED TOOLS STATUS HELP

Wizard » Helpful Hints...

3 CONFIGURED CLIENT ROUTES LOGOUT
Interet Settings For split tunnel SSL YPN

>
The Configured Client Routes entries are the routing entries which will be added by the SSL ¥PN Client such VPN client
Network Settings > that only traffic to these destination addresses is redirected through the SSL YPN tunnels, and all other traffic to a LAN wwu,ce"
»

Wireless Settings

is redirected using the hosts (SSL ¥PN Clients) native network interface. The table shows the destination
routes that will be configured on the SSL VPN client. For example if the SSL ¥PN Client wishes to access the
LAN network then in SPLIT Tunnel mode you should add the LAN subnet as the destination subnet on this
device.

DMZ Setup

VPN Settings D

Configured Client Routes
VLAN Settings N | (] Destination Network Subnet Mask

UNIFIED SERVICES ROUTER

Under Destination Network enter in the LAN network then under Subnet mask the local Subnet.

SSL VPN CLIENT ROUTE CONFIGURATION LOGOUT

The Configured Client Routes entries are the routing entries which will be added by the SSL YPN Client such
that only traffic to these destination addresses is redirected through the SSL ¥PN tunnels. All other traffic is
redirected using the native network interface of the hosts (SSL YPN Clients). For example if the SSL YPN
Client wishes to access the LAN network, then in SPLIT Tunnel mode you should add the LAN subnet as the
Destination Network.

I Save Settings ][ Don't Save Settings ]

SSL VPN Client Route Configuration

Destination Network: :192.188.100.0

Subnet Mask: :255.255.255‘0

Once done click “Save Settings”, this is the last step on the DSR-1000N.
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Client test / setup.

NOTE: Windows 7 64bit users please download the below file to allow full support.
http://www.microsoft.com/downloads/en/details.aspx?familyid=90548130-4468-4BBC-9673-
D6ACABD5D13B&displaylang=en

Step 1) Access VPN Settings > SSL VPN Server > Portal Layouts.

Product Page: DSR-1000N Hardware

Helpful Hints...

(Rulclaliy
If you are new to
ing and have

This page will guide you through common configuration tasks such as changing the password, timezone and
setting up of your internet connection.

and the router will run you

g our zesy ko uss Wieh-heoed Wizards ba sssieh vou in connesting yoor e BUink
iy is7rst, cick on the bulton below,

configured a router
before, click Manual
Internet Connection Setup
to input all the settings
manually.

SSL VPN Server |3 Portal Layouts sre you have followed all steps outlined in the Quick

SSL VPN Client

anual Interne
Resources

If you would like to confiyour new D-Link Systems Router manually, then click on
the button below. Port Forwarding

[ Manual Internet Connection Setup ]

Under Portal Layouts you will see the entry that you added before, next to it a URL, write down this address.

NOTE: if the IP seen is a private IP (as seen below) you need to find out what the public IP is, the public IP will

go in the place of the private IP.

PORTAL LAYOUTS LOGOUT

The table lists the SSL portal layouts configured for this device and allows several operations on the portal
layouts.

List of of Layouts

] Layout Name Use Count Portal URL
] SSLYPN* 1 https://192.168.10.16/portal/SSLYPN
] test_custom_portal 1 https://192.168.10.16/portalftest custom portal
Add
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Step 2) From the Client PC enter in the Portal URL (as seen in step 1).

In our example its https://192.168.10.16/portal/test_custom_portal

This will bring up a page asking for a Username / password, enter in the Username / Password that you entered
in on page 5 of the guide.

@https:ﬂlQZ.168.10.1615cgi-bin!platform.cgi?page=portaILogin.htm&oovtal=test_custom _portal

Product Page: DSR-1000N

st 0000 J]]

Test_Banner_Title

Test_Banner_Message

Username:  Userl

Password: eeeecsee

UNIFIED SERVICES ROUTER

Copyright © 2010 D-Link Corporation.

The first page that you will see after logging in explains the different services available.

SSL VPN Tunnel: Used to all full access to the remote site.
SSL Port Forwarding: Creates a SSL tunnel to the remote site but allow allows access to certain services (set on
the DSR-1000N)

L
DSR-1000N lz. Portal Information | VPN Tunnel Port Forwarding Change Password HELP

PORTAL INFO

Supported Features:
This client portal provides remote access to the corporate network through the following features.

SSL VPN Tunnel:

A

'SSL VPN Tunnel' facilitates in creating an encrypted tunnel to the corporate network.

SSL Port Forwarding:

]

'Port Forwarding' facilitates creating an encrypted tunnel for pre-defined applications on the corporate network.

ook

i 'Change Passward” section s svalable QWY for users belonging to local detebase.

.a Plaase corkack your sdvinldratoy In case anyfel of the shave mentisned feahumes ars NOT anshisd,
3 Joes, oty Aetive-X HUST ba Enabled  Allnoved b yos broseser ssitings,
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Step 3) Select VPN Tunnel tab at the top of the page

DSR-100 // Portal Informatio Port Forwarding Change Password HELP

LOG OUT

VPN TUNNEL

Supported Features:
This page allows user to esatablish a SSL VPN tunnel client which provides a point-to-point connection between the remote client machine and

the gateway of the corporate network

SSL ¥PN Tunnel Client Installer / Launcher

2,

Click the Icon to connect to the remote network. Keep your browser open to maintain the connection.

Note:
* If you reload your browser, SSL YPN Tunnel Client will disconnect and then reconnect to the remote network.

* Installationf Ininstallatinn can he done aely as "root”.

by, seskyr bn

Beomriendadione s
* Bl el Shis smopmenes Linowkenll ey el clinnts, Bapoad sl edosey s Bomwaser, TF pecmnmnanclnd sbonss s Tolloend, B ol sl th
meknkain and evold possibls swors.,

Then click on “SSL VPN Tunnel”, this will pop up a box at the top of the page and a warning (as seen below).
B ks >

Address @ https:{{192.168.10.16/scgi-binfuserPortalfsslvpnclient?launch=true
x

° To help protect your security, Internet Explorer stopped this site from installing an ActiveX control on your computer. Click here for options...

on: 1.01B50

Product Page: DSR-1000N

Information Bar w

Supported Features: Did you notice the Information Bar?
This page allows user to esatablish a SSL VPN tur The Information Bar alerts you when Intemet Explorer blocks a |, client machine and
pop-up window of file download that might not be safe. If a

the gateway of the corporate network G e e
Bar [near the top of your browser).

SSL YPN Tunnel Client Installer /

[[] Do not show this message again.
Learn about the Information Bar

Click the Icon to connect to the remote netwoark

Click on “OK” to close the Information bar.

Next click on the bar at the top of the page and select “Install ActiveX Control”.

Address @ https:{/192.168.10.16{scgi-binfuserPortalfsslvpnclient?launch=true
Internet this site from

an ActiveX crntral an vaiw rammiker Click horg for o
a sion: A nware on: 1.01650

What's the Risk?

Information Bar Help
‘Welcome to the ' test_custom_portal * client portal.

DSR-1000N // Portal Information VPN Tunnel Port Forwarding Change Password HELP

Page 13 of 25
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You will see a Security Warning, Click “OK”

[ ]
T xplorer - Secu arning
Windows has blocked this software because it can't verify the publisher.

Name: XTunnel.cab
Publisher: Unknown Publisher

To help protect your computer, Windows will block software when it cannot
verify the publisher. See how this helps protect vour computer.

Under Digital Signature Details, Click “View Certificate”

M
General | advanced |

% Digital Signature Information
.3 A certificate chain processed, but terminated in a root

certificate which is not trusted by the trust provider.

~ Signer information

Name: |dsr.dlink.com.tw
E-mail: Icertificate@dlink.com.tw
Signing time: INot available

| View Certificate |

\ /

~Countersignatures

MName of signer: E-mail address: Timestamp

Details

[ o ]

D-Link
TechSupport

How to setup SSL VPN

Page 14 of 25



You should see a new screen (Certificate), Click “Install Certificate” (found at the bottom of the pop up).

(Ce rtificate

General | pDetails | Certification Path

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: dsr.dlink.com.tw

Issued by: dsr.dlink.com.tw

Yalid from 24/11j2009 to 22/11/2019

Step 4) You should now see the “Certificate Import Wizard”, Click “Next”.

Certificate Import Wizard

Welcome to the Certificate Import

Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, click Next.

[ Next> | [ Cancel ]

D-Link How to setup SSL VPN
lechSupport
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Leave the top option selected then Click “Next”.

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location fFor

(3 Automatically select the certificate store based on the type of certificate;

O Place all certificates in the following store

[ < Back ]I Next > I[ Cancel ]

Then Click “Finish”.

Certificate Import Wizard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the following settings:

Certificate Store Selected Automatically determined by t
Content Certificate

< >

[ < Back ][ Finish ][ Cancel ]
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Click “Yes” on the Security Warning.

Security Warning ﬂ
': You are about to install a certificate from a certification authority (CA) claiming to represent:
< dsr.dlink.com.tw

Windows cannot validate that the certificate is actually from "dsr.dlink.com.tw". You should confirm its origin by
contacting “dsr.dlink.com.tw". The following number will assist you in this process:

Thumbprint (sha1): ES4BCB68 0934DOFF 2DBEOEBB E2EACTFS D75F6245

Warning:

If you install this root certificate, Windows will automatically trust any certificate issued by this CA. Installing a
certificate with an unconfirmed thumbprint is a security risk. If you click "Yes" you acknowledge this risk.

Do you want to install this certificate?

Then Click “OK”

Certificate Import Wizard |1

L]
- | ) The import was successful.

You need to Click on “Install Certificate” a seconds time.

Certificate m

General | Details | Certification Path |

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: dsr.dlink.com.tw

Issued by: dsr.dlink.com.tw

valid from 24/11/2009 to 22/11/2019

Install Certificate...| = Issuer Statement
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Once done Click “OK”.

m
Genersl | advanced|

% Digital Signature Information
%3 A certificate chain processed, but terminated in a root

certificate which is not trusted by the trust provider,

~ Signer information ]
Name: Idsr.dlink. com.tw
E-mail: |certificate@dlink.com.tw
Signing time: INot available

View Certificate

\ J

~~Countersignatures y

Mame of signer: E-mail address: Timestamp

If you get a Security Warning Click on “OK”

{r rer - arning |

Windows has blocked this software because it can't verify the publisher.

Name: XTunnel.cab
Publisher: Unknown Publisher

To help protect your computer, Windows will block software when it cannot
verify the publisher. See how this helps protect your computer.
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Product Pag - a sion: A 1.01BS0

Welcome to the ' test_custom_portal * client portal.

DSR-1000:! / / Portal Information Port Forwarding Change Password

VPN TUNNEL

Supported Features:

This page allows user to esatablish a SSL VPN tunnel client which provides a point-to-point connection between the remote client machine and
the gateway of the corporate network

SSL YPN Tunnel Client Installer / Launcher

2

Click the Toor to connect to the remote network, Keep your browser open ta maintan the connection,

Mot
* I o retosd your browssr, S50 VPN Tunnel Chenk el disconnect and then seoonnect to the remots network,
* installstion]Urinstalistion can be dore andy a5 oot

Recommnendations :
* s Pl s seiusne: Univetall any sdive disrds, ot sl cise Y brvsser, I ratonimessisd steps soe Pollomns, B will made the comeciion safoy, sl bn
malntain and Fvold possible errirs,

UNIFIED SERVICES ROUTER

Copyright © 2010 D-Link Corporation.

"D-tink SSLVPN Tunnel:Connection Status &9
o
% [ Uninstall On Browser Exit
[~ Connection
Status Connected
Duration 00:00:51
i Interfaces
IP Address 192.168.200.101
Server IP 192.168.10.16
o
Bytes Sent 4366
Bytes Received 578
[~ Status Message
@ D-link-SSLYPN-Tunnel:Connected
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C:\WINDOWS\system32\cmd.exe -|o| x|

C:\Documents and Settings\TechLaptop>ping 192.168.168.5

Pinging 192.168.1808.5 with 32 bhytes of data:

Reply from 192.168.100.5: bytes=32 time=2ms TTL=64
Reply from 192.168.180.5: bytes=32 time=1ms TTL=64
Reply from 192.168.100.5: bytes=32 time=1ms TTL=64
Reply from 192.168.1808.5: bytes=32 time=1ms TTL=64

Ping statistics for 192.168.100.5:

Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 2ms, Average = 1ms

C:\Documents and Settings\TechLaptop>_

Port forward

Product Page: DSR-1000N Hardware Version: Al Firmware Version: 1.01B50

Welcome to the ' test_custom_portal

SEENEESRE SSn

DSR-1000N / / Portal Information VPN Tunnel Port Forwarding HELP

PORT FORWARDING LOG OUT

Supported Features:

This page allows user to establish a Port Forwarding tunnel whch is a light weight tunnel with port based encryption.

SSL ¥PN Port Forwarding Client Installer / Launcher:

2,

Click the Icon to connect to the remote servers.

Note:
* The active connections can still persist even when browser is closed without uninstalling the Port Forwarding client

Becovrenmbation ¢
* Alesarys Podows this ssquenos Uninstall aoy active dlerds, logaut and chies the browser. I recommended steps are Pallowsd, & will makes the orrection ssfer, saslercto
malrdaie mnd avokd possible srvors,
D-Link How to setup SSL VPN Page 20 of 25

Support



Address [@ https:/{192.168.10.16/scgi-binfuserPortalfportforwarding?launch=true 3 Go Links >
@ This site might require the following ActiveX control: ‘MenloLSP.cab' from ‘dsr.dlink.com.tw'. Click here to install... X

Product Pa 1000N

e Yersion: 1.01BS0

‘Welcome to the ' test_custom_portal * client portal.

DSR-1000N / / Portal Information VPN Tunnel Port Forwarding

PORT FORWARD Information Bar %]

Supported Features: Did you notice the Information Bar?

This page allows user to establish a Port Forwardin The Information Bar alerts you when Interet Explorer blocks a
pop-up window or file download that might not be safe. If a

. Web page does not display properly, look for the Information
SSL ¥PN Port Forwarding Client Installer / Lauy Bar [near the top of your browser). _
[ Do not show this message again.

Learn about the Information Bar

Click the Icon to connect to the remote servers.

Note:
* The active connections can still persist even when browser is closed without uninstalling the Port Forwarding client

Recommendations :

* Always follow this sequence: Uninstall any active clients, logout and close the browser. If recommended steps are followed, it will make the connection safer, easier to
maintain and avoid possible errors.

Internet Explorer - Security Warning %]

Do you want to install this software?
MName: MenloLSP.cab
Publisher: dsr.dlink.com.tw

(¥ More ptions [ mnstal | {_Don't Install |

0 While files from the Internet can be useful, this file type can potentially harm
your computer. Only install software from publishers you trust, What's the risk?
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# D-link-SSLVPN-PortForwarding
D-link-SSLVPN-PortForwarding

General I Error |

Session Information

Started: 2010/9/16 10:30:58
Active Connections: 0

Sent: 0

Received: 0

Status: Activated

Pending Connections:

Application l Address

<]

[V Enable Logging V' Uninstall

View Loqg... Deactivate | l Close
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# D-link-SSLVPN-PortForwarding
D-link-SSLVPN-PortForwarding

General I Error |

Session Information

Started: 2010/9/16 10:38:41
Active Connections: 1

Sent: 0

Received: 0

Status: Activated

Pending Connections:

Application l Address l Port
yaps 192.168.100.115 80

<]

[V Enable Logging V' Uninstall

View Loqg... Deactivate | | Close
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(© YAPS - Yet Another Port Scanner

StartPot 80 Start Address |192.168.100.115

StopPot 80 Stop Address |192.168.100.115
’ Resolve names

Timeout (ms) | 2500 (® scan ports first 8 Continuous
. O scan IPs first [_] Hide Errors

Simultaneous 100 ] Probe Ports

192.168.100.115:80 connect 1

Started scan
192.168.100.115:80 -> www-http World Wide Web HTTP)
Stopping scan

Product Page: DSR-1000N Hardware Version: Al Firmware Yersion: 1.01B50

‘Welcome to the ' test_custom_portal * client portal.

DSR-1000N / / Portal Information YPN Tunnel Port Forwarding | Change Password | HELP

CHANGE PASSWORD LOG OUT

Supported Features:

This page allwos user to update the password

[ Save Settings ][ Don't Save Settings ]

Password Configuration:

Old Password:

New Password:
Retype New Password:

Note: User will be logged out if the password is updated successfully.

UNIFIED SERVICES ROUTER
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