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About this Guide

Scope

Use this document to learn, use, and configure the different features of
D-View.

Audience

This document is written for network managers, system administrators, and
IT personnel who needs to work with D-View.

Reader Alert Conventions

Reader alerts are used throughout this document to notify you of essential
information. The following table explains the meaning of each alert.

Reader Alert Meaning

F Alerts you about
Tip supplementary information
that is not essential to the
completion of the task at hand.
TIPS Alerts you about
Note _I/I supplementary information.




Style Conventions

The following style conventions are used in this guide.

Element

Bold font

Meaning

Use for describing user

interface elements and
characters that you type into
the interface.

For example, Hierarchy
Topology Workplace and type
http://192.168.1.1.

Italic font

Variables for which you supply a
specific value.

For example: Filename.ext can
refer to any valid file name.

Courier New font

Samples of code and file paths
and names.

Underline font

Hyperlink to sections within the
manual.
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Chapter 1 - Introducing D-View

1.1 Overview

D-View 6.0 is powerful network management software designed for SMB
(Small and Medium Business) and Enterprise network administrators to
efficiently manage their IT infrastructure.

D-View accommodates a wide range of devices including but not limited to
the following devices:

Wireless bridges

Access points

SNMP-capable Smart/Managed switches
SNMP-capable routers

OLT/ONU devices

Broadband CO devices

Servers

HGUGUGUQ

This guide does not discuss network design, management concepts or
provide detailed explanations of SNMP, MIB, RMON and associated
concepts. We assume the reader is familiar with these networking
concepts; hence variables defined in D-View menus are
self-explanatory.

1.1.1 What's Included

D-View 6.0 comes with:
B CD with D-View 6.0 and User Manual
B User Manual
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1.2 Product Line

There are two editions of D-View:

m D-View 6.0 Standard Edition: D-View Standard Edition targets
novice-intermediate users that have a small/mid-scale network of less
than 1000 devices with basic requirements.

m D-View 6.0 Professional Edition: D-View Professional Edition targets
advanced users that have a small/mid-scale network of more than 1000
devices with higher requirements.

The differences between the two editions are described in the following
table:

Standard Edition Professional Edition

Standalone architecture

Client-Server architecture

Single user login

Multiple user login

Supports ~ 1000 nodes

Supports ~ 5000 nodes

Supports Microsoft Access

Supports Microsoft SQL

1.2.1 Hardware and Software Requirements

CPU

Standard Edition

2GHz or above

Memory

1GB or above

Disk Space

1GB or above

Professional Edition

Supported
Operating
System

Microsoft Windows 2008
R2 with SP1

Microsoft Windows 2003
with SP2

Microsoft Windows 2000
Server with SP4
Microsoft Windows 2000
Advanced Server with SP4
Microsoft Windows 7
Enterprise (32 bits)
Microsoft Windows Vista
(32 bits)

Microsoft Windows 2008
R2 with SP1

Microsoft Windows 2003
with SP2

Microsoft Windows 2000
Server with SP4
Microsoft Windows 2000
Advanced Server with
SP4




Chapter 1 - Introducing D-View

Supported

Databases

Prerequisit
e Software

e Microsoft Windows XP
(32bits)
Home/Professional with
SP2
e Microsoft SQL Server
2000 with SP2
* None e Microsoft SQL Server
2005

D-Link D-View 6 with SP1 (6.0.01B03)

Microsoft .NET Framework 3.5

Microsoft Report Viewer 2008 Redistributable Package
Microsoft Internet Explorer 6 with SP1

Windows SNMP Service

e

=4

D-Link recommends using a display with 1024 x 768 resolution or
higher.

10
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1.2.2. Client-Server Architecture

(Professional Edition)

By using the remote access feature of SQL Server, D-View 6.0
Professional Edition implements Client-Server architecture allowing
workstations to share database information. Given below is an illustration of
the SQL Server Remote Access chart.

=

D-View
Professional

", 1=

SQL Server
D-View
Professional

D-View
Professional

Figure 1: SQL Server Remote Access

To configure and connect to the SQL Server database, refer to 2.1
Installation Steps and 2.1.1 Creating a Database
(for Professional Edition).

11
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Chapter 2 - Upgrading D-View

2.1 Installation Steps

To install D-View 6.0 for both Standard and Professional Edition, follow these
procedures:

For Professional Edition:

Prior to installation, ensure the environment on your designated server is

compliant with the software requirements given below:

B Ensure the authentication mode on MS SQL 2000 is Mixed Mode (SQL
Server and Windows) when installing SQL Server. Use Enterprise
Manager for configuration settings.

B Click Microsoft SQL Server > SQL Server Group > Local Windows
NT.

B Right-click on Local Windows NT, and select Security.

m Configure Authentication as SQL Server and Windows.

1. Insert the CD and wait for the autorun wizard to run. Click Install D-View
6.0 SP2. If the installer does not start automatically, start the installer by
doubleclicking the DV-600SV02.exe or DV-600PV02.exe under the
Software folder in the CD drive.

The InstallShield Wizard screen will appear.

T W T
D-View"

Standard Edition

"
Version 6.0
©Copyright 1997-2007 D-Link Corporation. All Higl}ﬁwsd.

i
|

Figure 2: InstallShield Wizard screen
D-View Setup initiates the InstallShield Wizard, which after loading, will take
you through the installation process.

InstallShield 'W|zald

DView Setup is preparng the InstallShisld® \Wizard, which wil
guide you through the rest of the setup process. Please wait

13



Chapter 2- Upgrading D-View

2. The License Agreement screen will appear.
Click Yes to proceed.

| InstallShield Wizard ' x|

License Agreement
Please read the following license agreement carefully.

D¥iew 6.0 will be installed in your computer, Please read the software license agreement

carefully
D-Link DView B.0 ﬂ
Software License Agresment
|IMPORTANT READ CAREFULLY:
Ths Software End-User License Agreement (EULA")is a legal
ement between you [either an individual or a single  entity)
andD-I.nl: for the SOFTWAFIE[:] identified above, which includes

Itha User's Guide, any associated SOFTWARE components, any media, l]

Press 'No' to exit the installation. Press *Yes' to continue.

Figure 3: License Agreement screen

Instalishield

3. The Choose Destination Location screen will appear.
By default D-View is installed in C:\Program Files\D-Link\D-View.
Alternately, you can choose to install D-View in your preferred designated
folder. Click Browse to select the target location and then click Next to
continue.

Instalishield Wizard | i

Choose Destination Location
Select folder where Setup will install files.

Setup will install D-View in the following folder.
To install to this folder, click Next. To install to a different folder, click Browse and select

another folder.
Destination Folder |
C:A\Program Files\D-Link\D ¥iew Browse. . | ;
InstalShield

<Back |[ Newt> ]| concal |

Figure 4: Choose Destination Location screen

14
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4. The Select Program Folder screen displays.
The Setup will add program icons into the Program Folder.
Click Next to continue.

l InstallShield Wizard = 1]

Select Program Folder
Please select a program folder.

Setup will add program icons to the Program Folder listed below. ‘You may type a new folder
name, or select one from the existing folders list. Chck Next to continue.

Program Folders:

InstalShield

< Back Cancel I

Figure 5: Select Program Folder screen

5. The Start Copying Files screen will appear.
Verify the settings before clicking Next. To make changes, click Back.

| InstallShield Wizard : _ x|

Start Copying Files
Review sattings before copying files. : @

Setup has enough information to start copying the program files. |f you want to review or
change any setlings, click Back. f you are salisfied with the settings, click Mest to begin
copying files.

Current Settings:

[[User Info) -
User Name: '—I
Company Name:

License Code:
[Apphication Info]:
05 Directory C:NWINNTY
Setup Directory :C:\Program Files\D-Link\D Wiew

f i

InstalShield

<Back Next > Cancel |

Figure 6: Start Copying Files screen

15



Chapter 2- Upgrading D-View

The Setup Status screen will appear.
6. This screen indicates that D-View installation is in progress.

InstallShield Wizard E

Setup Status

D View Setup is performing the requested operations.

Instaliing:

hstallShield /=

Figure 7: Setup Status screen

InstallShield Wizard ,_. 1

Setup Status

Diew Setup is performing the requested operations.

|rstallShield

lel

Figure 8: Setup Status screen

7. Once the D-View installation is successfully completed, the Welcome to
the Microsoft XML Parser and SDK Setup Wizard window will appear.

16
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Click Next to continue installing Microsoft XML Parser and SDK on your

Server.

{& Microsoft XML Parser and SDK Setup i x|
Welcome to the Microsoft XML
Parser and SDK Setup Wizard

The Setup Wizard will install Microsoft XML Parser and SDK on
your computer, Click Next ko continue or Cancel to exit the

Setup ‘Wizard,

Cancel

Figure 9: Welcome to the Microsoft XML Parser and SDK Setup Wizard

8. The End-User License Agreement screen will appear.
Select I accept the terms in the License Agreement and click Next to

continue.
i;:nf Microsoft XML Parser and SDK License Agreement il 5'
End-User License Agreement e

Please read the following license agresment carefully

END-USER LICENSE AGREEMENT FOR MICROSOFT SOFTWARE i’

MICROSOFT XML CORE SERVICES (MSXML) 4.0

IMPORTANT-READ CAREFULLY: This Microsoft End-User License

Agreement (“ELTLA") is a legal agreement between you (either an indnidual ora

igingle entity) and Microsoft Corporation for the Microsoft software identified

above, which may include computer software, associated media, printed materials,

jand “online™ or electronic documentation (“SOFTWARE”). By dowrnloading, _'_'

vt e Thve Amsrmive sw stbhasrras vaiver the SOETTITADTE  swman e $m s lnmsnad

[5" 1 accept the terms in the License Agresment; ]
™ 1donot accept the terms in the License Agreement

< Back I Mext > I Cancel I

Figure 10: End-User License Agreement screen

9. The Customer Information screen will appear.
Enter the User Name and the name of your Organization. Click Next to

continue.

17
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{i& Microsoft XML Parser and SDK Setup X

Customer Information ——
Please enter your customer information &v

User Name:
dlink

Organization:
[dink

< Back Mext > Cancel !

Figure 11: Customer Information screen

10. The Choose Setup Type screen will appear.
Use the Customize option to select the program location. Click Install
Now to continue with the installation (recommended).

(2 Microsoft i parser and s0K setup zl
Choose Setup Type ~ _:>
Chonse the setup bvpe that best suiks vour needs t:&,,

Install Now
Install MSXML 4.0 at C:\Program FilesiMSXML 4.0

Customize...

Allows users bo choose which program Features will be installed
and where they will be installed. Recommended For advanced
USErs,

< Back I Mext = I Cancel

Figure 12: Choose Setup Type screen

11. The Completing the Microsoft XML Parser and SDK Setup Wizard
screen will appear.
Click Finish.

18
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{5 Microsoft XML Parsiziﬂd SDK Setup i x|

Completing the Microsoft XML
Parser and SDK Setup Wizard

Click the Finish button to exik the Setup Wizard,

Figure 13: Completing the Microsoft XML Parser and SDK Setup Wizard screen

12.The Device Modules Setup screen will appear.
To install to this folder click Next. To install to a different folder, click
Browse and select another folder.

Device Modules Setup

Choose Destination Location

Select folder where Setup will install files.

Setup will inztall Device Modules in the following folder.

Toinstall to this folder, click Mext. Toinstall to a different folder, click Browse and select
another falder.

C:%Program FilezhD-LinkAD evbd odule Browse... |
|metallEhield
¢ Back | Mext » I I Cahcel |

Figure 14: Device Modules Setup screen

" Destination Folder

The Setup Status screen will appear.

19
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Device Modules Setup

Setup Status

Device Modules Setup iz performing the requested operations.

|rztallirg:

I %

|matallShield

Cancel

Figure 15: Setup Status screen

13. The Setup is installing the required device modules. Once completed, the
Installation Completed screen will appear.
Click Finish to exit and complete the installation.

Device Modules Setup

Installation completed!

The device modules have been installad!

¢ Back Il Canzel |

Figure 16: Installation Completed screen

20



Chapter 2 - Upgrading D-View

14.The screen indicates that D-View 6.0 and Microsoft XML Parser and SDK
software have been installed.
Click Complete to close this window.

D-View 6.0 ZH. x|

D-View"
Version 6.0

Setup Completed

D-View has been installed in your
computer successfully.

Press “complete* to finish the
intallation process.

Complete

Figure 17: Setup Complete screen

15.To start D-View, double click the E on the desktop.

The Login D-View screen will appear. Refer to 5.1 Getting Started to
continue working with D-View and 2.3 D-View 6.0 Licensing to receive the
activation code.

2.1.1 Creating a Database

(for Professional Edition)

Once D-View and Microsoft XML Parser and SDK software installation is
complete, create a database for D-View.

Hitithe To create a database, SQL 2000 server must be installed with SQL
service running on the server.

To create a database, follow the steps below:
1. Double-click MakeDB.exe under Software directory.
The D-View Database Tool window will appear.

21



Chapter 2- Upgrading D-View

D-Yiew Database Tool

DBEME Canfig
= S0L Serer 2000 Database

(" BQL Server 2005 Datahase

Zreatef Zloss

Figure 18: D-View Database Tool screen

2. D-View Database Tool is in the process of creating a database.
Click OK to close the window.

X

¥ E D-Wiew Database has been created successfully |
L

Figure 19: MakeDB screen
3. To edit information in the hosts file, go to:
C:\WINNT\system32\drivers\etc\hosts

@ O\ WINDOWS' system32' driversietc

File Edit Miew Favotes Tools  Help
Qeack - - (¥ | Poearch [2Fades |16 2 X 9| @

Adtiress [[) C:\WINDOWStsystem32\driversiete

Name = [ Size | Type [ Date Modified [ attributes [
EErE 3,361 KB DLS File 2{17[2007 3:07 AM
Bhosts
e d Choose the program you want to use ko open this file:
peials — s hosts
protocol
services Pl
& Intermet Explarer
B

W Paint

& snaglt s

@ Windows Media Player

&) windows Picture and Fa Yiewsr
B WinRaR archiver

[A wordrad

™ slpays use the selected pragram ko open this kind of file

Browse. .,

Cencel

Figure 20: Etc Folder screen

4. Right-click hosts and select Open With. In the Open With window, select
Notepad.

22



Chapter 2 - Upgrading D-View

ﬂﬂﬂﬂﬂﬂﬂ@
D-Link recommends using Notepad to edit the hosts file.

»

B hosts - Notepad
File Edit Format “iew Help

hew Chrl+M 3-1999 Microsoft Corp.

Qpen... Chrl+ . d .

=Ren B HOSTS file used by Microsoft TCRSIP for windows.

Save As... ns the mappings of IFP addresses to host names. Each
ept on an indiwidual T1ine. The IP address should

Page Setup... first column followed bg the corresponding host name.

BYIE. . ctrlep nd the host name should be separated by at least one

Exit

ments (such as these) may be inserted on indiwvidual

# 1ines or F0ﬁ10wing the machine name dencted by a '#' symbol.
ﬁ For example:

ﬁ 102, 54.94, 97 rhinc. acme. com # source server
# 38.25.63.10 x.acme. com # x client host
127.0.0.1 Tocalhost

10.90.90.100 dview-test
10,90, 90,101 SOL-Server

Figure 21: Hosts File screen
5. Update the host file with the following information, for example:
m 127.0.0.1: localhost
B dview-test : 10.90.90.101
B 10.90.90.101: SQL-server (Follow this format to connect to the server,
i.e. “IP Address: SQL-server”).

To implement the client-server architecture, ensure that D-View 6.0
Professional Edition is installed in required servers to connect with the
SQL database.

HIHYHS

>

6. Click Save to save the file.

D-View utilizes SQL-Server alias name to query the SQL database, so
therefore make sure the name entered is the same as the alias name.
L Ensure the IP address of your server is added in the hosts file. Check

with the system administrator for the correct IP address of your server.

HUUUUUUQ

The Login D-View screen will be displayed. Refer to 5.1 Getting Started to
continue working with D-View.

23




Chapter 2- Upgrading D-View

2.2 Upgrade Steps

2.2.1 Upgrade from Earlier Version of D-View 6

1. Make sure D-Link D-View 6 SP1 (6.0.01B03) has been installed in your
system.

2. Make sure Microsoft .NET Framework 3.5 has been installed in your system.

3. Make sure Microsoft Report Viewer 2008 Redistributable Package has been
installed in your system. (Note: D-View 6 SP2 does not support Microsoft
Report Viewer 2010)

4. Make sure Windows SNMP service has been installed in your system.

5. Install D-View SP2 installation package.

2.2.2 Upgrade from D-View 5.1 or Earlier

Version

To upgrade from D-View 5.1 or earlier versions to D-View 6, uninstall all the
programs related to the old version and then re-install the new version.

24



Chapter 2 - Upgrading D-View

2.3 D-View 6.0 Licensing

2.3.1 Trial Version

When you install D-View, the trial version is automatically installed and
allows you to evaluate the product for a period of 30 days. During this
30-day period, D-Link recommends that you request a permanent license for
D-View. For every single license key obtained, you can run D-View on up to
five different computers. Skip the Activation step as seen in Figure 24 and
continue working with D-View.

HIHYHS

>

During the trial period, every time D-View is started, a message is
displayed indicating the time remaining before the trial version will
expire.

2.3.2

Obtaining the Activation Code

2.

If you opt to buy D-View, you must register online to get your activation code.
There are three ways to get to the online site to register:
OPTION A
The most direct way to register is to go to http://dview.dlink.com.tw and
enter user related information such as license key and MAC address of the
server where D-View is to be installed. You can find the license key on the
back cover of the user manual.
OPTION B

Start D-View.
The D-View 6.0 Activation Wizard screen will appear.

Click Next to continue.

D-View 6.0 Activation Wizard

D-Vlﬂ‘g- Welcome to the D-View 6.0 Activation Wizard,
Verss This wizard will quide vou through the product activation process.

To upgrade the product from the trial wersion, click "Mext" to obtain
the activation key with the license key purchased. The trial version
allowes you to evaluate the product for a period of 30 days.

Click "Skip" to exit the Activation Wizard without completing activation.

Figure 22: D-View Activation Wizard screen
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The Input Activation Key screen will appear.
3. Click Register to open the registration website and update the information
on-line.

D-View 6.0 Activation Wizard

D-\f Input Activation kKey

Flease enter the Activation Key and click "Activate”.

After successfully activating D-Yiew, you can experience all its
features. Ifyou do not have an Activation Key, click "Register” to
register your product online.

Activation Key : |

i Format R R R D O i B )

Activate Rengister Skip

Figure 23: Input Activation Key screen
OPTION C
Start D-View, go to Help>D-View Activation Wizard. Follow the steps
accordingly to register for D-View.
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3.1 Modular Architecture

D-View 6.0 is a vendor-independent platform with user plug-in modules.
This new adaptive architecture comprises multiple components such as
DBMS access, basic modules, and plug-in modules.

D-View 6.0
System Architecture

$
@Ea
$ 8 |

Basic Modules Plug-In Modules
[ Domain Manager ‘ [ Security Plug-in ]

[ NetMap Manager [ Wireless Plug-in ]

( miB Compiler (' NetDefend Plug-in |

[ other Functions (" Reporting Plug-in )

Figure 24: D-View System Architecture
D-View follows three-tier architecture that is client-server architecture in
which an application is executed by more than one distinct software agent.
For example, an application that uses middleware to service data requests
between a user and a database employs three-tier architecture.

i D-View modules are also compatible with HP’s OpenView Network
e Node Manager (NNM v6.40, NNM v6.41, NNM v7.50, and NNM v7.51).
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3.2 Features

With the addition of new features to D-View, administrators can now:

Automatically create topology maps of device relationships.

Graphically represent the real-time status of devices.

Centrally manage multiple D-Link devices. Administrators can view and
manage multiple devices within the LAN.

Customize third party devices to integrate with D-View.

Define trap events using the Trap Editor.

Generate reports on the network topology using the Report tool.
Manage multiple identical devices at the same time using Batch
Configuration (Firmware updates, Save config, RMON Enable and
more).

Manage third-party devices using the MIB Compiler and MIB Browser.
Schedule when batch actions will be done for Save, Reboot, Firmware
Update and Config functions.

Supports SNMPv3 for major MIBs.

Monitor the status of network devices by polling network devices
periodically.

View and check the status of the Safeguard Engine from the topology
map.

Handle events based on severity and notify the users with e-mail or
sound alerts.

Generate a user-defined report using the Reporting Tool.

Generate a list of devices using Inventory Management.
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3.3 Functions

The following section briefly describes the various functions of D-View:

New Device Identifier: D-View constantly monitors the network for
new devices. Once a device is plugged in, administrators can add the
device into the topology.

Database Access Component: Provides an interface to access
Microsoft Access and SQL Server 2000/2005 out of the box. If required,
functional components can be changed to access other DBMS such as
Oracle or Sybase.

Domain Management: D-View allows administrators to categorize
network devices into single or multiple domains.

Multiple Views: D-View supports tree and list views for viewing devices
in the domain.

Polling: D-View polls network devices and displays any abnormal
behavior on the Message Board. Devices are polled using ICMP (Internet
Control Message Protocol) or SNMP (Simple Network Management
Protocol).

Performance Management: D-View provides flexible mechanisms to
retrieve SNMP OID information. For example, using the Performance
Monitor function, the administrator can monitor data ratio per port.
Report Tool: Create collectors to gather information from the network
and generate reports.

Syslog Management: Maintain user action log information.

System Config: Configure global parameters of the network, for
example, Local and Radius Authentication.

SNMP v3 Support: For major MIBs including MIB 11, IF- MIB (RFC2233),
Entity MIB (RFC2737), Bridge 802.1D(RFC1493), RMON, 802.1P
(RFC2674) and 802.1Q (RFC2674).

Resource Management: Manage, add, or remove network device
resources from/to a topology.

Device Customization: Include customized network devices by
manually entering device type information.

Layer 3 Utilities: Layer 3 utilities include IP forwarding, RIP 2 (Routing
Information Protocol), OSPF (Open Shortest Path First), IP MRoute,
DVMRP (Distributed Vector Multicast Routing Protocol) and PIM
(Protocol Independent Multicast) functions for managing switches and
advanced routers in enterprise networks.

Topology Generator: Create diagrams and schematics for network
design and layout planning.

Topology Import/Export: Import or export topology information
to/from XML.
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Chapter 4- Understanding the Interface

4.1 Introduction

D-View’s user interface provides access to all views and tools from a single
location.

D D-View 6.0 - [lomain_1::Met-177.17.5.07260]

m Fle View Topology dopicsfion System MstToaols Advanced Hep MAIN MENU =

22953 DB @R °P°® —_[TOPOMANAGER TOOLBAR |
HEDHEERAR EHRS L 2 @ —{vanTooBAR
By B = 5 <] APPLICATION TOOLBAR |

TEICIY

@ W 2 R A | <{NETTOOLBAR]

*% G ™M <—{ ADVANCED TOOLBAR |

Hierarchy Topolooy Workplace - X |

= & Root
= ] Domain_L i & : —— - =g
Oomnt +—Doman | @58 - F ©F S O ©F
% & Netel72 1750 et 17E.17.5.30 TS EE-ATER LR R A AT L LEREER ) (EFAERRTTY
L Hek_172.17.5.241 T N iy oy
o Met_172.17.5.242 Netmap o S e —_—
CF Net_172.17.5.243 TN L2 il
 Net_172.17.5.24 — e - =
&P et _172.17.5.245 = \’ﬂ \"ﬁ == - i
r;|' Met_Lnknos AT 448 AFIATATH. 175175 148 17217 ﬁ:w,m-'—"’#ﬂﬂ.ﬂ.ﬁ.ﬁﬂ. [EEREX R

0 ponain 2 TOPOLOGY .
HIERARCHY MIEWEVANCEINE |, st ;

TOPO —— —_— — - e e
WORK PLACE AT £264 M 172.17... Het_I72.17. . Met_T72.17.. Wes_172A7... Het 17207,
£ -
x|_ Tims Souces Devies 1P Tesription -
2006H)1-02 12:22:50 192166.11.11 1
i 18316
1
21
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202 1
§ 0 1 MESSAGE BOARD
2B 1
M | 2008 4 117
0B 192168.11.16
? 0B 102168 1115 e
sl 8
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Figure 25: D-View User Interface

The key interface elements are:

B Domain: A subnetwork comprised of netmaps. Dividing the network into
domains improves performance and security.

B Netmap: A netmap is a graphical representation of your
domain/network. You can also refer to it as a network topology map.

B Menu Toolbar: Access different functional modules from the Menu
toolbar.

m Hierarchical Topology Workplace: Displays a tree-like structure of
the topology.

B Main Toolbar: Use the Main toolbar for quick access of the functional
modules.

®m Topology View Window: Displays the net cells that include devices,
links and netmaps.

B Message Board: View event messages of various devices in the
domain.

B Advanced Toolbar: Use the Advanced toolbar for quick access of the
functional modules.
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B Net Toolbar: Use the Net toolbar for quick access of the functional
modules.

B System Toolbar: Use the System toolbar for quick access of the
functional modules.

m Application Toolbar: Use the Application toolbar for quick access of the
functional modules.

B Topo Manager Toolbar: Use the Topo Manager Toolbar for quick
access of the functional modules.

B Status Area: Provides context-sensitive information about the current
state of what you are viewing in the window.

Refer to 4.2 Main Menu for the different functional modules.

s Drag and drop the toolbar to rearrange elements around the user
interface to suit your working model.

4.1.1 Context-sensitive Menus

Most items in D-View have context-sensitive menus. Select an item in the
topology and then right-click the mouse to view additional details.

Topology Workspace

Befrash Reload the hierarchy topology data
Add Netmap... Add Netmap into the current topology
Backup or Restore the topology data

Domain Manager.. Call domain manager
Folling Config... Config the poll device list
Ewent‘iewer by MNetmap... | Retrieve the event data of devices
Topology Generator... Call Topology Generator to create topology

Figure 26: Context-sensitive menu accessed from the Topology Workspace
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Topology View Window

Copy Cirl+C | Copy the selected device

Easte L+ | Add the device into the topology from clipboard
Delete To delete the selected net cell

Froperty... To modify the property of the selected net cell

D-View Module.. Call the device module to manage the selected device

kManagementtodule * | Call up E2ES or wireless management module
Femaote Management » | Manage devices remotely using Telnet, SSH, HTTP or HTTPS

Fun Batch.. Call batch tool to operate the selected devices
Add to Poll List Add the selected devices into poll device list
Delete from Foll List Delete the selected devices from poll device list

Fearrange Topology * | Rearrange the topology after selecting one device

Yiew Options... Set the display option for topology

Set Background... Set the topology background

Upper Layer Activate the upper topology

Zoorm | Zoom in the netcell in the topology

Zoom Qut Zoom out the netcell in the topology

Zoom Fit Display all the netcells according to window size

Device Manager * | Operate the net cell: Device

Link tanager * | Operate the net cell: Link

Metmap Manager » | Operate the net cell: Netmap

Topology Bollback Reload the topology data and cancel all modifications
Figure 27: Context-sensitive menu accessed from the Topology View Window

Hierarchy Topology Workspace

'ME”” Toolbar Display or Hide the Main Menu window
Hierarchy Topolagy Warkplace | Display or Hide the Topology Workplace
Message Board Display or Hide the message board window
Figure 28: Context-sensitive menu accessed from the Hierarchy Topology
Workspace
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4.2 Main Menu

D-View’s Main Menu is the entry point for accessing most of the features. It
runs along the top of the screen. This section briefly describes the available
menu options.

4.2.1 File

The following table lists the File menu items and their descriptions.

Menu Item Description

Save Save the current topology.

Startup Wizard The wizard guides you to create a
topology. Refer to 5.1.5 Startup Wizard
for more information.

Close Close the current Topology View
window.

Close All Close all open Topology View
windows.

Print Print the current topology.

Preview Preview the current topology.

Page Setup Set printer options, properties and
paper size.

Lockup Locks D-View; only the current user or
an administrator can unlock the
system.

Logout admin Logout of D-View and sign in as a
different user.

Exit Exit D-View.
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4.2.2 View

The View menu enables you to view or hide various D-View Toolbars.
The following table describes the different toolbars.

Toolbar Description
Advanced Toolbar e Access Link
e Capacity Check
|ARP!
8 a — ¢ Safeguard
Check
e ARP info
Net Toolbar e Access Device
[ R —— Discovery
Rl !' g"g % o e Trace route

e File Transport

e NET Toolbox

e Performance
monitor

System Toolbar e Access System

Log Syst
Eae® . Confis

Administrator

Management
e Change
Password.
Application Toolbar e Topo Export

Import
= ﬁj e Device
Customization.
Topo Manager Toolbar e Access Select

T 4P ix | Net
"'E ag #3 ai @ @ . AjdmNaeimap
S8 ogop - P .-*‘ . Edit Netmap

e Delete Netmap
e Select device

e Add device

o Edit device

e Delete device
e Select link

e Add link

e Edit link

e Delete link
Main Toolbar e Access Save

BREEHIEE K " o
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| wep= . P ' e Print
@ -= =3 b éﬁ ? P Q e Background

e Zoom out

e Zoomin

e Zoom fit

e Domain
Manager

¢ Configure the
devices want to
be polled

e Query the
event log by
netmap

e Search the
devices in the
network and
create a
topology
automatically

e Upper Layer

e Startup wizard

e Help

Status Area View status or details
at bottom of page.

Menu Bar Access Main Menu.

Hierarchy Topology Workspace Access Topology.

Message Board Access Message
Board.

Cascade Cascades the different
topologies one behind
the others.

Tile Vertically Arranges the different
topologies one below
the other.

4.2.3 Topology

The following table lists the Topology menu items and their descriptions.

Menu Item Description

Device Label: Shows the respective
e Device IP and information in topology
Name diagram.

e Device Type
¢ SafeGuard Info
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Link Label

Link Port
Link Speed

Display link port and link speed
in topology diagram.

View Options

Choose to enable or disable
display tips, display direction
and display redundancy.

Copy

Copy the selected device.

Paste

Add the device into the
topology from clipboard.

Device Manager

Select Device
Add Device
Edit Device
Delete Device

Select, add, edit, or delete a
device.

Link Manager

Select Link
Add Link
Edit Link
Delete Link

Select, add, edit, or delete a
link.

Netmap Manager

Select Netmap
Add Netmap
Edit Netmap
Delete Netmap

Select, add, edit, or delete a
netmap.

Zoom In Zoom into the netcell in the
topology.

Zoom Out Zoom out of the netcell in the
topology.

Zoom Fit Display all the netcell according

to window size.

Topology Rollback

Reload the topology data and
cancel all modifications.

Rearrange Topology

Rearrange Totally
Rearrange by Step

Rearrange the topology after
selecting one device.

Set Background

Set a color or image for the
background.

Upper Layer

Move to the topology above the
current one.
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4.2.4 Application

The following table lists the Application menu items and their descriptions.

Menu Item Description

Batch Config:
¢ Advanced Option
¢ Run Batch

Execute a sequence of
operations in D-View such as
Save Configuration, Retrieve
Port Status, and so on. Refer to
7.9 Batch Configuration for
more information.

Topo Export Import

Restore and backup D-View.
Refer to 6.3 Using Topo

Export/Import for more

information.

Device Customization

Add, modify and delete
devices. Refer to 7.3
Customizing Devices for more
information.

4.2.5 System

The following table lists the System menu items and their descriptions.

Menu Item Description

System Log

Store logged events. Refer to
8.1.6 System Log for more
information.

Domain Manager

Manage domain information.
Refer to 5.1.4 Domain Manager
for more information.

Event Manager

¢ Event Viewer by
Netmap

e Event Viewer by IP

e Device Group
Manager

¢ Polling Config

e Device Event
Config

e Trap Editor

Monitor and manage events.
Refer to 7.10 Managing Events
for more information.

Resource Manager

Locate devices using IP or MAC
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¢ MAC Locator address.
¢ Device Locator
e User Locator

e Device Collector
e User Statistic

e Device Statistic

System Config Configure the root domain
name, management station
and authentication
information. Refer to 5.1.1
Login to D-View for more
information.

Administrative Manager Create user groups and provide
access rights for certain
functional modules to an
administrator. Refer to 8.1.7
Administrator Manager for
more information.

Change Password Change password after login.
Refer to 8.1.7.2 Changing
Password for more information.

4.2.6 NetTools

The following table lists the NetTools menu items and their descriptions.

Menu Item Description

Device Discovery Search for devices by IP address.
Refer to 8.1.9.1 Device Discovery
for more information.

Advanced Device Search for devices within IP
Discovery segment by IP address and
update topology automatically by
selecting response from provided
options. Refer to 8.1.9.2
Advanced Device Discovery for
more information.

Trace Route Lists all the intermediate routers
a connection must pass through
to get to reach its destination.
Refer to 8.1.9.3 Trace Route for
more information.

TFTP Upload/Download/Update
configuration files to and from
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devices. Refer to 8.1.10 TFTP for
more information.

NetToolbox

Manage devices through Telnet,
Web, Ping and Device Configure
using the IP address. Refer to
8.1.12 Net Toolbox for more

information.

Port Packet Monitor

Monitor the port packet
performance. Referto 8.1.13 Port
Packet Monitor for more
information.

Performance Monitor

Monitor the RMON performance
of a device. Refer to 8.1.14
Performance Monitor for more
information.

MIB Tools
¢ MIB Compiler
e« MIB Browser

Manage and configure non D-Link
devices. Refer to 7.4 How to
Configure Devices not in
Supported List for more
information.

Topology Generator

Tool to generate a Topology. Refer
to 6.5 Using Topology Generator
for more information.

4.2.7 Report

The following table lists the Report menu items and their descriptions.

Menu Item Description

Configure Configure a Collector. Refer to
7.11.1 - Configuring a Collector
for more information.

Schedule Schedule a Collector. Refer to
7.11.2 - Schedule for more
information.

Start Start a Collector. Refer to
7.11.3 - Start for more
information.

Template Schedule a collector to gather

e Port Utilization port, CPU or memory usage
e CPU Utilization information. Refer to 7.11.6 -
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¢ Memory Utilization Template for more information.
Device Inventory Displays list of devices. Refer to

7.11.4 - Device Inventory for
more information.

Report View report on collected
information.

Refer to 7.11.5 - Report for
more information

4.2.8 Advanced

The following table lists the Advanced menu items and their descriptions.

Menu Item Description

Link Capacity Check Monitor and modify the link
status. Refer to 7.10.9
Monitoring the Link Status for
more information.

Device type Check Check the network for new and
updated devices. Refer to 7.9.2
Using Device Type Check for
more information.

Safeguard Check Check the safeguard status of
devices. Refer to 7.9.3 Using
Safeguard Check for more
information.

All of ARP info Retrieve ARP information from
devices in the topology. Refer to
8.1.11 Retrieving ARP
information for more details.

Services Manager Configure Trap Service or
Syslog Service. Refer to
7.10.10 - Managing Trap and
Syslog Services.
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4.2.9 Help

The following table lists the Help menu items and their descriptions.

Menu Item Description

D-View Help Opens D-View online help.
Devices Supported Displays a list of devices
supported by D-Link.

D-View Activation Wizard Helps you obtain the activation

code.

D-View Site Opens up D-View website in
browser

About D-View Displays the About D-View
window.

43



9

Using D-View




Chapter 5 - Using D-View

5.1 Getting Started

Before proceeding with this section, D-Link recommends you familiarize
yourself with the User Interface. Refer to 4.1 Introduction section.

5.1.1 Login to D-View

After successfully installing D-View, type the default Account and Password
for D-View. The default Account is Admin and the default Password is
111111.

ID Login D-View : Local Mode r$_<|

Enter your account and password: {'\I

Bececount admin
Password |7

Lagin Cancel ‘ Clptiun}::‘

Figure 29: D-View Login screen

HUU(}[]UU%

Click Option to login to D-View by using different domain-specific
administrator accounts to view different topology maps.

5.1.2 Managed IP Feature

The Managed IP feature enables the administrator to control which domain
can be managed by which user. After the user has successfully logged in with
the domain’s managed IP, the user will only be able to see that domain. The
Managed IP feature differs between Standard Edition and Professional
Edition.

m Standard Edition: Since D-View Standard is a standalone platform, the
Managed IP feature is used to control which user can manage which
domain locally. The domain can be divided by different departments or
locations, with each department or location having a dedicated user who
monitors the network status.
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m Professional Edition: D-View Professional supports Client-Server

architecture, thus allows for users to install D-View Professional to
different locations. Each user can manage and monitor their responsible
domain. The administrator at the company headquarters can user the
Super Domain account to manage and monitor all domains.

The user can also configure each account’s access rights to limit features
available while using D-View. This can be done by accessing System >
Administrator Manager.

To enable Managed IP click Option on the D-View login screen.

I Login D-View : Local Mode r>_<|

Enter your account and password: nl
Account
Password
Login Cancel ‘ Optionz= ‘
Figure 30: D-View Login screen option button
ID Login D-¥iew : Local Mode r>_(|
Enter your account and passworid: nl

Aeccount admin _
Password Q

Managed IP | 172 . 17 . 5 _ 41|

Login ‘ Option== ‘

Figure 31: D-View Login screen Managed IP feature

To configure Managed IP:
1. Click System > Domain Manager.
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e ]
=vstem iﬂetTn:u:nIs Adwvanced
Swstem Log... E
| Domain Manager... DSJ
Ewent Manager
Eesource Manager k
owstemn Config...

Administrator Manager...

Change Password...
S L

Figure 32: Domain Manager selection

2. Select a domain.
3. Click on the Workstation tab.

I Domain Manager

Damain Mame:

Domain Information | Vorkstation

Super Domain
C-Link HG Manage Station
D-Link Tawan

Workstation Mame | Waorkstation [P

Super Admin 172.17.5.40

Station Infa
Station Mame: Super Admin
Station IP; 172 17 . & .40
Create | Madify | Delete Close
Figure 33:  Domain Manager

4. Enter the Station Name and Station IP.

Repeat the above process for all domains.

When logging in using Super Domain, the administrator can manage and
monitor all domains.
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Figure 34:

Super Domain

When logging in using the account for the company headquarters, the

administrator can only manage and
headquarters.

D D-Vicw 6.0 - [D-Link HQ-Net-172.17.5.02226]
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Figure 35:

When logging in using the account for branch office, the administrator can

Headquarters account

only manage and monitor the devices situated in the branch office.
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Figure 36: Branch office account

5.1.3 System Configuration

D-View supports two modes of authentication - Local and Radius
Authentication. To configure the root domain name, management station
and authentication information, go to System > System Config.

By default D-View uses Local Authentication.

D System Config rg|
-Basic Config -Authentication Config
e v Local Authentication ¢ Radius Authentication
Foot Topa Mame :

- Management Statian IP Config Radius IP | Pont [ Key

ManagementIP:  17217.5.101
. &

IF: l— Part: Key: alpte
Apply

Lacal IP : 172175154

Figure 37: System Config screen
Local Authentication
B  The account and password information is stored in the D-View
database.
Radius Authentication
B The information is stored in the Radius server database.
m If the account and password information entered is valid, the server
accepts the authentication and allows the administrator to manage
and monitor the network.
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5.1.4 Domain Manager

In a real environment administrators often need to manage multiple
domains of the network. D-View can divide the entire network into many
designated domains for administrators to manage different network.

An administrator needs to create a domain before working on any topology.
When creating a new domain, the administrator should allocate IP address of
the workstation.

Use Domain Manager to create, delete and modify the domain information.

After logging in, D-View creates a Super Domain and the IP address of
HItHhe the workstation by default. A super domain is a virtual domain which

manages the topologies of all the domains. Refer to 6.1 Creating a

Topology to manually create a topology using Domain Manager.

5.1.5 Startup Wizard

The Startup Wizard helps you create a Topology. The Wizard will
automatically create a new topology based on the information you provide.
To create a topology using the Startup Wizard:

1. Click File> Startup Wizard. The Startup Wizard screen displays.

D-¥iew 6.0 Startup Wizard

D-View™ Welcome to the D-Yiew 6.0 Startup Wizard.
Version 6.0

The Wizard will guide you to finish the initial startup
procedure and help you create a topology.

Flease follow the procedure and input appropriate
information to finish the process.

Figure 38: Startup Wizard screen
2. Click Next. The Domain Manager screen displays.
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ID Domain Manager |E|

Diomain Mame: —

- I-Z)Dmair-]-lnforma.ti-nn | o
Super Domain Warkstation

Domain Mame @ Test

FPleaze specify a domain name to create a domain for
management.

To modify or delete a domain, select it ftom the Domain
Mame list and then click "Modify® or"Delete”.

Create Madify Delete ] Mext

Figure 39: Domain Manager screen
3. Enter the name of your new Domain.
4. Click Next. The Add Netmap screen displays.

D Add Netmap |z|

- Metmap Infio-

Mare: Topology

Description:  Tast

Figure 40: Add Netmap screen
5. Enter the Netmap Name and Description.
6. Click Next. The Select Network Adapter screen displays.
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Select Network Adapier

Select a network adaptor and proceed.

P Address MAC Address

0.0.0.0 00:16:41:B2:F6:A9
10.254.0.134 00:18:0DEA1FAESS
192.168.11.10 00:18:F3:54:93:84

Figure 41: Select Network Adapter screen
7. Select a network adapter to build the topology.
8. Click OK. The Topology Generator Wizard screen displays.

Topology Generator Wizard E'

The Topalogy Generator “Wizard will help pou
generate a Topology

-Analysiz Mode

% Local Metwork:

" Desighated Metwork

~ Topology Mame

Enter the Mame for the Topology:

Topology_1

| Mest » | Cancel

Figure 42: Topology Generator Wizard screen
9. Select either Local Network or Designated Network.
Local Network accesses devices in the local network and Designated
Network accesses devices by specifying the IP range.
10. Enter a name for Topology Generator analysis.
11.Click Next. The Topology Analysis Configuration screen displays.
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Topology Generator Wizard

Topology Analysis Configuration

Topology Generator will start to analyze local
rietwark,

Local [P

Subnet Mazk

SHIMP Comrmunity String S etting

Fead Only :
Read write : lprivale—

X

< Back | Firizh | Cancel
Figure 43: Topology Analysis Configuration screen

12. The topology generator analyzes the local network

for the IP address and

subnet mask. The SNMP Community String Setting is by default

defined in D-View.

13. Click Finish to generate the topology. The Topo Export screen displays.

I} Topo Export

Topo Export

Select a Domain to export the generated topolooy

From : CAProgram Files\D-LinkiD-viewddelconfigiTopolo

Diomain: Metmap:

test T

o1 _Browse. |

Export Zancel

Figure 44: Topo Export screen

14. Click Export to export the generated topology to
displays the status of the export.

the Netmap. D-View

After completing the startup wizard’s initial process, you can manage and
monitor devices as described in the following chapters.
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Chapter 6 - Working with Topologies

6.1 Creating a Topology

In D-View there are two ways to create a topology. They are:

B Using Startup Wizard: The wizard guides the users to create a topology.
Refer to 5.1.5 Startup Wizard to create a topology.

B Create a topology manually.

To manually create a topology:

1. Go to System > Domain Manager and create a new Domain to
manage the topology.

Hitthd Super Domain is by default a virtual domain from which the topologies

of all other existing domains can be managed.

ID Domain Manager @

Criamain Mame:

Diamain Information i
Super Domain Workstation

Comain Kame = Domain_1

Flease specify 3 domain name to create a domain for
managerment.

To modify or delete a domain, select it from the Domain
FHlame list and then click "Modify or"Delete”.

Qpen Create hl ity Delete Close

Figure 45: Domain Manager screen
2. Create a netmap. To create a netmap, right-click on the domain in the
Hierarchy Topology Workplace, and select Add Netmap.
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|Hierart:hy Topology Workplace = X
=& Root
=] U Dormnain_1
1'—5-@" Topologyw_1
" Net-172.17.5.0
o Mef_172.17.5.241
o Met_172,17.5.242
o Mef_172,17.5.243
o Mef_172,17.5.244
o Mef_172,17.5.245
: .-_Q‘ Mek_nknow
=] U Dornain_2
:D" Topalg Befresh

I Add Metmap... I

Damain Manager...

Palling Config...

Event Yiwer by Metmap...

Topology Generator. .

L
Figure 46: Hierarchy Topology Workplace screen

3. The Add Netmap screen displays.

D Add Netmap X

Netmap Infa

Mame:  Topology

Description: | Test

Save the Topology.

QK Cancel

Figure 47: Add Netmap screen
4. Enter the Name and Description for the Netmap.
5. Click OK.

Hitithe Make sure to save the changes made to the database before you
) proceed.

6. There are three ways to accomplish the next task. They are:
B Go to NetTools > Device Discovery to search for and add devices
into the Netmap manually. Then create links between the devices.
Refer to 8.1.9.1 Device Discovery for more information.
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ID Device Discovery

Start IP: | 192 . 168 . 11 . 10
End IP: | 192 . 188 . 11 . 252
Community: | public
Type: | SNMP Devices -
CurentlP:  192.168.11.62
Search | F I
IP Address

192.168.11.11
1921681117
192.168.11.15
192.168.11.16

Dev-192.168.11.16

Description

S

A

Dev-192.168.11.18 DGS3324.. 192.168.11.18
Dev-192.168.11.22 DWL2700  192.168.11.22
Dev-192.168.11.23 DWL3200 192.168.11.23 =
[«] »
Add to Topo Select All |
Figure 48: Device Discovery screen

From the Topo Manager Toolbar, Click Add Devices [

the Copy/Paste function. Refer to
8.1.2 Copy/Paste for more information.

©

Continue to Export your topology. Refer to 6.3 Using Topo

Export/Import for more information.

1. OR use
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6.2 Creating Administrator-specific

Topologies

D-View manages the entire topology in domain mode; administrators can

create different topology maps to be managed by different administrators.

Only the administrators in the Super Domain can manage the entire

network.

To create multiple topologies with Domain Manager:

1. Login to D-View with Super Domain administrator access.

2. Go to System > Domain Manager and then create two domains. For
example: Domain_1, Domain_2.

ID Domain Manager

Domain Narme:

Domain Information i
Super Domain Warkstation

Dnmain:E
Cornain Mame @ Domain_1

Flease specify a domain name to create a domain for
management.

To modify ar delete a domain, select it from the Damain
Mame list and then click "Modify" or"Deleta".

Open Create todify Delete Close

Figure 49: Domain Manager screen
3. Select a domain, update the Workstation information and then click
Create to define the management workstation in D-View. For example:
Domain_1, Station_1 and IP address.
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I Domain Manager [Z|
Domain Mame: — | W lk t tl' ;
i i orkstation
Super Domain Domain Infarmation
Manage Station
Daomain_2 . T .
| Wiorkstation Mame | Waorkstation IP
Station_1 172231.255 11
— Station Infa
Station Mame:
Station IP:
Qpen Create I | Crelete Close
Figure 50: Domain Manager: Workstation screen

4. Repeat the previous step for the other domain.
5. Create a topology for each domain.

|Hieran::hy Topology Workplace = X

= E Root
= U Domain_1

E @" Topology_1
= Met-172,17.5.0

L Met_172,17.5.241
LF Met_172,17.5.242
LF Met_172,17.5.243
LF Met_172,17.5.244
o Met_172,17.5.245
:[;]" ek _Inknow
=- U Dormain_ 2

&M Topaology_2

Figure 51: Hierarchy Topology Workplace
6. Login to D-View by using different domain-specific administrator
accounts to view different topology maps. For example: Click Option to
login with Domain_1 administrator account by using Domain_1
Station: 172.231.255.11.
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ID Login D-View : Local Mode |E|

Enter your account and passworid:
Account admin

Password ™

Managed IP | 172 . 231 . 285 . 11

Lagin Cancel | Clption<«<

Figure 52: Login screen
7. This administrator can view only the Domain_1 topology.

D D-View 6.0 - [Domain_1::Net-172.17.5.07274]

[¥] File Wiew Topology Application System MetTook Advanced Help
BT P ROODS e+ P

HEEIEIRAREHERS 1?2
SR 5

I|Hielalch_v Topology Workpl. .. ~ X |

P et 172,17, 5.24 9

o Net_172,17.5.242

A Net_172,17.5.243 17217640
L Nt 172,17.5.244 ﬁ ﬁ ﬁ

L et 172,175,245 ﬁ ﬁ 172.17.5.181 172175182 172,17 £.124
; Q Het_Uinknow
=] E] Dorain_2 17217530 :

" Tapology_2

ﬁﬁ

172.17 5.185 172175 241 " gtere 17217 52447 172175245

17217 4 254 Net_172.17 Met_172.17 Net_172.17 Met_172.17

|-
|

Figure 53: Domain_1 window
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6.3 Using Topo Export/Import

D-View allows you to export to or import from an XML file. Use this feature to

make regular backups.

To export or import topology information:

1. Go to Application > Topo Export/Import. The Topo Export/Import
screen displays.

I} Topo Export/import FE
Topo Exportflmport

* Export " lmport Comain: Metmap:
Damain_1 ~ Topology_1 =

Selectthe saurce ar destination:

CAProgram FilesiD-LinkD-YiewAdelconfigind e xml

Apply Close

Figure 54: Topo Export/Import screen

2. Select either Export or Import.
m Export: Backup/save topology data to an external XML file.
®m Import: Restore topology data from an XML file.

3. Select the Domain.

4. Select the Netmap.

5. Browse to select the file to export to or import from.

6. Click Apply.

Refer to 8.1.8 Restoring and Backing Up D-View to restore and backup
D-View.
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6.4 Topology Generator Principle

Using ARP (Address Resolution Protocol) and forwarding table information

in devices, D-View creates a topology for a specific network. The following

steps describe the principle behind Topology Generator. Topology

Generator:

1. Discovers the devices by getting the ARP information in devices, and
identifies the relationship among devices by their MAC or IP address.

2. Identifies the device type.

3. Retrieves the forwarding table information in switches to obtain the
relationship among switch ports and MAC address of the devices.

4. Creates a Topology.

HGUGUGUQ

The generated topology can be incorrect if the switches’ forwarding
table information is incorrect or incomplete. The topology created by
Topology Generator can be considered as a reference in completing the
actual topology map.
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6.5 Using Topology Generator

Use the Topology Generator to create the topology map.

To use the Topology Generator:

1. Go to NetTools > Topology Generator. The Topology Generator
Wizard screen displays.

Topology Generator Wizard

The Topalogy Generator Wizard will belp wou
generate a Topology

Analyziz Mode

{* Local Metwork

" Designated Metwork

- Topology Mame

Enter the Mame for the Topaology:

Topology_1

| Hewt » | Cancel

Figure 55: Topology Generator Wizard screen

2. Select the Analysis Mode.

3. Enter the Topology Name.

4. Click Next. The Topology Analysis Configuration screen displays.
The topology generator analyzes the local network for the IP address and
Subnet Mask. The SNMP Community String Setting is by default
defined in D-View.
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Topology Generator Wizard

Topology Analysis Configuration

Topology Generator will start to analyze local
network,

Local IP : ] 172

Subnet Mazk : | At
SHIP Community String Setting

Read Orily -

ReadMwite : ||:lrivate

< Back | Finish | Cancel

Figure 56: Topology Analysis Configuration screen
5. Click Finish to generate the topology. The new topology displays in the
window.

Hitithe For a designated network, enter the IP address and ensure that the
) D-View management console can access the designated subnet.
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ID Topology Generator - [Topology Generator::121::Net-172.17.5.0] 7||E||E|
E] File “iew Topology About RN
SEF=3/R_3R G
l‘HIBIdICh_v Tupulugy W’ulkpl - X | ]
= ' Topology Generator Data A
= U 121 = Gen SHIP GenSNuP Gen SHIP GenSNuP GenSHIP
P Net-172.17.5.0 - - |
dP Net_trzars24 B @ W @ W @ N
o et b,
o Met_172.17.5.242 e i7i7sdn mirea S mrsie 1?2;:.64’52’2 17217 5.183 1
ol Met_172,17.5.243 e ‘j:"‘:--*.b,.P "
o Met_172.17.5.244 H«W S / :.'“:w&,,
e et 172,175,245 DGS-3450 053450 5-3450 %g,gwn DG:5-3450 o
L Net_Unknow — "‘x\w | /f . e -
- U testme Ry ny’ w-“’"" = w W
X Q fetbizdpodl 0 17217 5;\31 17217 5}32\ 17217 5;\33 17217 5%\ 7217 5‘;}6
oo met_172.17.5.241 N N \
\ \ N,
ot Met_172,17.5.242 . o . . N\
e e \
L Net_172.17.5.243 N e N\ MNetmap N etmap N MNetmap B
o MNet 172,175,244 . S b
el et 172.17.5.245 y ' y ' \
: Q Met_Unknou
! U best Het_172.17 Met_172.17 Het_172.17 Net_172.17 H
=] Q Net-172,17 5.0
: Q Meb_172.17.5.241 _|
3 L.[P biek 177 17 5 242 M [I€] k|
X | Time In process of operation ... '_ Description
+ | 2008-01-03 17:45:30 ----Metwork Topology Analysis starks--—
2008-01-03 17:45:30 Devices discovery starts...
o | 2008-01-03 17:45:30 Get ARP information From devices. ..
B | 2008-01-03 17:45:33 Get ARP information From device : 172,175,254
| 20058-01-03 17:45:33 Finish getting ARF information
L | 2008-01-03 17:45:33 Start to identify the device tvpe. ..
® | 2008-01-03 17:48:31 Identify device : 172,17.5,105
“w
L)
x| 60 | ¥
Ready

Figure 57:
6. Go to Topology > Topo Export or select and right click on the netmap
of the generated Topology to select Topo Export.

Generated Topology window

I Topo Export

Topo Export -
Select a Domain to export the generated topoloogy

From : CAProgram Filesi\D-Link\D-vViewddelconficdTopology_ 1 Browse...
Domain: Metmap:
To: test T
Export Cancel

Figure 58:
7. Click Export to export the generated topology.

Topo Export screen
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6.6 Rearranging the Topology

6.6.1

Manually rearranging multiple devices and links in a topology is a laborious
and difficult process. But with D-View, you can:

B Rearrange Totally

® Rearrange by step

Using Rearrange Totally

6.6.2

Open and select a device in the topology. Go to Topology > Rearrange
Totally. The system will rearrange the linked devices in hierarchy
considering the selected device as the topmost device.

Using Rearrange by step

Open and select a device in the topology. Go to Topology > Rearrange by
step. The system will rearrange the linked devices in hierarchy considering
the selected device as the top device.

Before Rearranging After Rearranging
= =
e ® ="
i -/
Vel .

==

7218192238 -/
K1} L ;Iﬂ . = ol

Figure 59: Topology before and after rearranging
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6.6.3 Rolling Back a Topology

After rearranging the topology, you can restore the saved topology that was
created initially from the database.

To Rollback a Topology:

Go to Topology > Topology Rollback. The Topology reverts to the
previous settings. The following screenshots displays the sequence of steps
by using the Topology Rollback function.

D D-Yiew 6.0 - [Domain_1 - Net-192 168.11.07251]

] Ee ¥iw Iopology Applicaion Swikm HeTools Advanced Help - 8 X
HEREE ARG EHRL t r Qeagm

BT R LB gep.-opw

ER&E 28 B

[t ARG

0 e =

Topology Workplace - x| =

Q NH_U_I DOXS-IIBGSR Cisco 2611 DES-2580 DT DGS-42T DES-2822P DES-t;
= & Net192.168.110 1
CF Met_192,168.11.18 , a 3 g 6 9 h
AT

il =
& Mel_152.166.11 252 VT2AT 91 254 (PR IR W11 12 W2I8.11.03 1618917 [RCRIR
= [ Domain_2 -
& Topology 2 gt
- -

[ owLin00
1021881118 (A
- Metmap . Metmap
Mot _10318... et _192.18...
-
L] >

D D-View 6.0 - [Domain_1:-Net-192.168.11 07251]

[F] Ffe ¥iev Iopubgy Applicsfion Sekm Netfook Advenced Help .- 8 x
= @& [ = ™ [ p I
HEBEEIEREREDRY 17(QeIm
LIRS acr 702
TR AR E
o e =
[Hierarchy Topology Workplace - | - A
= isco 2611
= & Root DIE T § DES-3826P

=) Domain_t %

= Topology 1 ’ @ @
_ Net_Unknow 102.188.11.11 el e /""
= Net102168.110 flehte e 0683627 o 2.188.11.16
L et 192.186.11.18
& Net 19216811 250 @
=0 E?m;;:iugy 2 DES'MU//M 1881113 X
- g /
@ s DES-2660 /
192.188.11.12 1/’/ DES-6300 |
e
192168.11.22 _,_,// o135 ﬂ-
/"‘”‘ / W‘H I
DB$33245R // % ‘ DWL_:I .
et “. Nemap
%" Ner_182.16.. Z :
-
102.188.11.1% ﬁ q
Het_182.16
bl
& 3
Ready ]
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D D-Yiew 6.0 - [Domain 1:Net-192 168.11.07251]

[F] E ¥iew Iopology Applicstion Swestem HetTook Advanced Help
HMBEROERRREDRLS t P QeTm
|F PR w27

ER&E 28 %

P Y AR

- 2 X

LY

= & Root
= ) Domain_1

=T 1
u’&gp;:ﬁ_’mw DX5.39GSR Cisoo 2611 DES.2540

= df Net-192.168.110
CF Het 192,168,118 ’

v x|

DG

Natmap

-~

Het_102.18...

D547

=
i %neumﬁs.u 52 1T2AT 91254 WA 920881112 [FRLXTREY }Jmn/ 168,11,
= AL,
& Topalogy 2 //
D6533345R DaLie W DES-3440
il
162.168.01.18 Ll 681132 WIS

102.168.11 253

DES3832P

Figure 60:

Sequence of steps displaying the Topology Rollback function
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7.1 Identifying Devices

To view the installed device modules, go to Help > Devices Supported.
Information about all the supported devices is displayed. D-View, by default,
supports all D-Link devices that have been added to D-View.

If you cannot find your device in the list, some functions might not work
properly. You must download and install the relevant D-View modules or
new software patches from the D-View website.

HIHYHS

ID Devices Supported

Yender Cevice Type Device Alias ~

C-Link DES1228 DES-1228 |

D-Link DES1252 DES-1252 |

C-Link DES3028 DES-3028

C-Link DES3028P DES-3028F

D-Link DES3052 DES-3052 ‘

C-Link DES3052P DES-3052F

C-Link DES3250TG DES-3250TG |

D-Link DES3526 DES-3526

C-Link DES3528 DES-3528 |

C-Link DES3550 DES-3550 i

D-Link DES3828 DES-3828 ‘

C-Link DES3B280C DES-382800C :

C-Link DES3828P DES-3828F |

D-Link DESGES00 DES-6500

C-Link DESTZ06 DES-T206 |

C-Link DESTZ210 DES-7210

D-Link DFL1600 DFL-1600

D-Link DFL16E10 DFL-1610

C-Link DFL16E0 DFL-1660

D-Link DFL210 DFL-210

D-Link DFL2500 DFL-2500

C-Link DFLZ2A10 DFL-2510

D-Link DFLZA10F DFL-2510F

D-Link DFL2560 DFL-2560

C-Link DFL2A60F DFL-2560F

D-Link DFL2AE0 DFL-2A0 be
Refresh | Close

Figure 61: Devices Supported screen
Refer to 7.3 Customizing Devices to extend the device module list.
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7.2 Multi-vendor Support

Only the following modules can be used by third-party devices:

GenSNMPDeviceModule: D-View recognizes SNMP enabled devices
irrespective of device type, vendor and model number. Refer to 7.8
Retrieving OID of the device for more information.

MIB Browser/Compiler: The MIB compiler translates the MIB from its
normal ASN.1 format to a format that is comprehensible by other
applications. Refer to 7.4 How to Configure Devices not in Supported List
for more information.

Telnet, Web management tools: Refer to Management Methods for
more information.

Monitoring performance status by ICMP/SNMP. Refer to 7.10.2 Setting
the Devices to Poll for more information.

Extension of supported device types with Device Customization
functional module. Refer to 7.3 Customizing Devices for more
information.
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7.3 Customizing Devices

D-View provides a flexible method to manage devices that can be identified
and managed by configuring the interface between platform and device

module.

To customize devices:

Go to Application > Device Customization. The Device
Customization screen displays.

1.

I} Device Customization

Vender Information

“ender : D-Link = Apply

LOGOD : CINDOW S system 32\Resource Browse... | Delete |

Device Type Info

Device Type - Apply
Max Ports : 26 Lelete

Alias DES-34626

Systemoip:  1-38.1.41.171.10.641

Up lcon CAPragram FilesiD-LinkiDevidodulelR Browsea..

Dovwen lcon CAPragram FilesiD-LinkiDevidodulelR Browse..
Unpaoll lcon ; CAProgram FilesiD-Link\DevidodulelR Browse...
Program CAPragram Files\D-LinkiDevioduleiD Browse. .

Refresh | Close

Figure 62: Device Customization screen

From the Device Customization screen, you can modify the device
type properties in the dialog.

Vendor: Select/enter a vendor from the drop-down list.

Logo: Select a logo for the device module.

Device Type: Select/enter the device type.

Max Ports: Enter the maximum number of ports, depending on the
device.

Alias: Enter an alias name for the device.

System OID: Enter the OID value of the device. Refer to 7.8
Retrieving OID of the device to obtain the OID of a device.

Up, Down, Unpoll icons: Browse to define and customize the

device icons.
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B Program: Specify the location of D-View module. Double-click on
the device icon in the topology to manage multiple devices through a
D-View Module (graphic interface).

3. Click Apply to save the Device Type info into the database.
4. Click Refresh to clear the fields.
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7.4 How to Configure Devices not in Supported
List

To verify if a switch is supported by D-View 6.0, go to Help > Devices

Supported.
D D View 6.0 [HQ::5F?7225]
E File ¥iew Topology Application Svstem NeiTools  Advanced Eelpt
S HlES E M | = - g "'!E - h D-View Help
H !] 3 |_| b, Sim -:5 lh" | Devices Supparted... |
AR I R ECLLB[0#-29 i
IHiemrchy Topology Workplace -~ X | About D-Fiew..
= E Root
= £l Ho
=& 5F
o MNet17217.5.0
L Net_Unknow
-G BF
Netmap Hetmap
Net-17217.5.0 Met_Unknow
Figure 63: Devices Supported function
ID Devices Supported g|
Vender Device Type Device Alias =
C-Link CES1228 DES-1228
C--Link CES12452 DES-1252
C-Link CES3028 DES-3028
C-Link CES3028P DES-3028F
C--Link CES30452 DES-3052
C-Link CES30482P DES-3052F
D-Link DES3250TG DES-3250TG
C--Link CES3526 DES-3526
C-Link CES3528 DES-3528
D-Link DES3540 DES-3550
C--Link CES3828 DES-3828 B
C--Link CES38280DC DES-382800C
D-Link DES3828P DES-3828F
C--Link CESES00 DES-B500
C--Link CESY206 DES-7206
C-Link CEST210 DES-7210
C--Link CFL1600 CFL-1800
C--Link CFL1610 DFL-1610
C-Link CFL1E660 DFL-1660
C--Link CFL210 DFL-210
C--Link CFL2500 DFL-2500
C-Link CFL2510 DFL-2510
C--Link CFL2510F DFL-2510F
Ci-Link CFL2560 DFL-2560
C-Link CFL2560F DFL-2560F
C--Link CFL2E0 DFL-2E60 b’
Refresh | Close

Figure 64: Devices Supported list
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7.4.1 Discover Devices

In order to discover a device, follow the steps below. The DES-3028 will be
used as an example for Device Discovery.

To search for the device and then add it to the topology map go to NetTools
> Device Discovery.

D D-View 6.0 - [HQ:TP-5F2225]

E] File iew Topology Application - System MelTnnlsLAﬁvanced Help

H E | \;a-l ‘ |E|| IE%, [.Ej“ E| Pevice Dizoovemn.. | ‘ P |Q‘
= = i Trace Route. .
|Hieralch_l,l Topolo... ~ 'X'l ;FTF’
=B Root i
[_jf' HE et Toolbax...
Lol TREGF Part Packet Moritar..

Performance Manitar. .,
MIB Toals »

Topaology Generatar

Figure 65: Device Discovery function

Enter the information related to the switch:
B IP address.
B Community name.
Next, click Search. Select the discovered device and click Add to Topo.
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|
StartIP: [ 10 . 80 . 80 . 80 m
End IP: [ 10 . 80 . 80 . g0
Carnmunity: | public
Close |
Tyrie: SNMP Devices ~
CurrentP; 10.90.90.90
Il Search l e |
| Device Mame: | Type | |P Address | Description |
Diey-10.90 90,90 GenShh_ 10909080

‘Addto Topo Select Al

Figure 66: Device Discovery screen

To change the device type:

1. Double click the device icon on the topology map to launch the
D-View module.

GenSHP

I D-Link DES-3028 Fast Ethernet Switch

\Dew:elnF’n‘ eManags  Tool  Help

InterfaceInfa...
ARP Table..
Roiker Tehle...
Fowardirg Table, .,
RMON
Spanning tres, .,

Figure 67: GenSNMP D-View
module

2. Check device’s OID information, go to DeviceInfo > System Info.
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DD system Information GenSNMPDeviceModule B EI

- Diescriptian
Mame: || "
D-Link DES-3028 Fast
Ethernet Switch
Cantactar:
Location:

Run Time: 2 Hours 9 Minutes
Systam OlD;
136144 171.10.63.6

e
F Physical @ Link T Metwaork [T Transport [ Application

Eefrash | Amly | Close

Figure 68: System Information screen

3. Launch the Device Customization tool and add the OID information to
D-View’s database, go to Application > Device Customization.

D D-View 6.0 - [HQ:TP-5F2225]

- [1] Ele Miew Topalagy w Advanced Help
- . 2 ST Batch Config P Pm
= JE=nfis Tl LE St 28

Topo Export/import...
|Hierarchy Topolo._. ~ 'x‘| |

EE Root
L TPSF

Device Customization... |

Gen% P

Figure 69: Device Customization function

4, Enter the vendor’s information.
B Vendor: Enter vendor’s name.
B Logo: Upload a logo for the vendor.
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5. Enter the device type.
B Device Type: Enter the model name.

6. Enter the alias name & OID.
B Alias: The name entered is displayed on the topology map.
m  System OID: Device’s OID number.

7. Click Apply.

I Device Customization gl

(Vender Infarmatian

vender - Apply

LOGO - Browse. . Delete |

\
Device Type Info

Device Type : - Apply
Max Paorts o Delete

r
Alias
\Svstem QD
Up lcon Browse...
D [con Browse...
Unpall lcan : Browse...
Prograrm : Browse. ..
Refresh | Close

Figure 70: Device Customization screen

There are two Apply buttons in the Device Customization window:
Vendor Information:
[ | If the vendor’s name is not seen in the list, you can create
a new one.
[ | Enter the vendor’s name and click Browse to upload a logo,
then click Apply.
Device Type Info:
u To add a new device module into D-View’s database, enter
the vendor’s information.
If the model name did not change, be sure to execute Device Type Check
to update the database. Save the changes.
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ID Device Customization jl,

—wender Information

Wander : D-Link - Apply |

LoGO CANMINDOWSisystem3?panelbmplD- ﬂr\tjiwse_;_, | Delete

Device Type Infa

Device Type;  DES-3028 - Apply

Max Forts | 0 Delete

i

Alias:  DES-3018

Figure 71: Device Customization

The purpose of Device Type Check is to update the customized information

to the database.

1. Launch the Device Type Check function, go to Advanced > Device
Type Check.

ID D-View 6.0 - [HQ:Net-172.17.5.024]

£ E] File “iew Topology Application Swstern MNefTools Report Agvancediﬂireless Management Help

HEBEE =S R ERE DR S 1| Link Capacity Check..

Dewvice Type Check..

5% -'\'E- @9 ‘5; | @ @ @ @ | SRR - o= Safequard Check...
Xl o K oA BB e g 2o

Services Manager...

|Hi3lalch_v Topology Workplace - X|
=& Root GenS MNP Gen SHMIP DF L2560F Gen s HiP GensHMP

ElU H
- ! Met-172,17.5.0 172.17.5.80 . 5. AT 5.
L Met_172.17.5.211

Lt Met_172.17.5.241

Met_172.17.5.242 Gen SHMP
ot Met_172.17.5.243
L Met_172.17.5.244 ’ @
Met_172.17.5.245
gmet_nz.l?.s.z‘ts a0 | ESEEEIN
§ el Met_172,17.5.247 e
et Mek_Unknow Netmap . DEg-a4s0 D53-3460

Het_17Z.... 172.17.5.245 17217 5246 172.17.5.247 1R R4S
",‘ Hetmap ".‘ Metmap ",‘ Netmap
Net_172.... Met_172.... Het_172....

Figure 72: Device Type Check

2. Click Check to load the data from the database.
3. Click Update to update the database with the correct model name.
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|
| Device Name [ 1P | Tupe | Checked Type | Read Commu.. | wirite Commu.. |

Cey-10.9009080  10.80.90:90 GenSHMPDevice  DES-3028 puhlic private

[ Check I Stap || LUpdate Close

Figure 73: Device Type Check

In this case, the model nhame changes from GenSNMP to DES-3028. Click
Save to save the changes.

D D-View 6.0 - [HO:TP-5F2225]

E] File “iew Topology Application System  MetTook Advanced: Help

HEEIERARESDS L2
|HiBlalChjl Topolo... ~ 'x‘|

DES-302%

10.90.90.90

Figure 74: DES-3028 identified in the topology

In order to configure the Batch Config support for DES-3028’s firmware
update, the associated function OID for the device has to appear in the list.
To check if DES-3028 is on the list:

80



Chapter 7 - Managing and Monitoring Devices

1. Right-click the device and click on Run Batch or go to Application >
Batch Config > Run Batch.

2. Click on the pulldown menu to see if DES-3028 is on the list.

D D-View 6.0 - [HQ=Net-172.17.5.024] Copy CH+E _1=
VIEENE = == 2 M [ Paste Chl+
HEDI=EEAREHRS P8 B
= ) ) . Delete
E] File “iew Topology Application Systern NefTools Bepot Adwanced EZ2ES Ma ; ent Help > =8 X
|Hieralchy Topology Workplace - X| [DFEW” ﬂ
- Root D-iew Maodule...
- 3
=) U HQ - Gen SNMP Gen§ NP DFL-2560F Gen§ Management Module S NP GenSHMP
EQ@' Nt Uk Remate Management »
et _Urknow 1 1 1
B4 Net-172.17.5.0 == = 9 €| Run Bach... | =
o Met_172,17.5.211 17217588 13 172 1?.5.I‘Q\PKLL Addto Poll List 17.5.182 172.17.4.186
L Met_172.17.5.241 )
L etz r s e Delete from Poll List
A Net_172.17.5.243 Gens NMP DG3200-10 0653 Rearange Topology » 53460 D35-3450
& Mek_172.17.5.244 ) .
e @ \9" \9 Yiew Options... L"
L Met_172.17.5.246 ZetBackgraund...
) N L7217 2 247 17217 5.200 172175211 U ) 7524 //2 17.5.244
— Upper Layer e
Hetmap DG5-3480 0653450 Das3  Loomln maiy Hetmap Hetrmap
X Zoom Cut .
W' G CF G vV W W
Net_172.... PRI 5245 17217524 172.17. . izs4 Net_172.... Net_172...
Device Manager »
Link Manager »
Metmap Netm|
Netmap Manager 4
d | Topology Bollback
Net_172.... Net_172.. Net_IT2.
Kl [ L|J
Figure 75: Right-click on device

x|
Resource | Config File M anager | Port Statuz |
Save I Rieboot I R0 I Safeguard Engine I Spanning Tree Firmware Update
| Device Name | Device Type | IP | Status | C
Dew-17217.5.89 GenSMMPDevice 17217589 T
0 5 Select
Dev17217.5113  GenSHMPDevice 172175113 D683312F| LE
Dew172175113 DFL2560F 1721751119 - -
Dev-172.17.5.122 GerSNMPDeviee 172175122 nggggg]g %
Devw-172.17.5.181 GenSMMPDevice  17217.5.181 Dosionnea 3528 Series P/
Dev17217.5182 GenSWMPDevice 172175182 DES33505R J 18.130.53
Dev172175185  GenSNMPDevice 172175136 DES 3350p KUP
Dew-172.17.5.200 GenSMMPDevice  172.17.5.200 IVE
I Dev17217.5.211 DES3200-10 17217.5.211 DE 5 3526F GET
[T Dev17217.5.241 LGS3450 17217624 DES3828DC
[" Dev17217.5.242 LGS3450 172176242 DES3828
[" Dev17217.5.243 LGS3450 172176243 DES32265
[T Dev17217.5.244 DGS3450 172175244 DES 3550
[ Dev172175245  DG53450 17217 5,245 DES3526 Fimeutimsk 3000
[T Dew17217.5.245 DES3450 172175245 —
[" Dev17217.5.247 LGS3450 17217.6.247 - Indicatian
[T Dev17217.5.243 DG5S 2450 172175248 Mate: Before perfarming Firmware Update, please
[T Devw-17217.5.254 DGS36275 17217.5.254 ensure TFTP Server has been running on the
designated warkstation, and the server iz reachable
for the devices.

The statuz information shown an the panel anly
indicates a SHMP operation haz been zent to the
devices successfully.

Schedule
Lloze | Apply |
Figure 76: DES-3028 not on the list
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To customize DES-3028’'s associated OID functions, add DES-3028 to the

firmware update supported device list.

1. Open Advanced Option to customize the OID function, go to
Application > Batch Config > Advanced Option.

D D-view 6.0 - [HQ:TP-5F7225]
E] File Miew Topology | Spplication Eﬁystem MetTook Advanced Help
L ik Batch Config * Bdvanced Option.. r
sl = e
Topo Exportdmpart... Bur Batch. ..
[Hierarchy Topolo... = x| ) - A
= Device Cuzstonization.. l
= & Root
|_:_|r:‘. HE
Ll TR-SF
DES-3028
Figure 77: Advanced Option function
2. Select FIRM in the functions list and then click Next.
3. Search for DES-3028 in the Device Types supported by... list.
4. Click Add to add to the Configured Devices Types list.
x
 Function List
| FunctionMame | Funchion Description
Firmware update
COMFIGURE Config update
RESOURCE Fesaurce Manager
PORTSTATUS Fart status
SAVE Save config
SPANMING. Spanning tree config
FRrON RrOMN zonfig
SAFEGLUARD Safeguard Engine config
REBCOOT Feboot devices
~Function Info
MName:; FIRHM
Deseription:  Fimware update

& Bach I Mests l Cloze

Figure 78: Firmware Update function
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x|
’@vi'me Type Infarmation \\ / ~ Indizaticn
= = - - — - Add or Delete devices to support
Dievice Types supported by .. | - Configured Device T_','pes_| !ZI "Bateh'! configuration,
DFLZ5E0F [G53426 The device list on the left shows
DwL3200 DG533245R;) all device types clirently mahaged
L2100 [G533245R by Dz‘v']!?:}_"{- _ _
DG53627G NG5S 25R The device list on the rght shows
DGSA3245R [ESIIE05R _E"_ ““;.d?"{.ce\-t????-that support
DFL1EED DE 5 3852F S Bt o
Mote: The ron-corfigued devices
[E53852 £ : st
; bESagzep = bplauedd I gicy. ahenon
DL 7700 & 3a7aD 0 peitorm the batch configuration.
GenShMPD evice DES3828
DGE53450 [ES32265
DFLZED [ES3ERD
DFL2510 [ES3526
DES3828 ['H53E2E
DGES3IET2G H53226 E
\Ql L] 9 HET1 /
Lidd l Lelete | Froperti.. |

<Back [ Finsh |  Cose |

Figure 79: Adding DES-3028 to the support list

5. Select DES-3028 and then click Property to configure the OID function.

x
— Device Type [nformation i Indication
— - — - - —_ - Add or Delete devices to support -
Dievice Typss suppoited by . | [= Corfiguied Device Types | [+ ] “Batch® canfiguration,
DFL25E0F DES 3528F The device list on the left shows
DiwfL3200 DES35220C all device tupes currently managed
DiwL2100 DES3898 by O iew. _
DGE53I627G DES32765 The déviga list on the right shows
DG533245 DES 3550 Al ine sevice [ypes fhok sinpoik
DFL166D DES3526 Seish e .
DESIE2D DHS 3626 Mote: The non-configured devices

are digplaved in grey. when you

oA os Siiaath petom the batch sonfiguratinn
GenSNMPDevice DHS53210
D5 3450 DHS22265
DFLZE0 DH522185
DFL2510 DH522105
DES3528 LH53528

DGS3612G M
FiFL 250N =] 2!

<Back | Fish | Cose

Figure 80: Device Type Config
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0ID Config
~0ID List
0ID Name | Twpe | Description | Readiirite |
— OIE Canfig: ~OIDvalug Config,
op: |l Name | wvalue |
Type: *
Description:
Readiiite & hlarme:
Walue!
Add Delete
Al | Deleie |
LCloge |
Figure 81: OID Config screen
Follow these steps to retrieve the OID information:
1. Open the MIB compiler to query the OID information.
Go to NetTools > MIB Tools > MIB Compiler.
-0l
[¥] File View Topology Application System NetTooIsiBeport Adhvanced ‘Wireless Management Help . =8 X

‘@ ‘ lgl ‘ @‘ @‘ @ ‘ :{{-E Dievice Discoverny...

Advanced Device Discovery..

bg -ﬁ- é’ !'!2 ‘ @ @ @ @ ‘ % %4 TiaceRoue.

= TFTP..
.! L2 q -
% c g)- % Oﬂ H i Met Toolbox...
|Hieralch_l,l Topology Workplace - X| Port Packet Monitor.. ﬂ
=& Root B
E timHQ Perormance Manitor..
B 5 | MIB Tools 4 WMIE Browser...
gl Net-172.17.50 Topology Genersior i
e Met_Unkriow pology \a B Compiler..
Metmap Metmap
.J d -
Me-172. Met_Linknow

4] | LIj

Figure 82: MIB Compiler
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2. Click Compile to open the dialog window.
3. Browse and open the Genmgmt.mib file for compilation.
4. Enter the MIB file’s location.

. Choice Imported MIB Source Path

Module |DLINKAD-AECMIE
d MIB Moduls Path

D \Switch\DES- 0280 MIBLDE S 30xsp-MIB 2-for-lab-0701 22 I: f i

Figure 83: MIB Compiler

22 D-Link MIB Compiler

tio Edit View Window Help.
AEEE

Bromse Agent 1P |

ook in: [ 59 DES30wpMiBsforlab-070122. 023 »] 4= [&] £ ER+

AAC.mib

ACL.mib

Auth,mib
des3025-L2mgmt. mib
des3028p-L2mgrt. mib
des3052-L2mgmk, mib

desSD'SZp-L2mgmt.m|'b

mdBSS?:ZBp—Langmt.mib

deSSTSZp-Mmgmt.mﬂ:

¥ BLINK-ID-REC-MIB. mib

<r datLzrmgmt.mib
“Senmgr it

IGEﬂmgmt.mib

e [mb

Figure 84: MIB Compiler
5. Select agentBscSwFileLoadType from the MIB Tree, the OID is
displayed in the right window. This allows you to view information about
uploaded and downloaded firmware.
B The number in the Value List will control the upload or download
action.
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+5| agentGeneralMgrnt
gentB asiclnfo
agenttgmtPratacalCapabilty
enthibCapabiltyTable
agenthibCapabiltyEntry
4§ agentMibCapabilityindex
@ agertMibCapabiityDescr
@ agertMibCapabiityersion
4@ ageniMibCapabiliyType
----- & agentStatusConsolelnllse
----- @ agentStatusSaveCfy
----- 4 agentStatusFileT ransfer
a ‘agentCPUutilization
& agentCPUutlizationinGses
W agentCPUutiizationl min
& agentCPUutlizationlnGmin
] -_agentD_Ualim_agpSL_;_ﬁlqs
=43, agentBasicConfig
=-EH agentBscEwFileTable
¢ agentBiscSwFieEnty
4 agentBscSwRilelndex
¥ ..agentB'sncﬁ wileDser
@ agentBscSwFilstddr
T .'agentB'sncﬁ wileTransferType
¥ .'agentB'sncﬁ while:
¥ .' oS whileLocateld

T

4 agentBscSwhileCl

Figure 85: MIB Compiler screen

This slide refers to the DGS-3450 model’s configuration; please configure
the same for the DES-3028.

OID 1.3.6.1.4.1.171.12.1.2.1.1.7 refers to the file name.
1.3.6.1.4.1.171.12.1.2.1.1.7.1, here 1 refers to the index.

Value list defines the types of actions:

B 2: Upload (backup firmware).

m  3: Download (update firmware).

AR EAR IS e e e e

Figure 86: MIB Value description screen
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0D List -
0In Mafre |_Type | Description | Readirite |

1361 4147142121151 STRIMG  File Mame READ|ARITE
1.36141171121.21.1.31 IPADDR Server P READ|ARITE
1.361.41171421.211.741 INTEGER Operation Type | READPYRITE
1.36141171121.21.1.81 INTEGER Procedure READ|ARITE
1.361.4117142.1.21.1.104 |INTEGER Image READPYRITE

— DD Caonfig: DID value Conflg

alD: Mame | walue |

Type: -

Figure 87: OID Parameter screen

6. Check the File Name’s OID number and update the fields in OID Config,
as seen in the screen below. Use the MIB-Compiler to enter the

parameters.
X
~0ID List - Indization:
0ID Name: | Twe | Description | Readiwrite | bcﬁnﬁﬂ_ureg‘:e E'meTneﬂiesdogheldetyice
1.36.1.44.171.12.1.21.1.5.1 STRING  File Name READ[WRITE ARG RGO AL SR iR
~0lD Config: ~0ID Value Sonfiy
[O|D: 1.2.6141171.121.2.1.1.81 ] Mame | Wvalue
ﬂpe: STRIMNG -
Description: File Mame
Readifitite READWRITE % Mame:  FILENAME
\ o
Valuar  NWULL
Add Delete | :
Ardd | Dielete |
Cinse |

Figure 88: OID Config screen
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4 agentS tatuzConzolelnllze

4 agentStatuzSaveClg
o agentStatuzFileTransfer
= ‘:3 agentCPUutilization
qf agentCPUutiizationlnSzec
-af  agentCPUutilizationtn min
L4 agentCPUutilization!nSmin

4 agentBscSwileddd

aentBscSwFiIeLocateld
agentBacSwilel oadl

Figure 89: OID Information Query in MIB Compiler

7. Select FileName and enter the values of the OID Value Config

information.
B Name: Enter file name.

¢ o agentDuallmageStatus o E??EEFE_]_QG
En:@ agentBazsicConfig ; b FE
=-EH agentBcSwFileT able _—
. P Mo agentBsciuFileEnte
Bl agentBecSwFilsEntry S I\Igig Bsch Entry
.‘ agentBscSwF?Ielndex e it '{h'ehuai'hg G et be dumtoan
-oq agentBscSwileDsor i o 5, dinm L

B Value: Defines the input format and the space to store data.

DID Config o

x|

—OID List - Indication:
QIn Marne: | Type | Deseription | Readnrits | L _
1 264.41471424211.64 STRING  File Mame READ[WRITE by entering the Name,Type and Decription.
~0lD Carig: /01D value Corfig \\
oD 1.361.41171.121.211.51 Mame | vale |
Type: STRING -
Description: File Mame
Readiitite READIWRITE = Marme:  FILENAME
Qame: MULL /
Add Delete | —
s | petste |
Close |

Canfigura the 0|0 propetties of the device

Figure 90: OID Value Configuration

8. Add Server IP to the OID list.
B Follow the on-screen icons.

B There is no “value” description in MIB file, please enter 1.
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0ID Config B

~ OIE List

- Indication:

X

0ID Mame | Tepe | Description | Readiirite | bCantﬁg__urer t:e E}'D pr%peﬂiesdnfD.ther ldni:vice
1361 41171121.21.161 STRING _File Name ___ READWRITE pE SR S
T36144471.02.0.24.1.3.1 IPADDR _ Setver [P READIWRITE |

ﬂD-CBn‘ﬂg. \\ —/ﬂﬁ Walue Config =\
QlD; 1.36.1.4.1.171.12.1.2.11.3.1 MName | vale |

P 109090490
Type:  IPADDR -
Description: Server [P
Readifitite READ[WRITE - Mame: [P

Add Delete |
A | _Izalete.l

Clage |

Figure 91:

Server IP Parameter Configuration

| e q agentDualmageStatus
E:B agentl azicConfig
=1 agentBscSwrilsT able
] EI@ agentBscSwhileEntny

i agentBscS whilelndex
agentB zcSwrileD zor
agent]

IP Lddress
IpAddress
Read-Write
Current

agentBzcSwRileT ransferType
agentBzcSwFile
agentBzcSwileLocateld
agentBzcSwFileLoadT ppe
agentBzcS wFileCtrl

agentB zcs wrileB Increment

agentBacdFileEntry

Hone

The IP address yhere the File
where the: Cile will be uploade

nanaadana

Figure 92:

OID Information Query in MIB Compiler

9. Add Operation Type to the OID list.
B Repeat the previous procedure.

B Enter the values: 2 for backup and 3 for update.
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0ID Config o

010 List

QD Mame.

| Twpe | Descripion | Readwrite |

1.3.61.41.171.121.21.1.61
1.361.41171121.21.1.31

STRIMG  File Mame READIWRITE
IPADDE __ Server [P READWRITE

1.36141171121211.71

IMTEGER. Operation Type READIWRITE)

- Indication:

Caonfigura the 01D properties afthe device
by entering the harme, Type and Decription.

70ID Canfig: \\ @vamwanﬂ_g_
ol 1.26141471421.211.74 hame | Value

BACKUP 2
Type: INTEGER - IUFDATE 3
Description: Dperation Type
Readiitite READMWRITE & Nioee:
N- / %HJE:

Add Delete | —
g |
Figure 93: Operation Type Parameter Configuration

S agentBscSwhileEntry

; & agentBzcSwrilsindex
& agentBzcSwRileDscr
@ =agentBacSwrilsaddr

agentBsciwFileloadType
e e T e e P O e o

& agentBrcSwRileTransferTupe
4 agentBecSwFile
& agentBrcSwrilsLocateld

A EEER

g FileLoadT ype:
& agentBecSwrileChl
& agentBecSwrileBlncrement
& agentMultlmageChlD

Figure 94:

ABENT-GENERAL-HIE
Integer
Fead-Trite
Current

other{l)

2 : upload(z)
: dowmload|3)

OID Information Query in MIB Compiler

10. Add Procedure to the OID list.
Repeat the previous procedure.
Enter the values: 2 for inactive and 3 for active.
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omconig x|
— 01D List - Indication:
OID Mame | Twpe | Descripion | Readiirite | Sanfigure the OI0 properties ofthe device
: : by antering the harme, T o Decription.
1361 4117112121141 STRING FileName  READ|WRITE JER B G S A B e
1.3.6.1.4.1.471.12.0.2.1.1.3.1 IPADDR  Server P READ|WRITE
1.361.41171424.311.7.1 INTEGER Operation Type READIWRITE
1.26.1.4.11971.12.1.2.1.1.8.1 IMTEGER. Procedure READ|WRITE)
7010 Cornifig: ‘\ 1D Yalue Config \\
oD 1.2671.41171.121.211.81 Mame | value |
INACTVE 2
Type: INTEGER - WCTIVE 3
Description: Procedure
Readiite READWRITE & Marme
N / Walue! /
Add Delete | =
= - aod | [ peeee |
Close |

Figure 95: Procedure Parameter Configuration

[l agentBecSwFileEnty
odll agentBscSwhileindes
4 agentBacSwrileDzor
agentBscSwriledddr
agentB scSwRileTransferType Integer
agentBacSwhile Composed syntax  INTEGER
agentB zcSwRilelocateld Aecess Bead-lrite
Current
other {1}
drigotite (2]
1 start(d)
iodelete(d)
+ config-as-hootup-fw|5)

agentBscSwrileLoadType

agen SwFileChl

agentB scSwrileBlncrement
ol agenttultilmageCtllD

agentSystemBeszet

agenth s232PortConfig

Figure 96: OID Information Query in MIB Compiler

11. Add Image to the OID list.
B Repeat the previous procedure.
m Enter the values: 1 for Imagel and 2 for Image2.
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N zl
— 01D List - Indication;
01D Mame | Type | Description | Readmirite | bCu:mtﬁg_urEme r?}ID prﬁ_pertiesdnfbtherldni:vice
BRI E aime B3 Le it
1.361.41471.12.1.21.1.84 STRING  File Narre READIWRITE ¥ & g i
1.3.61.41471.42.4.21.1.34 IPADDR  Sewver P READIWRITE
1.361.4117112.1.21.1.74 IMTEGER Operation Type READIWRITE
1.3.6.1.41.171.12.1.2.1.1.8.1 IMTEGER Procedure READIWRITE
((361.41171.121.21.1.10.1 INTEGER Image READWRITH
701D Config: \\ —/mﬁvmue Corfig \\
oD 1.2E71.41171.124.211.10.1 Mame | value |
IMAGE1 1
Type: INTEGER - IMAGE2 2
Description: Image
Readiiite READ[WRITE & Mame:
N / Wue: /
Add Delete | —
= - ag | [ peete |
Close: |

Figure 97: Image Parameter Configuration

- agentBzcSwFileE ntry : A ; trl

i agentBacSwhilslndex Hient ID TS o OO L S 2 DG S B
agentB scS wrileD sor Maodu. .' A@IT—GEIEREL—HIH -
agentBzcSwhiledddr - - :
agentB seSwrileTransterType Integer
agentBscSwFile Composed symtax INTEGER.
agentBrcSwFieLocateld hecess Eead-Write.
Cyrrent

agentBzcSwRileLoadT ype
i : :g:::g :zgxi:::glt:crement faer s e FoEnEHeuE Ry

. First child lone

Description The seotion ID of Firuvare ing

Figure 98: OID Information Query in MIB Compiler

12.Launch the Run Batch function. Go to Application > Batch Config >
Run Batch. Be sure to enter the parameters correctly to avoid error
messages.

ID D-Yiew 6.0 - [HQ:Net-172.17.5.07226]
E] File Miew Topology | Spplication kﬁystem MetTooks Advanced  Help

3 . ‘ =k, ‘ —il Batch Conlig ¥ Advanced Option, .
HH = : 3;‘ L Topo ExportAmpart... | Run Batch... |
|D|e;u; 2 % ALEL R | Device Customization. . I
=i o
=81 He

- TR-SF
el Neb-172.1

Figure 99: Run Batch function
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D Run Baich

Save | Reboot | RMON | Safegusrd Engine | Spanning Tree Fimwove Update | Resoure | Config File Manager | PortStatus |

| DeviceName | DeviceType | IF | Swtos | [ Contig By Device Type
v Dev-10.90.90.90 DE3028 10.90.90.30 DES2028 o T Selat
_ Config Name | Retting |

File Name 102510 had
Ferver [P NULL

oad Tvpe NULL
ile Tl NULL
ze NULL)

BatchGroup

0\ Configmtion isimyaia s PPion:  [[0ZbI0Ted |
Ly gmis

Local TFTE [ TimeOutfms): 3000
ation
ote: Before performing Firmware Update,
pleam engure TFTP Berver haz been mnning

on the desdgnated workstation, and the sover
iz reachable for the devices.

The status information shown on the panel
only indicates a BNMF operation has been
zent to the devices surcessfully,

Cose | EAm |

Figure 100: Error message during first process initiation

B DES-3028 is now in the list.

B The parameters you configured are in the list now. Select the
appropriate information to proceed with the firmware procedure.

B Select Run Local TFTP to implement the firmware procedure.

laix
About
Name  [D¥iew Manager IP &ddress 10.90.50.100 T
Opened  553.00 PM Action Session B =
Incles | Actior [P | Tvpe | Thtp File Mame | Statuis :
1 - 10.50.90.50 | Get F102610.had Ok
2 - 10.50,90.50 | Get - R102B10.had 0K
Bl i
50801 PM : Start transferring
BBI06 P Transfer Ok
B:00:35 P | Start transferring
E:00:40 P : Transfer QK

Figure 101: TFTP Server

93



Chapter 7 — Managing and Monitoring Devices

x
Resaurce I Cohfig File: M anager | Port S[atus_ |
Save I Febact I Rt I Sateguard Engine I SpanningTree Firmware Update
| Device Name | Device Type | IP | Btatyz | [ Config By Device Type
Iv Dev-10.90.90.90 DE 53028 10.80.90.90 Success [DES-SDZB sl
f Confighame | Setting \ |
File Name F102B10.had
Server [P 10.90.90.100
Operation Type UPDATE
Frocedure ACTIVE
Image IMAGEZ
O phion: UPDATE -

Bun Local TETE v JTimeOutims], 3000

rIndization

Mote: Before performing Firmware U pdate, -
please ensure TFTR Server has been
tntinig on the designated workstatior, and-
the server is reachable for the devices.

The status infarmation shown on the panel
only indicates a SNMP operation has been
zent tothe devices successfully,.

Oose | appb |

Figure 102: Configured Parameters in Run Batch screen

In order to Batch Config the reboot function for the DES-3028, follow the

steps below:

B As seen in the screen below, DES-3028 is greyed-out which means that
the reboot function does not support DES-3028 model.

Rigsoamca | Cionfig Fie Manager | Post Staher
Sovm Rebot |  AMON |  SoegusdEngne |  SpewngTiee | Frware Update

i Davce Namo Tevce Tope ﬁ | Stag | [ Confip By Device Type
i T ) T I R S

Conlig Name Satting
Febool HULL

Dipdion: r
1 Indication
Mote: Fleane select the dervices o perdoming
operations arcoiding o dewice e

Figure 103: DES-3028 not in supported list
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1. Open Advanced Option and select Reboot.
B Please refer to previous session on how to launch the Advanced
Option.
2. Select DES-3028 and add it to the Configured Device Types list.
m  Click Property to edit OID.

x
 Furction List
Function Mame | Function Description
FIR Firrivaare update
COMFIGURE Config update
RESOURCE Resource Manager
FPORTSTATUS Poart status
SAVE Save config
SPAMMIMG. Spanning tree config
FkAOM FkOM config
SAFEGUARD Safequard Engine config
{REEDOT Feboat
~Furction Info
Marnne; REBOOT

Descriptions.  Reboot devices

4 Hack ' Mest > Il Close

Figure 104: Reboot function

x

~ Deviee Typs |hformation ~ Indization

~ — - - — Add or Delete devices ta support -

Device Types suppotted by . | [= Configured Dievice Types | "Batch’ configuration,
DFL2560F DGES3IE12G The device list on'the left shows
Chawdl3z00 CGS3627G all devics types currsntly managed
DiwiL2100 DGSIE27 by Diew. .
OGSIE275 [GS3E50 The device list on the right shows
DESII4SE DGE52450 aII. the d_EV|pa_type§_-that support
DFLIERD DG53427 batch comfiauration.
DES 3520 LG53476 Mote: The non-corfiguied devices
CEEVENN |occ:o20c R i
VR Pt perform the batch configuration:
GenSNMPD evice DES 3828
DES3450 DES 3550
DFLZE0 DES3526
DFLZE10 DES-3028
DES3528
DGS3E12G
MFL R0 E
‘ Dielete Broperty |

¢gack [ Fnsh | e |

Figure 105: Adding of DES-3028 to list

3. Update the fields in the OID Config as seen in the screen below.
B DES-3028 can now be seen in the list.
m Click Apply to reboot the switch.
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DID Config _oapn

~0ID List

01D Mame.
1444714 0

| Type | Description | Readiyite
INTEGER Rehoot

- Indication:

Configure the OID properties of the device
by enteting the MName, Type and Dectiption.

f(O.iB-'QD.nTLg_. \\ /01D alue Canfig.
oD 1.36141171.121.230 Mame | wvalue
cold-start 2
Type: INTEGER - arm-start 3
no-reset 4
Description: Reboot
Readiirite READIWRITE - Mame:
\
NS j Walug:
\
Add Detete |
Aild |
Figure 106: Reboot Parameter Configuration
[Dronpatch x|
Resoace | Corsa File Manager | Port Statuss
Save Rebost |  AMON |  SobegusdEngne SpannngTiee | Fiwane Update

[P e oEsams

T Stwws | [ CofoByDevicaTyps

DES-328 * [ Select
Conlig N Setting
Febool wialm-ghat
Diption: o 5

[ Irecic.stioon
Hobs: Plaase palect B devices bor parfosrmng
operation: scoording bo device hpe.
Then press “Apply™ budion lo ssboot the psleched
dewices. The status informaion shown on the

el oy inchcadies & SHMP operaion has been
mant b e deices successhully,

[Prest “Schedus™ o usn e schaduls batch
function

TimeQutims} 3000

Figure 107:

Reboot Function execute

96




Chapter 7 - Managing and Monitoring Devices

7.5 Third Party Devices: Cisco Catalyst 2960

For Cisco’s Catalyst 2960 follow the steps below:

1. Double-click the icon to launch GenSNMP D-View module. Confirm the
Catalyst 2960’'s system OID information, go to DeviceInfo > System
Info.

D System Information GenSNMEDeviceModule &l

—Description

Cigeo 108 Software,
22960 Software
Contactar: ‘ {C2860-LANMBASE-N),
Wersion 12.2{35)5E45,
RELEASE SOFTWHARE

Marne: IEW“Ch

Location: ] el
Copyright {c) 1986-2007
Run Time: 0 Hours 24 Minutes by Cisco Systems, Inc.

Compiled Thu 19-Jul-07

Systern OI0: 20:06 by nachen

1.36.1.41.9.1694

~Service -
[~ Phygical [ Link [ Metwork [~ Transport [ Application

Figure 108: System OID Query

D O-View 6.0 - [HOuNet-172.17.5.02226] _ 18] x|
E] File Wiew Topology Application System MetTools Advanced: Help . -8 X
2 [F B . = @ R | = ™o ‘
HEESESARERES L P&
~hn Tannln + ] | A
Cisco 105 Software, C2960 Software (C2960-LANBASE-M), Yersion 12.2(35)SE5, RELEASE SOFTWARE {fcl)Eopyright (¢
a  Devi Manage  Tool Help
Interface Info...
ARP Table...
Router Table,
Fatwarding Table. ..
RMON i
Spanning tree...
GenSNhP GenSMMP
172.17.5.231 ;

Figure 109: GenSNMP D-View module

2. Open Device Customization to configure the Catalyst 2960.
B  Update the necessary fields.
B The updated content will be displayed in the topology map.
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ID Device Customization N ﬁl

~Wender Infarmation

Wender: Cisto - SR |
LOGO - CHAMMNDOWSisystern32ipanelbmpicis Browse.., | Dielete |
Drevice Type Info
6&\&1: e Type | = )

0l

MaxPorts; O Delete

Alias Cayalyst 2960

@rstern o 1.261.41.9.1.694
Up lzon: Browse. . |
Down lcon : Browese.. |
Wholl lean Browse.., |
Progran Browse.., I
Refesh | ciose |

Figure 110: Parameter Configuration

D D-¥Yiew 6.0 - [HQ:Net-172.17.5.02227]
m File  Wiew Topology | &pplication Eﬁysfem MetTook Advanced  Help
e _E Batch Caonfig - ey
BB 3 b D 3

Topa Expartdmpaort....
Wierarchs Tonole.. * X | | peie |
EE Root S ! :
=-61 Ha
B~ Tr-5F
i, J;P N@t—l?é.:].

t 2@

Gen S NP Gen SMhP

=

P27 6232

Figure 111: Device Customization

To perform the Device Type Check:
1. Open Device Type Check... to update the database, go to Advanced
> Device Type Check.
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D D-View 6.0 - [HQ:Net-172.17.5.024]

E] File Wiew Topology Application Swstem  MetTools Beport AglvancediwirelessManagement Help

Link Capacity Check. ..

HEBEIERKRQEDE

Device Type Check... |

F1P RO |aw- -
B |2 L

Safeguard Check...
All af ARP Infa...

Services Manager...

ierarchy Topology Workplace b4 | o

B4 5 7217550 172.17.5.119 17247 5.82
SR tet- 172,17 5.0
- Net_172.17.5.211 Ben§HMP DBE-3200-10 3450
&' Net_172.17.5.241
& Met_172.17.5.242
& Met_172.17.5.243
& Net_172.17.5.244 172175200 7 172ATEEN
&' Net_172,17.5.245
! Net_172,17.5.246 " -
Cdpetazeazsoa [P L Dosde DG3-3460
""" CD- Met_Unknow ' % ﬁ
REF 17217 5246 172175248 172075247 REL A48 IREL AT 264
" Hetmap ‘ Hetmap ‘ Hetmap
Figure 112: Device Type Check

2. Click Check and then press Update to update the database.

B Save the changes.

D Device Type Check N i ﬁl

Figure 113:

Device Mame |E | Twpe | Ghecked Type | Read Gommu.., | Write Gomrmu... |
De-17217.52H 172175234 GenSHMPDevice  GenShMPDevice public private
Ciew-172.17.5.232 FR2AT5232 GenShMPDevice  Catalyst 2960 public frivate

Device Type Check screen
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D D-View 6.0 - [HQ::Net-172.17.5.02227]

m File Miew Topology épplication  System  MetTook #dvanced  Help

HEESERARIEZHERS L 23

|Hielau:hy.Top'uliJ__. - 1X1|
EIE Root
=-F1 HY
B TP-EF
b .{,',1' Nﬁt—l?‘é.:_l.

Catalyst 2960 GenSHhP

-

172.17.5.231

Figure 114: Saving changes

To set up Batch Config to support Catalyst 2960:
1. Open Advanced Option... to configure 2960.
B If the device type is not activated it means the device is not supported

by D-View.
D D-¥iew 6.0 - [HQ:Net-172.17.5.02226]
E} File  Wiew Topology | Application Eﬁysfsm MetTools  Advanced  Help
J‘ ' ‘ &) ‘ [| Bateh Canfig + [ advanced Gption.. |P ‘ e
Topo Export?lmpart... Run Batch..
|—I'Iialau:h}l.Tup'uli:r._. - 1X1| . - = |
Device Customization. .. [
EIE Root
=-6 Ho
Bl TP-SF
i, Q N@E-—I?;:?;.:_l
Gan 5P Catalyst 2960
1721757231 TZ. 2]

Figure 115: Advanced Option Function
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x

Resource I Config File: M anager | Port Status.
Save Feboot | RMON I Safeguard Engine I Spanning Tree | Firrnyeare Lpdate
| Device Name | DeviesType | IP | Status | - Canfig By Device Type:
D127 527 ConnhMPevice 17747807
(Cev 172175232 Calalst 2960 17217.5.232) _Saee
Config Mame | Setting |
Feboaot NULL
O ptior: £

~ Indization-
Mote: Please select the devices:for.
performing operations according b device
type,

Then press "Apply'" buttan to reboat the
zelected devices. The status information
showir on the panel only indicates 8 SNMP
operation has been sentto the devices
successfully.

TimeCutfms}, 3000

Close | Apply |

Figure 116: Cisco 2960 not in the supported list as shown in Run Batch
2. Select Firmware and then click Next.

3. Add Catalyst 2960 into the list and click Property to configure the OID
information.

D Advanced Option 5‘

 Function List
Function Mame | Function Description |
CONFIGURE Config update
RESOURCE Resaurce Manager
PORTSTATUS Fort status
SAYE Save config
SPAMMIMNG, Spanning tree config
FON Fit0MN config
SAFEGUARD Safegquard Engine config
REBOOT Reboot devices
~Function Infa
Mame; FIRH
Description; Firmware update

& Bk I Hest s I Close |

Figure 117: Firmare Update Function
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X
-~ Dievice Type Information ~ Indication

- - Add ar Delete devices to support

Divies Types suppartedby | [+] | Configued Devics Types | 121 | | Boteht eoriguaton T
DxS3326G5R DES3828 The device list onthe left shows
Dhw/L3260 DES32265 all device types currently mahaged
DPFE00 DES3550 by Diew i
DE53612 DES352E The device list on the right shaws
DELZ510F DHS 626 all the device hupes that support
DwLaz00 DH3 2226 s e S
DL o0 DHS3 8 Mate: The non-configured devices

dizplaved in grey, when you
DGS3425 DH53210 A et
Catalyst 2360 DHS 29765 peifarm the batch configuration.
DES3427 DHS 22185
DES38280C DHS 22105
DG53627 DFME01ZE
DES3200-10 DHS 3828
DFLE00 DES-3028
CFL25E60 {5
MESIRR E ]
A | ﬁele_te | IF'roparty._. |

< Back I Finish I Clase

Figure 118: Adding Cisco 2960 to list

4. Update the related OID information as follows:
B Configure the Protocol Type.
B Configure the Source File Type.
§

b List - Indicatian:
TR I e | Descustion | Eeasiiie | bCaanlure::e E}ID prﬂ_pediesdolfj.the ldet:\rice
INTEGER Protocol READIWRITE pREER R Bt Rt
ik an INTEGER: SourceFileType RE TE
1.36141.98861.1.1.1.4.100 INTEGER DestFileType READWRITE
1.36141.598861.1.1.1.5100 IPADDR  ServerlP READ|WRITE
1.36141.598861.1.116100 STRING  FileMame READ|WRITE
1.36141.988611.11.14100 INTEGER Operation READ|WRITE
— Ol Config: -OIDYalue Config
oD 1.36.1.41.99.96.11.1.1.3.100 Mame | Walue
MetFile 1
Type: INTEGER - StartConfiy 3
RunningConficd
Description;  SourceFileType 105k ile 2
Readirite READIWRITE i Marme:
Vallg;
Add Delete [
Add | Delefz
Close. |

Figure 119: Parameter Configuration

B Configure the Destination File Type.
m  Configure the TFTP server IP address.
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x|
~OID List - Indication:
OID Mame. | Tupe | Description | Readirits | Configure the OID propeties ofthe device

R A R A B by entering the Mame, Type:-and Decription

1.36.1.41.99961.1.1.1.2100
4.1.9.986.1.1.1.1.4100
1

INTEGER Protocol READIWRITE
INTEGER SourceFileType READPWRITE
INTEGER DestFileType READIWRITE
| R
STRING  FileName
INTEGER Operation

1.3.6.1.41.89961.1.11.6100
1.36.1.41.99961.1.1.1.14100

READPWRITE
READPRITE

—0ID Config: ~0ID Yalue Conflg
oD 1.36141.9.99611.1.1.5100 Marne | Walue
IP MULL
Type:  IFADDR -
Description: ServerlP
Reédi‘v’\ﬁ‘jt‘e READ|WRITE e Mame:
value!
Add Delete |
Add | el ete |
LClose |
Figure 120: Parameter Configuration
x|
~OID List - Indication:
OID Mame. | Tupe | Deschption |Re Witite Configure the OID propeties ofthe device

by entering the Mame, Type-and Decription.

1 ]
1.36.1.41.99961.1.1.1.2100

INTEGER
INTEGER SourceFileType READPWRITE

1.3.6.1.41.89961.1.1.1.4100 INTEGER DestFilaType READPRITE
1.36.1.41.99961.1.1.1.5100 IPADDR  ServetlP READPRITE
1.3.6.1.41.89961.1.11.6100 STRING  FileName READPWRITE
1.36.1.41.99961.1.1.1.14100 INTEGER Operation READPRITE

—OIE Confio- ~OID Valug Config
oD 1.361.41.9.99611.1.1.2100 Marne | Malue
TFTFP 1
Type: INTEGER - RGP 3
Description: Protocol
Readhfirite READIWRITE - Name:
Walue!

Figure 121:

Parameter Configuration
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X
— OID List - Indicatian:

OIb Name | Type | Description | Readmirite | bCD”fg_“reme E}'Dpr?rperﬁescfgheldet."ice
1361.41.8009611112100 INTEGER Pratocol READIWRITE RS R A A s AR s
1.361.41.8.9096.1.1.113100 INTEGER SourceFileType READIWRITE
- 4100 INTEGER DestFi : TE
1.361.41.9996.1.1.1.1.5100 IPADDR  ServerlP READIWRITE
1.361.41.9006.11.1.16100 STRING  FileNarne READIWRITE
1.361.41.8.996.1.1.1.1.14100 INTEGER Operation READIWRITE

—0lD Config ~0ID Value Gonflg
ol 1.36.1.41.9.9.95.11.1.1.4100 Mame | value |
NetFile 1
Type:  INTEGER - StattConfin 3
FunningConficd
Description: DestFileType ICSFile 7
Readiirite READIWRITE - Hame:
Valug!
Add Delete |
A | [belete
Close: I
Figure 122: Parameter Configuration
m Configure the File Name.
m Configure the Operation, Create, or Delete.
=
— OID List - Indicatian:

OIb Name | Type | Description | Readmirite | bCD”fg_“reme E}'Dpr?rperﬁescfgheldet."ice
1361.41.8009611112100 INTEGER Pratocol READIWRITE RS R A A s AR s
1.361.41.8996.1.1.113100 INTEGER SourceFileType READIWRITE
1.361.41.9006.11.1.1.4100 INTEGER DestFileType  READWRITE
1.361.41.9996.1.1.1.15100 IPADDR  ServerlP READIWRITE

1.36.1.41.909961.1.11.6100 STRING  FileMame READPNRITE
i 1.1.9:1.14.100 INTEGER ian EAD

~0ID Config: - OID ¥alue Config
olD:  1.261.4.1.990511.1.1.14.100 Hame | vale |
CreateAndGo 4
Type:  INTEGER - Celete B
Description: Cperation
Readitirite READ|WRITE - Mo me:
Valug:
Add Delete |
A | [belete |

Close: I

Figure 123: Parameter Configuration
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x|
~0ID List - Indication:
0ID Name | Type | Descripion | Readnrite | bCon{’ig_ureme ngpr?rpediesdofD-the ::iste_vice
1.3.6.1.41.98861.1.1.1.2.100 INTEGER Protocol READWRITE SRR MR B R B B ek,
1.3.6.1.41.9986.1.1.1.1.3.100 INTEGER SourceFileType READWRITE
1.3.61.41.99861.1.1.1.4.100 INTEGER DestFileType  READWRITE
6.1.1.1.1.5100 IPADDR  ServerlP
1.3.6.1.4:1 6.1.1.1:1.6.100 FileMame +
1.3.6.1.41.9986.1.1.1.1.14.100 INTEGER Operation READ|WRITE
— OID Canfig ~OlDvalue Conflg
olD;  136141989611116100 Mame [ Walue |
FileMame MULL
Type: STRIMG -
Ciescription: FileMame
Readhirite READ|WRITE = Mame:
Walue!
Add Delete
ol | Helete |
Close |

Figure 124: Parameter Configuration

To back up Catalyst 2960’s configuration file:

Because of the difference in the MIB design between D-Link and Cisco, you
have to implement the backup via the Firmware Update function. There are
a few limitations in the current design, such as:

B There are no problems with one to one relationship (backup one config
to a tftp server).

B One to many is the appropriate way to run this function (one config file
to many switches). Use the config file for multiple switches, the IP
address for each device needs to be modified.

B Many to one relationship is hot recommended (many switches to a tftp
server). The configuration file will be overwritten on that single config
file.

The terminology definition:

B NetFile: refers to TFTP, please select this option if the destination is TFTP

server.

B Operation: please select Create and Go to process the task.

B According to Cisco’s MIB document, the I0S update via SNMP is not
supported.

Follow these steps to backup 2960’s configuration file:

1. Open Run Batch.

2. Select the Firmware Update tab to back up the configuration.

3. Select the appropriate action and enter the information.

105



Chapter 7 — Managing and Monitoring Devices

D D-View 6.0 - [HQ:Net-172.17.5.02226]

- [}] Eie ¥iew Topclogy ’MEQ}IS{EM MetTools Advanced: Help
H ‘ . ‘ 3) | ﬁ| Batch Canlig + Avanced Option.. ‘ Q|
- - | — Topo Expartdmpart... | Fn Baich. 1
|D'B;":‘.'u' :DPU T | Device Customization. .. [
- G
-8 Ha
B TP-5F
Lol Net-172.1

GenSHuP Cayalyst 2960
1724782301 17276232

Figure 125: Run Batch function

Drwsach i
Resource | Config File Manager | - -
Save I Reboot | BMON | Satequard Engine | Spanning Tree Firmweare Update:
| Device Mame | Device Type | IP | Status | {dnf@ By Device Type \
Dev17217.5.20 GanSNMPDeviee 172175231 =
Catalyst 2360 hd :
¥ Dev17217.5.232 Catalpst 2960 172175232 Failed i I Select
Corfig Mame. | Setting |
Frotocal TRTE:
SourceFileT ype StartConfig
CiestFileT ype MetFile
ServerlP 172175589
Filetame C29E0B ackup0a03
Dperation CreatedindGao

Dptior:  [C2960B ackup0509 )
\ 4

Fun Local TETR W TimeOutfms); 3000

i Indication

MNote: Before performing Firmwars Update.-
please ensure TFTP Server has been
tunirig on the designated workstation, and:
the server is reachable for the devices.

The status information shown on'the panel
only indicates a SMMP operation has been
zent tothe devices successfully.

Close Apply

Figure 126: Firmware Update Selection screen

4. After all the parameters are set, click Apply.
B The status is displayed in the TFTP’s directory

106



Chapter 7 - Managing and Monitoring Devices

B C.Program Files'D-Link!
File  Edit

Wigw

Favorites

Todls: Help

Qyback> ¢ - (T | ) search ||.‘“ Fnlder's'| &P X 9| @

Address |E} C:\Program FilesiD-Link\D-Yisw

Falders % | | Mame  ~ size | Type | Date Modified | £
) ciscozo60 :I l‘l’_lempResource File Folder CIS/20058 5:12 PM
5 DiE5-3200-10 '.j delcanfig File: Folder 5/5/2006 5:22 PM
= :‘ My Compuker |-_.f| devmodule File Folder 4/29/2008 2:55 PM

ﬁ 14 Floppy (8:) I_r_‘;]Mihsqution File: Folder S18[2005 5:01 PM
=) < Lacal Disk (C2) I_|j panelbmp File Falder CIS/20058 5112 PM
) Documents ard Setti lj_fj perconfig File: Folder S/8/2008 5:18 PM
B I3 Program Files I'_jtmpconfig File Folder 5/6/2005 5:30 PM
& 5 Adobe xmlinstall File Folder 5/5/2008 5:13 FM

B ] cmak Z980backup ZKE File 5/8/2008 4142 PM £

[ [ Commen Files L‘;ﬂndvancednpp.dll 152 KB  Application Exkension  3/12/2008 1:12 PM i |

= ComPlus Applicat :L‘_}]P.uthentication.dll 1,048KB  Application Extension  3/12/2005 1;12 PM £

B ) D-Link Lﬂ AutoDiscover. dll 72KE Application Extension  3/12/2008 1:12 PM £

# [ DevMadule =] BukoDiscaver., ol 1KE ¥ML Docurnent 412912005 4:42 PM £

[ D-Link SHMp — Enuto‘ropor.exe 584 KB Application 3112[2008 1:13 PM £

=l D 'L}j AukoToparCom,dll 40KE Application Extension  3/12/2008 1:13 PM £

=2 BmpResc L‘_ﬁ] BatchCaorm.dll 44 KB - Application Extension  3M12/2008 1:13 PM =

3 delconfig. EBatchCustomCFg:exe 9z KE  Application (1212005 1:13 PM £

& devmodt ZE0KE  Application 312{2008 1:13 PM £

=) Mibsolti ZKB File S/9/20089:26 M f

15 panelbmy c2960-lanbase-mz, 122-35,5E5.bin 5,101 KE BINFile 5/8/2008 5:30 PM £

2 perconfic |_$J Cormmon. dil 43KE Application Extension  7/6/1995 11:06 PM £

=) tmpcanfi [_® DBrowser exe 1,671 KB Application 4/25/2005 1143 PM £

() smiinstal E]DBStorel JEXE 44 KB  Application 711212007 9:54 AM £

# 5 Module mDBStore.exe 43 KE - Application 311212008 113 PM =

® 5 Gigabyte ﬁ DCompiler, exe 2,419 KE  Application 412512005 11:43PM £

@DevResMg.dll 168 KE  Application Extension  3/12/2008 1:13 PM £

|Z) HyperSnap-Di 4

E] DevTypeChg.exe

40 KE

Application

3/12/2008 1:13 PM

H ) Instalishield In_stl;l
4] i > « |

Figure 127: File Backup Configuration

D Run Batch x|

Resource | Config File Manager | Part Status
Save I Rebaot | RMON | Safeguard Engine | Spanning Tree Firrrware Update:
| Device Name | Device Type | P | Status | LConfig By Device Type
Deudz2175 23] GanShMPN e 172175931 :
Catalyst 2960 - : .
[ Dev172175232  Colast2960 172175232  Success) | miEs
| Corfig Mame | Setting
|Pr0;pqol FTF
-Link TFTP Server -iof x| ‘;ﬁ;”f'g
Ahout 7217559
st - e p— : T 2360B ackupl&03
Mame  [D3iew Manager IF Address. 17217554 B Deatednds 0?
Opened 52425 PM Action Session [0 .
— ——— Totsl  )Backup0503
Irdes | Action P | Type | Tt File Marme | Status
1 172175252 Pyt L2 anhase e 12235 (K
2 1721765232 Fut C2960B ackup0503 aK l imeDutims]; 3000
Clear |
ing Firmware Update.
erver fas been
ﬂl ated workstation; and:
e for the devices.
| | | n showr.on the panel
' operation has been
5:30:03 PM : Transter OK coessfully.
9:26:34 Ak : Start transfering
926:34-2M : Transter OK

L

Figure 128: Apply to back up
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To configure Batch Config to support the reboot function for Catalyst 2960:

1. Open Advanced Option and select Reboot to add 2960 into the list.
Click Next to continue. Go to Application > Batch Config >
Advanced Option.

x
—Function List
Function Mame | Function Bescrption
FIF k4 Firrrivsare update
COMFIGURE Config update
RESOURCE Fesource Manager
PORTSTATLS Part status
SAVE Save config
SPANMING Spanning tree config
Fikd 0N FkON zonfig
SAFEGUARD Safeguard Engine config
REBOOT :
~Function Infa
Narme; REBOOT
Descrigtion: Reboot devices

Close

Figure 129:

Reboot function selection

2. Add Catalyst 2960 to the list and click Property to configure the OID
information.
m Follow the on-screen icons to add the 2960.

D Device Type Eonfig ___is

— Deviee Tupe |nformation  Indication
— - - - Add or Delete devices tosupport:
Device Typss supported h}_l__;l |E| Cenhgured Device T}'DES_| “Batch” configration,
DL 3260 DPM3012E The dewice list on the lett shaws
DEFS00 DGES3612G all device types clmently managed
DGES3E12 DG536276 by Diew. )
DOFLZ510F CIG5S3627 The dewice list an the right shaws
Dt LS00 DGS3E50 all the dEV|F:e_ty|:__e_s_thal sLpport
D700 DE53450 batch confiauration. i ;
DE53427 Noctln_a: ':'-he Eqn-bonflglﬂgd devices
are displaved in grey, when yau
% 32233331 0 perfarm the batch configuration.
DES3828DC DES3828D0C
DGE53627 [IES3828F
DGE53200-10 CES3828
DFLE00 CIE 53550
DFL2560 LESSE2E
DE53526 - ]
l I Fat | | l Delete ] Property... |

< Back I Finish I

Cloge

Figure 130: Device Type Config
3. Enter the OID information and click Add.
4. Select the added OID information.
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5. Add the OID value as seen in the screen below.

|
—OID List - Indication;
UlDNa'me_ | Type | Description | Readii Configure the OID properties of the device
— by entering the Mame, T d Decription.
136.1.41.92090 INTEGER Rehoot READWRITE R e B RS TE R T
@.oanﬂg. \ @valuemnqg
oD 13614192890 Marme | Value
Type: INTEGER -
Description: Reboot
Readidiite READ[WRITE - Mame:  Reboot

@UE: 2
\ Add Dele‘tey Add | _QEIETE'.jl
Close. |

Figure 131: Reboot Parameter Configuration

6. Select the Reboot tab to reboot the switch.
B Follow the on-screen icons to reboot the switch.

x

Resouce I Config File M anager | Port Status
Save RMON | Satequard Engine I Spanning Tree I Firmware Update
[ Device Mame | DevieeType | |P | Status | [ Config By Device Typs
Dew-17217.5.231 GenSHMPDevice 17217.5.231 ]
Catalyst 2960 -
¥ Dev172175232 Catalyst 2960 172176232 ki) V' Select
Config Mame | Setting |
R eboot Reboot

~ Indication:
Note; Please select the devicesfor
petforming aperations according o device
tipe,

Then press “Apply'' button to reboat the
selected devices. The status information
shown an the panel only indicates a SNMP
operation has beer sent to the devices
sucaessfully.

TimeOulfms} 3000

gose  [[eob |

Figure 132: Reboot function execute
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7.6 Managing Devices with Device Panel

Simulation

Double-click on a switch icon in the topology window of D-View 6.0 to open
a new window. This window graphically represents the front panel of the
switch. Different management tasks can be started via context menus that
appear in the Device Panel Simulation.

D 0 - [Doma A 5.0

E] File ‘iew Topology Application System  MetTool  Adwanced Help

I
: SWE S = e A S, i Q
B DEQRAGEHEL tP
BRI RS w7
)
|Hielamhy Topology Workplace x | s =
<, [
=& Root | °8 |y k{
= U Darmain_1 ( ] 5 m
=" Metmap_t !' g:«a
= L Met-172.17.5.0 | e
L Net_172,17.5,241 —/—] = iﬁ“‘
Met_172.17.5.242 % @ @3
L Net_172.17.5.243 b
Q Net_172.17 5,244 Gin S NP GensHP Gen Nl DFL-a60 GensHP GensHhiP Gen S NhiP sﬂ @
L Net_172.17.5.245
7 et 172175245 == - = Q
& Net_172175.247 1720752 172.175.46 172.17.670 172.f7.5.100 [EEREENT 17217 6.184 17217 5 185 =
' Met_Uinknow % Eﬁ
GenSHME 63320010 Dol 0024 DES-3526 DES-3028 06334650
= =
172.17.5.186 172.17.5.211 172.i? 5212 172.17.5.21.‘3,#/ 17217 5t 172.17.5.34
- o~
- =
2 1t s s 7 5 1B Do e
Combo 153 Combozil0
Console ‘—53"05“—? mmimm SF'F ; s;p '
I d
e PIEE | MMEWKME o ) (W cE ()
z 4 & 8
Get: (DISNMP++) Ok! Request: Led Status. Receive at 04:16:36 P,
TSI TECTITT T T T TET T
[w]
%) [ (2]
x Time Source Device IP Description
-
]
o
-]
v
N
Ll
P
b
3
E

Figure 133: Opening the Device Panel Simulation

The Device Panel Simulation also displays LEDs situated on the physical
switch. The following image shows the Device Panel for the DGS-3100. The
context menus can be seen on the upper part of the window, and ports and
LEDs are shown in the graphical representation of the switch. The LEDs show
status information about Power, Console, RPS, Fan Errors, and individual
ports.
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il D'DG5-3100-24: 172.17.5.212
Device Manager ~ Public MIE ~ Tools SHMPy3 About

|2!l§lTC 90"“131’41510

W T

Figure 134: Panel Simulation for the DGS-3100 switch

Point the cursor to the context menu to start management tasks for the
corresponding switch.

| Device Parameter Configuration

—3MNMP Parameter

Device |P: I WZE o df & B n 292

Timeout: |3UUU

Apply | oK Close

Figure 135: Device Parameter Configuration
Point the cursor to a port and click on it to open the Port Configuraton
Window.

|ID Port Configuration

—Port Information

Index|DupIexﬂxdminMnde Duplex0perdade BackFressureMode | Taggediode

<] | ]

~Port Configuration

Fart 1D I BackPressuredode; [ TaugedMode: r

FlowontrolMode: I -l LockAdminStatus: [ Duplexfutoieootiation: [

Refresh | Apply I Close

Figure 136: Port Configuration window
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Several switches can be managed and monitored at the same time using the
Device Panel Simulation.

1] Fie View Topology dppication System MetTools Advanced Help

LR tPE
L IR L L]

(B |y

=1

; - 2 =
Devlce Mar\ager Publ\c MIB Tools SNMPY3 About 9

| TRl &

AMAA ARAL AARS
SRy PEPY PEER

LR
@wGEAREED

172.17.5.242

asic Configuration| RMON]. Bridge| ¥LAN - SNMP 3] Security Management - Layer 2 Management. L ayer 3 Management . Singke 1P| Help

Dllike wwwwssusssssmccs Woonusssmmmmusss TTTTTIT I, ST

: MMMMMMMM[_ 0 i P e u
L U Bt U L =
34 36 38 40 42 44 46 48 Lombo 2 Combod |

D6S-3450 2 4 6 B 10 12 14 16

D D-Link DP-3010 Print Server

Devicelnfo DeviceManage  Tool  Help

GENSNMP

- Power

* Console

(3]
< (] >

x Time: | Source Device 1P | Description

+ |2009-08-14 10:40:28 172.17.5.109 Domain_1iiNet-172,17.5,0 Dev-172,17.5.109 Down == Up

2009-08-14 10:40:51 172.17.5.46 Domain_1::Net-172.17.5.00 Dev-172.17.5.46 Lp -> Down
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Figure 137: Device Panel modules
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7.7 Managing Devices with MIB Compiler

The MIB Compiler is used for configuring non-D-Link devices, through a

MIB file. The MIB compiler translates the MIB from its normal ASN.1 format

to a format that is comprehensible by other applications. The benefits of

using the MIB compiler are that you can query data and configure the

settings for a third party device with the help of D-View.

To manage devices with MIB Compiler:

1. Go to NetTools > MIB Tools and then select MIB Compiler. The
D-Link MIB Compiler screen will display.

[H D-Link MIB Compiler
File Edit Wiew Window Help

NEEEEER

Browse Agert P [172.17.5.30

Look in: | £ SMIDB <] « & o m-

§ifl Eridge-MIE.mib &l rFcze74.mib il SHMPy2-5ML mib
§ill TAMAIFType-MIE.mib  §fi RECZ737.mib 81l SHMPv2-TC mib
BiRFC1155-5MLmb il RFCZ863.mib il SHMP2-TH, mib

il RFC2933.mib

il SHMP2-CONF  mib

il SHIMPy2-PIB, i

Fie name:  [RFC1213MIB

Files of type: I * mib

Ay
1A
ol =
e
o
-
S =1
5l
515
5G]
{7
“.

Figure 138: D-Link MIB Compiler screen

2. Openthe rfc1213 file for modification. D-View will load the compiled MIB
file.

A

Typically, D-View identifies the device type by retrieving the OID value
1.3.6.1.2.1.1.2.0 from the RFC1213 MIB file.
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& D-Link MIB Compiler
File Edit Wiew Window Help

'[ilagl' 'El ?g';;-l'f""l @II@@J
Mggam s_ij?zl.w.s.gu - j@l

Loading compiled MIB module [ RFC1213-MIB ]

Figure 139: Loading compiled MIB Module screen

3. For example, right-click on sysLocation and select Info in the MIB tree.

B D-Link MIB Compiler - [RFC1213-MIB] =[=11E3
b4

P File Edit View Window Help - &

o sysDescr

4 sps0bjectlD
4B spsUpTime
4 spsContact

interfaces
o ifMurnber
= iTable
= & fEntry
A ifindex
W iDescr
W Type
& it
4 iSpeed

Figure 140: MIB Tree screen

The Browse Result Node: sysLocation screen will appear.

4. Click Query to get the value of the device.

5. Click Set to apply the change of the value for sysLocation.
6. Make a note of the OID value of the device.
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#  Browser Result Node : sysLocation

= Set Yalue

Remote [P = I~ Poll J_ g
19216811.15 it i

Name | OID | Syntax | Access | If
spsLocation 1... Displ.. Read.. Object Name
sysLocation

~Object ID
136121160

Symtas
Display Sting

Conumuty String
Read Community String ‘wite Community Sting
]p\muc private

Vahe to Set-

~l

5o N corce

Figure 141: Set Value screen

HIHHHLS
4 l Use MIB Browser to browse MIB files after compilation.

Setting Up SNMP Configuration to Retrieve Device
Information

1. Click SNMP Configuration from the MIB Complier screen. The

SNMP Configuration screen displays.

SNMP Configuration [g|
—SHMP Protocol Yersion
iy SNMPV‘I_ " SMMPw2e  SMMPY3
~General
{Eead Carnmunity String ; ||:uu|:u|ic: __v___! | Tirne-out: |2 Beties: 1 ‘
‘ ‘Wwirite Community Sting ; Iprivate ;! | | Part: 161 ‘
~SMMPY 3
Uszer Mame: l —rl Security Level |M::L-.“__,ilbp-_4-l._.;.~.l.;v ﬂ Delere e
Auth Pazzword: I Friv Pazsward: I
Auth Protocaol: IHEiNE ;,j Friv Protocaol: |N=:iHE :] i |
Contest Engine 1D: I Context Wame: I -'_I sl |

Figure 142: SNMP Configuration screen

115



Chapter 7 — Managing and Monitoring Devices

2. Select the SNMP Protocol Version.
3. Enter the community string to access devices through SNMP.

Hitihe If you select SNMPV3, update the SNMPV3-specific fields and access
devices respectively.

4. Click OK and manage the selected device using MIB Compiler.
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7.8 Retrieving OID of the device

To identify non D-Link devices, the administrators must first retrieve the OID
of the device and then customize them to add to D-View.

% Ensure the device is online to retrieve the OID of the device.

To retrieve the OID of the device:
1. Go to NetTools > MIB Tools > MIB Compiler. The MIB Compiler
screen will appear.

[ D-Link MIB Compiler ]i=1E3]
File Edit View “Window Help

NEEEEEREE RN
.EmwsEAgentIR';.lT_D_U—;l

Figure 143: MIB Compiler screen
2. Enter the device IP address.
3. Set the SNMP Configuration. Refer to Setting Up SNMP Configuration
to Retrieve Device Information from devices.
4. Compile the rRFc1213 MIB File and select sysObjectID from the MIB tree.
5. Right-click sysObject1D and select Info. The Browser Result screen
will appear.
6. Make a note of the OID value of the device.

1. For a non-designated device module, D-View will identify the device as
GenSNMPDevice type.

2. Double-click on the device. The graphical interface of the device will
appear.

117



Chapter 7 — Managing and Monitoring Devices

3. Go to Device Info and then select System Info. The System
InfoGenSNMPDevice Module screen will appear.

ID System Information GenSNMPDeviceModule E|

; Description
M |Fr|ntSewerF'S—1DElSTEI

D-Link DP-301F + Print
Server

Contactor: |

Location: |RD1

Run Time: 462 Hours 13 Minutes

Svsterm Ol1D:
1.361.41171.11.101

Service

™ Physical [ Link [~ Metwork ™ Transport ¥ Application

Figure 144: System InfoGenSNMPDeviceModule screen

4. From the System InfoGenSNMPDeviceModule screen, modify the
device type properties in the dialog.

Name: Enter the name of the device.

Contactor: Enter the name of the user responsible for managing the
device.

Location: Enter the location of the device.

Run Time: Displays the run time of the device.

Service: Displays the OSI layers the device supports.

5. Click Apply to save the changes.
6. Click Refresh to view the updated information.
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7.9 Batch Configuration

The Batch Configuration tool allows you to execute a sequence of
operations in D-View, for example: Save Configuration and Retrieve Port
Status. With Batch Configuration you can configure multiple devices
simultaneously. Since all the configurations are similar, only one has been
described below.

HIHHHS

Remember to configure the OID information before using the Run Batch
tool.

To configure the OID information of SafeGuard Engine:
1. Go to Application > Batch Config> Advanced Option. The
Advanced Option screen will display.

x|
— Function List
Function Mame | Function Description |
FIR Firmware update
COMFIGURE Config update
RESOURCE Rezource Manager
FORTSTATUS Port status
Sey'E Save config
SPAMNIMG Spanning tree config
RO RROM config
SAFEGUARD Safeguard Engine config
REBOOT Reboot devices
— Function [nfo
Mame: SAFEGUARD

Description;  Safeguard Engine config

< Back I Mest » I Cloze

Figure 145: Advanced Option screen

2. D-View supports a list of batch function templates. They are:

FIRM: Download firmware from the switch to the TFTP server or
upload firmware to the device.

CONFIGURE: Download/Upload config information in the device.
RESOURCE: Retrieve/Set the information about name, location,
contact of the device.

PORTSTATUS: Retrieve/Set the Port Enable status.
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REBOOT: Reboot devices.

SAVE: Save the configuration changes in a device.

SPANNING: Enable/Disable the STP status in device.

RMON: Enable/Disable the RMON status in device.
SAFEGUARD: Enable/Disable the SAFEGUARD status in device.

3. Select SAFEGUARD and then click Next to continue. The Device Type

Config screen will display.

ID Device Type Config

Device Type Information

Device Types supported by | | & Canfigured Device Types
DafL3200 DGES3612G
DL 00 DGE5S36276
DGE536276 DGES3627
DGE533245R DGES3650
DL 7700 DGES3450
GenSNMPDevice DG5S 3427
DGE53450 DGS53426
DES3328 DES3828DC
DGE53612G DES3828F
DES3828F | DES3828
DGE53650 DE 53550
DafL2700 )

DES3550
DG53308FG
DESES00 =

MG ARNS R

Delete Property... I

< Back | Finizh | Claze

X]

Indication

Add or Delete devices to support
"Batch' configuration,

The device lizt on the left shows
all device tppes curently managed
b O -,

The device list on the right shows
all the device tppes that support
batch configuration,

Hote: The non-configured dewices
are displayed it grey, when you
perfarm the batch confiquration.

Figure 146: Device Type Config screen
4. The devices can be added or deleted to support batch configuration.
5. Click Property to configure the OID properties of a device type. The OID

Config screen will display.

6. Enter the values of the OID Config information.

120



Chapter 7 - Managing and Monitoring Devices

0ID Config

QlD List Indication:

QlD Kame Type Description Readitite Configure the QID properties of the device
= 1T * : ; by entering the Mame,Type and Decription
1.2.6.1.41.171.12.18.1.1.0 INTEGER Safeguard READIWRITE v g TR P

0ID Config 0ID Value Config
QD 1.36.1.41.171.12.191.1.0 Nam_e _\{alug
Type: IMTEGER - DISABLE 2
EMNABLE 3
Description: Safeguard
Readiirite READ|WRITE - Nama: OTHER
Value: 1
Add Delete
‘ Delete ‘
Close

Figure 147: OID Config screen
7. Enter the values of the OID Value Config for each OID.
m 1 - Other
B 2 - Disable
B 3 - Enable

8. Click Add to configure the OID value of Safeguard Engine.

7.9.1 Backup and Update the Devices’

Configuration

Use the Batch tool to backup and update the devices’ configuration.

1. Go to Application > Batch Config > Run Batch or right-click and
select Run Batch from the popup menu after selecting the devices in the
opened topology. The Run Batch screen will display.
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I} Run Baich E|
Save ] Reboot ] Rk OMN ] S afeguard Engine ] Spanning Tree ] Firmweare |Jpdate ]
Fiasource | Config File Manager l Part Statis |
Device Name Device Type [ Config File Mame Stah ~
v bev-‘i .?2.1?.5.241 DGS.34ED 1?2.1?.5.2.41 _17217.5.241_DGS3450_.cfg
¥ Dev17217.5.242 DG53450 17217.5.242 _17217.5.242 DGES3450_.chg
W Dev-17217.5.243 DGS3450 17217.5.243 _17217.5.243 DGS3450_.cfg
v Diew-17217.5.244 DGS3450 172175244 _17217.5.244 DGS3450_.cig
¥ Dev-17217.5.245 DG5S 3450 17217.5.245 _17217.5.245 DGS3450_.cfg
[~ Dev17217.5.254 Dix53326G5R 17217.5.254 -
‘4 »
Setting Canfig File Name - Indication
TFTF Server [P File: Browsze. .. Mote: All the operation wil
| 192 . 168 . 119 . be implemented in the
% wrking folder of TFTP
Operation:  Backup = Server. Pleaze run TFTP
Select devices 1| server before any operation.
TimeOut(ms]. 3000
ettt | Select &1l | Select None| DG53450 = I S
P
Cloze Apply

Figure 148: Run Batch screen

2. A brief description of other tabs is given below:

B Save: Save device configuration.

B RMON: Enable/Disable RMON status to monitor device
performance.

m Safeguard Engine: Enable/Disable safeguard status. Refer to
7.9.3 Using Safeguard Check for more information.

B Spanning Tree: Enable/Disable the status to prevent
undesirable loops in the network.

® Firmware Update: Upload/Download firmware through TFTP
server.

B Resource: Select to update the resource information for a
specific device.

m Config File Manager: Update and backup configuration files
from the TFTP server.

m Port Status: Select to view the port status of the device.

3. Select the Config File Manager tab. The Config File Manager tool
helps the administrators to perform the following actions.

m TFTP Server IP: Enter the IP address on which the TFTP server
program runs.

B Operation: Select the mode of operation- Backup or Update.

B TimeOut: SNMP timeout value.

B Run Local TFTP: Select to use the TFTP server tool provided by
D-View. The D-Link TFTP Server screen displays.
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4. Click Apply and monitor the running status of the TFTP Server.

Jl.. D-Link TFTP Server =13
Abont
Name  D-iew Manager IF Address 192168119 B
Opened [060722 Action Session [0
Total
[ndex J Action [P ] Type ] Titp File Mame ] Statug
1 1921681112 Pt _19216311.12_DESSRR0.. Ok
2 192.168.11.262 Put 19216811 252 DES3RE.. Ok
Cloze
18] ! &
06:02:04 : Transfer Ok
06:08:05 : Start ranzfering
06:08:05 : Transfer OF.

Figure 149: D-Link TFTP Server screen

5. The Config File Manager enables uploading of the configuration files to
the device through TFTP server. Administrators can make the required
changes to the file and then upload this file to the device. It reduces the
administrators' time when a similar configuration has to be made to
several similar devices. The status displays OK, when the transaction is
successfully completed. Refer to 8.1.10 TFTP for more information.
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7.9.2 Using Device Type Check

Use Device Type Check to check the network for new and updated devices.
1. Open the Topology and select the device that needs to be monitored.

GenSHIP
Hetmap 172.14.192.254
.'J ) e SHIP
Met_172.18.. e, D“"l"lm”
B -
- 172.19.192.245 -
BWLTM / \ 172,15.192,248 '
. P P \ Ner_172.18...
Netmap . % \\
T
- IJ NS 172.18.102.248
Het_172.18 \
N\ \
Netmap \
GenSH \ GenSHMP
% Gan S NWP
'/ GenSHMP \H.
Net_172.13... @ é . Netmap
172.15.192 240 17218192236 172.18.102.230 172.18,192.20
Net_172,13...

Figure 150:
2. Go to Advanced > Device Type Check. D-View scans the devices in
the open topology.

Generated Topology window

3. Click Check to manually scan the device.

D Device Type Check

X

| Device Mame [E Type | Checked Type | Read Commu... | Yirite Commu... |
iDev—1?2.1?.5.119 172175119 GenSNMPDevice GenSHNMPDevice public private
;Dev—1?2.1?.5.181 17217.5181 GenSMMPDevice GenSHMPDevice public private
;Dev—1?2.1?.5.182 172175182 GenSNMPDevice GenSHNMPDevice public private
Dev-172.17.5.183 172175183 GenSNMPDevice GenSMNMPDevice public private
;Dev—1?2.1?.5.184 172175184 GenSNMPDevice GenSNMPDevice public private
Dev-172.17.5.241 172178241 DE53450 DGE3450 public private
Dew-172.17.5.242 17217.5.242 Di53450 DGS53450 puhblic private
Dev-172.17.5.243 172178243 DE53450 DGE3450 public private
Dev-172.17.5.244 172175244 DE53450 DGE3450 public private
Dev-172.17.5.245 172178245 DE53450 DGE3450 public private
Dev-172.17 5254 172.17.5254 DHE3326GER DKE3326GER  public private
;Dev—1?2.1?.5.40 172.17.540 GenSMMPDevice GenSHMPDevice public private
Dev-17217.5.30 17217.5.30 GenSMNMPDevice GenSNMPDevice public private
Check | Siog l Update ‘ Close ‘

Figure 151:

Device Type Check screen
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4. Select one or more devices and click Update. D-View refreshes the
information of the selected devices.

7.9.3 Using Safeguard Check

Malicious hosts on the network could attack the Switch through various
methods (for example, packet flooding). To overcome this situation, D-View
uses Safeguard Engine to protect switches from malicious traffic flood.
This minimizes the workload of the switch during the attack. The Switch,
therefore, is capable of forwarding essential packets even during limited
bandwidths.

HUUUUHUQ
By default, the safeguard status of all devices is disabled.

>

To configure the safeguard status:

1. Go to Application > Batch Config > Run Batch
Or
In the opened topology select the device and right-click and select Run
Batch.
The Run Batch screen will display. You can now enable or disable the
devices’ Safeguard Engine.

2. Check the devices and then select ENABLE from the Option drop-down

list.
3. Click Apply to enable the Safeguard Engine status of the selected
devices.
ID Run Baich E|
Resource ] Config File Manager ] Fort Status ]
Save ] Rebaot ] RMOM | Safeguard Engine | Spanning Tree ] Firrmware Update ]
Device Name Device Type IP Status Config By Device Type
1 1 DGS3450 T ¥ Select
Config Mame Setting
Safeguard EMABLE
vV Dev-1 ?2.1?.5.241 DG53450 1?-2.1?.5.241
[V Dev-17217.5.242 DG53450 17217.5.242
W Dev-172.17.5.243 DGS3450 172.17.5.243 Optior: EHABLE
WV Dev-172.17.5.244 DGS3450 172175244 OTHER
¥ Dev-172.17.5.245 DGS3450 172.17.5.245 ndication {DISABLE

EM&ELE
Mote: Please select the dewvices for
performing operations according to device
ype.

Then press "apple button to config the
Safeguard status of the designated devices.
The status information shown on the panel
ohly indicates a SMMP operation has been
zent to the devices successfully.

TimeOut(mz]: 3000

Clogze Apply

Figure 152: Run Batch: Safeguard Engine screen
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4. Go to Advanced > Safeguard Check for the updated enable status of
the selected devices. The Safeguard Check screen will display.
5. Click Check to manually scan the safeguard status of the device.

ID Safeguard Check

Device Mame

Check I

Update Close |

Figure 153: Safeguard Check screen
6. Click Update to refresh the updated information.

7. Click Close to exit the window.

The Safeguard Engine icon is displayed on the top left-hand corner of

the device in the topology.
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172.12.102.240

172.18.102.238

<

Net_t72.18...

e

172.18.192 20

Net_172,18...

172.18.192.241
? 172 |s_¥?z_m\
172.18.102.254 \

==

172.18.192 736

172.18.102244

-l

Met_172.18...

-

Net_172.18..

. =
\J Het_172.13...
Met_172.13...

Name

172.18.102 239

Met_172.18.192.231
Submap

Figure 154:

Topology indicating the Safeguard Engine enabled for certain switches

HitHhS

e only for the opened topology.

The Safeguard status is not saved into the database; the status value is
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7.9.4 Labeling Devices

There are two types of labels in D-View:

B Device Label - Used to label the device. Administrators can set what
details should be displayed.

B Link Label - Used to label the connectors connecting two or more
devices.

ki) 4 By default, D-View displays the IP addresses under the device icon in a
o topology.

7.9.4.1 Device Label

To change the Device Label, go to Topology > Device Label and select a

type.
The following table lists the different types of Device Labels.

Device Label Description Example
Device The device name is displayed under the
Name device icon.

Device IP The device IP address is displayed under
the device icon.

Device Type The device type is displayed above the DGS-3450
device icon. . =
172.17 5 244
Safeguard The Safeguard status is displayed on the S

Info top left corner of the device icon. The
Safeguard status can be checked and
updated by calling 7.9.3 Using Safeguard
Check function module.

Hide Info Hides the information of the devices.
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7.9.4.2 Link Label

To change the Link Label, go to Topology > Link Label and select a type.
The following table lists the different types of Link Labels.

Device Description Example

Label

Link Displays the

Port port number @
used to
ew-172 ...
connected the %

two devices. Dew-172 ...

- P

Dev-1?2f1\; Dev-172 ...

Link Displays the
Speed maximum
connection
speed between
the two
devices.

Dew-172 ...

7.9.5 Editing Device Information

D-View can store device-related information such as name of the device, the

port it uses, interface configuration details, vendor, and so on.

To edit device information:

1. Select the device from an open topology and then go to Topology >
Device Manager > Edit Device. The Edit device screen will appear.
OR
Right-click on the device and select Property to edit the properties of
the device. The Edit Device screen will appear.
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D Edit Device

Basic Infarmation

Mame: Dew-172.17.5.30 Descriptian:
Wender: Others =
Type: GenSHMPDevice -

Interface Configuration

Interface IFP Type P

172.17.5.30 Ethernet : ]
1 3 :

Detailed Information

Location: 3rd flaar
Buyer: AR Buy Date: 20085 1125 L]
Modules: 0 Fart Murm: a
Serial Mo 221133 Firmware:
Mote 1: Test
Mote 2

tManagement Method

SMMP w12 kpi

config...

Customize

Figure 155: Edit Device screen

2. Enter the Basic Information for the device. Basic Information
comprises Name, Vendor, Type, and Description of the device.

3. Configure the Interface IP. Click Add to add a new Interface IP, Edit to
update an existing Interface IP, or Delete to remove an existing
Interface IP.

4. Enter the Detailed Information for the device. Detailed Information
comprises the Location, Buyer, Modules, Serial No., Buy Date, Port
Num, and Firmware of the device.

5. Configure the Management Method. Refer to Management Methods for
more information.

6. Click Apply.

Management Methods

D-View allows administrators to manage multiple device modules
simultaneously, using different management methods. When administrators
need to configure the device, D-View opens the designated management
tool.
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Device Management Method

SNMP v1i2e | SNMP v3 | TELNET | WEB | Customize

Read Community.  public

Write Communityl  private

Cancel

Figure 156: Device Management Method screen

D-View includes the following methods for managing a device:

B SNMP v1/v2c: D-View will use device modules that support SNMP
v1/v2c to manage the device.

®m SNMP v3: D-View will use device modules that support SNMP v3 to
manage the device.

m TELNET: D-View will use the telnet tool embedded in the OS to manage
the device.

®m WEB: D-View will use web browser (IE) tool imbedded in the OS to
manage the device.

B Customize: D-View will use the designated program to manage the
device.
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7.10 Managing Events

Events are one of the core functions of D-View. In fact, the main function of
D-View can be described as detecting changes within the network, and every
change can be thought of as an event. The following sections will discuss
Events in detail.

7.10.1 Setting Poll Parameters

Parameters for the polling include poll interval and poll timeout.
To set the Polling Parameters:
1. Go to System > Event Manager > Polling Config > Parameters.

ID Polling Config |

= H Parameters | Poling Level | Unpolled Device List | Poling Device List |
~Polling Levels —————  ~Timeout Second(s)
Eﬂ Reset |
Agaregation
Access
Client ~Tirme of Polling Intersal
Day Hour Minute Second
- - b
Reszet |
— Retry Time(s)
1 ﬂ Reset |
~ResetPolling
W Reset palling status at Iz:nnzmAMj everyday.

Reset All Lavels | Apply Zlose |

Figure 157: Set Parameter screen

2. Choose the appropriate polling level in Polling Levels from Core,
Aggregation, Access and Client.

3. Setthe Timeout in seconds. D-View will stop polling the device after this
timeout period. Click Reset to reset value to default value, which is 2.

4. Set the Polling Interval in days, hours, minutes and seconds. D-View
will poll the devices at the set time interval. Click Reset to reset value to
default value, which is 0.

5. Set the Retry Time. D-View will retry this amount of times if polling is
initially unsuccessful. Click Reset to reset value to default value, which is
1.
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6. Click on Reset Polling if you want to enable it. Then set the time which

the polling will be reset everyday.
7. Click Apply.

HIHHHS

) polling to be executed.

After you configure the poll parameters, D-View must remain open for

7.10.2 Setting the Devices to Poll

To monitor the status of the devices, add the devices to the poll list. You can
also delete the devices if you no longer want to monitor the device status.

HUUﬂUHU@

L changes from grey to green.

When the devices are added to the poll list, the device icon color

To configure the Poll List:

1. Go to System > Event Manager > Polling Config > Unpolled Device

List tab.
I Folling Config
E'U CEP# Parameters | Polling Level ~ Unpolled Device List | Polling Device List
B4 3
E-gf Net1721750 ~Device Filter Add o ol
o Q Net_Unknaw
Device Group: Al - Protocal:  [CMP -
Palling Level: All - Add to Poll |
—Device List
| Device Mame | Device Type | I3 | Ccaom|s]

I_ Dey-17217.533 MonSMMPDevice 172174833 public L
[T Dew17217.547 MNonSHMFDevice 17217547 public

[T Dev-17217.550 MonSMMPDevice 1721748480 public

I_ Dey-172.17.5.65 MonSMMPDevice 17217865 puhblic

I_ Dey-172.17.593 MonSMMPDevice 17217593 public

[T Dew172.17.5.89 MNonSHMFDevice 17217598 public

[T Dew17217.5.10 MonSMMPDevice 172174810 public

I_ Dey-17217.512 MonSMMPDevice 172174812 puhblic

I_ Dey-17217.5.16 MonSMMPDevice 17217816 public

[T Dev-17217.5.44 MonSHMPDevice 17217544 publiclEE
[4] |

Select All I Select Mone 1nvenSeIectiun| Close |

Figure 158:

Select Poll Device screen

2. Select the Device Group. Refer to 7.10.4 Grouping Devices using

Device Manager for more information on grouping devices.
3. Select the Polling Level from Core, Aggregation, Access, Client or

All.
4. Select devices.

5. Select the Poll Protocol. The two options to poll the network devices
periodically are SNMP (Simple Network Management Protocol) and
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ICMP (Internet Control Message Protocol). The default poll protocol is
ICMP. Click Add to Poll to add to the poll list.

HitHhe From the topology, select the device and right-click to select Add to
L Poll List or Delete from Poll List from the popup menu.
G By default, when the topology is imported, the devices are in an unpoll

status. The status of the device is changed to Up or Down when the

device is added manually.

7.10.3 Viewing the Poll Device List

The Poll Device List displays the list of devices after generating the

Topology.

1. Go to System > Event Manager > Polling Config > Poll Device List

tab.

I Polling Config

172175254

DGES3627G

ENG.E'QEF Parameters | Polling Level | Unpolled Device List  Polling Device List |
B Net1721750 : : :
- Net 1721752 | IP | Device Name | Device Type | Pratocal | Palling |
v 172175119 Dew-172.17.5.119 DFL25G0F ICMP Access
W 172175211 Dew-172.17.5.211 DGS3200-10 ICMP Aggregatio
|_ 1721758241 Dew-17217.5.241 DGE3450 ICWP Aggregatio
|_ 17217.5.242 Dew-17217.5.242 DGE3450 ICWP Aggregatio
& |_ 17217.5.243 Dev-17217.5.243 DGE3450 ICWP Aggregatio
i :l;j' Net_17217 5.2 |_ 17217.5.244 Dew-17217.5.244 DES3450 ICWP Aggregatio
e J:I' Met_17217.6.2 |_ 17217.5.245 Dew-17217.5.245 DES3450 ICWP Aggregatio
----- gg' Met_Unknow |_ 17217.5.246 Dev-17217.5.246 DES3450 ICWP Aggregatio
|_ 172.17.5.247 Den-17217.5.247 DEE3450 ICMP Agaragatio
Il 172 ) [l ] IChP A atin

Agregatio

Dev-172.17.5.254 ICHMP
[~ 17217588 Dev-172.17.5.89 GenSMMPDevice  ICMP Client
[ 172175113 Dev-17217.5.113 GenSMMPDevice  ICMP Client
[C 172175122 Dew-17217.5122 GenSMMPDevice  ICMP Client
[ 17217.5.181 Denw-172.17.5.181 GenSMMPDevice  ICMP Client
[T 172175182 Dev-17217.5.182 GenSMMPDevice  ICMP Client
[7 17217.5188 Dev-17217.5.186 GenSMMPDevice  ICMP Client
[ 172175200 Dev-17217.5.200 GenSMMPDevice  ICMP Client
< | 0]
Select Al I Select Mone Delete Close |

d | o

Figure 159:
2. From here you can delete devices you've added to the list.

Poll Device List screen

From the topology, select the device and right-click to select Add to Poll
List or Delete from Poll List from the popup menu.

133




Chapter 7 — Managing and Monitoring Devices

7.10.4 Grouping Devices using Device Manager

For monitoring similar devices, you can group devices of the same type using

the Device Group Manager.

1. Go to System > Event Manager > Device Group Manager. The
Device Group Manager screen will appear.

ID Device Group [g|

g Domain_1 Device's Group

& Domain_2 | Mame Descrip.t.ion
Device List
| Mame | Type Interface Desetiption
iDev—1?2.1?.5.30 GenSMMPDevice 17217.5.30
| Dev-172.17.5.40 GenSMMPDevice 17217540
| Dew17217.5.119 GenSMMPDevice 17217.5118
| Dew=17217.5.181 GenSMMPDevice 172175181
| Dew17217.5.182 GenSMMPDevice 17217.5182
| Dew-17217.5.183 GenSMMPDevice 17217.5183
| Dew-17217.5.184 GenSMMPDevice 17217.5184
| Dew-17217.5.185 GenSMMPDevice 17217.5185
| Dew17217.5.241 DGS3440 172175241
Dev-172.17.5.242 DG534450 172175242

Del Group |
Set Community == | Add To Group Del From Group Cloze

Figure 160: Device Group screen
2. Click Add Group to create a group. The Add Group screen will display.

D Add Group

Dormain; Domain_1

Group: Access Points

Description: Fortest

Add lose |

Figure 161: Add Group screen
3. Enter the name of the Group.
4. Enter a brief Description of the group.
5. Click Add. The group is created.
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6. Next, select devices from the device list you want to add to this group
and click Add To Group. The Add Device to a group screen will
display.

D Device Group

E Domain_1 -~ Device's Group
g ] Access Paints lFierns 7 |7Diescfﬂati70n |
Domain_2 e
1
-Device List
MName | Type | Interface |_II]_z_ascripti0n |T|
Dev-172.17.5.30 GenSMMPDevice 172.17.5.30 |
Dev-172.17.5.40 GenSMMPDevice 172.17.5.40 -
Dev-17217.5.119 GenSHMPDevice  17217.5119

Dev-17217.5.181
Dev-17217.5.182
Dev-17217.5.183
Dev-172.17.5.184 Select a group
Dev-17217.5.185
Dew-17217.5.241
Dev-17217.5.242
Dev-17217.5.243
Dev-17217.5.244

Dev-17217.5.245
Mend TTAT A )
4

D Add device to group

Add Group | Del Group |

Set Community == | | Add To Group I Close
Figure 162: Add device to group screen
7. Select the group from the list.
8. Click Add. The devices are added to the group.
D Device Group |z|
& Domain 1 [ Device's Group
U Ac_cess Foints |“r:l_ame _..I_Ii)_éscma.ti_on |_
i Romain. 2 | access Points DESCRIFTION
1
-Device List
! Mame \ Type | Interface |_E_)_z_ascripti0n al
- - ! 172,17
Dev-17217.5.40 GenSNMPDevice 17217540
Dew-172.17.5.119 GenSHMPDevice 172175119
Dev-172.17.5.181 GenSHNMPDevice 17217.5.181
Dew-172.17.5.182 GensNMPDevice 172.17.5.182
Dew-172.17.5.183 GenSHNMPDevice 172175183
Add Group I Del Group |
Set Community == | Add To Group I Del From Group | Close

Figure 163: Device Group screen
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9. Click Set Community to change the read/write community of devices.

7.10.5 Configuring Device Events

After defining the poll list, configure the event process mechanism for a

device or a group of devices when an event occurs.

To configure Device Events:

1. Go to System > Event Manager > Device Event Config. The Event
Configuration screen will appear.

E""U HQ © Device Group: .
E|<Q‘ 5F

[N 1172 17 5.0

? & Device Name: Dev-172.17.5.89 -
Ll Met_Unknavs

Commaorm Event Type | Selftrap Event Type | Syslog Event Type
Common Event Type: Up-= Down

Severity: Critical

[~ Filter event of this type

—Motice of event

¥ Sound
{* Beep

¢ Sound File

AU

¥ Flash
[~ EMail to:

Mail Server Config. ..

Apply Close |

Figure 164: Event Configuration screen
2. Select a Device Group or a Device Name.
3. Select whether the event is a Common Event, Self-trap Event or
Syslog Event Type.
4, If the event is a Common Event:
a. Select what kind of Common Event it is. The different events are:

Trap Indication

Up -> Down The link between the device and the
workstation (D-View) is disconnected.

Down -> Up The link between device and the
workstation is connected.

Cold Start Device sends Cold Start trap message
when the device is powered off/on.

136



Chapter 7 - Managing and Monitoring Devices

Warm Start

Device sends Warm Start trap message
when the device has been rebooted.

Link Down

Device sends Link Down trap message
when the status of an attached
communication interface has changed
from up to down.

Link Up

Device sends Link Up trap message when
the status of an attached communication
interface has changed from down to up.

Device
Authentication
Fail

Device sends Authentication Fail trap
when the agent received a request from
an unauthorized manager.

EGP Fail In routers running the Exterior Gateway
Protocol (EGP), an EGP Neighbor has
changed to a down state.

Self-Defined Device sends the private trap defined by

Trap the users.

Threshold Event

Device sends the trap message, when
D-View detects a threshold event.
Whenever the exceeded count reaches
the trigger value then a threshold event is
generated.

Syslog Event

Device sends log messages to the syslog
server.

b. Enable Filter event of this type if you do not want to notify users of

this event.

c. Set the notification options as required:
B Sound: D-View plays the selected sound file or beeps to notify users that
an event has occurred.
B Log: Saves the event into database. Set the color of the Log messages

displayed in the message board.

B Flash: The netmap icon in the Hierarchy Topology Workplace will flicker

a warning sign.

B EMail: D-View notifies administrators of an event through an email.
B Mail Server Config: Click to configure the email.
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EMail Configuration

Sender-

Kame: Userl

Email User@123.com

Authority:  Password Authentication b

Ilzar Mame

Account:

Password:
SMTF Server

SMTP Server 17218192120

SMIF Port 29

Test ‘ Dk Cancel

Figure 165: Email Configuration screen

B Sender: Update the Sender’s information by entering the name,
email, authority, account and password.

B SMTP Server: Enter the IP address of the device. SMTP is a server
program that lets you send email messages directly from your
computer.

m SMTP Port: Enter the SMTP Port number to connect to the server.

B Click Test to connect to the mail server.

If the event is a Self-trap Event:

=] HQ
B4 5F

" Device Group: -

Net-17217.6.0 & Device Narme: Dew-17217.5.33 v
&P Met_17247.5.211
L Net_17217.5241 Commorn Event Type  Selftrap Event Type | Syslog Event Type

Nel_172.17.5.242
g N:t_1?21?5243 & Private Trap Type © Fuhlic Trap Type

P Net_ 172175284
& Met_17217.5.245 Mum | Event Type Description | ol

Q Met_17217.5.246
: Q Met_17217.5.247
L Met_Unknaw

1 |

Severity: Alarm -

[~ Filter event of this type

—Motice of event

I~ Sound
" Beep

¢ Sound File
[~ Log
[~ Flash
I~ Ehdail to:

Mail Server Config...

epil [ e

Figure 166: Self-trap Event Type screen
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o0 oo

Select whether it is a private or public trap type.
Select the event in the table.

Select the Severity of the event.

Set the notification options as required:

B Sound: D-View plays the selected sound file or beeps to notify users

that an event has occurred.

B Log: Saves the event into database. Set the color of the Log
messages displayed in the message board.
B Flash: The netmap icon in the Hierarchy Topology Workplace will

flicker a warning sign.

®m  Email: D-View notifies administrators of an event through an email.

Mail Server Config: Click to configure the email.

B Sender: Update the Sender’s information by entering the name,
email, authority, account and password.

If the event is a Syslog Event:

=-[) H
= 5F
S Net17217.50
L Met 172175211

P Met_17217.5.241
& Met_172175.242
- Met_17217.5.243
- Met_17217.5.244
& Met_17217.5.245
P Met_17217.5.245
& Met_17217.5.247
e, &' Met_Unknow

Figure 167:

a. Add a key.

 Device Group: -
* Device MNarne: Dew-172.17.533 -

Commaom Event Type | Self-trap Event Type Syslog Event Type |

Add Key Delete Key |
Mum | Key |
Sevearity: Infarmational

[~ Filter event of this type

— Motice of event

[+ Sound
{+ Beep

" Sound File

v Log

L

I~ Flash

[~ Email to:

hail Server Config... |

Apply Close |

Syslog Event Type screen

b. Select the Severity of the event.
c. Set the notification options as required:
B Sound: D-View plays the selected sound file or beeps to notify users

that an event has occurred.
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B Log: Saves the event into database. Set the color of the Log
messages displayed in the message board.
B Flash: The netmap icon in the Hierarchy Topology Workplace will

flicker a warning sign.
B  Email: D-View notifies administrators of an event through an email.
B Mail Server Config: Click to configure the email.
B Sender: Update the Sender’s information by entering the name,
email, authority, account and password.

7.10.6 Retrieving Device Event Logs

D-View saves all events into the database as and when they occur. Retrieve

the Device Event Log to view event information.

1. Event Viewer by Netmap: To view events that occurred for a selected
Netmap, go to System > Event Manager > Event Viewer by Netmap.

D Event Viewer fgl
+ @' Domain_1 Type Severity Time IF Description Count
Q Domain_2 1 Critical 2008-02-21 10:47:38 172.17.5.183 Up -= Down 1
2 Informational 2008-02-2019:42:26 172.17.5.182 Draven -= Up il
1 Critical 2008-02-2019:41:43 172.17.5.182 Up -= Down 1
Filter Setting
Event Time
v Type: All Event Type T o All
Severity: " Period  From: To:
Device Event Source
wender. Al Venders % @ Dalabase
Type: Al Device Tyne - ~ File |
Device: Al device =
Count. 3 auery | Statistics | Print | Clear | Save | Close |

Figure 168: Event Viewer by Netmap screen

2. Event Viewer by IP: To view events that occurred for a selected IP
address, go to System > Event Manager > Event Viewer by IP.
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ID Event Viewer El
Type Sewerity Time IP Description Cnum.
2 Informational  2008-02-2019:42:26 172175182 Down -= Up 1
1 Critical 2008-02-20 15:41:43 17217 6182 Up -» Down 1
Filter Setting
Event Time
+ Type All Event Type x & Al
" Beverity " Period  From J To | J
Device Ewent Source
1O}
Device IP: 172 17 5 182 b2labase
" File |
Count: 2 Query Statistics | Print ‘ Save ‘ Close |

Figure 169: Event Viewer by IP address screen

3. From here, you can further filter the events. Select from the following to
filter the events:
B Filter Setting: Administrators can set filters such as event type and
level of severity.
B Device: Select device information such as the IP address, vendor
name and device type from the drop-down list.
B Time: Set the time interval at which the event has occurred.
B Event Source: Select the source of the event saved in the database
or stored in a file.
4. Save the settings and click Query to query the database and a list of
devices are displayed depending on the filter setting.
5. Click Statistics to view event statistics by event type, manufacturer,
severity and device type.
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()

ID Event Statistics

Bar Ghart | pis Chart |

100 0% -
i e £
I e z
i I :
i B £
i I g
T I £
e £
1 OIS0 S S S S S e
o .. 2
0.0% = &

(™ Stalistics By Senerity

" Statistics By Manufacturer " Statistics By Type Device

Close

Figure 170: Event Statistics: Bar Chart screen

m Bar Chart: Illustrates the event statistics by Event Type,
Manufacturer, Severity and Device Type.

)

ID Event Statistics

Bar Chart Pie Chart ]

Fﬁ | J

& [Btatistics By Event Tyne: " Stafistics By Serverity

" Statistics By Manufacturer " Statistics By Type Device

Close

Figure 171: Event Statistics: Pie Chart screen

m Pie Chart: Illustrates the event statistics by Event Type,
Manufacturer, Severity and Device Type.
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7.10.7 Defining Trap Information

D-View monitors device events by polling devices by sending ICMP or SNMP
packets positively and using Trap Editor to retrieve trap information

passively.

D-View retrieves and parses trap information from devices. In order to
receive and parse the private trap information from a designated device,
administrators need to customize the private trap information.

HUIJﬂIJUIJ%

>

To customize trap information, retrieve the definition format from the

device vendor.

To define trap information:

1. Go to System > Event Manager > Trap Editor. The Trap Editor

screen will appear.

ID Trap Editor

— Enterprize 01D List:

Spec... | Description | DevicaType

mplsLavpnvlp test

mplsL3Vpnt D own
mplsLavpnyiRouteMidThreshExceeded
mplsLavprvitumyiRouteMaxThreshExe...
mplsLavpnburmyitSeclligiLhiThrshExcd
mplsLavpnbumyiRouteMaxThreshCleared

1
?
3
4
A

|

-

Specific Mum: £

Device Type:

Description: mplsLavpnkblumyiRouteMaxThreshiCleared

i

hodify

Delete

Cloge

Figure 172: Trap Editor screen

X

2. Enter the Enterprise OID. Contact D-Link support to obtain the trap

OID.

3. Enter the Specific Num. The Specific Num associates with the specific
trap action. The Enterprise OID and the Specific Num define the

designated type of trap.

4. Type the Description of the message, for the designated trap.

For example:
The enterprise OID is 1.3.6.1.2.1.10.166.11
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The specific number 6 here represents
mplsL3VpnNumVrfRouteMaxThreshCleared trap message.

7.10.8 Locating the Switch Port

D-View provides an easy and effective way to inspect and report which

network devices are connected to each switch port. This solves the problem

of having to trace cables in order to see which port a network device is

connected to, making it a very valuable tool for network and IT

administrators.

Locate the switch port of the end user’s computer with the MAC or IP address

using MAC Locator.

1. Goto System> Resource Manager > MAC Locator. The Mac Locator
screen will appear.

D MAC Locator

Locate the switch port the device links with

MAC ar IP Address:

192.168.11.23 by IP - Locate

Search device from topology in database
Device |P: 1921681116 Fart: g Search

Device 1D | Device Marme ] S ] ' By Manag
| Dev-182168.11 16 192.168.11.16

[Detailed Path:Root-=Topol-=Testl-=ket-192.168.11.0

Cpen Topo

Figure 173: MAC Locator screen

2. Enter the MAC or IP address. Click Locate.
D-View locates the specified device, if found.
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DXS-332665R Cigeo 2611

DES-3550 0653627 063-3427 DES-3828P
17217.91.254 192.188.11.11 192,168 11,12 192.168.11.13 1 MWZ’JU@.HJ
DWL-2700
DG5-33245R
ﬁw 681122 193108.11.23 192.163.11.352
1921681108 5
. Metmap
Hetmap -
Net_182.16...

-

Net_192.16...

Figure 174: Specified device located in the Topology using MAC Locator
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7.10.9 Monitoring the Link Status

D-view lets you monitor and modify the link status in a topology.

To monitor the Link Status:

1. Open the topology.

2. Go to Topology > Link Label and then select Link Speed. The status of
the links is displayed.

Figure 175: The Topology displays the Link status of the devices

3. Go to Advanced > Link Capacity Check, to monitor the link status of
all the devices in a table.

ID Link Capacity Check

LinkName | Capacity | Devdame1 | DevP1 | DevPort | Devdame2 [ DewP3 | DevPort2 | LinkiD | FatbevCamm | SndDevComm
Dew-17217.5242  100M Dev-17217 5242 172175242 13 Dew-17217 .51 172475119 0 240 public public
Dev-172.17.5242  100M Dev-17217.5.242 172175242 148 Deyw-17217.530  17217.58.30 o 241 public public
Dev-17217.6242 100M Dev-17217 65242 17217465242 24 Dew-17217.61 1724746181 o 242 public public
Dev-17217.5242  10M Dev-17217.5.242 172175242 23 Dev-17217.51... 172175183 0 243 public public
Dev-17217.5244  1000M Dev-17217.5.244 172175244 48 Dew-17217.51... 172175182 0 244 puhblic puhblic
Dev-172.17.5245 1000M Dev-17217.5.245 172175245 48 Dev-17217.52. 172175254 1 245 public public
Dev-17217.5245 100M Dev-17217.5.245 172175245 35 Dew-17217.540  17217.5.40 1] 246 puhlic puhlic

L | &
LT oo | ] | o

Figure 176: Link Capacity Check screen
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4. Click Check. D-View checks the capacity of each device link port and
displays the minimum capacity value of the link as seen in the following
figure.

1M 106M

[\
- <

Figure 177: The topology displays the link status after the Link Capacity check

LS

=4

By default, when a link is created between devices the link capacity is
set to 100M.

To modify the Capacity Value:
1. Goto Topology > Link Manager > Edit Link. The Edit Link screen will
be displayed.

OR

In a topology, right-click on a link and then select Property. The Edit
Link screen will appear.

Link Mame : Dew-172.17.5.242

Dewq s Dewlyzi7.5242 - | |Dew-2

Fart: 15 |Port : 1]

Calar Browse..

Capacity : Link Type Ethernet
O Redundant Lirghiil Drdinary Link

[1000M i
10G

oK Cancel
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Figure 178: Edit Link screen

2. Update the Capacity. Select from 10M, 100M, 1000M, or 10G.
3. Click OK.

Hitihe In order to obtain accurate results from the link capacity, ensure the

port numbers between the devices are entered correctly.

7.10.10 Managing Trap and Syslog Service

You can use the Services Manager tool to manage the Trap and Syslog
Services. Go to Advanced > Services Manager.

Enter the Trap UDP Port and click Start Trap Service. Click Apply to enable it.
If you want to configure the syslog service, enter the Syslog UDP Port and
click Start Syslog Service. Click Apply to enable it.

x|
—Trap Service Configuration —— —Indication
Trap UDF Part - I 162 Trap Service can receive the trap
’ events from devices such as
switches etc. The default LIDP
Start Trap Service | portis 162
—avslog Serice Caonfiguration —— —Indication
Syslog UDP Port: | 514 Syslog Service can receive the

syslog events from devices such
as switches etc. The default UDP
 Start Syslog Service portis 514,

Anply | Close

Figure 179: Services Manager screen

7.10.11 Locating Devices

In D-View, you can locate devices using the Device Locator tool. Use Device
Locator to find devices in multiple topologies by entering the Device Name
or IP address.

1. Go to System > Resource Manager > Device Locator. The Device
Locator screen will display.
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—
ID Device Locator IX]
Input Device Mame ar Device 1P 17217.58.20

— Device List
Device 1D | Device Mame | = | By Manage:

Dew-17217.8.30

Kl b

Detailed Path-Root-=Test-=Test!-=MNet-17217 5.0

Qpen Topo

Figure 180: Device Locator screen
2. Enter the name or IP address of the device to be located.
3. Click Search to locate the device. The results are displayed.
4. Click Open Topo to locate the device in a topology.

==

1F2AT 5181

D Device Locator

1?2.1?.5}\\
Input Device Mame or Device IP: 17217530 Search |

~Device List
Device 1D Device Mame IP | By Manage:
qa2 Dev-17217.5.30 17217530 ]
L [
Detailed Path:Root=Test!-=Testl-=ket-172. 17 5.0
2175254

Qpen Topo

Figure 181: The Topology indicates the device located after using Device Locator

tool
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Entering User Information

In D-View, you can use the Device Collector tool to enter User

Information.

To enter user information:

1. Go to System > Resource Manager > Device Collector. The Device
Collector screen will be displayed.

2. Use filter options to select the vendor’s name and device type. A list of
devices will be displayed.

= [ Root Filter
-] Testt Vender-  AllVender - Type - All Type =
g Test!
- Met172
C T rmet, Mumber 1256
& Net_ .
Lr et . = ST |
& Net_ Dew-172.17.5.40 GenSHMPL.. 172.17.5.40
& tests Dew-17217.5119  GenSMMPD.. 17217.5.1.. Connect
&F Met_Un Dew17217.58181  GenSMMPD.. 17217.51.. Caonnect
E]Test Dev-17217.5182 GenShHMPD 17217481 Connect
Dew17217 5183 GenSMMPD . 1721751 Connect
Dew17217 5184 GenSMMPD_. 1721751 Connect
Dew17217 5241 DG53450 1721763 Connect
Dew17217.5.247  DG53450 17217.53.. Connect
Dew17217.5.243  DG53450 17217.53.. Connect
Dew17217.5.244  DG53450 17217.53.. Connect
Dew17217.5.245  DIG53450 172.17.53.. Connect
Dew17217.6.254  [¥S3326G.. 17217.52. Connect
Dew17217.6108  MonSMMPD.. 17217.51.. Caonnect
Dew172.17.6.20 MOnSMMPD... 172.17.520 Cannect
Dew-172.17.6.39 MonSMMPL... 172.17.5.30 Cannect
Dew17217.6.47 MOnSMMPL... 172.17.5.47 Cannect =
Detailed Path:Roat=Testl-=Testl-=MNet-172.17 5.0
< ¥
User Info...

Figure 182: Device Collector screen
3. Select a device from the list and then click User Info. The User Info
screen will be displayed.

I Device Dev-172.17.5.30 Users Information

zers List

Lsers Information | Fort |

| User1 1
zer2 2
ser3 3

zer Infarmation
Fort Kumber 3

Detailed Info zer 3

Delete lose

Figure 183: User Information screen
4. Add/Edit/Delete user information of the selected device.
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7.10.12 Locating Users

In D-View, you can locate users using the User Locator tool. Use User
Locator to find users connected with a particular device.
To Locate Users:

1. Go to System > Resource Manager > User Locator. The User
Locator screen will be displayed.

I» User Locator El

Search Users with keywords. Seperate multiple enrties with commas

ser List

LIser information . Devite Matme Device Type Paort

Denv-172.17.5.30 GenshmPD..

Zpen Topo

Figure 184: User Locator screen
2. Enter the user’s name. Separate multiple entries with a comma (,).
3. Click Search. The search results will appear.
4. Click Open Topo to locate the device in a topology.

7.10.12.1 User Statistics

User Statistics displays the users connected to particular devices.
To view User Statistics:

1. Go to System > Resource Manager > User Statistics.
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D User Statistics fz
= [ Root User List
=0 oyman | [Userinformation | Port | Device Name
: & Topology_ Userl 1 Dev-172.17.5.30
= test User2 2 Dev-172.17.5.40
P Net 17
Lr Mt 17
Lr Mt 17
P Net 17
Lr Mt 17
& Met_Unkno
Mumber: 2
<
Figure 185: User Statistics screen

2. The users are then displayed.

7.10.12.2 Device Statistics

Device Statistics can display information related to a vendor, buyer, or buyer
date. For example, you can view all the devices sold by a particular vendor.

To view Device Statistics:
1. Go to System > Resource Manager > Device Statistic. The Device

Statistic window will be displayed.

D Device Statistics

Type : = Statistics
Root Domain_1
Total 142 142
Others 142 142
Figure 186: Device Statistic screen

2. View the devices in the domain. You can sort them by Vendor, Buyer, or

Buy Date.
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7.11 Collector Configuration

The Report tool allows you to collect data and view information about your
network, including packet exchange, devices, and CPU utilization.

7.11.1 Configuring a Collector

The Report tool allows you to use collectors to gather performance data
from the network. Collectors are user-defined queries that gather network
data according to user-defined parameters.

To configure a collector:

1. Go to Report > Configure Collector.

ID CollectorConfig

=101 |

= Tfj?-ltﬂ Device Mame | Device Type Eoe;‘l:'lnunity -
= 5:F » Dies 7529 GenSMMPDevice public
[+-Net-172.17.5.0 o
Net_Unknow Dew-17217.5113 GenSHMPDevice public:
Dev-17217.5.114 DFLZ5E0F public:
Dew-17217.65122 GenSHMPDevice public
Dew-17217.5181 GenSHMPDevice public
Dew 17217 5182 GenSHMPDevice public:
Dew-17217.5186 GenSHMPDevice public
Dren-172.17.5.200 GenSHMPDevice public
| Me-17217 72211 NRSIAN0-10 Inuhlin _ILI
4 »
— Callzctar |
Device Mame: [
Device P CheckBox | Object Mame Object 1D -
Dromain Mame: 4 ifnOctets 136121221
Loy r if0utlctets 136121221
Collector Name: | Testl r iflnllcastPkts 136121221
Collectar MarlF: |1?2_1?_5_111 r if0utl castPlts 1.361.21.221°
r ifntUcastPlts 1361212210
Diuration: I3BDE| [5] Interval: |5 5] -
r if0utM U castPkts 136121221
Object Fiter r ifinDizcards 1361212210
- if0utDiscard 136121221
% Port Object ™ Device Object touscads
- i rrare AE171 2721 %
«| ] »
1 . y
| {Format1,2,4-5.20) E— |
Fiun Collectors | Collector List | Apply | Cloze |
Figure 187: Collector Configuration screen

2. On the top left, select the network that you want to monitor data from.

3. Select a device in the network on the table on the top right for
information to be collected from.

4. To create a collector for the selected device, go to the lower left and type

in the required data.

Collector name: Name of collector.

Collector MgrIP: IP of device.

Duration: Amount of time in seconds for how long collector will run.
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Interval: Amount of time in seconds when collector stops and then
resumes.
Port or device filter: Port/s or device/s which collector will specifically
monitor.

5. On the lower right, select an object type for the collector to monitor.

When you have completed all these steps, click on Apply to enable the
collector.

There are two functions at the bottom of the screen.

Collector List shows all the collectors on the network and information about
them including Port ID, Intervals, duration and the devices these collectors
are running on. You can also delete a collector in here.

[} CollectorList | ;JEIEI

"~ Collector it
] DeviceMame | PertID DID Name Irterval Dure=
1 Dew172175211 |13 HnOctets,f0uD... |5 3600
3200 Dev-17217.5.211 CPUUtlizationlnS... |5 3600
2200 Dew172175211 CPUUizationirs... |5 3600

if0u z.if..

Part Object Mames
» DES3200-10 1.3 FOutUzastPrts

17217521 DGES320010 . iFOuth U castPkis

| Filtes Setting

Domain Name: |4l Domain =l Refiesh |

Delete Cloz=

Figure 188: Collector List screen

Run Collectors shows a list of all collectors similar to the table in Collector
List. You can select a collector that is not currently scheduled and schedule
it. If the collector is already scheduled, you cannot reschedule it and will be
asked to choose another collector.
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StartupCollector — 0] =
I-' -

el Device Narme Pait ID 0ID Name Interval
r by Dev-172175211 (1.3 iflndctets,if0utd,.. |5
r 1 Dew172175211 |13 D cietsf0ut0... |5
[ 23200 Devw-17217.5.211 CPUUtlizatiorlns... |5
r 3200 Dev172175.211 CPUUtizationlns... |5
Dew-17217.5.211 fOutUesstPkesif... |5

Run Collectors screen

Figure 189:

7.11.2 Schedule

To see the list of scheduled collectors, go to Report > Schedule. The list
shows the collectors, its schedule types, and the last and next day they are
scheduled to run. You can also delete a collector here.

Do I P

Tidms  [taktpe  [EW0r  [bwow o

» CollectorTask  |Day 420/ 20
CollectorTask  |Onee 41972011 10. .. |4f19/20

CollectorTask  Once 4719/2011 10... (41920

~ Filter Stting

Task Mame: I

Refiesh

Celete

Figure 190: Schedule screen
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7.11.3 Start

To schedule a collector, go into Report > Start, select a collector by ticking
the checkbox, and click Schedule. If the collector is already scheduled for a
task, then you cannot change its settings and must choose another

collector.

(DrstortupCollector e o 1|
Closs Device Neme | PortiD 0ID Name Interval
r try Dev-172175.211 (1.3 iflndctets if0utD. .. |5
r 1 Dew172175.211 |13 finDctets, 00, . |5
r 2200 Devw-17217.5.211 CPUUtlizationln5... |5
r 3200 Dew172175.211 CPUUNizationlns. . |5
Dew-17217.5.211 FOutJeastPiieil,.. |5

Figure 191:

7.11.4 Device Inventory

Start Collector screen

Device Inventory shows a list of hardware devices that are on your
network and their relevant information including IP address, Serial Numbers,
and Firmware. Go to Report > Device Inventory to access this.
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i3
T ppetdame I
iEH 41 o1 M|« @F|SEO@EE- | w0e - Find | Mext

Inventory Report

DFL2550F 172,17.5.119
DGE53200-10 172.17.5.211
DGE53627G 172,17.5.254

Type MName IP Address Serial Number

I

Figure 192:

7.11.5 Report

Device Inventory screen

In Report, you can view a report for each collector that is running on your

network.

To view a report, go to Report > Report.
B Select your network domain and a list of all collectors will appear on the

left.

® Click on each collector to see stats on the right.

Figure 193:

1ol
SRumngColectos |
- Root
E-HQ
- test12
2 50E4008
v \I-
2.00E+008 /I
1 504008 / /'
1 00E-+008
Collsctor Name Search /// T
5.00E4007
Collctor Name For D In! V
4 18 5 0L.00E4000
; 5
5 — 012 Port —— OID:12 Port3
- e OIDID Port'3 oID0 Port 1
5

Report screen

157



Chapter 7 — Managing and Monitoring Devices

7.11.6 Template

To collect memory, ports or CPU utilization information, go to Report >
Template and select from the three options.

ID D-¥iew 6.0 - [HQ:5F?3]

E] File VWiew Topology Application System NetTools BepurtiAgvanced YWireless Management Help
El ‘&“@|C—?Q®§@|ﬁj3m‘: Configura Collector

Schedule...

B3P RO DS R -%P% s

— |  Template 4 Fort Litilization
N R B2 a—, lizen
: - Device Inventary... CRU Utilization
[Hierarchy Topology Workplace - X] Report Memory Utilization
E|§ Root
=) v
=& 5F

1k Met-172,17.5.0

-4 Net_172.17.5.211
-4 Net_172.17.5.241
- Net_172.17.5.242

- Met_172.17.5.243 Metmap Mt map
& Met_172.17.5.244

&t Met_172.17.5.245

:[J- Met_172.17.5.246 d d
el Net_172.17.5.247
..... :[;J- Met_Unknaw Met172. .. Met_Unknow

Figure 194: Template function
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To set up a template:

1.
2.
3.

Type in the Collector Name, Device IP and the Port.

Type in the duration and interval in seconds.

Click on Schedule to set the collector to run at a specific time. Click
Finish which will save the collector and close the tool.

I
Collectar Mame: I
Device IP; I
Part; I [Farmat:1.2.4-6,20]
Diuration: 3600 (5]

Intereal; IE [5]

Finizh Cancel

Figure 195: Port Utilization screen
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8.1.1 View Options

Go to Topology > View Options to turn on or off the view options of the
topology.

ID View Options
v Display Tip

v Display Direction

v Display Redundancy

0] Cancel

Figure 196: View Options screen
m Display Tip: Roll mouse icon over objects to view the net cell
information in the topology.
m Display Direction: Displays the direction of links in the topology map.
B Display Redundancy: Displays the redundant links in the topology
map.

8.1.2 Copy/Paste

Use Copy/Paste function to add devices to the topology.
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Device Mame Conflict

Change Device Mame to:

Cancel

Figure 197: Device Name Conflict and IP Address Conflict

Copy: Select a device and then go to Topology > Copy to copy the
device icon from the topology map.

Paste: Select a device and then go to Topology > Paste to paste the
device icon into the opened topology.

e

Rename the device and IP address to paste the copied device icon in the
topology.

8.1.3 Zoom In / Out / Fit

You can zoom in to get a close-up view of your topology or zoom out to see
more.

Go to Topology > Zoom In to zoom into the topology.
Go to Topology > Zoom Out to zoom out of the topology.

Go to Topology > Zoom Fit to fit the topology map in the current
window.
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8.1.4 Set Background

Go to Topology > Set Background to modify the background color of the
topology.

I Set Background

Set Backaround

* BHackground color

" Bitmap File

Figure 198: Set Background screen

8.1.5 Upper Layer

Use Upper Layer to move to the parent level.

Go to Topology > Upper Layer or click 1' from the Main Toolbar to

get back to the first layer of the topology.
For example, if you are in the topology level, and you click Upper Layer,
netmap level is displayed. Eventually, you will go to the root level.

D D-View 6.0 - [Domain_1::Net-172.17.5.07232]

[¥] Eile Wiew Iopolony épplication System NetTools Advanced Help .- &8 x
BRI R OO |er-20
HBEE3EIRG/EHRS[1]r (S
D=L
ER&E28 8

I Hierarchy Topology Workplace = X
=& Root
= U Domain_L
Q Topology_1
=" test

3

C e Met_172.17.5.243
C e Met_172,17.5.244
L Met_172.17.5.245
i Q Mt _Unknow

U Daomain_2

L Met_172.17.5.242

172.17.5.182

1721746181

172.17.5.183

L
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D D-View 6.0 - [Domain_1::test?231]

E File “iew Topology Application Swstem  MetTool: Advanced Help
ELT Y I e e R e
HEHIEFIKAREHE S[t]r @
TR ¥

IL erarchy Topology Workplace » X
=& Root
Bl 0 Domain_L
9 Topology_1

|>

Met-172,17.5.0
Met_172,17.5.241
o Met_172,17.5.242

Hetmap Netmap

L Met_172.17.5.245

i L Met_Unknaw q q i

) Domain_z Net-172.47. 5.0 Net_Unknow

£ i | B
Ready

|A
(e

D D-View 6.0 - [Domain_1::Domain_1?228]

E File Wiew Topology Applicstion System MetTools Advanced Help
BRI R OCTEer -7
HBREEIIEARGEHRS[t[? I
TR ¥

ER&E 28 %

|>

Met_172.17.5.241 Netmap Tetmap

o Met_172,17.5.242

Lot et _172.17.5.243 ‘J q
Met_172.17.5.244

! g Nek_172.17.5.245 Topology_1 |
Q Met_Unknow =

i U Domain_2

=

£ i | B
Ready

|A
(e

L
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D D-View 6.0 - [Super Domain::Root?1]

E} File “iew Topology Application Swstem  MetTool: Advanced Help . o=
BTN e e e
H

B IIERARESIES tPI
___}'&)%2@_}
ER&FP 28 B

Hierarchy Topology Workplace ~
Root
. | Domain_t
Q Topology_1
= Q test
- Met-172,17.5.0
o Met_172,17.5.241
o Met_172,17.5.242
o Met_172.17.5.243 -J -J

& tet_172.17.5.244 o

|>

Oomain Domain

i L Met_172.17.5.245
o Met_Unknaw B
8 U Domain_2

&

=
|

L] i 3

Figure 199: Sequence of steps navigating from the topology level to the domain.
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8.1.6 System Log

The System Log stores logged events such as additions, deletions, updates,
or error messages. The log helps users identify and diagnose the source of
system problems.
To view logged events of the topology:

Go to System > System Log. The System Log screen will appear.

x|
Mumber. 11
Operation Time | Damain Mamne | Adrin Marne | Operation Madule ‘ Dezeription
2011-07-21 166707 Super Domain admin Login Login successfully
20110721 155335 Super Domain admin Laogin Login successfully
20110721 15:38:19 Super Domain admin Lagin Login successfully
2011-07-21 15:37:40 Super Domain admin Lagin Login successfully
201-07-2014:01:48 Super Domain admin Topology Manager HO::Met_17217.5.244 Add Device Dev-17217.5.
201-07-2014:01:46 Super Domain admin Topolagy Manager HO:Met_17217.5.242 Add Device Dew-172175.
2011-07-2014:01:23 Super Domain admin Topology Manager HO:Met_172175.243 Add Device Devw-172175.
2011-07-2014:01:29 Super Domain admin Topology Manager HO:Met_17217.5.245 Add Device Dev-17217.5.
2011-07-2014:01:23 Super Domain admin Topolagy Manager HO:Met_17217.5.211 Add Device Dev-17217.5.,
2011-07-2014:01:22 Super Domain admin Topolagy Manager HO:Met_17217.5.241 Add Device Dev-17217.5.
2011-071516:26:38 Super Domain admin Lagin Login successfully
4| | H
~Date Type
. F AP0 )
From: | ¥ Operation Log
i Query i Delete | Clean | Save | Close |
To: | 7222011 & [¥ Error Log

Figure 200: System Log screen
1. Select the From and To date, to view the events that occurred in that
time interval.
Select the type of log, Operation or Error Log or both.
Click Query to find the events that match the search criteria.
Click Delete to delete one or several log messages.
Click Clean to clear all log messages.
Click Save to save the log entries to a log testfile.
Click Close to close the System Log window.

No U kA WN

8.1.7 Administrator Manager

8.1.7.1 Creating a User Group

Using Administrator Manager, authorized administrators can create user
groups. Administrators define the access rights for each user group and then
add users into the group.
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To create a User Group:
1. Go to System > Administrator Manager. The Administrator
Manager screen will appear.

ID Administrator Manager EI
) Super Domain Administrator | Domain Na... | Group Mame | Description
4% super Group | Admin Domain_1 SuperGroup 0
) Domain_1

Super Group

Add Group I Delste Group ] Set Rights ‘ Add Administrator l

QeleteAdminstrator] Change Bassword ‘ Change Group ‘ Close ‘

Figure 201: Administrator Manager screen

2. Select the domain for which you want to add a group.
3. Click Add Group. The Add Group screen will appear.
D Add Group

Darmain kame:  Domain_1

Group Name:  General Lser

Desctiption:  Dormain_1
Add Close

Figure 202: Add Group screen

4. Type the name of the group and description to which you want to assign
this right and click Add to continue.
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I Administrator Manager El
) Super Domain Administrator | Domain Na.. | Group Name | Deseription
4% super Group | Admin Diomain_1 SuperGroup 0

-.4% Super Group

4% General User

Add Group I Delste Group ] Set Rights ‘ Add Administrator l

QeleteAdminstrator] Change Bassword ‘ Change Group ‘ Close ‘

Figure 203: Administrator Manager: Add Group screen

5. Click Add Administrator to provide access rights to the user. The Add
Administrator screen will appear.

D Add Administrator

Group Marme:  Super Group
Mame: Lser
Fassword:

Confirm Password:

Description: Dormain_1

Add Close

Figure 204: Add Administrator screen

6. Update the fields and then click Add to create an administrator account.
7. Click Set Rights in the Administrator Management screen. The Set
Rights screen will appear.
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x

Function Module | SubFunction Madule | Execute | Read | write | <

Batch Il
Advanced Options [+

Fun Batch |7

Device Extension |_
MefTools |7
Trace Route |7

TFTF ¥

MHet Toolhox |7

MIB Browser |7

MIB Compiler [

Perfarmance Manitor |_
Fort Packet Monitor |_

B

SubPerformance Monitar
Event Manager

Event View By Metmap

Event View By [P

Device Group Manager

Falling Config

Device Event Config

Trap Editar

B L L
B L L L

Topalogy Manager

[8]74 Cancel |

Figure 205: Set Rights screen
8. Check the specific functional modules boxes to assign rights (execute,
read, write) to the user.
9. Click OK to apply the changes.
The changes made will be reflected in the System Log.

8.1.7.2 Changing Password

D-Link recommends changing the password immediately after logging on for
the first time and also on a frequent basis after that.

To change the password:

1. Go to System > Change Password.

ID Change Password [Z|

Old Password, |
Mewe Passwrd: e

Confitrn Password: e

Close |

Figure 206: Change Password screen
2. Enter the old password and then type your new password.
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8.1.8 Restoring and Backing Up D-View

8.1.8.1 Backup Procedures

To backup D-View, copies must be made of the following files.
1. Backup the following system files
B C:\Program Files\D-Link\D-Link SNMP Solutions\smidb.mdb
C:\Program Files\D-Link\D-View\Mibsolution\MIB\*.*
C:\Program Files\D-Link\D-View\Mibsolution\SMIDB\*.*
C:\Program Files\D-Link\D-View\Mibsolution\smidb.mdb
C:\Program Files\D-Link\D-View\delconfig\*.*
B C:\Program Files\D-Link\D-View\perconfig\*.*
2. Then backup the following database files.
For Standard Edition
B C:\Program Files\D-Link\D-View\dvision3.mdb
For Professional Edition
Use the SQL Server 2000/2005 management tool to back up
Division3.mdf and Division3_Log.ldf files
B C:\Program Files\Microsoft SQL
Server\MSSQL.1\MSSQL\Data\Dvision3.mdf
B C:\Program Files\Microsoft SQL
Server\MSSQL.1\MSSQL\Data\Dvision3_log.LDF

8.1.8.2 Restore Procedures

To Restore System Files:
1. Copy and overwrite the files to the directory from Backup System
Files in Backup Procedures.

To Restore Database Files:
For Standard Edition
1. Copy and overwrite division3.mdb to C:\ProgramFiles\D-Link\D-View\

For Professional Edition
1. Use the SQL Server 2000/2005 management tool to restore the
Division3.mdf and Division3_Log.ldf files.
2. Restart the SQL Server service.
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8.1.9 NetTools

8.1.9.1 Device Discovery

D-View identifies a SNMP supporting device as a GenSNMPDevice and an
ICMP supporting device as a NonGenSNMPDevice.
Use the Device Discovery tool to search and identify the type of devices in

the designated network.

To manually add devices into the opened topology:
1. Go to NetTools > Device Discovery. The Device Discovery screen

will appear.

I Device Discovery @

Dew-192.168.11.11
Dev-192.168.11.17
A

Dev-192.168.11.15
Dev-182.168.11.16
Dev-192.168.11.18
Dev-182.168.11.22
Dev-192.168.11.23

4

Cisco 2611
DESB6500
DGS3427
DES3828P

DGS3324..

DWL2700
DWL3200

Start IP: | 192 . 168 . 11 . 10
End IP: [ 192 . 168 . 11 . 252
Community: Epublic
Type: [SNMP Devices LI
Current IP: 192.168.11.62

Search ]
Device Name Type IP Address

192.168.11.11
1921681117
192.168.11.15
192.168.11.16
192.168.11.18
192.168.11.22
192.168.11.23

Add to Topo

Description &

-

»

Select All

Figure 207:
Enter the IP address range to locate devices.
Enter the Community name.
Select the device Type.
Click Search to locate the devices based on the search criteria.
Select and click Add Topo to add devices to the topology.

oA wWwN

8.1.9.2 Advanced Device Discovery

Device Discovery screen

The Advanced Device Discovery utility allows you to find devices on the
network by IP address and update the network topology automatically by
selecting a response from three options.

To search for devices with an IP range:
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1. Goto NetTools > Advanced Device Discovery. The Advanced Device
Discovery screen will appear.
Enter the IP address range to locate devices.
Enter the Community name.
Select the device Type.
Choose the Discovery Interval by year, month, day, hour, minute, or
second.
6. Select one of three options for the system to take action when a newly
discovered device conflicts with an existing device on the network:
a. Update - Update the topology and log.
b. Replace - Update the topology and delete old log and trap
messages of the existing device.
c. Ignore - Ignore the result.
7. Select “Enable discovering devices by schedule” option to enable
the system to discover new devices by a set schedule.

vk N

D Advanced Device Discovery x|

Discover devices within IP segament and update the topology automatically.

Current submap: HGMet172.17.5.0

Start IP; |m 17 . 5 . 113 End IP; 172 .17 . 5 . 180

Community:  public Type: SMMP Device -

— Discovery Interval

0 < ear 1] = Month 0 < Day

0 < Huour 1] = hlinute 0 < Second

Whatto dowhen a newly discovered device conflicts with the existed one.
O Update - To update the topology and log. All log and trap messages will he updated.
" Replace - To update the topology and delete old log and trap messages of the conflicted device.

* lgnore - To ignore the discovered result.

[~ Enable discovering devices by schedule.

MOTE: Please do not use bhath this function and Topology Generator in the same [P segment.

Cancel | [0]14

Figure 208: Advanced Device Discovery Screen

8.1.9.3 Trace Route

The Trace Route utility enables you to view information about a network
packet that is being transmitted and determine the number of hops
necessary for that packet to reach its destination.
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To Trace Routers:
Go to NetTools > Trace Route to open the Trace Route function.

x
—Parameters
Remaote host: |www.d|ink.com Setting... | Font... |
—Output
Trace route to . dlink.com [207.232.83.10] over a maximum of 30 hops:
1 <lm= <lms <lm= [172.17.5.254]
2 <lrms <lms <1rns|

Trace I Stop Clear

Figure 209: Trace Route Tool screen

1. Enter the host address and click Trace to trace the routers.
2. Select Settings to configure the parameters.

Settings x|
— Parameters

Timenout: Im

Data length: |32

hlax hops: |3EI

] Cancel

Figure 210: Option screen

3. Modify and customize the Timeout, Data Length and Max Hops
parameters according to your requirements.

4. Click Clear to clear the list.

5. Click Stop to stop the search.
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8.1.10 TFTP

The TFTP server enables the client to upload or download configuration files
between the server and the client.

1. Go to NetTools > TFTP to open the TFTP Server tool.

J|.. D-Link TFTP Server

Abont
M ame D-View Manager IP &ddress 192168119
Opened 050722 Action Session [0
[ndex | Action [P | Type ] Titp File Mame | Statug
1 1921681112 Pt _19216311.12_DESSRR0.. Ok
2 192.168.11.262 Put 19216811 252 DES3RE.. Ok
5 | >
06:02:04 : Transfer Ok
06:08:05 : Start ranzfering
06:08:05 : Transfer OF.

Figure 211: D-Link TFTP Server screen

B Index: Displays the number of connections between the devices and the
TFTP server.

B Action IP: Displays the device IP address.

B Type: Get/Put action of the configuration files.

B TFTP File Name: The uploaded or downloaded files through the TFTP
server.

B Status: Displays the file transfer status.

2. Click Clear to erase the actions.

8.1.11 Retrieving ARP information

D-View provides a tool to retrieve the ARP (Address Resolution Protocol)

information from devices and then create a table for the network. The table

lists the IP and MAC addresses of all the devices in the topology.

To retrieve the ARP information:

1. Go to Advanced > All of ARP Info. The ARP Information Retrieve
screen displays.
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D ARP Information Retrieve rg|
. [2 i —
17217.583 00112F8AT359 E
17217594 0o80caeyyates
172175115 O00EAGEBE3T1
17217.5134 000CEED3ASTT
172.17.5.150 00EQ0G095566
172.17.5.154 001AA0CA52094
172.17.8171 001485328218
[172.17.5.254 000F3D786ED4
17217.5.255 000000000000
172.17.50 FFFFFFFFFFFF
172.17.5.2 00128BBABDFE
172.17.53 001CFOS73900
172.17.58 000FBODEADFE
172.17.810 00112FE42CaA
172.17.811 0014C2EZED4T
172.17.812 0015F2945F28
172.17.815 00037FBEFOFE
172.17.823 001B11EBCESS
172.17.5.26 0019D2AEDDTY
172.17.5.39 00133BBF4FAF
17217.542 00112FEDEA40
172.17.5.48 001485F98CT8
17217554 001302149A1C R
] e | oo | o |

Figure 212: ARP Information Retrieve screen
2. Click Refresh to refresh the information. Click Stop to stop retrieving
information.

8.1.12 Net Toolbox

D-View provides two ways to manage a device in the topology - Telnet and
Web. Using Net Toolbox, administrators can configure the method of
management for each device. Net Toolbox also allows administrators to
ping a device from the topology.

To select the management method:

1. Select the device you want to manage.

2. Go to NetTools > Net Toolbox to open the Toolbox.

MNet Toolbox x|

Telnet..
IP Address
Weh.. |
I“I?E. 17 . 5 . 211
Ping... |
Levice Configure |

Figure 213: Net Toolbox screen
3. Enter the IP address of the device to manage.
4. Click Telnet or Web.
You can also Ping the device using Ping.
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To configure devices using a configuration file, use Device Configure.

8.1.13 Port Packet Monitor

D-View helps you monitor and troubleshoot Switch Ports for traffic,
utilization and errors of a specific device. D-View pinpoints the port flow in
real time and identifies their impact on the network.

E

Ensure the devices support RFC1213 to monitor the port flow in devices.

To monitor the Port Packet flow:

1.
2.

3.

-kaplace - X

Go to NetTools > Port Packet Monitor.

Go to File > Setup > Device Information Configure and enter the
Device IP and Read and Write Community values. If you have
clicked on a device before entering Port Packet Monitor, you can skip
this step and move on to step 3.

The Port Monitor screen will display.

D Port Packet Monitor =0l x|

S Fle View About

4 %3 7 .
Port Index | Pork SEeed
Device Information Configure %]
Device IP : I @ .0 .0 .0

Read Community;  Public

Write Community : private

Device infarmation configure Mumber 4

Figure 214: Device Information Configure screen

Select the ports on the left and then click the Utilization button | &

from the toolbar.
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I Port Packet Monitor - [Utilization]

E] Fle “iew ‘'wWindow About

M0
[Workplace * | |[PartIndex  |Ulization [Inoctets [outoctets
Port Index | Port Spesd 26 2 2
Of:s o - I
O o 7 2
Oz o
™ =1 il Line Chart Bar Chart | Gric
Oz =«
DE23 i Chart Case
M= o £,80E04 4 | I I I
OA= o I [~ Utilization
EZG 100 v InOctets
0 L] — T | I L
il i [v OutOctets
o
0 3 A0ED: — TR PERRPERREERPE RREREP § SRR B =
i |
1000M |
0 1,704 — PR PR =
100M B
15 Tirme Interval(s) :
100M 100E01 4 — : ; v I
100M 17:19:5 1720037 17ElE2 7m0y 17:22:52 3 j‘
100M
a
il Statistic =
0 Max Walue 110312 Min Walue 0 Avevalue t 55106
i
0 Max Value ¥ [17:22:27 Min Yalue ¥ 17:20:33 Cleat[c]
Figure 215: Port Packet Monitor: Line Chart screen

HIHHHS

The fo

>

rmula to calculate the port percentage usage.

Utilization: (InOctets + OutOctets)*8 / Port Speed / Time Interval

- InOctets: The total number of octets received, including framing

characters.
- OutOctets: The total number of octets transmitted, including framing
characters.
4. Set the Port Packet options. These values are calculated tracking the
number of packets received and/or transmitted over a period of time.
m Port Index: Represents the diameter of the network cable.
B Color: Represents the different port packet types.
B InUcastPkts: Number of subnetwork-unicast packets delivered
to a higher-layer protocol.
B InNUcastPkts: Number of non-unicast packets delivered to a
higher-layer protocol.
m InDiscard: Number of packets which are chosen to be discarded
to prevent from entering the higher-layer protocol.
B InErrors: Number of error packets.
B InUnknown Packets: Number of unclassified/unknown packets
discarded.
B OutUcastPkts: Number of out-going packets transmitted from
higher-level protocols to a subnetwork-unicast address.
B OutNUcastPkts: Number of out-going packets transmitted from
higher-level protocols to a non-unicast address.
5. Click Clear[C] to clear the current data on the graph.
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8.1.13.1 Line Chart

The statistical graph (X-Y) shows the usage of packets of a specified device

in real time.

B  Port Index: Displays the humber of ports of a specific device.

B Port Speed: Displays the link speed between devices.

B  Max/Min Value: Displays the maximum/minimum number of packet
flow in real time.

B Max/Min Value X: Displays the current time stamp of the packet flow
graph.

B Chart Case: Filter options to monitor the packet flow.

m Time Interval: Enter the time period to refresh the packet flow.

8.1.13.2 Bar Chart

The Bar Chart displays the percentage of packet flow in real-time.

I Port Packet Monitor - [Utilization]

E File View ‘window About

A 7 .

‘wWorkplace - X | ||Port Index

Port Index | Port Speed # |

O™z o
I 15
Iz
[m [T
O 22
23
m ]
O ==
EA 26
m] ]
O ==
12>
e
11
EM™:=z  1o00m
Om:= o

M3+ 1oom
EM:= oo
C™zc  1oom
O™z 1oom
OM=z=  10om
==

coooogooooooo
{=]
=

Figure 216: Port Packet Monitor: Bar Chart screen

8.1.13.3 Grid Data

The Grid Data shows the packet flow in a table format. Click Packet Info

to view the packet type options.
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ID Port Packet Monitor - [Utilization]

E] File “iew ‘window About

Mo e

‘workplace > X

Part Index

| Port Indes | Port Speed A
[
Ol
CIiAzo
OM =
I ==
Ol ==
CIiA2+
™ ==
EIA ze
Ol =7
O z=
Ol zs
i

FortIndex  |Utilization |Inorctets | outoctets
26 0.00167 2116847769.00000 2100020042.00000
3z 0.00038 354564350,00000 4161560332.00000
ooM 34 0.00352 17815567.00000 320304474.00000
35t 452390703.00000 1030449968.00000
48 0.00455 2363415617.00000 5916002375.00000

e R e e et~ T = N = R = = = R =

Figure 217: Port Packet Monitor - Grid Data screen

8.1.14 Performance Monitor

The Performance Monitor tool is a comprehensive bandwidth performance
management application that allows you to directly view the real-time
statistics of your network. D-View’s Performance Monitor tool will monitor
and collect data from routers, switches, servers, and any other
SNMP-enabled device.

T Ensure the RMON status of the devices is enabled to start monitoring

_le devices.

To monitor the performance of devices:
1. Goto NetTools > Performance Monitor. The Performance Monitor
screen will appear.
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2.

3.

ID Performance Monitor - [Error Ratio]

m File  “iew ‘window About

e 9.

|""'D"‘P|ﬂﬂe b | Port Index \ DrapEvents |CRCAI\gnEerr5 \ UndersizedPlkts |Oversizedet5 |Frag ments | Jabbers |Caollisions
Port Index 4 11 2
Interface #1 12 _
Interface #2 1 [
Interface #3
Interface #4 Line Chart
Interface #5
Interface #6 Chart Gase
Interface #7 {1 g s o e ) e et -
Interface #6 3 : : ' | [w DropEvents
lieifaeets - : - v CRCAlignErrars
Interface #1( 73 —paREEEEEEEEEE Gosssasans eSS |
Intetface #1 3 g | v UndersizedPkis
Interface #1: - ! - W CwersizedPhkis
Interface #17 ISR ------------ e e R I
Interface #1+ = : | I Fragments
Interface #1° 3 : | [ Jabbers
Interface #1t 15 —EEEEEEEEEEEE feosssosas soososesdbospsosRsERon =
Interface #10 ] | I Collisions
Interface #1 ] : : : o
Interface #1¢ =10 L o N S 1 Timedmenals):
Interface #2( 17:25:18 17:26:03 17:26:48 17:27:33 17:28:18 ] j‘
Interface #2
Interface #2:
Interface #2: Statistic ¢
Interface #2¢ htax Yalue 0 Min Yalug 0 AveWalug s 0
Interface #2¢ § .
T Ma Value }: Min Walue X: 172615 Clear[c]
Interface #2.

Figure 218: Performance Monitor screen

Select the ports and then click the Errors Ratio £% | button from the

toolbar. The graph will display a list of different types of error packets.
Set the Port Packet options. These values are calculated tracking the

number of packets received over a period of time.

Drop Events: Represents the total number of events, when packets are
dropped due to lack of resources.

CRCAIlignErrors: Represents the total number of packets received that
are between 64 and 1518 octets in length. These include packets of
either a bad Frame Check Sequence (FCS) with an integral number of
octets (FCS Error) or a bad FCS with a non-integral number of octets
(Alignment Error).

UndersizePkts: Represents the total number of packets received that
are less than 64 octets in length.

OversizePkts: Represents the total number of packets received that are
longer than 1518 octets in length.

Fragments: Represents the total number of packets received that are
less than 64 octets in length. These include packets of either a bad
Frame Check Sequence (FCS) with an integral number of octets (FCS
Error) or a bad FCS with a non-integral number of octets (Alignment
Error).

Jabbers: The total number of packets received that are longer than
1518 octets in length. These include packets of either a bad Frame
Check Sequence (FCS) with an integral number of octets (FCS Error) or
a bad FCS with a non-integral number of octets (Alignment Error).
Collisions: An estimate of the total number of collisions on this Ethernet
segment.
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4. Click Clear[C] to clear the current data on the screen.

8.1.14.1 Line Chart

The Statistical graph (X-Y) shows the usage of packets of a specified device

in real time.

B  Port Index: Displays the humber of ports of a specific device.

B Port Speed: Displays the link speed between devices.

B  Max/Min Value: Displays the maximum/minimum number of packet
flow in real time.

B Max/Min Value X: Displays the current time stamp of the packet flow
graph.

B Chart Case: Filter options to monitor the packet flow.

m Time Interval: Enter the time period to refresh the packet flow.

8.1.14.2 Bar Chart

The Bar Chart displays the percentage of packet flow in real-time.

D Performance Monitor - [Error Ratio]

E] File  ¥iew Window about

mE e q .
Workplace = X | ||Port Index DropEvents  |CRCAlignErrors |UndersizedPkts |OversizedPlkts |Fragments |Jabbers [Collisions
-~

Index Port Index |

DHI Interfare #1
D!Z Interface #2

DHS Interface #3

O+  Interface #4 w (R Grid Data
DHS Interface #5
D!S Interface #6
DH? Interface #7 100 ]
D!S Interface #8
DHQ Interface #3 g
OO0 tnterface #10 75 |
!11 Intetface #1: = q
EMiz  Interface #1:
Oz mterface #1: -
O+ nterface #1- 50 H
15 Interface #10
u 16 Interface #1¢
CO17  mterface £10 o5
EMiz  Interface #1¢ .
Mo Interface #1¢
Ofz0  mmterface #20

D!21 Inkerface #2: 0
OMzz  mterface #2;

Oz Interface #2: Configure
OMz+  nterface #2: §
Os  tnterface #2: v Rate

Ozz  nterface #2
C™=7  interface 227

Figure 219: Performance Monitor: Bar Chart screen

8.1.14.3 Grid Data

The Grid Data shows the packet flow in a table format.
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D Performance Monitor, - [Error Ratio]
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Figure 220: Performance Monitor: Grid Data screen

8.1.14.4 Data Distribution Chart

The Data Distribution Chart monitors packet types of different sizes
received by their designated ports.

1. Click the Data Distribution | & | button from the toolbar. The Data

Distribution Chart screen will appear.

D Performance Monitor, - [Data Distribution Chart]
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Figure 221: Performance Monitor: Data Distribution Chart screen
2. The packets are classified by its length:

B 0~640ctets: Total number of packets received that are 64 octets in
length.

B 65~1270ctets: Total number of packets received, between 65 and 127
octets in length.

m 128~2550ctets: Total number of packets received, between 128 and
255 octets in length.
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256~5110ctets: Total number of packets received, between 256 and
511 octets in length.

512~10230ctets: Total number of packets received, between 512 and
1023 octets in length.

1024~15180ctets: Total number of packets received, between 1024
and 1518 octets in length.

8.1.14.5 Port Flow Chart

The Port Flow Chart retrieves the statistical performance data to monitor
the designated ports’ performance status.

1. Click the Port Flow | & | button from the toolbar. The Port Flow screen

will appear.

D Performance Monitor, - [Port Flow Data]
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Figure 222: Performance Monitor - Port Flow Data screen

The different types of packets displayed in the graph are:

Octets: Total number of octets received.

Packets: Total number of packets received.

BroadcastPkts: Total number of packets received and directed to the
broadcast address.

MulticastPkts: Total number of packets received and directed to a
multicast address.
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