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This page will guide you through common configuration tasks such as changing the password, timezone and
setting up of your internet connection.

Internet Connection Setup Wizard

If you would like to utiize our easy to use Web-based Wizards to assist you in connecting your new D-Link
Systems Router to the Internet, dick on the button below,

[ Internet Connection Setup Wizard ]

Note: Before launching these wizards, please make sure you have followed all steps outlined in the Quick
Installation Guide included in the package.

Manual Internet Connection Options

If you would like to configure the Internet settings of your new D-Link Systems Router manually, then dlick on
the button below.

[ Manual Internet Connection Setup ]

NTROLLER

Copyright © 2011 D-Link Corporation.
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Helpful Hints....

If you are new to
networking and have
never configured a router
before, dick on Internet
Connection Setup Wizard
and the router will run you
through a few simple steps
to get your network up
and running. If you
consider yourself an
Advanced user and have
configured a router
before, didk Manual
Internet Connecti

to input all the setti
manually.




Product Page: DWC-1000 Hardware Version: A1 Firmware Version: 1.01B67_WW

Welcome to the D-Link Internet Connection Setup Wizard

Step 1: Change your Password

Step 2: Select your Time Zone

Step 3: Configure your Internet Connection
Step 4: Save Settings and Connect

WIRELESS CONTROLLER
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Step 1: Change your Password

By default, your new D-Link Router comes with 'admin’ password configured for
administrator access to the Web-based configuration pages. To secure your new
networking device, please change the password below:

Password: sssss

Verify Password: esesses

[ Prev ] [ Next ] [ Cancel

WIRELESS CONTROLLER
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Step 2: Select your Time Zone

Select the appropriate time zone for your location. This information is required to
configure the time-based options for the router.

Time Zone:  ([GMT+10:00) Canbemra Melboume Sydney

[ Prev ] [ MNext ] [ Cancel ]
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Please select the Optionl connection type below:

DHCP Connection (Dynamic IP Address)

Choose this if your Internet connection automatically provides you with an IP Address. Most
Cable Modems use this type of connection.

Static IP Address Connection

Choose this option if your Internet Setup Provider provided you with IP Address information
that has to be manually configured.

[ Prev ] [ Next ] [ Cancel ]

WIRELESS CONTROLLER
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Set Static IP Address Connection

To set up this connection you will need to have a complete list of IP information
provided by your Internet Service Provider. If you have a Static IP connection and do
not have this information, please contact your ISP.

IP Address: 152.168.06
IP Subnet Mask: 255.255.255.0

Gateway IP Address: 192.168.0.253

DNS settings

Primary DNS Server: £1.82.83.88

Secondary DNS Server: 4222

[ Prev ] [ Next ] [ Cancel
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Setup Complete!

The Internet Connection Setup Wizard has completed. Click the Connect button to
save your settings and connect.

t Cancel ] [ Connect

WIRELESS CONTROLLER
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Wizard Helpful Hints...

WLAN Global Settin WLAN CONNECTION Logout [ If you are newdto

This page will guide you through common configuration tasks for Wireless Controller such as Global
Configuration, Radio Configuration and VAP Configuration.

and follow few simple
WLAN Configuration Setup Wizard steps to configure

Wireless Controll
If you would like to utiize our easy to use Web-based Wizards to assist you in connecting your new D-Link consider yourself a

Wireless Controller, dick on the button below. Ad“’?”CEd user and have
configured Wireless

Controller before, then
WLAN Setup Wizard configure it manually.

Note: Before launching these wizards, please make sure you have followed all steps outlined in the Quick
Installation Guide included in the package.

WIRELESS CONTROLLER
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Welcome to the k WLAN Setup Wizard
.

Step 1t Wireless Global Configuration
® Step 2: Wireless Default Radio Configuration
» Step 3: Wireless Default VAP Configuration
® Step 4 Valid Access Point Summary

Step 5: Save Settings and Connect:

Cancel

WIRELESS CONTROLLER
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Step 1: Wireless Global Configuration

Country Code: Al - Australia

[ Prev ] [ Next ] [ Cancel
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Step 2: Wireless Default Radio Configur: n

Radio Mode: @ 1-802.11a/n
© 2-802.11b/g/n

© off

AP Profile Name §500AF

Maximum Clients: 200
RF Scan Other Channels:

Mode: | IEEE 802.11a/n

EEE 802.11a
Automatic Channel: [[EEFEFNEET

5GHz |EEE 802.11n
V]

Automatic Power:

Initial Power:

[ Frewv ] [ Next ] [ Cancel
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Step 3: Wireless Default VAP Col uration

SSID: G600AP_1
Hide SSID: [7]

Security:  WPA Personal n

WPA Key |Static WEF

WPA Personal

[ Frewv ] [ Next ] [ Cancel ]
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Step 4: Valid Access Point Summary
MAC address: fc:75:16:76:11:40

AP Mode: Managed n

Location: [ e

Authentication Password: sessssssssss

[ Frewv ] [ Next ] [ Cancel ]
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Step 5: Setup Complete!

The WLAN Connection Setup Wizard has completed. Click the Connect button to save
your settings and connect.

Next Cancel ] [ Connect

WIRELESS CONTROLLER

11 Dink Corporation.




O D-Link : Wireless Controller

€ C A © 192.1680.10/globalhtm % (8 A |

Product Pag

Helpful Hints...

GLOBAL STATUS LOGOUT _
In order for the

Controller to
This page will guide you through common and easy steps to configure your DWC-1000 router WLAN global di "EF a_nngsrn: ﬂ-_t_i- _
settings.Make sure that WLAN controller is being enabled. =2 EL s Il s

v controller and its
operational status must be
enabled. Hi ; before
Submit ] [ Don't Save Settings ] :g: H,Iab Iﬁ—,E \r-,'LAr-: o

controller, ect

o de fi
Wireless Global Configuration
55 points can oper;

Enable WLAN Controller only in ﬁ'ue_ modes
. \

WLAN Controller Operational Status Enabled
IP Address: 192.168.0.10

AP Validation

AP MAC Validation: Local [=]

Require Authentication Passphrase: [

RADIUS Server Configuration

ﬁaAn?;Ps Authentication Server Defaut-RADIUS-Server

RADIUS Authentication Server
Status: Mot Configured
RADIUS Accounting Server Name: Default-RADIUS-Server

RADIUS Accounting Server Status: Mot Configured

RADIUS Accounting: [

Country Configuration

Country Code: Al - Australia

WIRELESS CONTROLLER
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Wizard Helpful Hints...
MANUAL MANAGEMENT
When the AP isin
[» Manual Management
:d Wireless Switch is listed by its MAC address and location. The location is based on
or local Valid AP database.

Location Debug Radio Interface Channel Power (%)

Disabled 1-802.11a/n 36 100

2-802.11bjgfn 1 100

jed AP Debug Edit Channel/Power

USB Settings » | Local OUI Datab

or if the profile is
ied to the AP, such

WIRELESS CONTROLLER
192.168.0.10/managed_ap_advanced.html
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Wizard Helpful Hints...
N Cloba o MANUAL MANAGEMENT LOGOUT

WLAN Global Se When the AP is in

AP Management

AP managed by the Unified Wireless Switch is listed by its MAC address and location. The location is based on

WLAN the value in the RADIUS or local Valid AP database.

Option Port Settin List of Managed APs

1 MAC Address Location Debug Radio Interface Channel Power (%)

f:75:16:76:11:40 Disabled 1-802.11a/n 36 100

&l 2-802.11bjg/n 1 100 a ‘jrldﬂl-j'larlrld
ide the

USB Settings

Managed AP Debug ] [ Edit Channel/{Power ] [ Refresh

reset or if th
applied to the AP, such

WIRELESS CONTROLLER
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Helpful Hints...

WLAN Global Settin After you enter the MAC
address dick Add to add
The Valid AP page contains information about APs configured in the local database. ) :ﬁff;nd

AP Management

WLAN Visualization
List of Valid APs configuration page for the
AP, For an AP thatis

Option Port Settin
MAC Address AP Mode Profile

fc:75:16:76:11:40 Managed 1-Default

MAC Address 00:00:00:00:00:00

Edit | [ Delete | [ Add

WIRELESS CONTROLLER
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N Global Settings (| RF CONFIGURATION

AP Management Manual Management
h configure AP radio frequency related values like channel configuration & Power

11 mode of the
s point.
Each AP is a dual-band
pable of
ultiple

5 GHz (802.11 a/n) © 2.4 GHz (802.11 bja/n)
USB Settings » | Local OUI Database Fixed Time @ Manual © Interval
Channel Plan History Depth: ] (0to10)

support u:

Channel Plan Interval: (6to 24) (Hours) through 11. IEEE
mode operates in the

Channel Plan Fixed Time: 0 I (Hours) : |0 {Minutes)

Power Adjustment Configuration (

Power Adjustment Mode: @ Manual © Interval

Power Adjustment Interval: 15 (Minutss) (15 to 1440)

192.168.0.10/channel_pwr_cfg.html#
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ADVANCED
Wizard
RF CONFIGURATION LOGOUT

AP Management
Through this page we can configure AP radio frequency related values like channel configuration & Power
Adjustment Configuration

Option Port Settin [

Submit ][ Don't Save Settings ]

11 mode of the
Channel Configuration s point.
dual-band

Channel Plan: @ 5 GHz (802.11 3/n) © 2.4 GHz (802.11 b/g/n) _ﬂ‘;'ulh?;le
USB Settings Channel Plan Mode: © Fixed Time @ Manual © Interval
Channel Plan History Depth: 5 (0 to10)

Channel Plan Interval: (60 24) (Hours)

Channel Plan Fixed Time: 0 I (Hours) : |0 {Minutes)

Power Adjustment Configuration

Power Adjustment Mode: @ Manual © Interval

Power Adjustment Interval: 15 (Minutss) (15 to 1440)

WIRELESS CONTROLLER
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CHANNEL PLAN HISTORY
The Cluster Controller
controller that controls
The Unified Wireless Controller stores channel assignment information for the APs it manages. the 'jUSt'__IirtD"'r'E'r's the
WLAN information for all

Channel Plan controllers in the duster.
Option Port Settin

On the Cluster
Channel Plan: © 5GHz(802.11 a/n) © 2.4 GHz (802.11 bjg/n) | shows information about

the radios on all APs
Channel Plan History managed by controllers

in th ster that are
Operational Status Active igible for channel

AP Management

Last Iteration 1
USB Settings

Last Algorithm Time Feb 7 17:22:55 2011

List of Iterations

No Channel Plan history entries exists.

WIRELESS CONTROLLER
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MANUAL CHANNEL PLAN

To manually run the

If you specify Manual as the Channel Plan Mode on the Configuration tab, the Manual Channel Plan page
allows you to initiate the channel plan algorithm.

Channel Plan

5 GHz (802.11 a/n) 2.4 GHz (802.11 b/g/n})

Channel Plan Algorithm

Current Status: Mone
USB Setiings

nel Assignments

Mo proposed channel plan entries exist.

WIRELESS CONTROLLER

011 DLink Corporation.
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‘fou can manually initiate the power adjustment algorithm on the Manual Power Adjustments page.

Power Adjustment Algorithm a

Adjustments page.

Current Status: MHone

Proposed Power Adjustments

Mo proposed power adjustment entries exist.

WIRELESS CONTROLLER
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Wizard

SOFTWARE DOWNLOAD LOGOUT

The Unified Wireless Controller can upgrade software on the APs that it manages. The Cluster Controller can
update code on APs managed by peer wireless controllers.

Submit ][ Don't Save Settings ]

Access Point Software Download

Server Address: 0.0.0.0

Img_dwl8600 DLink 8600 AP Radios

File Path:

File Name:

Img_dwl3600/6600 DLink 3600/ 6600 AP Radios
File Path:

File Name:

Group Size: ] (1toe)

Image Download Type: Allimages [+]

-

fo 7S 16:78:11:40 - 182.168.0.11 -

Managed AP:

i 2 It may take about 12 minutes for the upgrade process to complete for an AP. After
this process is complete, the AP will restart automatically and will become managed
again.

] [ Refresh

Helpful Hints...

After you provide the
jon about the
e didk Start to
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POLL LIST _ _
for the Unified
ireless Controller to
discover other WLAN
s and establish
tion with
= must hav
own IP address, must
] ble to find other
WLAN devices, and must

AP Management
This page contain all the information about IP Address & Vlan value which can be configured for peer

WLAN Visualization conh’oller_s & conh’ollers.Thx_a bzl Di_scovery list can contain the IP addresses of peer controller and APs for the
UWS to discover and associate with as part of the WLAN

Option Port Settings [

Submit ] [ Refresh

L3/IP Discovery
L2/VLAN Discovery

List of IP Adresses

192.165.0.10 =
192.1658.0.11
192.168.0.12
192.168.0.13
192.168.0.14
192.168.0.15 discoverad through this list
might not be valid APs or
controllers.

:

IP Address Range From |152.162.0.10 To [192.182.0.15

List of IP Vlans

1- default »

WVLAN (1-255)

Add

Note: The discovered access points wil 13i to get managed by this wireless switch if their MAC
addresses are not added to the Local or RADIUS AP Database. To add them to the local AP
database, either navigate to the Monitoring->Access Points ->All Access Points page or to
the Valid AP tab on this page. Before doing that make sure vou complete the default profile
configuration in the next 3 tabs, That profie wil be sent to the AP.
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AP PROVISIONING SUMMARY STATUS LOGOUT

AP Provisioning Summary Status page shows information about all provisioned APs.The AP Provisioning
Summary and Detail pages display data only when the controller is configured as the Cluster Controller.

AP Provisioning Status

MAC Address Primary IP Backup Mew Primary ED

iy IP Address P Backup IP Status
(*)-Managed Address Address IP Address Address

* fo:75:16:76:11:40 192,168.0.11 192.168.0.10 192.168.0.10 Success

USB Settings

Delete” | [ Delete All* | [ Provision | [ Egit | | Refresh

* - Only Unmanaged APs can be deleted.

WIRELESS CONTROLLER

Edit:
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Wizard Helpful Hints...

AP PROVISIONING STATUS
is page show ﬂ'n- AP

Through edit button we can change the configuration setting of particular mac address. These are the extra
things which we get after dicking.

[ Submit ] [ Don'tsave settings |

AP Provisioning Status

MAC Address FC:?5:1G:?6:11:40E|

IP Address 192.168.0.11
Time Since Last Update 0d:00:00:04
Primary IP Address 192.168.0.10
Backup IP Address 0.0.0.0
Mutual Authentication Mode Disable

Unmanaged AP Reprovisioning .
Mode Disable

AP Provisioning Status Success

AP Certificate and Profile Transmit
Status

Mot Started
New Primary IP Address 192.168.0.10
New Backup IP Address 0.000

Profile 1-Default  [+]

[ Delete ] [ Pravision the AP ] [ Refresh ]
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Wizard

AP Management
From the Local OUI Database Summary page, you can enter up to 64 user-defined OUIs, The local list is

searched first, so the same OUI can be located in the local list as well as the read-only list.

Option Port Settin

Delete Delete All 10,000 registrations.

Add to Data

USB Settings OUIValue 00:00:00

OUTI Description

WIRELESS CONTROLLER
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Wizard Helpful Hints...

fou are new to
g and have

I
=
you through common configuration tasks such as changing the password, timezone and L _ ured a router

t connection.

Setup Wizard

m

If you would like to utiize our easy to use Web-hased Wizards to assist you in connecting your new D-Link up and running

Systems Router to the Internet, click on the button below. consider yourself a
h user and have

[ Internet Connection Setup Wizard ]

Note: Before launching these wizards, please make sure you have followed all steps outlined in the Quick :_T;;'E':lffll TEEEIIE

USB Settings Installation Guide included in the package.

Manual Internet Connection Options

If you would like to configure the Internet settings of your new D-Link Systems Router manually, then dlick on
the button below.

[ IManual Internet Connection Setup ]

WIRELESS CONTROLLER

192.168.0.10/platform.cgi?page=wanWizard.htm# Copyrig 2011 DHink Corporation. -
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NTERNET CONNECTION LOGOUT

This page will guide you through common configuration tasks such as changing the password, timezone and
setting up of your internet connection.

Option Settings | @ COption Status

It you would like to utilize Wizards to assist you in connecting your new D-Link
Systems Router to the InfudEE low.

[ Internet Connection Setup Wizard ]

Note: Before launching these wizards, please make sure you have followed all steps outlined in the Quick
Installation Guide included in the package.

Manual Internet Connection Options

If you would like to configure the Internet settings of your new D-Link Systems Router manually, then dick on
the button below,

USB Settings

Manual Internet Connection Setup ]

WIRELESS CONTROLLER

192.168.0.10/platform.cgifpage=wanl Status.htm 2011 Dink Corporation.

fersion: A1l Firmwai

fersion: 1.01BG67_WW

Helpful Hints...
If you are new to
g and have
ured a router

user and have
ured a router

to input all the
manually.
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OPTION1 STATUS LOGOUT | |

The page provides current information regarding the Option1 interface. Along with the information a user can
enable or disable his Internet connection from this page.

Optionl Status (IPv4)

MAC Address: B8:A3:86:7B:AC:87

IPv4 Address: 0.0.0.0 / 255.255.255.0
Option State:

NAT (IPv4 only):

DOWHN

Disabled

USB Settings

IPv4 Connection Type: Dynamic IP (DHCP)

IPv4 Connection State: Mot Yet Connected
Link State: LIMNK DOWN
Option Mode: Use only single Option port: Optionl
Gateway: 0.0.0.0
Primary DNS: 0.0.0.0

Secondary DNS: 0.0.0.0

Renew

] [ Release

WIRELESS CONTROLLER

ions from
Option

Lonhgurcd but inac

connections will h

Option e as do

can be brought up with
e Enable button.
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This page allows you to set up your Internet connection. Ensure that you have the Internet connection
information such as the IP Addresses, Account Information etc, This information is usually provided by your
ISP or network administrator.

[ Save Settings ][ Don't Save Settings ]

Connection Type

Connection Type: | Dynamic IP (DHCP) [» |

Static IP

Host Name: Dynamic IP (DHCP)

Domain Name System (DNS) Servers

DNS Server Source: Get Dynamically from ISP [ |

Primary DNS Server: ID.D.D.D
Secondary DNS Server: |D.D.D.U

MAC Address

MAC Address Source: Use Default Address El

MAC Address: IDD:DD:DD 0:00:00

WIRELESS CONTROLLER

011 DLink Corporation.

to the Internet.
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WLAN Global Settings

AP Management The LAN Configuration page allows you to configure the LAM interface of the router induding the DHCP Server
— which runs onit.

WLAN Visualization »

[ Save Settings ] [ Don't Save Settings ] all LAN hosts to be in the

Option Port Settings subnet and u:
address to

ne!

Configuration
192.168.0.10

2552852550

Gioris - |

DHCP Mode: DHCP Server |Z|

Starting IP Address: 182.182.0.11
Ending IP Address: 182.188.0.15
Default Gateway (Optional): 192.168.0.253
Primary DNS Server: 51.88.88.88

Secondary DNS Server: 4222

Domain Name: DLink
WINS Server:

Lease Time: 24
Relay Gateway: I
DNS Host Name Mapping

Host Name IP Address

192.168.0.10/platform.cgi?page=lanSetup.htm
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IP Address: 152.168.0.10
Subnet Mask: 255.255.255.0
DHCP Mode: DHCP Server |Z|
Starting IP Address: 182.188.0.11
Ending IP Address: 182.188.0.15
Default Gateway (Optional): 192.168.0.253
Primary DNS Server: §1.88.88.88
Secondary DNS Server: 4222
Domain Name: DLink

WINS Server:

Lease Time: 24

Relay Gateway: I
1S Host Name Mapping

# Host Name IP Address

Enable DNS Proxy:
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Wizard Helpful Hints_.

DHCP RESERVED IPS (LAN)

WLAN Global Settings

This page allows user to configure the reserved IP Addresses for the DHCF Server configuration. address w
enabled on th

DHCP Reserved IPs (LAN)
address to a pre
1P Address MAC Address address. This IP address

e assigned to
tching MAC

WIRELESS CONTROLLER
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Helpful Hints...

If the LAN is serving DHCP
DHCP LEASED CLIENTS LoGouT [| addresses, this table wil
show list of DHCI

This table displays the list of DHCP dients connected to the LAMN DHCP Server and to whom DHCP Server has g:_“:;srt?rr ﬂ—I'_E LTS

given leases.

DHCP Leased Clients (LAN)

IP Address MAC Address

192.163.0.11 i 75: 16:76: 11:40

WIRELESS CONTROLLER
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Wizard

WLAN Global Seftings
AP Management
WLAN Visualization
Option Port Settings
Metwork Settings

LAMN QoS

Hardwar

PORT QUEUE SCHEDULING

The scheduling algorithm for the LAM switch can be configured here. The supported algarithms are strict and

weighted round robin only.

[ Save Settings ][ Don't Save Settings ]

Port Queue Scheduling

Port Queue Algorithm: Stict [«

Scheduling Strict

Weighted Round Robin

Port Queue Stat

LAN Qo
Configuration

801.p Configuration
DSCP Configuration

Remark CoS To

WIRELESS CONTROLLER
182.168.0.10/platform.cgi?page= portQueueSchedule. htm

Helpful Hints...

The device will be
ammed to handle the
traffic usi i

O D-Link : Wireless Controller

€« C M © 192.168.0.10/platform.cgi?page=portQueueStatus.htm

Product Page: DWC-1000

WLAN Visualization »

Option Port Settings

Metwork Settings

LAN Qo3

WLAN Settings

This page shows the current gueue management algorithm that is used in the LAN switch.

Port Queue Status

Queue Management Algorithm: Tail Drop

WIRELESS CONTROLLER

Helpful Hints...

We currently do not
support con

fqueue management
algorithm.
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<« C N @ 192168.0.10/platform.cgi?page=lanQos.htm % [ A

Product Page: DWC-1000

Wizard Helpful Hints_.
Please enable QoS for LAN ports fo set Trust Mode to LAN ports
e allows you to
configuration
and configur
Enabling QoS on LAN is an advanced configuration, which is required only if you expect congestion on the E';IEEET:Q_‘I
WLAN Visualization traffic on the LAN ports. -

Option Port Settings [ Save Settings ] [ Don't Save Seitings ]

Metwork Settings

LAM QoS
Enable QoS for LAN ports?:

LAN QoS Configuration

LAN Port Classify Using

1 |cos [«

CoS

cos [«
cos [v]

O D-Link : Wireless Controller

<« C i | ® 192168.0.10/platform.cgi?page=portCosMapping.htm v (8 A

Product Page: DWC-1000

Helpful Hints...

PORT COS MAPPING LoGouT | Port CoS Mapping enables

you to assign the priority
to the traffic for the CoS
value.

Port CoS Mapping enables you to change the priority of the PCP value.

WLAN Visualization [ Save Settings ][ Don't Save Seitings ]

Option Port Settings

Metwork Seftings CoS to Port Py Queue Mapping

CoS Value Priority Queue

Highest
Wedium

Low

LAM CloS

0
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<« C # © 192.168.0.10/platform.cgi?page=portDscpMapping.htm % [ A

Product Page: DWC-1000 fersion: Al Firmware W

DWC-1000 / ADVANCED TOOLS STATUS
a 4

Wizard Helpful Hints_.

WLAN Global Settings T DSCP MAPPING Logout | There are four priority

jum, Highest)that can

This page defines the map between the DSCP value in the packet and the associated priority it gets while be choosen from.

traveling through the LAM switch.

[ Save Settings ][ Don't Save Settings ]

Option Port Setting

Network Seftings DSCP to Port ity Queue Mapping
LAMN QoS DSCP Queue DSCP Queue

[ Low = Low

Highest
Wedium Low
Low

o

Low
Low
Low
Low
Low
Low
Low
Low
Low
Low

Low

Low

Low

(1 BT B A B EDED B A B A ET B OED ] OE]
I N N A4 0 A A A 0 A 8 S C B AR K
I N N A4 0 A A A 0 A 8 S C B AR K

B1 BT & A ED B ED B R EDOEDET BB
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<« C A @ 192.168.0.10/platform.cgi?page=cosToDscpRemark.htm w8 X

Product Page: DWC-1000 Hardware Version: A1 Firmware

Wizard Helpful Hints...
Plezse enzble CoS to DSCP Marking to map CoS to DSCP Remark

WLAN Global Settings TR e

Remarking CaS to DSCP is an advanced QoS configuration, where the Layer 2 quality of service field is
translated to a Layer 3 Qo5 field in the packet, so that upstream routers can make a QoS dedision based on
the DSCP field setin the packet.

[ Save Settings ][ Don't Save Settings ]

Remark CoS to DSCP

Do you want to enable CoS to

DSCP Marking?:
USB Settings

Remark CoS to DSCP
CoS

0

WIRELESS CONTROLLER

011 DLink Corporation.
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Product Page: DWC-1000 jersion: Al Firmware Version: 1.01B67_WW

Helpful Hints...

The router supports
wirtual < .,u)l.:tunn
This page allows user to enable disable YLAN functionality on the router. I\J.[I,q?]: LS;L d th th

[ Save Settings ][ Don't Save Settings ]

VLAN identifiers.

Multiple VLAN Subnets

Available VLANS

WIRELESS CONTROLLER

192.168.0.10/platform.cgi?page=vian.htm T T RS

O D-Link : Wireless Controller

<« C M © 192.168.0.10/platform.cgi

Product Page: DWC-1000 Hardware Version: A1 Firmw: sion: 1.01B67

Helpful Hints...

In order to tag all tra
through a sp

port with

can assodate a v

Mode VLAN Membership
Go to the

Access 1 AN page to

Access
e assodated with a port
Access

USB Settings General

WIRELESS CONTROLLER

011 Dlink Corporation.
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<« C # © 192.168.0.10/platform.cgi

Product Page: DWC-1000

fersion:

Al Firmware Version: 1.01867_WW

(Gerera [<]

General
Trunk

one). In Trun
data going into and out of
the portis tag

d

Apply ][ Cancel ]

VLAN Membership Configuration

VLAN Membership: 1

receives data thatis
tagged or untagged with a
VLAN ID.

Apply ][ Cancel

WIRELESS CONTROLLER

011 Dink Corparation.

O D-Link : Wireless Controller

L C # © 192.168.0.10/platform.cgi?page=multiVianSnethtm

Product Page: DWC-1000

Hardware Version: A1 Firmw: sion: 1.01B&67

Helpful Hints...

E.:l:h VLAN can be
d a unique IP
.=r|d subnet mask

1P Address

192.168.0.10

192.163.2.1

Subnet Mask

255.255.255.0

255.255.255.0

ommunicate to
that correspond
to thiz VLAN.

Edit
USB Settings

WIRELESS CONTROLLER

011 Dlink Corporation.
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€« C ff  © 192.168.0.10/platform.cqi ¥[8 \|

Product Page: DWC-1000

Helpful Hints...

MULTI VLAN SUBNET CONFIG LoGcouT [ By default, when you add
ew VLAN, itis assigned

This page shaws the list of available multiple VLAN subnets. an IP address of
2,1 with subnet-

.0, the

[ Save Settings ][ Don't Save Settings ]

land
1 change the
MULTI VLAN SUBNET igned IP address,
subnet mask and many
Vian ID: 1 other options here. The
only non-editable field in
VLAN ID,

IP Address: 192.168.0.10

Subnet Mask: 255.255.255.0

DHCP

DHCP Mode: DHCP Server [ ]

USB Settings

Domain Name: DLink

Starting IP Address: 182.188.0.11
Ending IP Address: 182.188.0.15
Default Gateway (Optional): 192.168.0.253
Primary DNS Server (Optional): 61.88.88.88
Secondary DNS Server (Optional): 4222

Lease Time: 24 [Hours)

Relay Gateway:

Enable DNS Proxy:




O D-Link : Wireless Controller

L C M | © 192.168.0.10/platform.cai % (8 v\|

Product Page: DWC-1000 Hardware Version: A1 Firmware

Wizard Helpful Hints...
e Operation succeeded

WLAN Global Settings ship must
AVAILABLE VLANS LOGOUT

This page shows a list of available VLANS which & user can edit or delete. A user can add a new VLAN from this
page as well,

List of available VLANs N
ship. The YLAN ID
ny number

USB Settings Delete

WIRELESS CONTROLLER

2011 Dink Corporation.

Add:

(D) D-Link: Wireless Contreller

€« C #A © 192.168.0.10/platform.cgi kg |§, '\|

Product Page: DWC-1000 Hardware Version: A1 Firmware

AVAILABLE VLANS n
the settings. Mal

This page allows user to enable/disable VLAM support on the LAN. sure that the I

[ Save Settings ][ Don't Save Settings ]

VLAN Configuration VLAN(s) o

ing VLAN(s)

Name:

Id:

USB Settings Inter VLAN Routing Enable:

WIRELESS CONTROLLER

011 Dlink Corporation.
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<« C N @ 192168.0.10/platform.cgi?page=usbSettings.htm ¥[8 '\|

Product Page: DWC-1000

Wizard 3
WLAN Global Settings (| USB SETTINGS LOGOUT

AP Management || This page displays information about the USB devices connected to the USE port(s). This page also allows user
to do certain configurations on USB devices, such as safely unmounting the devices.

WLAN Visualization

USB-1: Device Not Connected
Option Port Settings

Device Vendor: MNA the hardware b g
pulling it out of the router.

Device Model: A

Device Type: MA

Mount Status: NA
USB Settings 3 USB Status

: Device Not Connected
Device Vendor:
Device Model:
Device Type:
Mount Status:

192.5].68.U.l(]_-'platform.cgi?paée: ushSettings.htm

(D) D-Link: Wireless Contreller

<« C A @ 192.168.0.10/platform.cgi?page=usbSharePortLhtm o |'é, "\|

Wizard »
WLAN Global Settings [ USB SHARE PORT

AP Management [ || This page allows the user to configure the SharePort feature available in the router.

WLAN Visualization » [ Save Settings ][ Don't Save Settings ]

Option Port Settings
USB-1 (NA)

Enable USB Printer:

USB-2 (NA)

USB Settings
Enable USBE Printer:

Sharing Enabled interfaces
VLAN Name Enable Printer

default

Guest

WIRELESS CONTROLLER

2011 DLink Corparation.
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Product Page: DWC-1000

Global General Helpful Hints...

Peer Controllers b | SNMP Trap i s Configurations
_ ; "

AP Profile Distributed Tunneling

e settings that apply to the Unified Wireless controller. e P

‘eer Group

W ity [Submit | [ Den't Save Settings |

Captive Portal »
- Wireless Configuration

Peer Group ID 1 (1 to 258)

»

Client Roam Timeout 30 (1 to 120 Seconds)

4

Ad Hoc Client Status Timeout 24 {0 to 168 Hours)

IPIMAC Binding AP Failure Status Timeout 24 {0 to 168 Hours)

MAC Authentication Mode white-list [+

ettings

WLAN Radius RF Scan Status Timeout 24 {0 to 165 Hours)

Detected Clients Status

Switch Settings
D Timeout

24 {0 to 188 Hours)

Tunnel IP MTU Size 1500 [=]
Cluster Priority 1 {0 to 255, O - Diszblz)

AP Client Qos Disable [~]

WIRELESS CONTROLLER
192.168.0.10/AdvancedGlobalConfig.htmi#
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<« C A | © 192168.0.10/AdvancedGlobalConfightm %% (@] \|

Product Page: DWC-1000

Global [ Helpful Hints...
Peer Controllers  » || CONFIGURATION TTEMS

s Configurations
ey

AP Profile
The fields on this page are settings that apply to the Unified Wireless controller.

[ Submit] [ Don't Save Settings ]

Wireless Configuration

Peer Group ID (1 to 258)

Client Roam Timeout (1 to 120 Seconds)
Ad Hoc Client Status Timeout {0 to 168 Hours)
AP Failure Status Timeout {0 to 168 Hours)
MAC Authentication Mode

WLAN Radius RF Scan Status Timeout (0 to 168 Hours)

Detected Clients Status

Switch Settings
D Timeout

{0 to 188 Hours)

Tunnel IP MTU Size
Cluster Priority {0 to 255, O - Diszblz)

AP Client Qos Disable [~]

WIRELESS CONTROLLER
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Product Page: DWC-1000

Global Helpful Hints_.
Peer Controllers

AP Profile
If you use Simple Network Management Protocol (SNMP) to manage the Unified Wirelese Controller, you can

configure the SNMP agent on the Controller to send traps to the SMNMP manager on your netwark

[ Submit ] [ Don't Save 3ettings ] through updates from the

APs it manages.
Wireless SNMP Trap Configuration

AP Failure Traps Disable |Z|

AP State Change Traps Disable |Z|
Client Failure Traps Disable E
Client State Change Traps | Disable |Z|
Pear Switch Traps Disable E

WLAN Radius

RF Scan Tra Disable
Switch Settings ps E

Rogue AP Traps Disable E

WIDS Status Traps Disable |Z|

Wireless Status Traps Disable E
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« C # © 192.168.0.10/AdvancedDistTunnelConfig.htm ¥[8 '\|

The Distributed Tunneling mode, also known as AP-AP tunneling mode, is used to support L3 roaming for
wireless dlients without forwarding any data traffic to the wireless contraller,

[ Suhn‘iit] [ Don't Save Settings |

Captive Portal 4

_ Distributed Tunneling Configuration
Client !

Distributed Tunnel Clients 128 (1 to 8000)
3

Louting

Distributed Tunnel Idle Timeout (30 to 3600)

Distributed Tunnel Timeout (30 to 86400)
3
Distributed Tunnel Max Multicast

Replications Allowed (1to1024)

WIRELESS CONTROLLER

011 DLink Corporation.
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€« C # | © 192168.0.10/cp_send_status.htm w8 X

Product Page: D 0 v 0

Global

Peer Controllers [ Configuration Request

Status
AP Profile
guration Request Status page provides information about the status of the
the controllers in the duster,

Configuration Request Status: Mot Started
Total Count: 0
Success Count: 0

Failure Count:

List of Peers

No data available for peer switch status.

WIRELESS CONTROLLER

2011 DHlink Corporation.

192.168.0.10/cp_send_status.html
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€« C i | @ 192.168.0.10/cp_send_status.htm % @8 N

Product Page: DWC-1000

Global

RN | CONFIGURATION REQUEST

AP Profile
_ The Peer Controller Configuration Request Status page provides information about the status of the

configuration upgrade on the controllers in the cluster.

f configuration
on from one
contraller to all other

Peer Controller Configuration Request Status ntrollers. In addition to

Captive Portal 4 Configuration Request Status: Mot Started

th
Client ] manage all wirele
Total Count 0 controllers in the duster

Success Count: 0 from one controller.

List of Peers

No data available for peer switch status.

IPIMAC Binding

Radi ttings

WLAN Radius 4

Switch Settings

WIRELESS CONTROLLER

O D-Link : Wireless Controller

-

<« C A @ 192168.0.10/PeerSwitchConfigEnableDisable.htm w8 X

Product Page: DWC-1000

Global b Helpful Hints_.
CONFIGURATION ITEMS
FEETCATIEIEE > You can make changes to

AP Profile aton thakhes.
_ The Peer Controller Configuration page allows you to select which parts of the configuration to copy to one or ent to one or more

A -3
: ars and v
SSID mare peer controllers in the group, ntrolers, and you

quration
from a peer

rity

Captive Portal »
Peer Controller Configuration :

[ Submit] [ Don't Save Settings ]

Discovery Disable |Z|

Channel/Power |Enablz E

MAC Binding
CEEE ....... o

IP g
Radius Settings

i gs
AP Profiles Enable E
WLAN Radius 4

Known Client Enable |Z|

¥
o
S

Captive Portal Disable El

RADIUS Client | Enable [~
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Product Pag fersion: Al Firmw

Global 4
Peer Controllers AP PROFILES SUMMARY

AP Profile

From Access Point Profile Summary page, you can create, copy, or delete AP profiles. You can create up to 16 = = AD hase

AP profiles on the Unified Wireless Cantraller, im-itl?rl e Abe pased on

ocatio ction, or
ria. Profil

\ Access Point Profile List

Captive Portal Profile Profile Status

y

W »
C: 4
Clie
2My_Office Configured
|
Edit

Cerificates

Delete Add Copy Apply

I Configure Radio Configure S5ID Configure QoS

WLAN Radius
Switch Settings

WIRELESS CONTROLLER

011 Dink Corparation.

Add:
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Product Page: DWC-1000

Global

Peer Controllers AP PROFILES SUMMARY LOGOUT
AP Profile y appears and
is populate 1 the

default AP settings.
[ Submit | [ Dont Save settings | No special charac

AP Profile Global Configuration

This page i used tp configure a variety of global settings for a new or existing AP profile.

proie Hame:

Hardware Type: DVL-6600AP Dual Radio a/bigin [=]

Wired Network Discovery VLAN ID: 1 {1to 255)

WLAN Radius

Switch Settings

WIRELESS CONTROLLER

2011 DLink Corparation.

Configure Radio:
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<« C # @ 192.168.0.10/profile_radio_cfg_rw.html?advanced=1&profile=2

Product Page: DWC-1000

Global
Peer Controllers

AP Profile

Captive
Clie
IPvG

»

ity »

Captive Portal »
»

»

IPMAC Binding

ettings
WLAN Radius

Switch Settings

AP PROFILES SUMMARY

This page contains several fields that are not available for the default AP Profile.

[ Submit ]

Don't Save Settings ]

LOGOUT

AP Profile:
Radio Mode:

AP Profile 2-My_Office
@ 1-802.113/n
0 2-802.11b/a/n

AP Profile Radio Configuration

State:

RTS Threshold:
Load Balancing:

Load Utilization:

Maximum Clients:

RF Scan Sentry:
Mode:

DTIM Period:
Beacon Interval:

Automatic Channel:

Automatic Power:
Initial Power:

APSD Mode

RF Scan Other Channels:

@ on

© off

2347 (0 to 2347) (Bytes)
[

60 (1 to 100} (=)

200 (0 to 200) (Seconds)
]

EEE 0Z.11aln  [w]

10 (1 to 255) (# Bescans)
100 (20 to 2000} (Ms=cs)

100 (1 to100) {=a)

Enable |T|

Radio Configuration

Helpful Hints...

AP can support up to two
radios. By default, Radio 1
erates in the IEEE
2.11b/g/n mode, and
rates in the

these modes is the
frequency in which they
operate. IEEE

and IEEE
operat

3 -
spectrum,
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<« C # @ 192.168.0.10/profile_radio_cfg_rw.html?advanced=1&profile=2 % [ A

Automatic Channel: -
Automatic Power:
Initial Power: 100 (1 to 100} (=a)
APSD Mode Enable []
RF Scan Interval (secs) 60 (30 to 120)
Frag Threshold (bytes) 2346 (256 to 2346)
RF Scan Sentry Channels a02.11z 802.11h/q
Short Retries 7
RF Scan Duration (msecs) 10 (10 to 2000)
Long Retries 4
Rate Limiting [
Transmit Lifetime (msecs) 512
Rate Limit (pkts/sec) 50 (1 to 50)
Receive Lifetime (msecs) 512
Rate Limit Burst (pkts/sec) 75 (1to73)
Station Isolation ]
Channel Bandwidth 40 WHz [
Primary Channel Lower [«
Protection Auto []
Short Guard Interval Enable [«] )
Space Time Block Code Enable [«] N
Radio Resource Management Enable [«]
No ACK Disable
Multicast Tx Rate (Mbps) Auto []
Supported Channels: 36 44 52 60 149 167
Auto Eligible:
Rate Sets (Mbps): 6 9 12 18 24 36 43 54 i
Basic: ] ] ] O O
Supported:

| Refresh
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<« C N @ 192.168.0.10/profile_radio_cfg_rw.htm

Product Page: DWC-1000

Global
Peer Controllers

AP Profile

Captive
Clie
IPvG

»

ity »

Captive Portal »
»

»

IPMAC Binding

ettings
WLAN Radius

Switch Settings

AP PROFILES SUMMARY

This page contains several fields that are not available for the default AP Profile.

[ Submit ]

Don't Save Settings ]

LOGOUT

AP Profile:
Radio Mode:

AP Profile 2-My_Office
0 1-802.113/n
@ 2-802.11b/g/n

AP Profile Radio Configuration

State:

RTS Threshold:
Load Balancing:

Load Utilization:

Maximum Clients:

RF Scan Sentry:
Mode:

DTIM Period:
Beacon Interval:

Automatic Channel:

Automatic Power:
Initial Power:

APSD Mode

RF Scan Other Channels:

@ on

@ off

2347 (0 to 2347) (Bytes)
[

60 (1 to 100} (=)

200 (0 to 200) (Seconds)
O

EEE 80Z.11b/gin [ ]|

10 (1 to 255) (# Bescans)
100 (20 to 2000) [Mszcs)

100 (1 to100) {=a)

Enable |T|

Radio Configuration

Helpful Hints...

AP can support up to two
radios. By default, Radio 1
erates in the IEEE
2.11b/g/n mode, and
rates in the

these modes is the
frequency in which they
operate. IEEE

and IEEE
operat

3 -
spectrum,
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Automatic Power:
Initial Power:

APSD Mode

RF Scan Interval (secs)
Frag Threshold (bytes)

RF Scan Sentry Channels
Short Retries

RF Scan Duration (msecs)
Long Retries

Rate Limiting

Transmit Lifetime (msecs)
Rate Limit (pkts/sec)
Receive Lifetime (msecs)

Rate Limit Burst (pkts/sec)

100 (1to100) {=&)
Enable |Z|
60 (30 to 120)

2346 (256 to 2346)

g02.11a [/802.11b/g
7
10 (10 to 2000)
4
[
512

50 (1to50)
512

75 (1 to 75)

Station Isolation O

channel Bandwidth 20 MHz [=]

Primary Channel Lower

Protection Aute []

Short Guard Interval Enable [«]

Space Time Block Code Enable [+]

Radio Resource Management Enabls [+]

No ACK Disable []

Multicast Tx Rate (Mbps) Aute []
channets |
subporied 4 5 3 4 5 6 7T 8 9 0 1 12
eSS I i N i N i N i I i O i O c R c R v R v i
ﬁjtbepf]ft51 2 &5 6 9 11 12 18 24 36 45 &4
s F M M O B M O B B B B @
Supported: [¥]
[ Refresh |

m

Configure SSID:
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Product Page: DWC-1000

Global
Peer Controllers

AP Profile

Captive Portal »

Client

WLAN Radius 4

Switch Settings

AP PROFILES SUMMARY LOGOUT

This page displays the virtual access point (VAP) settings assodated with the selected AP profile. Each VAP is

identified by its netwark number and Service Set Identifier (SSID).

[ Submit ][ Don't Save Settings ]

AP Profile: AP Profile 2-My_0Office
Radio Mode: @ 1-802.113/n

) 2-802.11b/g/n

AP Profile VAP Configuration

1-Office_WLAN [w] 1-default Disabled Disabled

=

2- Guest_WLAN [=] 2- Disabled Disabled
3 - dlink3 1-default Disabled Disabled
4 - dlink4 1-default Disabled Disabled

- diink5 1-default Disabled Disabled

- dlinkg 1-default Disabled Disabled
7 - diink? 1-default Disabled Disabled
8 - dlink8 1-default Disabled Dizabled
9 - dlinks 1-default Disabled Disabled
10 - diink10 1-default Disabled Dizabled

11 - dlink11 1-default Disabled Disabled

T Y S

12 - diink12 1-default Disabled Disabled

List of SSID

Network VLAN L3 Tunnel Hide SSID

Security

WPA Personal

WPA Personal

Mone

Mone

MNone

Mone

MNone

Mone

Mane

Mone

Mone

MNone

Helpful Hints...

You can configure and

Mone

on each physical
53 point.

Edit:
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Product Page: DWC-1000

Global b Helpful Hints_.
Peer Controllers P

AP Profile
Each network is identified by its Service Set Identifier (SSID), which iz an alphanumeric key that identifies a

wireless local area network. You can configure up to 64 different networks on the Unified Wireless Controller.

[ Submit ][ Don't Save Settings ]

ity »
Captive Portal »
SSID Guest WLAN
»
»

Captive
Clie
. Hide SSID ]
IPvG
- Ignore Broadcast O

VLAN (1 to 255)

IPMMAC Binding L3 Tunnel Status Mane

ettings

N L3 Tunnel ]

L3 Tunnel Subnet 0.0.0.0

WLAN Radius L3 Tunnel Mask 255.255.255.0
Swilch Seffings MAC Authentication © Local ©'RADIUS @ Disable
Redirect @ MNone O HTTP

Redirect URL

Wireless ARP Suppression Mode Disable E

L2 Distributed Tunneling Mode Disable |Z|

';RADIUS Authentication Server Default-RADIUS-Server
ame

RADIUS Authentication Server
Status Mot Configured

RADIUS Accounting Sarver Name Default-RADIUS-Server
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Redirect URL
Wireless ARP Suppression Mode
L2 Distributed Tunneling Mode

RADIUS Authentication Server
Name

RADIUS Authentication Server
Status

RADIUS Accounting Server Name
RADIUS Accounting Server Status
RADIUS Use Network Configuration

RADIUS Accounting

Security

WPA Versions
WPA Ciphers

WPA Key Type

WPA Key

Bcast Key Refresh Rate

Client QoS

Client QoS Bandwidth Limit Down
(bits-per-second)

Client QoS Bandwidth Limit Up
(bits-per-second)

Client QoS Access Control Down

Client QoS Access Control Up

WIRELESS CONTROLLER

= NOE O

Disable [+ ]
Disable [~]

Default-RADIUS-Server

Mot Configured

Default-RADIUS-Server

Mot Configured

Enable E
o

© None © WEP @ WPAWPA2
@ WA Personal © wpa Enterprize
“wpa Flwpaz

M Tk ¥ coMp(AES)

ASCIT

password123

300 (0 to 86400)
O
(0 to 4294967295, 0 - Disable)

0 (0 to 4294967295, 0 - Disable)

<none= [~ |
<nane> [+

11 Dink Corporation.

Configure QoS:
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Product Page: DWC-1000 Hardware Version: A1 Firmware Version: 1.01B67_WW

Global b Helpful Hints_.

~ 5 AP PROFILES SUMMARY
Peer Controllers To display the Qo5
AP Profile Confi tion page for an
Quality of Service (QoS) provides you with the ability to specify parameters on multiple queues for increased
throughput and better performance of differentiated wireless traffic like Voice-over-IP (VoIP), other types of -

audio, video, and streaming media as well as traditional IP data over the D-link Unified Contraller. and '_ji':_k FhE Qo3
the radio button

sonding to the radio

[ Submit] [ Don't Save Settings ]

ity

Captive Portal »
AP Profile QoS Configuration i

Cs
Clie
IPv6 3 AP Profile 2-My_0Dffice

Radio Mode: @ 1-802.113/n © 2-802.11b/a/n

Template: Custom |z|

O AP EDCA Parameters
IPMMAC Binding

»
- Data 0 (Voice)

ettings
WLAN Radius AIFS (msecs)
Switch Setiings cwiin (msecs) [=]
cwMax (msecs) |Z|
Max. Burst (usecs)
Data 1 (Video)
AIFS (msecs)
cwiin {msecs)
cwMax (msecs)
Max. Burst [usecs)
Data 2 (Best Effort)
AIFS (msecs)

cwMin (msecs)




= | B i

O D-Link : Wireless Controller

e — — —

« C i | @ 192.168.0.10/APProfileQoSConfiguration.htmi?1.0.2.profile_id=18&1.1.2.profileChk=0&1.1.2.profile_ 13 | [@] N\

-

cwMax (msecs) 63 |Z|
Max. Burst (usecs) 0

Data 3 (Background)

AIFS (msecs) 7
cwMin (msecs) 15 E
cwMax (msecs) 1023 E
Max. Burst (usecs) 0

WHMM Mode:

Data 0 (Voice)
AIFS (msecs) 2
cwMin (msecs) 3 E
cwMax (msecs) 7 |Z|
TXOP Limit (32 usec units) 47

Data 1 (Video)
AIFS (msecs) 2
cwMin (msecs) 7 E
cwMax (msecs) 15 E
THOP Limit (32 usec units) 94

m

Data 2 (Best Effort)

AIFS (msecs) 3
cwMin (msecs) 15 |Z|
cwMax (msecs) 1023 E
THOP Limit (32 usec units) 0

Data 3 (Background)

AIFS (msecs) 7
cwMin (msecs) 15 E
cwMax (msecs) 1023 E

THOP Limit (32 usec units) 0
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Product Page: DWC-1000

Global
Peer Controllers

AP Profile
The wireless network list shows all the wireless networks configured on the controller. The first 16 networks
33Ds are created by default.

. p
Wireless Network List networks can have th

pn] SSID VLAN Hide SSID L3 Tunnel Security Redirect
Office_WLAN 1-default Disabled Disabled WPA PERSONAL Mone
Guest_WLAM 2 Disabled Disabled WPA PERSONAL Mone
dlink3 1-default Disabled Disabled MNone None
dlink4 1-default Disabled Disabled None None
dlinks 1-default Disabled Disabled MNone None
dlinks 1-default Disabled Disabled MNone None
dlink7 1-default Disabled Disabled None None
dlinka 1-default Disabled Disabled Mone Nane
dlinks 1-default Disabled Disabled Mone None
dlink10 1-default Disabled Disabled None None
dlink11 1-default Disabled Disabled MNone None

WLAN Radius »

SLUED$E TOE dink12 idefault | Disabled Disabled None None

dlink13 1-default Disabled Disabled None None
dlink14 1-default Disabled Disabled MNone None
dlink15 1-default Disabled Disabled Mone None
dlink16 1-default Disabled Disabled None None

test 1-default Disabled Disabled MNone None

]
]
]
]
]
]
]
]
]
]
]
a
]
]
a
]
]

Add:
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€« c ﬁ‘ © 192.168.0.10/\

Wireless Network Configuration

lirelessNetworkSumma

SSID
Hide SSID

Ignore Broadcast
VLAN

L3 Tunnel

L3 Tunnel Status
L3 Tunnel Subnet
L3 Tunnel Mask

MAC Authentication
Redirect

Redirect URL
Wireless ARP Suppression Mode

L2 Distributed Tunneling Mode

RADIUS Authentication Server
Hame

RADIUS Authentication Server
Status

RADIUS Accounting Server Name

RADIUS Accounting Server Status

RADIUS Use Network
Configuration

RADIUS Accounting

Security

Client QoS

Client QoS Bandwidth Limit Down
Client QoS Bandwidth Limit Up
Client QoS Access Control Down

Client QoS Access Control Up

S B TSR B o TIPS

ry.htm

Test

]
]

1 (0 to 64
Alphanumeric characters)

O

Nane

0000
255 265 2650
D Local © Radius @ Disable

@ None © HTTP

Disable [~]
Disable [~]

Default-RADIUS-Server

Not Configured

Default-RADIUS-Server

Mot Configurad

Enable |Z|
O

@ None © WEP © WPA/WPA2

O
0

0

<none» [+
<none> [+

m
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Product Page: DWC-1000

Global 4

Peer Controllers WIDS AP CONFIGURATION

N ifile
P Profile The WIDS AP Configuration page allows you to activate or deactivate various threat detection tests and set
threat detection thresholds in order to help detect rogue APs on the wireless network. These changes can be
done without disrupting network connectivity. Since some of the work is done by access points, the controller
to the APs to modify its WIDS operational properties.

of the global
configuration on the
controller and must be
manually pushed to other
Administrator configured rogue AP Enzble .;.I;—.;T.; ! Ein .I;:j.g; tlo =
synchronize that
;I;naged SSID from an unknown Enable E configuration

Managed SSID from a fake
managed AP Enable E

AP without an SSID Enable [~]

WLAN Radius 3 Eﬁ:ﬁr'l‘:;"aged AP on an invalid Enable [+]

SLUED$E TOE Managed SSID detected with Enabls [2]
incorrect security

Invalid SSID from a managed AP Enable |Z|
AP is operating on an illegal channel | Enable E

Standalone AP with unexpected
configuration Enable [~]

Unexpected WDS device detected
on network Enable E

Unmanaged AP detected on wired
network Enable |Z|

Rogue Detected Trap Interval 300

(60 to 3600, O-Dissble
(seconds) e s=ble)

Wired Network Detection Interval 60
(seconds)

AP De-Authentication Attack Disable [~ ]

(1 to 3500, 0-Disable)

192.168.0.10/widsAP Config.html#

%
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The settings you configure on the WIDS Client Configuration page help determine whether a detected dient is
dlassified as a rogue. Clients dassified as rogues are considered to be a threat to network security.

WIDS Security n.L;rnbrr of ti

chm

S Client Configuration
Enable Not Present in OUI Database

Enat Disable []
Egg,tlsa::!;r;rfgent in Known Client 5,0 |Z|
E:tgl_e}:s?nfigured Authentication Enable |Z|
Eg?:zl'e} :stgnfigured Probe Requests [ .. [=]
iﬂiﬁfnfﬂﬂiﬂrﬁdeﬁeém Rate Test | ENa0le [~]
E:;L?;r\-_}g::mum Authentication Enable |Z|
Uninown AP Test Disable =]
Enable Client Threat Mitigation Disable []
Enable Known Client Database Local E|

Lookup Method

Known Client Database Radius

Server Name Default-RADIUS-Server

Rogue Detected Trap Interval . .
(seconds) 300 (60 to 3500, O-Disable)
De-Authentication Requests .

Threshold Interval (seconds) 60 {1 to 3600)
De-Authentication Requests .

Threshold Value 10 {11e 55535)
Authentication Requests Threshold .

Interval (seconds) 60 {1 te 3500)
Authentication Requests Threshold 10 i1 4o 53538)
Value :

Probe Requests Threshold Interval 50 (1 0 3600)
(seconds) :

Probe Requests Threshold Value 120 (1 to 55533
Authentication Failure Threshold 5 e )

Value
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Product Page

Global

Peer Controllers  » [ CAPTIVE PORTAL SETUP

Profile

Captive Portal

Captive Portal is a security mechanism to selectively provide authentication on certain interfaces. You can use
this page to manage the Policies and Profiles of CaptivePortal.

Paliru Namea Status In Interface Out Interface

[+ Captive Portal Setup

Helpful Hints.

] [ Enable | [ Disable | [ Detete | [ Add |

IPvB

Status Action

Delete | [ Add |

Louting

In Use

default2 Mot In Use

[ Enable | [ Eait ] |

WIRELESS CONTROLLER

2011 DHlink Corporation.

192.168.0.10/platform.cgi?page= cpSetup.htm
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Product Page: DWC-1000 Hardware Version: A1 Firmware

Global

Peer Controllers  » [| CAPTIVE PORTAL SETUP

Profile Captive Portal is a security mechanism to selectively provide authentication on certain interfaces. You can use
this page to manage the Policies and Profiles of CaptivePortal.

Captive Portal Policies
Policy Name Status In Interface Out Interface

Captive Portal

[ Edit | [ Enable | [ Dpisable | [ Delete | [ Add |
|

[»
List of Available Profiles
Profile Name Status Action
- ®

defaut inse
cataitz

[ Enable | [ Edit | [ Dpelete | [ Add |

Radius Settings

WIRELESS CONTROLLER

2011 DHink Corporation.

Add policy:
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« C M © 192168.0.10/platform.cgi

Global
Peer Controllers 4

P Profil This page allows you to add a new captive Portal Policy or edit the configuration of an existing Policy. The l :
details will then be displayed in the List of Captive Portal Policies table on the cpSetup page. i
y default,

[ Save Settings ][ Don't Save Settings ]

Captive Portal [» ptive Portal Configuration
From InterfaceName: VLAN-Guest E
3 .

touting To InterfaceName:

Enabla:

3 VLAN-Guest

WIRELESS CONTROLLER

011 DLink Corporation.

Preview:



f M
& D-link Unified Services Router le Chrol

() 192.188.0.10/ platform tivePortal. htm&rowld=18&ButtonTy|

CAPTIVE PORTAL LOGIN

Please Login!!

Username: |admin|

Password: |=oer

Copyright 2011 D-Link Corporation.

F il
& D-link Unified Services Router - Google Chro

() 192168010/ platform ge=captivePortal.htrm&row &ButtonType=Preview

AUTHENTICATION DETAILS L L
_ Hi this is sample content. Enter Ad details in this

area
Enter User Details

Username: |admin
Password: |

Copyright 2011 D-Link Corporation.




O D-Link : Wireless Controller

L=

<« C # © 192.168.0.10/platform.cgi

Product Page: DWC-1000

CUSTOMIZED CAPTIVE PORTAL SETUP LOGOUT

Captive Portal Login page is used for authentication on Captive Portal enabled interfaces.

[ Save Settings ][ Don't Save Settings ]

General Details

Profile Hame:

Browser Title:

Page Background Color: white  []

Custom Color: (#) I (CFOOCF)
Header Details

Background: mage ]

WLAN Radius » [1ES I

Switch Settings Default Add Add dd

Header Background Color:
Custom Color: (#) | {CFODCF)

Header Caption:
Caption Font:
Font Size:

Font Color:

Login Details

Login Section Title: CAPTIVE PORTAL LOGIN {Crptional)

Welcome Message: Please Login! (Opticnal)

Error Message: Invalid Userlame/Password (Optional)

Advertisement Details
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<« C # © 192.168.0.10/platform.cgi
| Custom Color: (#)

| (CFODCF) |

Header Details

Background: mage ]

Syitch Saftinns Default Add dd
Switch Settings fal
Header Background Color:

Custom Color: (#) {CFODCF)
Header Caption:

Caption Font: Tahoma [~]

Font Size: smal [«]

Font Color: Red [+]

Login Details

Login Section Title: CAPTIVE PORTAL LOGIN {Crptional)

Welcome Message: Pleaze Login' (Optional)

Error Message: Invalid UserName/Password (Cptional)

Advertisement Details

Enable Advertisement:

Ad Place:
Ad Content:

Font:
Font Size: Small
Font Color: Red

Footer Details

Change Footer Content:

Footer Content:

Footer Font Color:

WIRELESS CONTROLLER
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Global Helpful Hints...

PeerControllers b || CAPTIVE PORTAL SESSIONS

P Profil This page displays a list of active run time sessions on your router.

List of Captive Portal Sessions

Username

Captive Portal [

Client
|

outing 3

Disconnect

»

IPMAC Binding

Radiu ttings

WLAN Radius

011 DLink Corporation.
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Product Page: DWC-1000

Global »
Peer Controllers CAPTIVE PORTAL

AP Profile
You can assodate a configured captive portal with a specific physical interface or wireless netwaork (S5ID).
The CP feature only runs on the wired or wireless interfaces that you specify.

Captive Portal Interface association

6/1-Wireless Network 1 - Office_WLAN
B/3-Wireless Network 3 - dlink3
B/4-Wireless Metwork 4 - dlinkd
B/8-Wireless Metwork & - dlinks
6/6-Wireless Metwork 6 - dlinké
6/T-Wireless Metwork 7 - dlink7
6/8-Wireless Metwork & - dlinks
6/9-Wireless Metwork 9 - dlink9

Interface List

Add
WLAN Radius 6/2-Wireless Network 2 - Guest_WLAN
Switch Settings

Associated
Interfaces

WIRELESS CONTROLLER
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Product Page: DWC-1000 Hardware Version: A1 Firmware Version:

oo [T oo IS

Global b Helpful Hints...

C CONFIGURATION ITEMS
Peer Controlle » Hint text goes h
P Profi
Description goes here...

[Submit] [ Don't Save Settings ]

Captive Portal

'WLAN CP Configuration
IPv6

_ Verification Mode 0 Guest @ Local ©) RADIUS
RADIUS Auth Server Default-RADIUS-Server

User Group 1-Default El

WLAN Radius
Switch S

WIRELESS CONTROLLER

2011 DLink Corparation.
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Product Page

Global Helpful Hints...

The Known Client Summary shows the wireless dients currently in the Known Client Database and allows you
to add new dients or modify existing dients to the database.

List of Known Clients

Neo Known Client entries exist.

00:00:00:00:00:00

Add

WIRELESS CONTROLLER

2011 DHlink Corporation.
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Product Page: DWC-1000 Hardware Version: A1 Firmware

[T _ow T = [ o

Helpful Hints...

Global
The database contains

Peer Controllers 4
dient MAC

Profile
_ The Known Client Summary shows the wireless dients currently in the Known Client Database and allows you

to add new dients or modify existing dients to the database.

List of Known Clients
Ne Known Client entries exist.

Captive Portal
Client 00:00:00:00:00:00

IP Mode Add

IPvE [»
PTT—

Certificates
Radius Settings

WIRELESS CONTROLLER

2011 DHlink Corporation.

192168.0.10/wireless_kc_summ.htmlZ
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Product Page

Global Helpful Hints...

Peer Controllers  » || STATIC ROUTING

Profile This page shows the list of static routes configured on the router. User can also add, delete and edit the
configured routes.

List of Static Routes

[[] mame Destination SubnetMask Gateway Interface Metric Active Private

Captive Portal 4

3
Routing [>

WIRELESS CONTROLLER

2011 DHlink Corporation.




/ O D-Link : Wireless Controller

L C M | © 192.168.0.10/platform.cai % (8 v\|

STATIC ROUTE CONFIGURATION LOGOUT

This page allows user to add a new static route.

[ Save Settings ][ Don't Save Settings ]

S Route Configuration
3

Captive Portal

Route Name:
Active:

Private:

3
Routing [>
Destination IP Address:

IP Subnet Mask:

Interface: opton—[<]

Option
Gateway IP Address: LAN =VLAN
LANZ =VLAN

»

Metric:

WIRELESS CONTROLLER

011 DLink Corporation.
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Global 4

Peer Controllers } | CERTIFICATES

"
AP Profile Digital Certificates (also known as %505 Certificates) are used to authenticate the identity of users and

systems, and are issued by Certification Authorities (CA) such as VeriSign, Thawte and other organizations.
Digital Certificates are used by this router during the Internet Key Exchange (IKE) authentication phase to
authenticate connecting VPN gateways or dients, or to be authenticated by remote entities.

Wi
2
~

CA Identity (Subject Name) Issuer Name

Cerificates

Y »

Captive Portal » |N Trusted Certificates (CA Certificate)
»
g b

Active Self Certificates

[ mMame Subject Name Serial Number Issuer Name
U

Upload Delete

Self Certificate Requests

WLAN Radius Status

Switch Settings

[ New Self Certificate Delete

WIRELESS CONTROLLER

New Self Certificate:

corporate netw

solutions.
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Product Page: DWC-1000

Global Helpful Hints._..
Peer Controllers » [| GENERATE SELF CERTIFICATE REQUEST OGOUT

P Profil This page allows user to generate a self certificate using & custom configuration.

[ Save Settings ][ Don't Save Settings ]

- Generate Self Certificate Request
Captive Portal 4

) Name:
Client

Signature Key Length:
IP Address (Optional) :
Domain Hame (Optional) :

Email Address (optional) :

WIRELESS CONTROLLER

011 DLink Corporation.
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Helpful Hints...

GENERATE SELF CERTIFICATE REQUEST OGOUT

This page allows user to generate a self certificate using a custom configuration.

[ Save Settings ][ Don't Save Settings ]

Generate Self Certificate Request
Captive Portal 4
Name:

e
4

2outing Hash Algorithm:

Signature Key Length:

3 IP Address (Optional) :
Domain Hame (Optional) :

Email Address (optional) :

011 DLink Corporation.
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Product Page

Global Helpful Hints...

Peer Controllers  » || GET USERS DB

Profile This page allows user to import a C5V formatted user database to the router.

Get Users DB file: Choose File | Mo file chosen

Upload

Client
IPvG

Louting

on
through the

WIRELESS CONTROLLER

2011 DHlink Corporation.
192.168.0.10/ platform.cgi?page= getUsersDB. htm#
T
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Product Page

Helpful Hints.

Global

Peer Controllers 4

Profile

This page shows the list of added groups to the router. The user can add, delete and edit the groups also.

List of Groups
Description

Admin Group

Client Guest Group

VB
IPvE ] add

Louting

Login Policies Policies By Browsers Policies By IP

WIRELESS CONTROLLER

2011 DHlink Corporation.

Add:
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Product Page: DWC-1000

Global 3 Helpful Hints._..

Peer Controllers » [] GROUP CONFIGURATION LoGouT J| Do you know that you can

P Profil This page allows user to add a new user group. Once this group is added, a user can then add system users
toit.

[ Save Settings ][ Don't Save Settings ]

Captive Portal » (| Group Configuration

Client Group Name:

Admin: [
Guest User (readonly):
Captive Portal User:

Idle Timeout: (Seconds)

WIRELESS CONTROLLER

011 DLink Corporation.
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Product Pac

Global

USERS LocouT J /

This page shows a list of available users in the system. A user can add, delete and edit the users also. This
page can also be used for setting policies on users,

-
]

User Name Group

Login Status

[l admin ADMIN Enabled {LAN) Enabled (OPTIOM)
Client

o guest GUEST Digabled (LAN) Disabled (OPTION)

IPvE

o
2outing Edit Delete Add

2011 DHlink Corporation.
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Product Pac

Global

USERS CONFIGURATION LOGOUT

This page allows a user to add new system users.

[ Save Settings ][ Don't Save Settings ]

Users Configuration

) User Name:
Client

IPv6 First Name:
Last Name:

Select Group: | ADMIN [

ADMIN

Password: GUEST

Confirm Password:

Louting

Idle Timeout: (Minutes)

WIRELESS CONTROLLER

2011 DHlink Corporation.
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Product Page

Global

PeerControllers b [ IP/MAC BINDING

Profile The table lists all the currently defined IP/MAC Bind rules and allows several operations on the rules.

Helpful Hints.

List of IP/MAC Binding

Log Dropped Packets

Client
IPvG

Louting

WIRELESS CONTROLLER

ntofa
. the trafi

2011 DHlink Corporation.
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Product Page: DWC-1000

Global 4

Peer Controllers 4

AP Profile

W y »
a b

Cerificates

V]

Radius Settings
WLAN Radius

Switch Settings

lersion: Al Firmware

Helpful Hints...

RADIUS SERVER The RADIUS server is an
e authentication

This page configures the RADIUS servers to be used for authentication. A RADIUS server maintains a ed to

database of user accounts used in larger environments. If a RADIUS server is configured in the LAN, it can be
used for authenticating users that want to connect to the wireless network provided by this device, If the
firstfprimary RADIUS server is not accessible at any time, then the device will attempt to contact the
secondary RADIUS server for user authentication.

SO
an AP using RAD
authentication. This

tication is also

mode, and is av

[ Sawve Settings ] [ Don't Save Settings ] WPA or WPAZ securi y.

Radius Server Configuration

Authentication Server IP Address
(Primary):

192.168.1.2

Authentication Port: 1812
Secret: AT
Timeout: [Seconds)

Retries:

Authentication Server IP Address

(Secondary): 142.168.1.3

Authentication Port: 1812
Secret:

Timeout: (Seconds)

Retries:

WIRELESS CONTROLLER
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CONFIGURATION ITEMS LOGOUT

Description goes here...

[ Suhmit] [ Don't Save Settings ]

Captive Portal 4
) Radius Configuration
3

Number of Configured
Authentication Servers

Louting

Number of Named Authentication
4 Server Groups

Max Number of Retransmits

Timeout Duration (secs)

ADIUS Authentication
Configuration

WIRELESS CO ~
r RADIUS

011 DLink Corporation.

192168.0.10/RadiusCfg.html#
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Description goes here...

[ Suhmit] [ Don't Save Settings ]

Captive Portal 4

Radius Authen on Server Configuration
Clien
3

- RADIUS Server Host Address | Add [ =]
Louting

RADIUS Server Host Address MonRecurring

3 Default-RADIUS-Server (Max 31

characters)

RADIUS Server Hame

WIRELESS CONTROLLER

011 DLink Corporation.
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Product Pac

SWITCH SETTINGS LOGOUT e tw
ble to supp:
e

This page allows user to enable/disable power saving, jumbo frames in the router.

[ Save Settings ][ Don't Save Settings ]

Power Saving Options

Power Saving by Link Status:

Client
Power Saving by Cable Length:

IPvG
Jumbo Frames Option
Louting
Enable Jumbo Frames:

WLAN Ra
Switch Settings

WIRELESS CONTROLLER

2011 DHink Corporation.
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Product Page: DV

System Name: DWWC-1000

WIRELESS CONTROLLER

011 Dlink Corporation.

192.168.0.10/platform.cgi?page=adminSettings.htm#
e
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Product Page: DWC-1000 fersion: Al Firmware

Admin [ Helpful Hints....

oseanatme  [ISWMP oo |Mpeumtiue
twork

Log Settings Simple Network Management Protocol {(SNMP) lets you monitor and manage your router from an SNMP
— — manager. SNMP provides a remote means to monitor and control network devices, and to manage
configurations, statistics collection, performance, and security.

te =

Firmware via USB Name Privilege Security level

[ admin RWUSER NoAuthMoPriv v to view or
onfiguration

tem Check

[ guest ROUSER NoAuthMoPriv

= IP Address Community SNMP Version

Delete

Access Control List

= IP Address Subnet Mask Community Access Type

Edit Delete Add

WIRELESS CONTROLLER
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Product Pag

This page displays the current SNMP configuration of the router. The following MIB (Management Information
Base) fields are displayed and can be modified here.

[ Save Settings ][ Don't Save Settings ]

SNMP System Information

SysContact:
SyslLocation:

SysHame: DWWC-1000

WIRELESS CONTROLLER

011 Dlink Corporation.
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Product Page: DWC-1000 Hardware Version: A1 Firmware

DATE AND TIME LOGOUT

This page allows us to set the date, time and NTP servers. Metwork Time Protocol {(NTP) is a protocol that is
used to synchronize computer dock time in a network of computers. Accurate time across a network is
impartant for many reasons.

[ Save Settings ][ Don't Save Settings ]

Date and Time

Current Router Time: Mon Feb 7 18:09:37 GMT 2011 - Eltsul:'li;:.rt ]
s at certain

Time Zone: (GMT+10:00) Canbkerra Melbeurne Sydney ti of the 'j_ﬁ nd

accurate logging.

Enable Daylight Saving: |
Configure NTP Servers: @
Sat Date and Time Manually:

NTP Servers Configuration

Default NTP Server: @

Custom NTP Server:

Primary NTP Server: IU.us.pUUI.ntp.urg

Secondary NTP Server: |1.u5.pool.ntp.org

Time to re-synchronize (in minutes): |120

Set Date And Time

Year Month Day  Hours  Min Sec
[orr fJo2 for -1 :Joa :[aE

WIRELESS CONTROLLER

011 DLink Corporation.
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Admin
Date and Time LOGS FACILITY

et the date and time for the router. User can use the automatic or manual date and

Log Settings
£ £ his choice.

Configuration
Don't Save Settings ]

Logs Facility

Facility: System [«

Display

Display in Event Log Send to Syslog
Emergency:
Alert:
Critical:
Error:
Warning:
Notification:

Information:

Debugging:

WIRELESS CONTROLLER

011 D4Link Corporation.
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Admin

Log Settings This page allows user to configure system wide log settings.

[

Save Settings ][ Don't Save Settings ]

LAN to Option:
Option to LAN:

Routing Logs [

Accepted Packets Dropped Packets

I:l I:I

System Logs

All Unicast Traffic:

All Broadcast / Multicast Traffic:

FTP Logs:
Redirected ICMP Packets:
Invalid Packets:

Other Events Logs

Bandwidth Limit:

WIRELESS CONTROLLER

011 DLink Corporation.
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Remote Log Identifier: DWC-1000

Enable E-Mail Logs: O

E-Mail Server Address: I—
SMTP Port: 25

Return E-Mail Address: I—

Send to E-Mail Address(1):

Send to E-Mail Address(2): I— (Optional)
Send to E-Mail Address(3): I— {Optional)
Authentication with SMTP Server:

User Name: Iadmm—
Password: I—

Respond to Identd from SMTP

Server:

Unit:

pay:

Time: 1:00 @ [am) (M)

Name SysLog Facility SysLog Severity

[[] SyslogServeri: | [an | [an |
[l SyslogServer2: | [&n T |
[[] SyslogServer: | [an | [an |
[[] SyslogServers: | [au | [an |
[ SystogServers: | [&n | [an |
[l SystogServers: | [an | [an |
[[] SyslogServer7: | [an | [an |
[l SyslogServers: | [an | [an |
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Product Page: DWC-1000

s custom

ration settings to
Log Settings » ation settings tx
This page allows user to do configuration related operations which indudes backup, restore and factory
System default, This page also allows user to reboot the router,

Backup [ Restore Settings

ult =

dl S
Firmware via USB a Il loose the

Save Current Settings: Backup s custom
configuration after this
Restore Saved Settings: Choose File | Mo file chosen operation,

Restore

Factory Default settings: Default

Reboot: Reboot

WIRELESS CONTROLLER
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Product Page: DWC-1000 Hardware Version: A1 Firmware Version: 1.01B67_WW

Date and Time

L s FIRMWARE LOGOUT

Helpful Hints...

This page allows user to upgradefdowngrade the router firmware. This page also shows the information
regarding firmware wersion and build time.

Firmware v ! update the
Firmware Information status field.

Firmware via USB
Firmware Version: 1.01B67_WW
m Check
WLAN Module Version: 4.0.0.1

Firmware Date: FriNov 25 16:31:49 2011

Firmware Upgrade

Locate & select the upgrade file: Choose File | Mo file chosen

Upgrade

Firmware Upgrade Notification

Check Now: Check Now

Status:

WIRELESS CONTROLLER

2011 Dink Corporation.
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Product Page: DWC-1000

FIRMWARE & CONFIGURATION {USB)

ngs
unmount the

fore removing it

Firmware via USB

This page allows user to upgrade the firmware, backup and restore the settings using a USE storage key.

Please connect a USB storage key

USB Drive Status: Mot Connected

Save a copy of current settings: Back Up

Select the upgrade file
from your hard disk:

Restore Upload

usB-2

Please connect a USE storage key

USE Drive Status: Mot Connected

Save a copy of current settings: Back Up

Select the upgrade file
from your hard disk:

Restore
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Product Page: DWC-1000 N jersion: Al Firmware Version: 1.01B67_WW

Helpful Hints...

SYSTEM CHECK LocouTt || The router has builtin
tools to allo

This page can be used for diagnostics purpose. This page provides user with some diagnostic tools like ping, E'_? r""t-lur)r .:?:ur;:l;ﬁ:

traceroute and packet sniffer.

Ping or Trace an IP Address

IP Address / Domain Name: www dlink.com

and ow

and conn

[ Ping ] [ Traceroute ]

System Check

License Perform a DNS Lookup

Internaet Name:

Router Options

Display the IPv4 Routing Table:

Display the IPv6 Routing Table: Display

Capture Packets: Packet Trace

WIRELESS CONTROLLER

011 D4ink Corparation.
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Product Page: DWC-1000 Hardware Version: A1 Firmware Version: 1.01B67_WWwW

Admin Helpful Hints..

This page shows the list of activated licenses and also can be used for activating new DWC-1000-VPM and
DWC-1000-APE licenses,

List of Available Licenses
Licence Model Activation Code Expires

License Activation

License Activation Code:

WIRELESS CONTROLLER

2011 D4Link Corporation.
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Product Page: DWC-1000

Dashboard
Global Info

Device Info

»

IS,

sources being used in the system currently. This page also shows the bandwidth

Client

-

LEU USdye Uy users
CPU usage by kernel:
CPU idle:

CPU waiting for I0:

0%

Total Memory:
Used Memory:
Free Memory:
Cached Memory:

Buffer Memory:

Memory Utilization

247916 KB
207088 KB
40828 KB
62052 KB
17292 KB

WIRELESS CONTROLLER

192.168.0.10/platform.cgi?page= generalDashboard htm#
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Dashboard [+ Helpful Hints...

Global Info » |} DASHBOARD LOGOUT Ttu': hardware sources
Device Info (Y| | This page displays the resources being used in the system currently. This page also shows the bandwidth used ere e
in form of bar graphs.

Paint Info :
Bandwidth Usage

Select Interface:

HTTP (2279.0)

Applications

Used Applications

Select Interface: AL [=]

HTTP(100%)
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Incoming Packets: : 0
Outgoing Packets: 29
Dropped In Packets: 0
Dropped Out Packets: 0

Interface (Option)

Incoming Packets: : 34613

QOutgoing Packets: 31438

Dropped In Packets: 0 —
Dropped Out Packets: 0

m

Port Incoming Packets Outgoing Packets  Dropped In Packets Dropped Out Packets
LAMZ o] i1 i] 0
'WLAN Statistics
Packets Bytes
. = Transmit Receive 8 = Transmit Receive
Transmitted Received Dropped Dropped Transmitted Received Dropped Dropped
27308 621 a a 2785530 107827 0 a

Active Info

ICMP Received: 2584

Active VPN Tunnels: 0 ™
Available VLANs: 2

Active Interfaces: 6

— |
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Global Info ACC POINT
The Access Point Status page shows summary information about managed, failed, and rogue access points

the controller has discovered or detected.

LAN Clients Info Total Ac Points Utilization PIE CHART

ss ClientInfo »

information
from thiz page.

Managed Access

Traffic Monito

r
ns

Total Access Points Utilization - Data

Total Access Points: 1
Managed Access Points: 1
Discovered Access Points: 0

Connection Failed Access Points:

Ac Points Utilization
Standalone Access Points:
Rogue Access Points:
Authentication Failed Access Points:
Unknown Access Points:
Rogue AP Mitigation Limit:
Rogue AP Mitigation Count:

Maximum Managed APs in Peer
Group:

WLAN Utilization:
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<« C # © 192.168.0.10/clientDashBoard.htm % (8 A
T | _— : -
M Dashboard 12

Global Info » (| CLIENT STASTICS .
inf
Device Info » :.:’::il'l?-"r|m
This page shows information about all the dients which are connected through our managed AF. =

Paint Info

802.11 Clients BAR Graph
LAM Clients Info » —_—

1.0 802.113 Clients :0
802.11b/g Clients :0
Ml 802.11n Clients :0

Traffic Monitor 4

Active

No.of Clients

Types of Clients

802.11 Clients - Data

802.11a Clients: 0

802.11b/g Clients:
802.11n Clients:

Clients - Data

Total Clients:

Authenticated Clients:
Maximum Associated Clients:
Detected Clients:

Maximum Detected Clients:

Maximum Pre-authentication
History Entries:

Total Pre-authentication History
Entries:

Maximum Roam History Entries:

Total Roam History Entries:
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DISTRIBUTED TUNNELING STASTICS OGOUT

This page shows information about all the distributed tunnel dients.

Distributed Tunnel - Bar Graph

1.0 Distributed Tunnel

ie Roamed Clients :0
Distributed Tunnel
~ . Distributed Tunnel
Traffic Monitor 3 B Cient Denials :0
Active ons

No.of tunnels
0.4

Types of tunnel

Distributed Tunneling - Data

Distributed Tunnel Packets
Transmitted:

0

Distributed Tunnel Roamed Clients:
Distributed Tunnel Clients:

Distributed Tunnel Client Denials:

WIRELESS CONTROLLER
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Product Page: DWC-1000

collects informa
the APsit man
from asso
controlleres

Enabled

S 192 168.0.10
Peer Controllers:

Cluster Controller:

Cluster Controller IP Address: 192 168.0.10

Access Points
Total Access Points:
Managed Access Points:
Standalone Access Points:
Rogue Access Points:
Discoverad Access Points:
Connection Failed Access Points:
Authentication Failed Access Points:
Unknown Access Points:
Rogue AP Mitigation Limit:
Rogue AP Mitigation Count:

Maximum Managed APs in Peer
Group:

WLAN Utilization:

216010 etz [ -
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Rogue AP Mitigation Limit:
Rogue AP Mitigation Count:

Maximum Managed APs in Peer 95
Group:

WLAN Utilization: 22 %

Total Clients: 0

Authenticated Clients: i
802.11a Clients: ]
802.11b/g Clients: 0
802.11n Clients: 0
Maximum Associated Clients:

Detected Clients:

Maximum Detected Clients:

Maximum Pre-authentication
History Entries:

Total Pre-authentication History
Entries:

Maximum Roam History Entries:

Total Roam History Entries: 0

'WLAN Statistics

Packets Bytes

Transmit Receive = = Transmit Receive
ed Dropped  Dropped Transmitted Received Tt | et

Transmitted Receiv:

27686 621 0 0 2819612 107827 0 0

Distributed Tunneling

Distributed Tunnel Packets
Transmitted:

Distributed Tunnel Roamed Clients:
Distributed Tunnel Clients:

Distributed Tunnel Client Denials:

[ Refresn | [ clear statid

WIRELESS CONTROLLER
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Product Page: DWC-1000

DWC-1000 / / m ADVANCED TOOLS STATUS
a 4

board
Global Info
Device Info

Configuration

'perational

Peer Controllers:

statistics about the Controller and all of the objects

Enabled

192.168.0.10
0

Cluster Controller:

Cluster Controller IP Address:

Yes
192 168.0.10

Total Access Points:
Managed Access Points:
Standalone Access Points:
Rogue Access Points:
Discoverad Access Points:

Connection Failed Access Points:

Unknown Access Points:
Rogue AP Mitigation Limit:
Rogue AP Mitigation Count:

Maximum Managed APs in Peer
Group:

WLAN Utilization:

Authentication Failed Access Points:

1
1
0

collects informa
the APs it man
from assod

216010 etz [ -
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Product Page: DWC-1000

Hardware

ADVANCED

Global Info }3l PEER CONTROLLER STATUS

Device Info 4
A

Point Info

The Peer Controller Status page provides information about other Unified Wireless Controllers in the network.
Peer wireless Controllers within the same duster exchange data about themselves, their managed APs, and

dients. The Controller maintains a database with this data so you can view information about a peer, such as
its IP address and software version. If the Controller loses contact with a peer, all of the data for that peer is

LAM Clie deleted.

5 Info

Version: A1l Firmware

ClientInfo  »
Peer Controller Status

No data available for peer switch status.

Traffic Monitor 3

WIRELESS CONTROLLER

2011 Dink Corporation.

Helpful Hints...

One Controller in a duster
i as a Cluster
Controll

Contraoll

and statistics from all the
other controlleres in the
du induding
information about the APs
peer Ci

and the dients assc

to those APs.

O D-Link : Wireless Controller

&«

C M © 192168.0.10/peer_managed_ap_status.htm

-1000

DWC-1000 / ADVANCED TOOLS STATUS
D = »

board

Global Info M PEER CONTROLLER MANAGED AP STATUS

The Peer Controller Managed AP Status page displays information about the APs that each peer Controller in
the custer manages.

Wirel No data available for peer switch status.

ClientInfo  »

»
Traffic Monitor 4

1C
e a o

Active

WIRELESS CONTROLLER

2011 Dink Corporation.

Hardware Version: A1 Firmw

e Version: 1.01B67 WwW

address.
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Product Page: DWC-1000 Hardware Version: A1 Firmware

ADVANCED

Helpful Hints...

IP DISCOVERY
Global Info [ The IP D

contain
e Info

The IP Discovery Status page shows information about communication with the devices in the IP discovery list
on the Setup > AP Management > Poll List page. S .

er and assodate
1as part of the

IP Address Status
192.168.0.10 Paolled
192.168.0.11 Mot Polled
192.168.0.12 Polled
192.168.0.13 Paolled
192.168.0.14 Polled
192,158.0.15 Polled

WIRELESS CONTROLLER

O D-Link : Wireless Controller

&« C # © 192.168.0.10/ConfigurationRecvd.htm ke |§, X

-1000 Hardware Version: A1 Firmware Version: 1.01B67_WW

DWC-1000 / ADVANCED TOOLS STATUS
D = »

board

CONFIGURATION RECEIVE STATUS
Global Info [ eer controller

) Configuration feature
Device Info 4 X ) o . ) jou to send the
The Peer Controller Configuration Received Status page provides information about the configuration a . == =

Point Info controller has received from one of its peers.

LAM Clients } [l Current Receive Status

Wirel ClientInfo  » Current Receive Status Mot Started 5 :L,l mis&
es e

- - 5 administrator to
Last Configuration Received all ss controllers

3
- . the dus;:er from one
Traffic Monitor » Peer Controller IP Address: 0.0.0.0 controller

affic
Active 5

Configuration: Maone

Timestamp: Jan 1 00:00:00 1970

WIRELESS CONTROLLER

2011 Dink Corporation.
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Product Page: DWC-1000 Hardware Version: A1 Firmware Version: 1.01B67_WW

ADVANCED

Helpful Hints...

AP HARDWARE CAPAB! OGOUT
Giovaline b _ —
e Info ic
From the AP Hardware Capability page, you can access summary information about the AP Hardware support,

Point Info the radios and IEEE modes supported by the hardware, and the software images that are available for
download to the APs,

List of Hardware Capabilities Supported by APs [

Client Info
Hardware Type Hardware Type Description Radio Count Image Type

_ DWL-8600AP Dual Radio a/bja/n
Traffic Monitor

LAN Clients Info

WIRELESS CONTROLLER

2011 Dink Corporation.
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Product Pag = Hardware Version: A1 Firmware Version: 1.01B67_WW

Helpful Hints...

The controller can support
APs that hav
hardwa
such as th
number of ra
"L.I|:||:||)I't»-‘d IEE
d

Radio Count Image Type

WIRELESS CONTROLLER

2011 Dink Corporation.
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Product Page: DWC-1000 Hardware Version: A1 Firmware Version: 1.01867

Description goes here...

Radius Named Server Status

RADIUS Server IP RADIUS Port Server Secret Message
Address Server Name MNumber Type  Configured  Authenticator

_ Mo configured RADIUS named servers exist.
Traffic Monitor

Current

WIRELESS CONTROLLER
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Product Pag

'rent settings and displays a snapshot of the system information.

DW(C-1000
ster Information
e e 1.01BB7_WWwW/

WLAN Module Version: 4.0.0.1
Serial Number: ghe6lbcO00001

Option Information

MAC Address: B8:A3:86:7B:AC:ET
IPv4 Address: 0.0.0.0 / 255.255.255.0

IPv6 Address:
Option State: DOV

NAT (IPv4 only): Disablad

IPv4 Connection Type: Dyynamic IP (DHCP)

IPv6 Connection Type: IPv6 is disabled
192.168.0.10/platform.cgi?page= deviceStatus. htm®

[t et Blmb Wb e s
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MAC Addrass: BB:A3:BE:7BIACET

IPv4 Address: 0.0.0.0 / 255.255.255.0

IPv6 Address: ‘
Option State: DOV

NAT (IPv4 only): Disablad

IPv4 Connection Type: Dyynamic IP (DHCP)

IPv6 Connection Type: IPv6 is disabled

IPv4 Connection State: Mot Yet Connected

IPv6 Connection State: IPv6 is disabled I
Link State: LINK DOVVH

Option Mode: Use only single Option port: Optionl

Gateway: 0.0.0.0

Primary DNS: 0.0.0.0

Secondary DNS: 0.0.0.0

m

Primary DNS(IPvG):
Secondary DNS(IPv6):

LAN Information

MAC Address: BB:A3:86:7B:AC:86

IP Address: 192.168.0.10 / 255.255.255.0

IPv6 Address: £
DHCP Server: Enabled

DHCP Relay: Disablad

O D-Link : Wireless Controller

€« C # | @ 192.168.0.10/managed_ap_status.htm w (e N

Hardware Version: A1 Firmware

ADVANCED
Jashboard
Global Info

Device Info
Shaw all the details of managed AP.

ion li .7
Access Point Info a ents
List of Managed APs connected with selected
LAM Clients Info AP,

qd *
MAC Address (*) Peer IP Address Age Status Profile Radio Interface
Managed

' >
e 1EE 11 o 1- 1-802. 11afn, 2-
[l f:75:16:76:11:40 192.168.0.11 0:00:00:00 Managed . a2 liain

Traffic Monitor e

View Radio Details View Neighbor APs

ons

View Meighbor Clients View VAP Details View Distributed Tunneling Details

Delete Delete All

WIRELESS CONTROLLER

2011 Dink Corporation.

View Neighbour APs:
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Product Page: DWC-1000

Global Info

Device Info

Access Point Info

LAM Clients Info

»
[

»

MANAGED AP STATUS

exceeds the capacity, the oldest data in the neighbor list is overwritten,

Access points can store the neighbor information for up to 64 neighbor APs. If the neighbor scan information

lersion: A1l Firmware Vi

LOGOUT

MAC Address: fc75:16:76:11:40 - [

Radio Mode: @ 1-Sentry

0 2-802.11b/g/n

APs

Neighbor AP MAC S5ID RS5I
1c:af:f7:20:f5:80 Mamre Anglican School
1c:af:f7:20:f5:81

1c:afif7:20:f5:82

1c:af:f7:20:5:83

1c:afif7:95:0e:28 D-Link_OFFICE
ic:afif7:95:0e:29 D-link_GUEST
1c:bd:b3ic4iea:d0 Mamre Anglican School
1c:bd:b@:c4iea:8l

1c:bd:b3:c4ea:82

1c:bdib%:c4:ea:83

578 Y Y i

d0:c2:82: Ferel:af MACQPARK DATA

List of Managed Access Point’s Neighbor

Status
Unknown
Unknown
Unknown
Unknawn
Unknown
Unknown
Unknewn
Unknown
Unknown
Unknown

Unknown

Age
0d:00:00:21

0d:00:00:21
0d:00:00:21
0d:00:00:21
0d:00:00:21
0d:00:00:21
0d:00:00:21
0d:00:00:21
0d:00:00:21
0d:00:00:21

0d:00:45:58

[ Delete All Neighbors | | View Details

gure
the radio is disabl
radio mode w
displayed as O




@ D-Link : Wireless Controller >

« C A O 192.168.0.10/client_statushtm % (8] v\‘

Product Pag

ADVANCED
Helpful Hints...
ASSOCIATED CLIENTS STATUS

Y¥ou can view a variety of information about the wireless dients that are assodated with the APs the controller
manages.

Neo associated clients.

WIRELESS CONTROLLER

011 Dlink Corporation.

192168.0.10/client_status.html#
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Product Page

ADVANCED

5. The
d on th

[Refresh Lngs] [ Clear Lags ] [ Send Logs

WIRELESS CONTROLLER

011 DLink Corporation.
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Product Page

This page shows the Rx/Tx packet and byte count for all the system interfaces. It alzo shows the up time for
all the interfaces.

TxPkts RxPkts Collisions TxB/s RxBfs Up time
31 o o o o Not Yet Available
tion) 73 [1] [1] 1]
33755 36925 [1] 1] 0 Days 01:49:35
o o

Not Yet Available

11 o Not Yet Available

WIRELESS CONTROLLER

011 Dlink Corporation.
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Product Page

This page shows the Rx/Tx packet and byte count for all the system interfaces. It alzo shows the up time for
all the interfaces.

Port TxPkts RxPkts Collisions TxB/s RxBfs Up time
Optionl 31 o o o o Not Yet Available
Configurable Port (Option) 73 1] 1] 0
LAN 33755 36925 [1] 1] 0 Days 01:49:35
o o

Not Yet Available

LANZ2 11 o

Poll Interval: {Secands) Start

Not Yet Available

WIRELESS CONTROLLER

011 Dlink Corporation.

Waiting for 192.168.0.10...
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O D-Link : Wireless Controller

Product Page: DWC-1000 Hardware Version: A1 Firmware

ADVANCED

Dashboard Helpful Hints._..

MAC Address of the AP to

Jevice Info view detailed statistics
_ The managed AP statistics page shows information about traffic on the wired and wireless interfaces of the ;E:uf'é_l'::":g EEEDE
. e AP,

access point. This information can help diagnose network issues, such as throughput problems.

) 4

cloba MANAGED AP STATISTICS LOGOUT

Govaimo y||MANaGeDAPsTamsTs weww]
e 3

A Point Info

LAN Clients Info Managed Access Point Statistics
Packets Bytes
Transmitted Received  Transmitted Received
WLAN 28386 621 2928292 1073827
Ethernet 3605 38707 1814960 4583170

MAC Address Interface

[ fo7s:16:76:11:40

View Details [ view Radio Details |

[ view VAP Details | [View Distributed Tunneling 0

WIRELESS CONTROLLER

2011 D4Link Corporation.
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O D-Link : Wireless Controller

Product Page: DWC-1000 Version: A1 Firmware Vel

Helpful Hints...

MANAGED AP STATISTICS _

dick on the box left to the
MAC Address of the AP to
The managed AR statistics page shows information about traffic on the wired and wireless interfaces of the 'f':w E';_E'l;g FREIE
access point. This information can help diagnose network issues, such as throughput problems. aboutne AF.

Managed Access Point Statistics

Packets Bytes
Transmitted Received  Transmitted Received
WLAN 23836 621 2925292 107827
Ethernet 3o05 38707 1314960 4583170
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