DWC-1000 Wireless Controller
Step-by-Step Configuration Guide

Example scenario

Wireless Network with two WLANSs for staff and guests:

“Staff” with WPA2 security, with access to all network resources.
“Guest” with limited access (Internet only).

Internet

192.168.10.254
Route: 192.168.2.0 -> 192.168.10.2
Route: 192.168.3.0 -> 192.168.10.2

v Option Port1

Internet Router 192.168.10.2
GW: 192.168.10.254

LAN Port1

VLANZ 192.168.2.1
(DHCP server enabled)

VLANS 192.168.3.1
{DHCP server enabled) W DWC-1000 Controller

L&
W

LAN (VLANZ)
Pt _Ports-2-16 192.168.2.0/24

@ Switch DGS-1210-28P
VLANZ ports: 1, 2-16, 17-24 i

VLAN3 ports: 1, 17-24

& &

s

AP DWL-3600AP AP DWL-6600AP
2.4GHz 2.4+5GHz

/ /
VLANZ - Full access |
{ VLAN3 - Internet only |

-
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DW(C-1000 Wireless Controller configuration

1. Set IP configuration on LAN interface of the WLAN controller.

Default IP address of the DWC-1000 is 192.168.10.1. Default Username/Password is
admin/admin.
Go to Setup > Network Settings > LAN Setup. Specify the IP address for the LAN interface of
the controller.
Set DHCP Mode to DHCP SERVER. Specify the IP settings of DHCP server. Note that Default
Gateway should be the IP address of the LAN interface of the DWC-1000 controller.

r — T — - =]

D-Link : Wireless Controlle

&« C A ®© 192168.1.1/platform.cgi?page=lanSetup.htm % O 2 A

-

Product Page: DW.C-1000 Hardware Version: A1 Firmware Version: 4.1.0.2_10234y/ | i

»

WLAN Global Setiings (| LAN SETUP LOGOUT

The LAM Configuration page allows you to configure the LAN interface of the router including the DHCP Server d .-

- = I T WS Note that a change to the
[ Save Settings ] [ Don't Save Settings ] ;ﬂi: :g:{:i:g!liﬁgge
Network Settings [ same subnet and use the

new address to access
LAN IP Address Setup this GUL.
yv—

VLAN Settings

Subnet Mashk: 255.255.255.0

4
4

USB Setlings
DHCP

DHCP Mode: DHCP Server El

Starting IP Address: 1821881100
Ending IP Address: 192.188.1.254
Default Gateway (Optional): 18218811
Primary DNS Server: §1.88.88.38
Secondary DNS Server: 4222
Domain Name: DLink

'WINS Server:

Lease Time:

Relay Gateway:
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2. Set IP configuration on “Option 1” interface of the WLAN controller.

Go to Setup > Option Port Settings > Option Setup. Set Connection Type as “Static IP” and
specify the settings. The Default Gateway should be your Internet Router’s LAN IP address.

(Note: the DWC-1000 controller can also be used as Internet Router with optional
DW(C-1000-VPN licence).

.| D-Link : Wireless Controlle \

\

C A © 192168.11/platform.cgi

Product Page: DW.C-1000

Wizard

WLAN Global Settings

OPTION SETUP LOGOUT

Helpful Hints...

The setup page lets you
figure the ISP settings

to enable this router to
connect to the Internet.
This router supports
multiple connections.
Please select the
appropriate connection to
connect to the Internet.

This page allows you to set up your Internet connection. Ensure that you have the Internet connection
infarmation such as the IP Addresses, Account Information etc. This information is usually provided by your
ISP or network administrator,

) [

Connection Type
Static IP [=]

AP Management »

Option Port Settings [

Save Settings Don't Save Settings ]

Network Settings 3 [

QoS

GVRP
Connection Type:
VLAN Setti

IP Address: 192.188.10.2

USE Settings

IP Subnet Mask: 255.255.255.0

Gateway IP Address: 192.168.10.254

main Name System (DNS) Servers

Primary DNS Server:

51.88.88.88

Secondary DNS Server: 4222

MAC Address Source: Use Default Address El

IUU:UU:UU:UU:EIU:UEI

MAC Address:
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3. Enable VLANSs.

Go to Setup > VLAN Settings > VLAN Configuration. Make sure VLAN is enabled.

Go to VLAN Settings > Available VLANs. Add new VLANs “Staff” with ID set to 2 and “Guest”

with ID set to 3.
Inter-VLAN routing should be enabled.

D-Link : Wireless Controlle A

€« C A © 192168.1.1/platform.cgi?page=vianAvailable.htm

DWC-1000 | | ADVANCED

Wizard
WLAN Global Setti AVAILABLE VLANS LOGOUT

AP Management This page shows a list of available VLANs which a user can edit or delete. A user can add a new VLAM from this
_ page as well,

Option Port Setti

List of available VLANS
Metwork Settings

|l Default
[l Staff
[l

VLAN Settings [»

U3SB Sett

Delete

WIRELESS CONTROLLER

Copyright © 2012 D-Link Corporation.

Product Page: DWC-1000 Hardware Version: A1 Firmware Version: 4.1.0.2_10234W

Helpful Hints_.

A VLAN membership must

e configured in order to

igned to a port. A

VLAN membership entry
consists of a VLAN
identifier and the
numerical VLAN ID which is
assigned to the VLAN
membership. The VLAN ID
value can be any number
from 2 to 4093.
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4. Assign IP Subnets to VLANSs.
Go to VLAN Settings > Multiple VLAN subnets. Select the Guest VLAN and click Edit.

Change the Staff VLAN’s IP address to the IP from the subnet you are going to use for Staff.
In our example it is 192.168.2.0/24.

Change the Guest VLAN’s IP address to the IP from the subnet you are going to use for
Guests. In our example it is 192.168.3.0/24.

Set DHCP Mode to DHCP SERVER. Specify the IP settings of DHCP server. Note that Default
Gateway should be the IP address of the corresponding VLAN interface (192.168.2.1 for Staff
and 192.168.3.1 for Guest).

— E TRER e e e =
D-Link : Wireless Controlle \_
& C f  © 192.168.1.1/platform.cgi w0 (& A

»

Product Page: DWC-1000 Hardware Version: A1 Firmware Version: 4.1.0.2_10234y |

|
ove oo I T T

WLAN Global Settings MULTI VLAN SUBNET CONFIG E“f l?EfT:ult, w_herl you al?d
anew VLAN, i ssigned

AP Management (Y| | This page shows the list of available multiple VLAM subnets. .1 with subnet-

- - - 2 .255.0, the
Option Port Settings [ save Settings | [ Don't Save Settings | addedoneis

assigned 192, and
MNetwork Settings so on. You can change the

MULTI VLAN SUBNET assigned IP address,
Vian ID: 2 other options here. The
only non-editable field in
1P Address: 192.168.2.1 VLAN ID.

VLAN Settings [+

Helpful Hints..

Subnet Mask: 255.255.255.0

DHCP Mode: DHCP Server [«

Domain Name: DLink
Starting IP Address: 182.182.2.100
Ending IP Address: 1921682254
Default Gateway (Optional): 18218821
Primary DNS Server (Optional): 61.88.88.88
Secondary DNS Server (Optional): 4222

Lease Time: 24 {Hours)

Relay Gateway: IIJ.O.EI.U
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5. Configure the controller ports with VLANSs.

Go to VLAN Settings > Port VLAN. Select the port which connects the controller to your LAN
switch and click on Edit (in our example it is Port 1). Set mode to “General” and click Apply.

Then re-configure the port and add VLAN 2 and VLAN 3 membership:

. D-Link : Wireless Controlle A

&= C A © 1921681.1/platform.cgi

Product Page: DWC-1000

DWC-1000 n.l | ADVANCED

Hardware Version: A1 Firmware Version: 4.1.0.2_10234W

Helpful Hints_.

The VLAN mode is an
important setting to
determine how VLAN
traffic iz pazsed through

Port 1

General El

1

the router. In Access
mode the port is a member
of a single VLAN (and only
one). In Trunk mede all
data going into and out of
the port is tagged, and
untagged coming into the
port i not forwarded,
except for the default

[ Apply ][ Cancel

VLAN Membership Configuration

VLAN Membership: 1

VLAN with PVID =1, which
is untagged. In General
mede, the port sends and
receives data thatis
tagged or untagged with a
VLAN ID.

Apply ][ Cancel

WIRELESS CONTROLLER

Copyright © 2012 D-link Corporation.
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6. Create Configuration Profiles for your Access Points.

Go to Advanced > AP Profile. Select the default profile or click on Add to create a new Access

Point configuration profile. In our example we are editing the existing profile “Default”.

Select the required profile and click on Configure SSID.

Edit the first SSID and specify the settings for Staff WLAN (VLAN 2). Save Settings.

- D-Link : Wireless Controlle

&« C A  © 192168.1.1/network_cfg_rw.htm

Product Page: DWC-1000

oo [/MCTI ovc CT NC—

Global
Peer Controllers

AP Profile

Each network is identified by its Service Set Identifier (SSID), which is an alphanumeric key that identifies a

wireless local area network. You can configure up to 64 different networks on the Unified Wireless Controller.

-

Hardware Version: A1 Firmware Version: 4.1.0.2_10234\ | [l

Helpful Hints...

Each network can have a
unique S5ID, or you can
fi multiple
orks with the same

WIDS Security [

Save Settings ] [ Don't Save Settings ]

automatically discovering

Captive Portal
SSID
IPwE »

Hide SSID

Ignore Broadcast
VLAN

MAC Authentication

Redirect

IPMMAC Binding

Switch Settings

Redirect URL

Security

WPA Versions
WPA Ciphers

WPA Key Type

WPA Key

Bcast Key Refresh Rate(seconds)

your access point.

Staff

=

=

2 (1 to 4093)

© Local © RADIUS @ Disable

@ Mone O HTTP

© None O WEP @ WPA/WPRA2
@ wpa Personal © WPA Enterprise
Fwpa Fwpaz

TKIP [¥] cCMP(AES)

(0 to 86400)

Now select and modify the second SSID name for Guest WLAN (VLAN 3). Save Settings.

Note: If you want Guest users to authenticate using Internet browser (i.e. like in Wi-Fi

Hotspot), set Security to “None”. Enable Captive Portal authentication for Guest WLAN. See

the Captive Portal Setup Guide on D-Link web site.
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Repeat for other SSID’s if required.

D-Link : Wireless Controlle

&« C A © 192168.1.1/profile_vap_summ.html?advanced=1&profile=1

Product Page: DWC-1000

WC-1000 / / m ADVANCED TOOLS

Global

Peer Controllers

AP Profile

identified by its network number and Service Set Identifier (SSID).

WIDS Security » [ Save Settings ][ Don't Save Settings ]

AP PROFILES SUMMARY

This page displays the virtual access paint (VAP) settings assodiated with the selected AP profile. Each VAP is

AP Profile:

ER ...

AP Profile 1-Default

@ 1-802.11a/n
0 2-802.11b/a/n

Captive Portal »
_ AP Profile VAP Configuration
Client

Radius Settings

=

Switch Settings

[l 3 - diink3 Edit 1-default Disabled Mone
[l 4 - dlink4 Edit 1-default Disabled MNone
[l 5 - dlinks Edit 1-default Disabled MNone
] & - diinks Edit 1-default Disabled Mane
[l 7 - dlink7? Edit 1-default Disabled Maone
1 8 - dlinks Edit 1-default Disabled Mane
1 9 - dlinkd Edit 1-default Disabled Mane

2-Gusst || 3-Guest Disabled  WPA Persanal

List of SSID
u

Hide 551D Security

1 - Staff E| 2-Staff Disabled ~ WPA Personal

None

MNone

MNone

MNone

MNone

MNone

MNone

MNone

MNone

Helpful Hints...

enable up to 1¢
radio on each physical
acoess point.
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7. Set the DWC-1000 controller to push configuration profile to your Access Points.

Connect your Access Points to LAN. In your DWC-1000 Controller go to Status > Access Point
> Authentication Failure Status. Your Access Points will be listed in the table.

Select an AP and click Manage. Select the desired profile for the Access Point (in our example
we used the “Default” profile. Save Settings. Repeat for the remaining AP’s.

D-Link : Wireless Controlle .'-\

C A @ 192168.1.1/managed_apfailure_status_summ.htm

Product Page: DWC-1000 Hardware Version: Al Firmware Version: 4.1.0.2_10234W il

Dashboard »

Helpful Hints...

AP AUTHENTICATION FAILURE STATUS LOGOUT

Global Info >
Device Info »

The AP authentication failure list shows information about APs that failed to establish communication with the
Unified Wireless Controller,

An AP might fail to
assodate to the controller
due to errors such as

invalid packet format or
/ th

Access Pointinfo [+
»

LAN Clients Info

List of Authentication Failure APs

MAC Address 1P Address Last Failure Type

local or RADIUS
authentication
information.

s Clientinfo »

Traffic Monitor »

fc:75:16:75:c9:00 192.168.1.242 Mo Database Entry 0d:00:00:24

[Delete AII] [ Manage ] [ View Details ] [ Refresh ]

D-Link : Wireless Controlle k-

.168.1.1/managed_apfailure_status_summ.html?selectedMACs=fc:75.16:7
C fi ©19216811/ fai 2 MACs— 75167

Product Page: DWC-1000

DWC-1000 ADVANCED

Dashboard

VALID AP LOGOUT

Global Info

Device Info
We can set the Valid Access Point Configuration here.

Access Point Info [ Address, AP Mode etc,

J

Save Settings Don't Save Settings ]

LANClientsinfo > ||

lientinfo b
Traffic Monitor 3

ns

Valid Access Point Configuration

MAC address: fe75:16:75:¢9:00
AP Mode Managed |Z|
Location:

Authentication Password:

Profile:

1- Defautt [ ]

Expected SSID: |
Expected Channel: m
Expected WDS Mode: [y [7]

Expected Security Mode:

Expected Wired Network Mode :
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After successful configuration your Access Points will be listed under Access Point Info >
Managed AP Status:

i . - ==

D-Link : Wi re_less Controlle "\
= C A © 192168.1.1/managed_ap_status.htm kg @ |§, A

Product Page: DWC-1000 Hardware Version: Al Firmware Version: 4.1.0.2_10234 |

Helpful Hints...
MANAGED AP STATUS LOGOUT
We can see all the details
related to a managed AP
here.We can perform
action like reset,
disassodate dients

List of Managed APs connected with selected
AP.

MAC Address (*) Peer  yp pgdrece Age Status Profile Radio Interface

Managed
FC G T e 0 1- 1-302.11a/n, 2-
D fc:75:16:75:09:00 192.168.1.242 0d:00:00:04 Managed Default 802 11bjajn

View AP Details View Radio Details View Neighbor APs

Show all the details of managed AF.

View Meighbor Clients View VAP Details View Distributed Tunneling Details

Delete Delete All Auto Refresh
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Internet Router configuration.
Add static routes for the IP subnets used on your Wireless LAN. The gateway for these IP subnets
should be the IP address of the “Option 1” port of the DWC-1000 controller.

In our example we are using DSR-500N Services Router:

- D-Link : Unified Services R 1

&« C M X% hiot//192.168.10.254/scqi-bin/platform.cai % O 8 A

s

Product Page: DSR-500M Hardware Version: Al Frmware Version: 1.03843_Ww/ |

Application Rules » Helpful Hints_.
e : Route Edited Successfully

Website Filter STATIC ROUTING LoGout || Use this page to define

Firewall Settings

i ) ) ) address, subnet mask,
This page shows the list of static routes configured on the router. User can also add, delete and edit the e P e

configured routes. each configured static
route.

List of Static Routes The Interface dropdown

[C] Mame Destination SubnetMask  Gateway Interface Metric Active Private railable configured wired
interfaces on the router

192.168.1.0  255.255.255.0 192.168.10.2 LAN 8 Yes as options.

m

192.168.2.0 ~ 255.255.255.0 192.168.10.2 LAN 8 Yes

192.168.3.0  255.255.255.0 192.168.10.2 LAN 8 fes

Edit Delete Add

Switch Settin

Intel® AMT

UNIFIED SERVICES ROUTER

Note: the DWC-1000 controller can be used as Internet Router instead. WAN/VPN/Firewall
functionality can be enabled by purchasing the DWC-1000-VPN licence.
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LAN Switch configuration.

Because in our example we are using multi-SSID scenario (“Staff” and “Guest” SSID’s) the Access
Points need to be connected to a switch that supports VLANs.

In our example we are using DGS-1210-28P (Gigabit WebSmart PoE switch). Port 1 of the switch
connects to the DWC-1000 controller. Ports 2-16 connect to other LAN resources (only available to
“Staff” VLAN). Ports 17-24 are used to connect Access Points.

AsymmetricVLAN [Example]  © Enabled () Disabled
Total static VLAN entries: 3
# Maximum 256 entries.
=3
Guest 01,17-24

Staff VLAN configuration with VID 2:

VID 2

VLAN Mame |Staﬁ | [ Back [ Apsly |
[Pot  [SelectAl  Jo1 o2 Jo3 Jo4 o5 fo6 (o7 Jo8 [o9 10 (11 [12 [13  [14 |
Untagged 0 @ @ © ©® © ©® ©® ® v © © ®© @
_E-E-E-E-E-E-E-E-E-E-E-E-E-
NotMember @@oooooo@@oooo
-----
Untagged
_—E-E---------E-E-E-E-
Mot Member

Guest VLAN configuration with VID 3:

VID 3

VLAN Name |Guest | [ Back [ Aeply |
--m--m-mm-----
Untagged
__-E-E-I-E-I-E-I-E-_E-_E-E-
Mot Member
--
Untagged oooooooooooooo
[ @ 2 @ @ |o o |o |o |0 o o o (e (e @ |® |
NotMember [ Al ] @ e o o o o o o o o e e e e
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