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Basic configuration and Access Point management

Default LAN IP: 192.168.10.1
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Go to Setup > Network Settings > LAN Setup

-
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<« C A @ 192168.10.1/platform.cgi?page=lanSetup.htm

Product Page: DWC-1000

WLAN Global Settin

AP Management 3

The LAN Configuration page allows you to configure the LAN interface of the router including the DHCP Server

which runs on it.
] Don't Save Settings

182.168.10.1

[
Metwork Settings
»

Save Setftinas

[» LAN Setup
Configuration

LAM DHCP Ry

255.256.255.0

USB Seth

DHCP Mode: DHCP Server [« |

Starting IP Address: 192.188.10.100
Ending IP Address: 192.168.10.254
Default Gateway (Optional):

Primary DNS Server:

Secondary DNS Server:

Domain Name:

WINS Server:

Lease Time:

Relay Gateway:

192.168.10.l_a'platform.cgi?paga:IanSetup-.l"H:m -

Hardware Version: A1 Firmware Version: 4.1.0.2_10204W

Helpful Hints_

Changes here affect all

connected to the

LAN switch and
also wireless LAN dients.
Note that a change to the
LAN IF address will require
all LAM hosts to be in the
same subnet and use the
new address to access
this GUL




Set the controller’s IP address. If there is no other DHCP server available on the LAN — enable DHCP server and

specify the DHCP settings. Click on Save Settings.
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LOGOUT

The LAN Configuration page allows you to configure the LAN interface of the router incuding the DHCP Server

which runs on it also wireless LAN dients.

Mote that a change to the
LAN IP address will require
[ Save Settings ] [ Don't Save Settings ] all LAN ;os:to ::IE i::g:lér:
Metwork Settings [ same subnet and use the
new address to access

QoS LAN IP Address Setup this GUL

Option Port Settings

GVRP IP Address: 182.168.10.1

VLAN Setting Subnet Mask: 255.265.255.0

USB Settings
DHCP

DHCP Mode: DHCP Server |Z|

Starting IP Address: 18218810100

Ending IP Address: 192.188.10.200

Default Gateway (Optional): 192.168.10.254
Primary DNS Server: §1.88.58.88
Secondary DNS Server: 8.8.88
Domain Name: DLink

WINS Server:

Lease Time:

Relay Gateway:

DNS Host Name Mapping




Go to AP Management > RF Management > RF Configuration.

/ O D-Link: Wireless Contraller > |
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[ 3
WLAN Global Settin RF CONFIGURATION

AP Management Bl Manual Management

Option Port Settin » ’ i
Metwork Setti (3 RF Management

F Configurati
Software Download Channel Plan History
Poll List Manual Channel Plan

VLAN Settings 3 Manual Power
USB Settin » | Local OQUI Databz:

Channel Plan History Depth:
Channel Plan Interval: 6

Channel Plan Fixed Time: 0

h configure AP radio frequency related values lke channel configuration & Power

Hardware Version: A1 Firmware Version: 4. 1.

5 GHz (802.11 3/n) © 2.4 GHz (802.11 b/g/n)
Ficed Time @ Manual © Interval

(0to 10)

(6to 24) (Hours)

t (Hours) @ |0 [Minutes)

Power Adjustment Mode: @

Power Adjustment Interval: 15

Power Adjustment Configuration (36

Manual © Interval

(Minutes) (15 to 1440)
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Helpful Hints...

The radio frequency (RF)
broadcast channel define
the portion of the radio
spectrum that the radio on
the access point uses for
transmitting and ivi

channels for an access
point is determined by the
TEEE 802.11 mode of the
access point,

Each AP is a dual-band

802.11g modes

b/g) operate in th
€GHz RF frequency and
support use of cha
through 11. TEEE ¢
mode operates in the 5
GHz freguency and
supports a larger set of

C:n'operat n eif
2.4 GHz or 5GHz
frequency.

Specify the Wi-Fi Channel and Power adjustment method (Fixed time, Interval, Manual) for each of the radio bands.
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€« C N  © 192.16810.1/channel_pwr_cfg.htm

WLAN Global Seti RF CONFIGURATION

AP Management

Option Port Setting Adjustment Configuration

Metwork Settin

[ Save Sattin] [ Don't Save Settings ]

Hardware Version: A1 Firmware Version: 4. 1

LOGOUT

Through this page we can configure AP radio frequency related values like channel configuration & Power

102090

Helpful Hints_.

The radio frequency (RF)
broadcast channel de

the pertion of the radio
spectrum that the radio on
the access point uses for

channels for an access

Channel Plan:
Channel Plan Mode:

USB Settin
Channel Plan History Depth:

Channel Plan Interval:

Channel Plan Fixed Time:

o

Channel Configuration

® 5 GHz (802.11 a/n) © 2.4 GHz (802.11 bjg/n)

O Fixed Time © Manual @ Interval

(0to 10)
(6to 24) (Hours)
o

* [Hours) : (Minutes)

point is determined by the
TEEE 802. 11 mode of the
access point.

Each AP is a dual-band
system capable of
operating in multiple

€GHz RF frequency and
support use of channels 1

GHz frequency and
supports a larger setof

Power Adjustment Mode:

Power Adjustment Interval: 1

Power Adjustment Configuration

O Manual @ Interval

5

{Minut=s) (15 to 1440)

non-consecutive channels
(36,40,44, 48, 52, 56, 60,
64, 149, 153, 157, 151,
165). IEEE 802. 11n mode
can operate in either the
2.4 GHz or 5GHz
frequency.

WIRELESS CONTROLLER

Copyright @ 2012 D-Link Corporation.




Go to Advanced > AP Profile. Click on Add to add a new Access Point configuration profile.

«
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Global

Peer Controllers »

AP Profile

WIDS Security »

Switch Setting

Hardware Version: A1 Firmware Version: 4.1.0,

AP PROFILES SUMMARY LOGOUT

From Access Point Profile Summary page, you can create, copy, or delete AP profiles, You can create up to 16
AP profiles on the Unified Wireless Controller.

cess Point Profile List

Ac
O

i ile Li
Profile Profile Status

1-Default Configured

2-1stFloor Associated

]
[l
71 3-2ndFloor Configured

Edit Delete Add Copy Apply

Configure Radio Configure SSID Configure QoS

WIRELESS CONTROLLER

192.168.10.1/prefile_summ.html
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Helpful Hints...

You can areate multiple AP
profiles on the Unified
Wireless Controller to
customize APs based on
location, function, or

ther iteria. Profiles are

you creats

you can apply that profile
to any AP that the Unified
Wireless Controller
manag

&

/ O D-Link : Wireless Controller
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Product Page: DWC-1000

Global
Peer Controllers »

AP Profile

WIDS Security »
Captive Portal 3

IPvE »

Certificates

Switch Settin

WIRELESS CO

\

68.10.1/profile_management_cfg_rw.htm

Hardware Version: A1 Firmware Version: 4.1.0.2_10204W

AP PROFILES SUMMARY LOGOUT

This page is used tp configure & variety of global settings for a new or existing AP profile.

]

AP Profile Global Configuration

Profile Name: 1siFloor

[ Save Settings Doen't Save Settings ]

[-]

(1o 255)

Hardware Type: Any

Wired Network Discovery VLAN ID:

NTROLLER

Copyright © 2012 D-Link Corporation.

Helpful Hints...

When a new profile is
added, this pa:
automatically appears and
is populated with the
default AP settings.

No spedial char:

allowed for Profile Name.




Select the required profile and click on Configure Radio.
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OD—Link:WireIess Controller »
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Product Page: DWC-1000

@ 192.168.10.1/profile_summ.htm

AP PROFILES SUMMARY LOGOUT

From Access Point Profile Summary page, you can create, copy, or delete AP profiles, You can create up to 16
AP profiles on the Unified Wireless Controller.

Peer Controllers

AP Profile

WIDS Security »
»

Captive Portal

Access Point Profile List
[

Profile Profile Status

1-Default Configured

2-1stFloor Assodated - Modified

IPvE »
i »

3-2ndFloor Configured

C

J {

Configure QoS ]

Apply |

J )

Configure 5510

Add Copy

J

Edit Delete

J

[ Configure Radio ][

4

IPIMAC Binding

Radius Settings

WLAN Radius »

Switch Settings
WIRELESS CONTROLLER
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Helpful Hints_.

You can areate multiple AP
profiles on the Unified
Wireless Controller to
customize APs based on
location, function, or
other ariteria. Profiles are
like templates, and once
you areate an AP profile,
you can apply that profile
to any AP that the Unified
Wireless Controller
manages.

Set the radio settings for 802.11a/n radio band. Click on Save Settings.

Set the radio settings for 802.11b/g/n radio band. Save Settings.

If you are planning to use the Auto-healing WLAN feature set the Initial Power to 60% on both bands.
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Global

Peer Controllers

AP Profile

WIDS Security 4

Captive Portal 3
3

IPIMAC Binding

Radius Settings

WLAN Radius 4

Switch Settin

AP PROFILES SUMMARY

This page contains several fields that are not available for the default AP Profile.

[ Save Settings ][

Don't Save Settings ]

LOGOUT

AP Profile:
Radio Mode:

AP Profile 2-1stFloor
0 1-802.113/n
@ 2-802.11b/g/n

AP Profile Radio Configuration

State:

RTS Threshold:
Load Balancing:

Load Utilization:

Maximum Clients:

RF Scan Sentry:
Mode:

DTIM Period:
Beacon Interval:

Automatic Channel:

Automatic Power:
Initial Power:
APSD Mode

RF Scan Interval (secs)

RF Scan Other Channels:

@ on

© off

2347 (0 to 2347) (Bytes)

O

60 (1to100) (=)

200 (0 to 200)

O

EEE 80Z.11b/gln  [w]

10 (1 to 255) (# Bescons)
100 (20 to 2000) (Ms=cs)
60 (1to100) (=4)

Enable |Z|

60 (30 to 120)

Radio Configuration

Helpful Hints_.

AP can support up to two
radios. By default, Radio 1
operates in the IEEE

8l 1b/gfn mode, and
2adio 2 operates in the

these modes is the
frequency in which they
operate, IEEE

802. 11b/gfn operates in
the 2.4 GHz frequency,
and IEEE 802.11a/n
operates in the 5 GHz
frequency of the radio
spectrum.




Select the required profile and click on Configure SSID.
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Global

AP PROFILES SUMMARY LOGOUT

From Access Point Profile Summary page, you can create, copy, or delete AP profiles. You can create up to 16
AP profiles on the Unified Wireless Contraller.

Peer Controllers »

AP Profile

WIDS Security

1-Default
2-1stFloor

3-2ndFloor

Profile Status
Configured
Assodated - Modified

Configured

Access Point Profile List
Profile

0

Edit

J [

Configure Radio ] [

J J [

Configure SSID

Add

J

Configure Qo3 ]

Delete Copy Apply ]

J
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Helpful Hints...

You can areate multiple AP
profiles on the Unified
Wireless Controller to
customize APs based on
location, function, or
other ariteria. Profiles are
like templates, and once
you create an AP profie,
you can apply that profile
to any AP that the Unified
Wireless Controller
manages.

Select any SSID from the list and click on Edit.

r

O D-Link : Wireless Controller

& > C A ©192.168.101/profile_vap_summ.htm

AP Profile VAP Configuration

AP Profile: AP Profile 2-1stFloor
b Radio Mode: @ 1-802.11a/n
Routing ' © 2-802.11b/g/n
Network VLAN Hide SSID Security Redirect
1-F1-Staff [w] 1-default Disabled WPA Personal Naone
FELEEE T 2-Fi-Guest[w]  1-default Disabled WPA Persanal HTTP
] 3 - F2-Staff 1-default Disabled WPA Personal MNone
Switch Settings
[ | 4-F2-Guest 1-default Disabled WPA Persanal None
] | 5-dinks 1-default Disabled Maone MNane
[ | |6-dinks 1-default Disabled Mone Naone
] 7 - dlink7 1-default Disabled Maone MNane
[ | |8-dinks 1-default Disabled Mone Naone
] | 9-dinks 1-default Disabled Mone MNone
[ | [10-dinkio 1-default Disabled Mone Naone
E] |11 - dinki1 1-default Disabled Mone MNone
[ [12-dinki2 1-default Disabled Mone Naone
E] | 13-dinki3 1-default Disabled Mone MNone
[ | [ 14-dinki4 1-default Disabled None None
E] | 15-dinki5 1-default Disabled Mone MNone
1 | 16-dinki6 1-default Disabled Mone Naone

w (8 @O A
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-
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Modify the SSID name and enable the required security settings. Save Settings.

() D-Link : Wireless Controller
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Peer Controllers

AP Profile

Each network can have a
unigue S5ID, or you can

Each network is identified by its Service Set Identifier (S5ID), which is an alphanumeric key that identifies a configure multiple

m wireless local area network. You can configure up to 64 different networks on the Unified Wireless Controller.

WIDS Security » [ Save Settings ] [ Don't Save Settings ]
- automatically discovering
Captive Portal 3 your access point.
SSID F1-Guest
Hide SSID [
IPvG 3
Ignore Broadcast ]
- VLAN 1 {1to 255)
MAC Authentication ) Local ©)RADIUS @ Disable
IPMAC Binding Redirect © None @ HTTP
Radius Settings Redirect URL http:ffwww dlink.c
WLAN Radius 4 Wireless ARP Supprassion Mode Disable E
Switch Settings L2 Distributed Tunneling Mode Disable |Z|
RADIUS Authentication Server Name Default-RADIUS-Server
RADIUS Authentication Server Status Mot Configured
RADIUS Accounting Server Name Default-RADIUS-Sarver
RADIUS Accounting Server Status Mot Configured
RADIUS Use Network Configuration Enable |Z|
RADIUS Accounting ]
Security D None © WEP @ wWPA/WPA2
@ wpa Personal © WPA Enterprise
WPA Versions wra #lwpaz
WPA Ciphers TKIP [¥] CoMPAES)
WPA Key Type ASCI
WPA Key secretkey
Bcast Key Refresh Rate 300 (0 to 86400)

Repeat for other SSID’s and leave the required SSID’s selected in the AP profile.



() D-Link : Wireless Controller
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-aplive Fora

Client

Radius Settings

Switch Settings

AP Profile VAP Configuration

AP Profile: AP Profile 2-1stFloar
Radio Mode: @ 1-g02.113/n
0 2-802.11b/a/n
Network VLAN Hide SSID Security Redirect

1-F1-Staff [«]  1-default Disabled WPA Personal MNane
2-FiGuest[w|  1-default Disabled WPA Personal HTTP
3-F2-Staff [«]  1-default Disabled WPA Persanal MNaone
4-F2-Guest[w]  1-default Disabled WPA Personal MNane
[ | 5- dinks 1-default Disabled Mone Mone
[ |&-dinks 1-default Disabled MNone MNone
[ |7-dinkr 1-default Disabled Maone MNone
[ | &-dinks 1-default Disabled MNone MNone
= o - diinkd 1-default Disabled Mone Mone
[ | 10-dink10 1-default Disabled Mone Mone
1 {11 - diink11 1-default Disabled MNone MNone
[ | 12-diink12 1-default Disabled Maone MNone
[ {13 - dink13 1-default Disabled Mone Maone
[ | 14-dink14 1-default Disabled Mone MNaone
[ | 15-dink15s 1-default Disabled Maone MNone
[ |16 - dink16 1-default Disabled MNone MNone

m




Connect your Access Points to LAN. Go to Status > Access Point > Authentication Failure Status.
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Dashboard Helpful Hints...

An AP might fail to
assodate to the controller
due to errors such as
invalid packet format or
vendor ID, or because the
AP is not configured as a
n Failure APs valid AP with the correct
local or RADIUS

e {LGIN S Authentication Failure 255 IF Address Last Failure Type authentication
information.

192.168.10.102 No Database Entry 0d:00:00:06
192, 165.10.101 No Database Entry 0d:00:00:36

AP De-Authentication BB 192.168.10.100 No Database Entry 0d:00:00:08

Aftack Status
Delete All Manage View Details

WIRELESS CONTROLLER
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Select an AP and click Manage. Select the desired profile for the Access Point. Save Settings. Repeat for remaining
AP’s.
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Helpful Hints...

o S atfi VALID AP
WLAN Global Setin We can configure Valid

AP Management [ Access Point her
We can set the Valid Access Point Configuration here. information is attached

with AP, like MAC
L ARE ¢ ' .ﬂddressi AP Mode etc.
Network Settin M| [ save settings | [ Don't Save Settings |

_ Valid Access Point Configuration
VRP

MAC address: 28:10:7befc:a3:00

VLAN Setting »
AP Mode Managed [+]

USB Setiin 4

Location:

Authentication Password:

Profile: 2~ 1stFloor [=]

Expected SSID: |

Expected Channel:

Expected WDS Mode:

Expected Security Mode: Any

Expected Wired Network Mode :

Radio 1 - 802.11a/n

Channel: Auto =]

Power: 0 =]

Radio 2 - 802.11b/g/n

Channel: Aute [=]

Power: 0 =]
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Dashboard Helpful Hints...

Global Info AP AUTHENTICATION FAILURE STATUS o
= An AP might fail to
assodate to the controller

Device Info b e e
he AP authentication failure list shows information about APs that failed to establish communication with the d““_ z Errors such 5
invalid packet format or

Access Pointinfo [ || Unified Wireless Contraller. vendor ID, or because the

AP is not configured as a
LAN Clients Info 3 ist of Authentication Failure APs valid AP with the correct
local or RADIUS

ClientInfo  » MAC Address IP Address Last Failure Type Age authentication
information.

28:10:7b:fc:a3:00 192.168.10.102 Mo Database Entry 0d:00:00:06

1 fc:75:16:75:09:00 192.168.10.101 Mo Database Entry 0d:00:00:36

= fo:75:16:76:11:40 192, 168.10.100 Mo Database Entry 0d:00:00:06

[DeleteAll] [ Manage ] [ Wiew Details ] [ Refresh ]

WIRELESS CONTROLLER
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.
€ The page at 192.168.10.1 says: [

The following AP MAC address was configured as a Valid AP
by this Contreller, The AP configured as managed, will be
managed at the next discovery cycle: 28:10:7b:fca3:00

OK




The list of managed AP’s can be seen under Access Point Info > Managed AP Status.
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LAN Clients Info (8 Managed AP Status

AF De-Authentication
Aftack Status

View AP Details

View Neighbor Clients

WIRELESS CONTROLLER
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IP Address Age Status
192,168.10.100 0d:00:00:01 Managed
192,168,10,101 0d:00:00:04 Managed

192,168,10,102 0d:00:00:02 Managed

Profile Radio Interface

2-
1stFloor
-
1stFloor
2_
1stFloor

2-802.11bja/n
1-802. 11a/n, 2-
802, 11bfg/n

1-802. 11a/n, 2-
802.11bfg/n

View Radio Details View Neighbor APs

View VAP Details View Distributed Tunneling Details

Deiste Al

Copyright © 2012 D-ink Corperation.

related to a manage
here.We can perform
action like reset,
disassodate dients
connected with selected
AP,

~ End of document



