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FIREWALL

To setup the DWM-315 4G LTE M2M Router in Bridge Mode, 
connect it to your computer and log into it via http://192.168.0.1. 

After logging in, go to WAN & Uplink > Connection Setup. Under WAN-1 click on the “Edit” button. 
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The Setup is complete for DWM-315 in Bridge Mode. 

See next page to setup SonicWALL TZ Series Firewall for failover.

Scroll down to the 3G/4G Connection Common Configuration. 

Under IP Passthrough (Cellular Bridge) tick the “Enable” option.

Click on “Save” and confirm that switching to Bridge Mode will disable NAT and DHCP.
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Setting up SonicWALL Firewall for failover from Primary Connection to Backup Connection.

a. Go to Network > Interfaces. Configure the X2 interface:

b. Set Zone as "WAN". Set IP Assignment as "DHCP".

STEP 2.
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 » Select “Router Mode” > Disable the “Keep Alive for WAN Access” option > Click on “Apply”.

 » Select “Device Mode” > Select “Bridge Mode” > Click on “Apply”.

 » The Setup is complete for DWM-312 in Bridge Mode.

STEP 2. Setting up SonicWALL Firewall for failover from Primary Connection to Backup 
Connection.

 » Go to Network > Interfaces. Configure the X2 interface:
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 » Go to Network > Address Objects. Add a new object

 » Set Zone Assignment as “WAN”

 » Set Type as “Host”

 » Set IP Address as “4.2.2.2”

 » Set Zone as “WAN”

 » Set IP Assignment as “DHCP”



c. Go to Network > Address Objects. Add a new object.
Set Zone Assignment as "WAN". Set Type as "Host". Set IP Address as "4.2.2.2".

STEP 2.
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 » Go to Network > Address Objects. Add a new object

 » Set Zone Assignment as “WAN”

 » Set Type as “Host”

 » Set IP Address as “4.2.2.2”

 » Set Zone as “WAN”

 » Set IP Assignment as “DHCP”
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 » Go to Network > Failover & LB. Configure the “Default LB Group”.

 » Add X2 to the “Selected” field. Make sure the interfaces are in correct order.



d. Go to Network > Failover & LB. Configure the "Default LB Group".
Add X2 to the "Selected" field. Make sure the interfaces are in correct order.

STEP 2.
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 » Go to Network > Failover & LB. Configure the “Default LB Group”.

 » Add X2 to the “Selected” field. Make sure the interfaces are in correct order.



e. Go to Network > Network Monitor. Add a new Network Monitor Policy.
Set Probe Target as "Google DNS". Set Next Hop Gateway as "X1 Default Gateway".
Set Outbound Interface as "X1". Set Probe Type as "Ping (ICMP) - Explicit Route".

STEP 2.
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 » Go to Network > Network Monitor. Add a new Network Monitor Policy. 

 » Set Probe Target as “Google DNS”

 » Set Next Hop Gateway as “X1 Default Gateway”

 » Set Outbound Interface as “X1”

 » Set Probe Type as “Ping (ICMP) – Explicit Route”

 » Your Setup is now complete.
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 » Go to Network > Network Monitor. Add a new Network Monitor Policy. 

 » Set Probe Target as “Google DNS”

 » Set Next Hop Gateway as “X1 Default Gateway”

 » Set Outbound Interface as “X1”

 » Set Probe Type as “Ping (ICMP) – Explicit Route”

 » Your Setup is now complete.
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Your setup is now complete.


