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Section 1 - Product Overview

Package Contents

e D-Link DCS-6111 WDR D&N Fixed Dome Network Camera
e CAT5 Ethernet Cable * Screws

» Power Adapter * |/O Connector Plug

e Dome Enclosure e Alignment Stencil

* Ring Enclosure e Manual and Software on CD
e Screw Driver * Quick Install Guide

Note: Using a power supply with a different voltage than the one included with your
product will cause damage and void the warranty for this product.

If any of the above items are missing, please contact your reseller.

System Requirements

e Windows® XP or Windows Vista®

* At least 256MB of memory (512MB recommended)

* An available Ethernet connection

* Internet Explorer 6.x or higher

* VGA card resolution: 800 x 600 or above

* CPU: 1.7GHz or above (2.8GHz plus processor with 512MB memory and a 32MB video card is required
for multiple camera viewing and recording in IP surveillance program)

D-Link DCS-6111 User Manual



Section 1 - Product Overview

Introduction

The DCS-6111 is a fixed dome network camera for indoor, office or home use, and designed to target the middle-
market.

With an ultra Wide Dynamic Range (WDR) CMOS sensor, the DCS-6111 is used to provide better performance
surveillance results under different lighting conditions. It can be used in highly contrast environments such as a lobby,
retail store, ATM and much more. The WDR sensor helps in balancing the strong backlight of the surveillance scenery,
like a window or glass door. The camera also includes an IR LED for night vision illumination and Infrared-Cut Removable
(ICR) module that enables for 24-hour surveillance. A built-in 802.3af compliant Power over Ethernet (PoE) module is
designed to ease the installation of your camera anywhere there is not an available power outlet.

The DCS-6111 provides high quality real-time videos in MPEG-4 and JPEG compression modes. It also supports the
3G mobile video feature that allows users to view a live video feed on a compatible 3G mobile phone or PDA anywhere
in your 3G coverage area. In addition, the DCS-6111 supports dual stream output for simultaneous live monitoring and
high resolution recording.

D-ViewCam software is also included to manage up to 32 cameras simultaneously from your computer, send automated
e-mail alerts, and record videos to the hard drive when motion is detected. This deluxe-size dome network camera
provides a better professional appearance to any location, making it an excellent choice for home and business
surveillance systems.

Note: Use of video equipment for recording the image of a person without their knowledge and consent is prohibited in certain states or jurisdictions.
Nothing herein represents a warranty or representation that the D-Link product provided herein is suitable for the end-user’s intended use under the
applicable laws of his or her state. D-Link disclaims any liability whatsoever for any end-user use of the D-Link product, which fails to comply with
applicable state, local, or federal laws.
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Section 1 - Product Overview

Features

e Powerful Surveillance - The DCS-6111 uses the WDR VGA Progressive CMOS technology that delivers
exceptional picture quality. The Wide Dynamic Range capability achieves high resolution, more detailed
images in high contrast lighting conditions (for example, strong backlight). With this sensor architecture, the
DCS-6111 maintains a constant balance for different variations in illumination and significantly improves the
quality of real-time videos.The DCS-6111 incorporates an varifocal lens equipped with IR LEDs that offers
more flexibility and enhanced security, thus making it an ideal solution for 24 hour surveillance.

¢ Enhanced Streaming Video - The DCS-6111 uses D-Link’'s System-on-Chip (SoC) products to provide high
quality video compression in MPEG-4 and Motion JPEG formats. The camera supports simultaneous dual-
streaming for live monitoring and recording. With the free-bundled 32-channel recording software, the DCS-
6111 is an ideal solution for high quality viewing and reliable recording. The live camera feed of the camera
can be pulled from the 3G cellular network by using a compatible cell phone or PDA with a 3G video player.
Anywhere within the 3GPP service area, users are offered a flexible and convenient way to remotely monitor
a home or office in real time.

e VVarious Installation Methods at Different Angles - The DCS-6111 has a unique built-in three axis mechanism that
can be drop-mounted to the ceiling for an unobtrusive look, or mounted on a wall with the same housing design.
For optimal detection, the DCS-6111 is recommended for indoor ceiling mounting to prevent possible damage
that maybe caused by a burglar.

e Wired PoE Access - For effective surveillance in and around a building, this camera comes with a built-in
802.3af compliant Power Over Ethernet (PoE) module, which eases the installation process and also gives
users the freedom to place the camera anywhere. In addition, the 10/100BASE-TX Ethernet port is also
provided for convenient Ethernet connection or broadband internet gateway with router.

e Smart & Easy To Use - The DCS-6111 includes the D-ViewCam software that allows users to view up to
32 cameras on a single computer from a central location. Users can set up automated e-mail alerts to be
instantly informed of unusual activities. Furthermore, this network camera supports the Universal Plug-n-Play
feature. This allows Windows 2000/XP/Vista computers to automatically recognize the camera and adds to
the network.
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Section 1 - Product Overview

e Supported Protocols - The DCS-6111 supports IPv6, the latest version of the Internet Protocol and a wide
variety of protocols such as RTSP, FTP, SMTP, NTP, HTTP and HTTPS. In addition, UPnP DDNS and
LLTD protocols are supported for Windows Vista users. Users can sign up with one of the free Dynamic DNS
services available on the web to assign a name and domain name to the camera (e.g.mycamera.dlinkddns.
com). This allows them to remotely access the camera without having to remember the |P address. Using a
multicast stream will preserve the network bandwidth. Unicast streaming is point-to-point transmission; on
the other hand, multicast streaming enables the server to stream to a multicast IP address on the network,
and the clients need to subscribe to the IP address in order to receive the stream. DCS-6111 features a
built-in Samba client for NAS, and hence does not require a direct connection to a PC or any other hardware
or software to capture and transfer images.

e Alarm Inputs/Qutputs for External Devices - This network camera features an integrated 2-way audio support
via external audio input/output connections. This two-way audio function allows users to listen as well as
talk back at the remote camera location. The auxiliary input/output connectors enable users to connect to a
variety of external devices such as PIR sensors, switches and alarm relays. With programmable alarming
equipment, users can develop a variety of security applications which are used for triggering external
devices based on events. The DCS-6111 provides an industry standard input/output external connectors
for connectivity.
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Section 1 - Product Overview

Hardware Qverview
Connections

DC Power Connector

The DC power connector is located
on the side panel of the DCS-6111.
This 12V DC single-socket, supplies
power to the network camera.

D90
1353y (30d)13N¥3HLT VST o)

Reset Button

Reset is initiated when
the reset button is
pressed once and held
until the power LED
flashes through its cycle
twice.

Ethernet Cable Connector (PoE)
The network camera’s side panel features an
RJ-45 connector for connections to 10Base-T
Ethernet cabling or 100Base-TX Fast
Ethernet cabling. This network port supports
the NWay protocol, allowing this network
camera to automatically detect or negotiate
the transmission speed of the network. The
Ethernet port can also be used to power the
camera by using a PoE switch.

Focus Controller J

Zoom Controller J

Tilt Screw '-

DI/DO )

Pan Screw )

Audio Out Connector

Use the Audio Out connector
for 2-way audio connection.
Speakers (not included) may
be connected to the camera for
2-way audio communication.

Adjustment Screw )

NIOIN 440 NO
SIN

Microphone On/Off Switch
To turn the microphone on/off.

)

MIC In (Microphone Connector)
Use the MIC In connector for 2-way audio
connection. Microphone (not included) may
be connected to the camera for 2-way
audio communication.
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Section 1 - Product Overview

Hardware Qverview
LEDs

Status LED

Blinking Red: indicates power is being supplied to the camera.

Solid Green: indicates that a connection has been established via Ethernet port.
Blinking Green: indicates traffic movement in the camera.

The Status LED will not glow if an Ethernet connection is not established.
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Section 2 - Installation

Hardware Installation

When Mounting to a Ceiling

Find a suitable place to install the camera using the alignment stencil. Place
the camera at the desired operating location and insert the screws through the
two holes located at the base of the camera. Use a screwdriver to tighten and
secure.

When Mounting to a Wall

Find a suitable place to install the camera by using the alignment stencil to find
a desired operating location on the wall. Drill two pilot holes where the holes
of the alignment stencil are located. Insert the supplied plastic anchors into
the drilled holes, and align the holes at the base of the camera with the plastic
anchors. Once aligned, insert the provided screws through the holes. Use a
screwdriver to tighten and secure.

D-Link DCS-6111 User Manual
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Section 2 - Installation

Network Deployment

General Connection (without PoE)

Connect the network camera to a switch via an Ethernet cable.
Connect the supplied power cable from the camera to a power outlet.

TS

S

Connection with a PoE Switch

If using a PoE switch, connect the network camera to the switch via an Ethernet
cable, which will provide both power and data transmission over a single
cable.

D-Link DCS-6111 User Manual 11



Section 2 - Installation

Software Installation

Turn on the computer and insert the D-Link DCS-6111 Autorun CD into the CD-ROM drive. The following step-by-step instructions
displayed are shown when using Windows Vista® operating system. The steps and screens are similar when using

other Windows operating systems.

Click on Installation Wizard to

begin software installation.

The Installation Setup Wizard window will pop up. Click Next to
continue.

Click Next

= |nstallation Wizard
= View Documentation

= Support

WDR D&N DOME NETWORK CAMERA

Welcome to the InstallationWizard 2
1.0.0.2 Setup Wizard

This wizard will guide you through the installation of
InstallationWizard 2 1.0.0.2,

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot vour
computer.,

Click Mext to continue.

}[ Mext > ] I Cancel ]

D-Link DCS-6111 User Manual
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Section 2 - Installation

Click I Agree to accept the License Agreement. T InstallationVizard 2 10.0.2 et
License Agreement
Please review the license terms before installing InstallationWizard 2 1.0.0.2.

Press Page Down to see the rest of the agreement.

,'End -Jser License Agreement

IMPORTANT — READ CAREFULLY

This End-Tsex License Agmeement (the ““Agmement” )iz a logal agwerent between you (either an
individual of sn entity) and DeLink Clorpocation., { “DoLind” ) segaoding the use of the DLink’ =
=cfturaze, entitled Installation Wizawd 2, versiom 1.0.0.2, which vy include user docurmentation
pocvided in “online”  ou electionde foon he  “Boftwsse™ ) By clicking the button wneked 1
ACCEPT” oo “TES” below, o sgres to be bound by the terme of this Azwernent. If you do not
agee to the terms of this Azesrrent, please do ot install oo use the Softursue.

If you accept the terms of the agreement, dick I Agree to continue, You must accept the
agreement to install InstallationWizard 2 1.0.0.2,

-

Click | Agree
a

{7 InstallationWizard 21002 ¢

Click the Browse button if you would like to change the destination of
installation. Otherwise, click Install to continue. i e s
Choose the folder in which to install InstallationWizard 2 1.0.0.2.

NOte: |n5ta||ati0n may ta ke seve I’a| minuteS to com p|ete. Setup will install InstallationWizard 2 1.0.0.2in the following folder. To install in & different
folder, dick Browse and select another folder. Click Install to start the installation.

Destination Folder

Space required: 5. 7MB
Space available: 3.6GB

Click Install '

D-Link DCS-6111 User Manual
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Section 2 - Installation

To start the installation click Install.

Note: The installation may take several minutes to complete.

Click Install;

(37 InstallationWizard 2 1,0.0.1 Setup =1

Choose Install Location o
Choose the folder in which to install InstallationWizard 2 1.0.0.1. {;?

Setup will install Installationwizard 2 1.0.0. 1 in the following folder. To install in a different
folder, dlick Browse and select anather folder. Click Install to start the installation.

Destination Folder

Browse...

Space required: 5.7MB
Space available: 2.6GE

i M][ Install ll Cancel

Click Finish to complete installation and the D-Link Installation
Wizard window will pop up for camera configuration.

T nstal

Completing the InstallationWizard 2
1.0.0.2 Setup Wizard

Installationvizard 2 1.0.0.2 has been installed on your
computer.

Click Finish to dose this wizard.

[¥]Run InstallationWizard 2 1.0.0.2

Click Finish ).
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Section 3 - Configuration

Configuring Your Camera with the Installation Wizard

If the D-Link Installation Wizard window does not pop up after completion of software installation, click on the icon

that was created in your Windows Start Menu.

The Installation Wizard will appear and show the MAC address and IP address of your DCS-6111, which may appear
to be different from the actual address depending on what your device is connected to. If you have a DHCP server

on your network, there will be a valid IP address displayed here.

Note: A DHCP server is a device that supplies the same IP address.

To begin setup, single-click on the DCS-6111 located in the camera list
and click Manual Setup located on the left of the Installation Wizard.

IP Camera Installation

Click Manual Setup & I s
— =P OELE M b IR

00-1C-F0-79-08-1A 192.168.0.135
Refresh 00-13-46-DB-2E-73 192.168.0.125
Devices 00-13-46-DB-56-C8 192.168.0.143
Access
Infarmation
Firmiware
Upgrade

Restore
Default

Model

DCS-3110
DCS-6111
DCsS-2120
DCS-5220

Please check the MAC and model name in the
product label of your device first.

Then, you can start to link to your device and
show the main screen by double clicking the
item in the above selection list.

If you are not able to find your device in the
above selection list, please make sure all
cables are properly connected to your device
and then click on the "Refresh Devices”
button.

=
Model No:DCS-3415

PN acauls/\m...ﬂ\m
SN, DEXXUCERRRR FECe@
LTI ] Q_

WA XU

XX XHKX
W
w £

You can find the product label in

the rear/bottom part of your
device.

D-Link DCS-6111 User Manual
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Section 3 - Configuration

Enter a password, and confirm the password for your admin (I3 osalton zard 2588

acccount and click Next. | DLink

Note: The default administrator username is admin and the password is i s

IP Camera Insta

left blank. The password can also be changed after installation.

‘ !

System setup
Camera name:  DC5-6111
Administrator
User name: admin

Passward:

Confirm password:

Date/Time sefup
Date: 2008/ 9/18  ~
Time:  15:28:48 (hhzrmm:ss)
@ Keep current date and time
) Synchronize with computer time
(©) Set date and time manually
(&) Synchronize to network time server automatically
For security consideration, you can assign the hostname and administrator

password for your device. Anyone who does not have correct password
cannot access the device. If you forget your administrator password, your

Click Next ' “

device must be restored to default settings.
’ Next

D-Link DCS-6111 User Manual
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Section 3 - Configuration

PPPoE Setup

The Network Type screen dis_plays will pop up to ask if you want to (e B | =& |
setup PPPoE for the device. Click No for quick setup and skip to page
18. e
—
_ ) _ _ ( | Do you want to setup PPPoE for the device?
Note: By using PPPoE, users can virtually dial from one machine to another over -

an Ethernet network, establish a point to point connection between them and then
securely transport data packets over the connection.

Click No T

The PPPOE Setting screen displays. Enter the userame and password [P ==
provided by your ISP to connect to the Internet by PPPOE.
IP Camera Installation
. . . Iﬁstep 1>> Gystem | Step 2>> PPPoE Setting
Click Next and skip to the setup screen as seen in page 19. PPPGE usemame: |
PPPoE password:
Please enter the username and password provided by your ISP (Internet
Service Provider) to connect to Internet by PPPoE.
Click Next
= = =

D-Link DCS-6111 User Manual 17



Section 3 - Configuration

Check the Get IP by DHCP Server automatically box to obtain a new IP ] rtelsvon iz 2 Setio Ve
address every time the camera starts up. Click Next to continue.

Step 1> System| Step 2> Metwork Setting

[Zliget IP. by DHCP Server automaticaly

1P address: 192.168.1.128
Subnet mask: [255.255.255.0
Default gatewzy: _'192.168.1.1
Primary DNS server: [168.95.12
Secondary DNS server: 168.192.1.1

Click Next '

E]_Instz_ailation Wizard 2 - Setup Your Device ‘ ﬂ

Select UPnP Port Forwarding if your router supports this function. If p—

H [ Step 1> System | Step 2> Network Settng| Step 3>> Ports |

nOt’ Choose Manual to manua”y enter yOLIr port numbers' CIICk NEXt = Ifyour:evice is located behind the router and you want to access it on
to Conti nue Internet, your router must be configured. UPnP {Universal Plug and Play)

technology will configure your router automatically if your router supports it.
If your router does not support UPnP port forwarding, you need to configure
the port numbers manually.

The wizard has detected that your router does not support UPnP port
forwarding. Choosing the "Manual {Advanced)” radio button is recommended,
and please also r bering to configure the port bers in your router if
you want to access the device on Internet.

=

1 UPnP port forwarding

© il PAdvanced)
Manual port mapping
HTTP port: 8080
RTSP port: 554

RTP video part: 5556

RTCP video port: 5557

RTP audio port: |

RTCP audio port: |

. } Next

18

Click Next '
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Section 3 - Configuration

Click Next to continue.

Host name: myIP.Gm
E-mail address: mylp'mrn@m.com
Key: sessssse

Confirm key: ssssssse

Sign up for D-Link's Free DDNS server at http://www.DLinkDDNS.com

Dynamic DNS (Domain Name Service) is a method of keeping a domain name
linked to a dynamic public IP address. In many cable/DSL connections, a
dynamic public IP address is assigned for every connecting request. You can
setup your DDNS service here and the device will automatically update your
DDNS host name if the public IP address is changed.

IP Camera Install n
Step 1> System | Step 2> Network Setting | Step 3>> Ports| 5
[¥| Enable DDNS
Registration Information
Server name: www.dinkddns.com(Free} -

Click Next &
Q

A window will pop up asking you if you want to access the
DCS-6111 via mobile phone. Clicking Yes will set the video

resolution to 176x144.

Mobile Access Setup

/—\] Do you want to access the device by mobile phone? If you click on the
¥ "Yes" button, the video resolution of the device will be set to 176:444,

k.

Click Yes |
ﬁ

D-Link DCS-6111 User Manual
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Section 3 - Configuration

Click Apply to apply the settings listed in the window to the device.
The application may take a few minutes to process.

E] Installation Wizard 2 - Setup Your Device g

IP Camera Ins

Step 1>> System | Step 2>> Metwork Setting I Step 3=> Ports DDNS | Step 5> Apply

Please check the following settings.

@ System/Date
@ Network
@ Ports

@ Dynamic DNS

If you would like to change the above settings, please click on
the "Back" button.Click on the "Apply" button to apply the
settings to the device.

Click Apply "

— o |

<;m Installation Wizard 2 - Access Information

A window will pop up to confirm that the application was successfully
configured. Click OK to continue.

IP Camera Instal
Click the links below to access the device.
Access Information

Access from Home: http://102.168.1.128
A new window will pop up displaying the links/addresses to access Aemaminecney, DRSS 450000
. . N Access from Quicktime: rfsp://192.168.1.128:554/[ved.sd)
your device. Click Add to my favorite to save the address and then

click Exit to complete the installation.

Add to my favarite Export to desktop

Click Exit 7 .
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Section 3 - Configuration

Double-click DCS-6111 in the Installation Wizard window to launch
the camera’s web configuration page.

IP Camera Inst:
Note: Please see the user manual for more information. T HAC P Address Moel

Setup 00-1C-F0-78-CC-5C 192.168.0.131 DCs-3110
: 00-1C-FO-79-08-1A 192.168.0.135 DC5-6111
Refresh 00-13-46-DB-2E-73 192.168.0.125 DCs-2120
Devices 00-13-46-DB-56-C8 102.168.0.143 DC5-5220

Access
Information

Firmware
Uparade

Restore
Default

About

e
Please check the MAC and model name in the ;:‘;:;;‘I;;:‘EAPM
product label of your device first. Py —— ((@
Then, you can start to link to your device and LT G ]
show the main screen by double clicking the W.ﬁﬁﬁﬁﬁﬁi“. - "_":‘
item in the above selection list. PASROR. DA =

If you are not able to find your device in the
above selection list, please make sure all
cables are properly connected to your device
and then click on the "Refresh Devices” the .rear}'boﬂom part of your
button. device.

You can find the product label in

Enter admin as the default username and leave the password blank Connect to 169.254.0.99
by default. Click OK to continue.

streaming_server

User name: ; T w

Passwiord: |

[ |remember my passward

L ok ] [ Zancel

D-Link DCS-6111 User Manual 21



Section 3 - Configuration

This section shows your camera’s live video. You can configure your settings using the buttons in the window. For
more information on using the web configuration, please refer to the user manual.

DCS-6111, LIVE VIDEO ADVANCED MAINTENANCE STATUS =i igi

DC5-6111(UDP-V)

———

elggnnle & o FH
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Section 3 - Configuration

Adjusting the Lens

Based on the live image retrieved from the camera, adjust the camera lens by performing the following procedures:

Adjusting the Viewing Angle

Loosen the pan screw and turn the lens module left and right until the desired position is achieved. Tighten the pan
screw once completed.

Loosen the tilt screws on both sides of the camera, and turn the lens module up and down until the desired position
is achieved,; tighten the tilt screws once completed.

Loosen the image adjustment screw and turn the lens to adjust the network camera’s image until the desired

orientation is achieved, tighten the image adjustment screw once completed.
L]
]

Loosen

Adjusting Zoom and Focus

Loosen the zoom controller and adjust the zoom factor by
moving the controller left and right until the desired range is
achieved; tighten the zoom controller once completed.

Loosen the focus controller and adjust the focus range by
moving the controller left and right until the image is clear;
tighten the focus controller once completed.
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Section 3 - Configuration

Attaching the Enclosure

Once the lens is properly adjusted, rearrange the light shield so that it will not obstruct the lens during surveillance.

Place the dome enclosure over the network camera so that the LED sticker on
the dome enclosure is properly aligned with the camera’s LED. Insert the supplied
screws into the two holes located at the base of the dome enclosure, tighten until

secure.

Place the ring enclosure over the dome enclosure. Once placed, gently turn \ /
the ring enclosure clockwise until it locks and is securely attached to the dome T

enclosure. VE;ZL\[

Note: When attaching the ring enclosure, be sure to first align the line on the ring enclosure
with the triangle on the dome enclosure. When attachment is successfully made, the line on

’ N
the ring enclosure will be aligned with the line on the dome enclosure. §©/
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Section 3 - Configuration

Web-based Configuration Utility

This section will show you how to configure your new D-Link Network Camera using the Web-based Configuration

Utility.

To access the configuration utility, open a web-browser such as
Internet Explorer and enter the IP address of your Network Camera
(http://192.168.0.120)

Note: In the example, this address is 192.168.0.120. Your address may differ.

Type Admin in the user name field and leave the password blank _

by default.

Note: You may refer to page 71 to change the password for your
admin account.

-2 D-Link - Microsoft Internet Explorer

File Edit Mew Favorites Tools  Help

@Eack - \‘_J \ﬂ @ _:j j:__j Search

sddress [@] 192.168.0.120 | B eo
Connect to 192.168.1.130 zJ&d|
=
streaming_server
Lser name: ‘ﬁ admin| [vJ

Password:

[ ]Remember my passward

[ oK ] l Cancel

*

Click OK "

D-Link DCS-6111 User Manual
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Section 3 - Configuration

Live Video

As seen by Mozilla Firefox and Netscape users, Quick Time player is invoked to stream the live video.

DCs-6111, j/ LIVE YIDED SETUP ADVANCED MAINTENANCE STATUS

D-Link DCS-6111 User Manual
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Section 3 - Configuration

Using RTSP Players

Use one of the following media players that support RTSP streaming to view MPEG-4 streaming media.

@ | Quick Time Player
@ )Real Player

= | VLC media player
E mpegable Player
@ pvPlayer

1. Launch a RTSP player.
2. Choose File > Open URL.

3. Type the URL command in the text box and then click OK.
URL command = rtsp://<ip address of your camera>:<rtsp port>/<access name for stream1 or stream2>

Note: Please refer to pages 44-45 for the RSTP port settings and streaming files.

Open URL

ELIEL

X

[ | ttzpc /192 168.5.121 Alive.sdp

]

]

For example:

[[ Ok ‘][ Cancel ]

4. You can view the live video in your player, as shown in the figure.

Untitled 3

FE)

File Edt View ‘Window Help

00:00:35

_ﬂ_@

(4
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Using 3GPP Mobile Phones

To view streaming media using mobile phones, make sure the Network Camera is setup on the Internet.
To utilize this feature, please check the Network Settings for your camera.

1. Most of the players on 3GPP mobile phones do not support RTSP authentication. Make sure the
authentication mode of RTSP streaming is set to Disable. For more information, see page 44.

2. The 3G network bandwidth is limited, therefore users cannot use large size videos. Please set the
video and audio streaming parameters as listed below. For more information, see Audio and Video
on page 51.

MPEG-4
176 x 144
5 fps

1S
40kbps
12.2kbps

3. Set the RTSP port to 554, since most ISPs and players do not support other port numbers.

4. Launch the players on 3GPP mobile phones, (ex. Real Player). Type the URL command in the
player.

URL Command = rtsp://<public ip address of your camera>:<rtsp port>/<access name for stream1/
stream2>
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Camera

This section shows your camera’s live video. You can configure the settings using the buttons listed below.

D-Link
! Logout: Logout the camera server and close the browser. = =

! Client Settings: Click this button to access the Client Settings.

! Snapshot: Capture a still picture of a video.

ejznufe & ¢ E
3] Enable/Disable the digital zoom feature. After selecting this
icon, a small pop-up window will appear (see below).
Disable Digital Select this to disable the digital zoom feature. I Disable digital zoom
Zoom:
Zoom Factors: 245%
Zoom Factors: Adjust the threshold of the zoom factor. You can also adjust i J
and position the zoom area by dragging the box in the R 400%
window.
®,| Click this icon to hide the window. o
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ﬂ.l =Ll -n! -@lzﬂ&i IIJ_I_I.J@J.!JQJ!

10 11 12 13 14 15 16

1/2 | Digital Zoom - Refer to the previous page for more information.
3/4 Start/Stop Recording - Click (#3) to start recording. Video clips will be recorded in MP4 format to your computer. Press the button again
(#4) to stop recording. If you close your web browser, the video will stop recording.
5 /6 Talk/Stop Talk - Click this button (#5) to talk to people around the Network Camera if there is an external speaker connected to the
camera and you have a microphone connected to your computer. Press the icon again (#6) to stop talking or disable this function.
7/8 Resume/Pause - Click this button (#8) to start or resume the transmission of video streaming. Click the button again (#7), the video will
pause.
9 Stop - Click to stop the transmission of video streaming. Click the resume button (#8) to begin streaming.
10 Speaker Volume - When the mute function is not active, move the slider bar to adjust the volume of the speakers that are connected to
your network camera.
11/1 2 Speaker Mute/Unmute - Click (#12) to mute the external speaker that is connected to the network camera. Press again (#11) to unmute
the speaker.
13 Microphone Level - When the mute function is not active, move the slider bar to adjust the level of the microphone that is connected to
your network camera (external).
14/1 5 Microphone Mute/Unmute - Click (#15) to turn off the microphone (external) that is connected to your network camera. Press again (#14)
to turn the microphone back on.
ull screen: To enlarge the video to full screen.
Full T large the vid full
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Snapshot

This page shows a snapshot image of a live video taken from DCS-6111 network camera.

hitp:ff172.17.5.56/cgi-binfviewerfvideo. jpg - Microsoft Internet Explorer, [._|__
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Stream
Options:

Media
Options:

Protocol
Options:

UDP
Protocol:

UDP Unicast:

UDP
Multicast

TCP:

HTTP
Protocol:

Record
Options:

Client Setup

Select ! to access this section. To configure the settings for media streaming and recording, please read the
following definitions.

Select which video stream profile to use.

There are 3 selectable Media Options for your stream
profile. The Default setting is Video and Audio.

There are 4 protocols for you to choose for video
streaming.

This is recommended because it is an ideal protocol
for transmitting real-time audio and video data, which
can tolerate some lost packets.

Stream to a single computer.

Stream to multiple computers using multicast
streaming.

Provides higher quality video streaming than UDP
and provides error correction. However, transmission
speed will be reduced.

Offers the highest image and video quality. However,
packet loss will diminish image quality when bandwidth

Product Page: DCS-6111

DCS-SH]

Camera
Snapshot

Client Setup

Logout

Here you can configure the audio and video settings as well as the type of connection your camera uses
when viewing it on a netwark.

[ Save Settings ][ Don't Save Settings ]

STREAM OPTIONS

@© streaml
O streamz

MEDIA OPTIONS

@ Video and Audio
Ovideo Only
QO Audio Only

PROTOCOL OPTIONS

QO UDP unicast
QO UDP mukicast
®@Tcp

QOHTTP

RECORD OPTIONS

Folder: | (Browse... |

|c: \Record

CLIP

Add date and time suffix to file name

File Name Prefoc

[ Save Settings ][ Don't Save Settings

Frmware Version: 1.00

Helpful Hints..

Stream Options - This
@mera can send 2 streams
simultaneously, it can have
different configuration for
each stream, you can find
stream setup at the
Setup/Video and Audio
sefup page.

Media Options -

+ Video and Audio: Stream
Video and Audio data at
the same time with
synchronization.

« Audio only: Stream
Audio data only.

Protocol Options -

« UDP Protocol: This
allows quality rea-time
performance for audio and
video. Some packets may
be lost due to network
burst traffic and images
may be obscured.

« TCP Protocol: Packet
loss is less likely to occur
and video displays are more
accurate.

Record Option -

» Folder: Select target
record folder. Defauft folder
is C:\Record , if this folder
doesn't exist, system wil
create it when first
recording. If this folder is
invalid, it wil cause
recording fail. It can assign
a network folder.

becomes restricted. If the network is protected by a firewall and it opens only HTTP port (80), HTTP protocol must be selected.
In this mode, audio is disabled and only video can be viewed. UDP connections will not be available to remote users if all four
ports have not been forwarded (as shown on page 46). Only the HTTP port must be forwarded for remote users to make an

HTTP connection (video only).

Allows the user to specify a destination folder and prefix filename for the recorded video.
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Setup
Wizard

To quickly configure your network camera, click Internet
Connection Setup Wizard. Otherwise, click Manual
Internet Connection Setup to manually configure your
network camera.

To quickly configure your network camera’s motion
detection settings, click Motion Detection Setup
Wizard and skip to page 38. If you want to enter your
settings without running the wizard, click Manual
Motion Detection Setup and skip to page 41.

Product Page: DCS-6111

Firmware Version: 1.

DCs-6111 LIVE VIDEO ADVANCED MAINTENANCE STATUS

In this section, you can setup the camera’s wired and wireless network interface settings. If you are
configuring this device for the first time, D-Link recommends that you dlick the Setup Wizard button, and
follow the instructions on screen. If you wish to modify or configure the camera settings manually, click
rmanual setup to enable the Camera connection setup.

{ Internet Connection Setup Wizard ] I Manual Internet Connection Setup ]

1In this section, you can setup the camera's Motion Detection settings. If you are configuring this device for
the first time, D-Link recommends that you click the Setup Wizard button, and follow the instructions on
screen. If you wish to medify or configure the Motion Detection manually, click manual setup to enable the
Motion Detection setup.

[ Motion Detection Setup Wizard I Manual Motion Detection Setup. ]

| oAMcRA woTIONDETECTIONseTTMGS

Internet Connection Setup Wizard

This wizard will guide you through a step-by-step process to configure your new D-Link Camera and connect the

camera to the internet. Click Next to continue.

This wizard will guide you through a step-by-step process to configure your nesw D-Link Camera
and connect the camera to the internet, To set-up your motion detection, please dick "Cancel”
to close this wizard, Otherwise click "Mext" to begin.

Step 1) Setup LAN Settings
Step 2 Setup Internet Settings
Step 3: Setup COMS Settings
Step 4: Camera Mame Settings
Step 5 Setup Time Zone

Click Next '

P [t (care)
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Select DHCP if you are unsure which settings to pick.
Click Next to continue and skip to page 35.

Please select whether your camera will connect to the Internet with a DHCP connection or Static
IP address, If your camera is connected to a router, or you are unsure which settings to pick, D-
Link recommends that you keep the default selection of DHCP connection, Ctherwise, dick on
Static IP address to manually assign and IP address before clicking on the Mext button,

(&) DHP

) PPPoE

() Static IP Client
IP address [192.168.0.100 |
Subriet mask |255, 755, 255.0 |
Cefault Gateway [192.165.0.1 |
Pirnary DM [192,165.0.1 |

|

Secondary DMS |

;f

Click Next §
a

Select PPPoE if the camera is directly connected to the
Internet through a DSL modem and your ISP (Internet
Service Provider) requires you to use PPPoE for the
Internet connection. Click Next to continue and skip to
Step 2 on page 35.

Flease select whether your camera will connect to the Internet with a DHCP connection or Static
IP address, If your cammera is connected to a router, or you are unsure which settings to pick, O-
Link recommends that you keep the default selection of DHCP connection, Ctherwise, dick on
Static IP address to manually assign and IP address before clicking on the MNext button,

) DHCP
(&) PRPOE

() Static IP Client
IP address

Subret mask

Primnary DMNS

| |
| |
Default Gateway | |
| |
Secondary DMS | |

*

Click Next &
| X
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Select Static IP if your Internet Service Provider has
provided you with connection settings, or you wish to set
a static address within your home network. Enter all the
relevant LAN information. Click Next to continue.

Flease select whether your camera wil connect to the Internet with a DHCP connection or Static
IP address, If your camera is connected to a router, or you are unsure which settings to pick, O-
Lirnk recornmends that you keep the default selection of DHCP connection, Ctherwise, click on
Static IP address to manually assign and IP address before clicking on the Mext button,

O DHCP
(O PPPOE
(&) Static IP Client
IP address |192.188.0.100 |
Subnet mask |255.255.255.0 |
Default Gateway [192.168.0.1 |
Primary DS [192.168.0.1 |
|

Secondary DMS |

Click Next
a

If you have selected PPPoE, enter your username and
password. Click Next to continue.

Please enter your ISP Username and Password, This will be the case if your ISP uses PPPOE,
Contact your ISP if you are unsure,

User name | |

Passwiord | |

Confirm password | |

Back | [Mext | | Cancel

4

Click Next '
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With a Dynamic DNS account, the camera automatically
updates your IP address. To enable DDNS, enter your
host information. Click Next to continue.

Click Next '

If wou have a Dynamic DNS account and would ke the camera to update your IP address

autornatically, enable DDMNS and enter in your host information below, Please dlick on the Mesxt
button to continue.

[ Enable DOMS

Server name | wir, dlinkddns, com(Free) |

Host narme |

Ileer name

|

| |

Password | |
| |

Confirm passwiord

Back | [Mext | | Cancel

Enter a name for your camera and click Next to
continue.

D-Link recommends that you rename your camera for easy accessibility. You can then identify and
connect your camera via this name. Please click on Mext button.

Camerz MName DC5-6111
Back | [Mext

4

Click Next &
g

Configure the correct time to ensure all the events will

be triggered and scheduled at the correct time.Click
Next to continue.

Click Next '

Flease configure the correct time to ensure that all events triggered, captured and scheduled at
the correct time and day and then dlick on the Next button,
Current Time 07 lan 2008 01:35:53
Time Zone | GMT-08:00 Las Yeqgas, San Francisco, Yancouver w
Enatile Daylight ]
Saving
Daylight Saving Dates Maorth Wieek Day of Week  Time
DST Start | oct v |2nd v | [sun %  [1am +|
DST End |Mar v| |1st vl |Sat v| |1am v|
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Once you have selected Dynamic, PPPoE, or Static,
you will see a summary of your camera’s settings. Click
Apply to save and activate your settings.

Below you should see a summary of your camera settings. Click back to review or modify settings.
Click Restart to apply the settings below. Please note these settings as you will require this
information when accessing your camera on the netwaork or via your web browser.

IP address: DHCP
Camera Mame: DCS-6111
Time Zone: -8
DDMS: OFF
PPPOE: OFF

*

Click Apply &
a
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Motion Detection Setup Wizard

This wizard will guide you through a step-by-step process to configure your new D-Link Camera’s motion detection

functions. Click Next to begin the process.
| WELCOME TO D-LINK SETUP WIZARD - MOTION DETECTION

This wizard wil guice you through a step-by-step process to configure your camera's motion
detection functions. To setup the internet connection settings, please dick "Cancel” to close this
wizard, Otherwise click "Next" to begin,

e Step 1: Specify motion detection Area Settings
e Step 20 Motion Detection Schedule
e Step 3 Alerts and Motifications

Click Next i P [ext] [caneel ]

This screen will allow you to enable or disable the |_|

. . . hii i il all bl disabl ior o i I | th itivity of
motion detection feature. Click New to create and draw A e e e e
the motion deteCtion WindOW Then Configure the type sensitivity of detection before clicking on the Next button.

of recording (SnapShOt, video Cllp), Window Name’ Erable motion detection &) Snapshot O Video Clip
Sensitivity of detection, and Percentage of the window EEE __ AU A0

I i ; H H ) 4 g YWindow Name:
reqwre.d in order to set off motion detection.Click Next i . B
to continue. £ P HI TS

Sensitivity:
F— j_ 0%

Percentage:

o ,]..—., 10%

RS J I

Click Next T
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Select the recording time and date for your camera. Click
Next to continue.

Note: Recording camera footage will take up space on your hard
drive. It is recommended that you have sufficient disk space for
Always function.

This section allows you to specify the time and dates that your carmera records motion. Please
note that recorded camera footage will take up space on your hard drive, It is therefore
recornmended that you have sufficient disk space for "Akways' function.

5Un Man Tue ved Thu Fri Sat
Time (&) Always
) From to

Back

Click Next
;

This step allows you to specify your event notification,
either via email or FTP. Enter the relevant information of
your email account or FTP settings and then click Next to
continue.

This final step alows you to specify how you receive notification of camera events, Choose
between an emall notification or alternatively you can setup an FTP Motification. You wil need
wour email account settings or FTP details, If you are unsure of this information, please contact
wour ISP, Once you have entered this information, please click on the Mext button,

(& Do nat notify me
) Matify rme by E-mail

lJser name

Passwaord

Return E-rail Address

| |
| |
SMTP(mail) Server | |
| |
| |

Recipient email address

O Motify me by FTP

UJser nare

Password

Remote folder name

|
|
Server address |
|
|

Server part Z1

Passive mode

Click Next §
ﬁ
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You have completed the Motion Detection Wizard. Click
Apply to activate and save your settings.

You have completed your camera setup, Please dick the Back button if you want to review or
rmodify your settings or click on the Apply button to save and apply your settings.

Mation Detection: Disable

Event: Take Snapshat

Schedule Day: Sun, Mon, Tue, Wed, Thu, Fri, Sat

Schedule Time: Altays

Alerts and Motification: Do mok notify me

Back | | Apply | | Cancel

*

Click Apply &
PPYJ
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Network Setup

LAN Settings: Settings for your local area network.

DHCP: Select this connection if you have a DHCP server running on your network
and would like a dynamic IP address to be assigned to your camera
automatically.

) static IP Client.
1P address

Subnet mask

Static IP Client: You may enter a static or fixed IP address for your camera. ety

Secondary DNS
Enable UPnP presentation
] Enable UPTP port forwarding

I[P Address: Enter an IP address.

Subnet Mask: The default value is “255.255.255.0.” This helps to determine if the
designated IP address is on the same subnet.

Default Gateway: The gateway used to forward frames to destinations in a different subnet.
Invalid gateway settings may cause the failure of transmissions to a
different subnet. Usually the IP address of your router.

Primary DNS: Primary domain name server that translates names to IP addresses.

Secor port
cce rea video.ms
cce rea video2.
a
HTTPS port a3

Secondary DNS: Secondary domain name server to backup the primary one. a :
| mispstReabwne |

RTSP STREAMING

Enable UPnP Allows a user to find, view, and control this camera via a presentation
Presentation: page or “Network Neighborhood” without configuration.

How does UPnP work?

Multicast RTCP video port
Mukticast audio port.
Multicast RTCP audio port

UPNnP™ networking technology provides automatic IP configuration and o i
dynamic discovery of devices added to a network. Services and capabilities
offered by networked devices, such as printing and file sharing, are
available among each other without bothersome network configuration.

In the case of Network Cameras, you will see Network Camera shortcuts

at My Network Places.

SECURITY
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Enabling UPnP port forwarding allows the Network Camera to open a secondary HTTP port on the router. You have
to add the secondary HTTP port number behind the Network Camera’s public address in order to access the Network
Camera from the Internet. For example, when the HTTP port is set to 80 and the secondary HTTP port is set to 8080,
refer to the list below for the Network Camera’s |IP address.

http://203.67.124.123:8080 http://192.168.4.160 or
http://192.168.4.160:8080

If the PPPOE settings are incorrectly configured or the Internet access is not working, restore the Network Camera to
factory default settings.

Enable UPnP Port Enables the camera to automatically add the port forwarding entry into the router.
Forwarding:

Enable IPv6: Allows users to adopt and deploy IPv6.
IPv6 is a new version of IP which is designed to be an evolutionary step from IPv4. IPv6 has a much larger address
space than IPv4, which allows flexibility in allocating addresses and routing traffic. The very large IPv6 address space
supports 2128 (about 3.4x1038) addresses. IPv6 hosts can configure themselves automatically when connected to a
routed IPv6 network using ICMPV6 router discovery messages. If IPv6 stateless address autoconfiguration (SLAAC)
proves unsuitable, a host can use stateful configuration (DHCPv6) or be configured manually. In particular, stateless
autoconfiguration is not used by routers, these must be configured manually or by other means.

IPv6 Information: Displays the IPv6 status of the camera.

Manually setup Select to manually setup IPv6.
the IP address:

Optional IP Enter the IPv6 IP address and its prefix length.
address / Prefix
length :
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Optional default
router :

Optional primary
DNS:

PPPoE
Settings:

HTTP:

Authentication:

HTTP Port:

Secondary
HTTP Port:

Access name
for stream1:

Enter the IPv6 router address.

Enter the IPv6 DNS address.

Enable this setting if your ISP (DSL service) is using PPPoE. You may already have both Username and Password given
by your ISP, or you may check with your ISP. The Connect Status will be determined automatically by the system.

You may configure two HTTP ports for your camera. HTTP ports allow you to connect to the camera via a standard
web browser. These ports can be set to a number other than the default TCP ports 80 and 8080. A corresponding
port must be opened on the router. For example, if the port is changed to 1010, users must type in the web browser
“nttp://192.168.0.100:1010” instead of “http://192.168.0.100".

Choose either Basic where the password is not encrypted, or Digest where the password is encrypted during the
transmission to the web server.

Note: Restart your browser, if you select Digest mode.
Basic authentication: The password is sent in plain text format; there can be potential risks of being intercepted.

Digest authentication: User credentials are encrypted in MD5 algorithm and thus provide better protection against
unauthorized accesses.

The default value is 80.

The default value is 8080.
After you have enabled the Authentication, you will need to configure and use the access name to access your video file.
For example, http://camera ip/video.mjpg (video.mjpg is the Access name, you can modify it here)

The default name is video.mjpg.
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Access name for The default name is video2.mijpg.

stream?2:

HTTPS Port:

FTP Port:

RTSP Streaming:

Authentication:

Access name for stream 1/ Access name for stream 2 : The access name is used to differentiate the streaming source.
When using Mozilla Firefox or Netscape to access the Network Camera, and the video mode is set to JPEG, users will
receive continuous JPEG pictures. This technology, known as "server push”, allows the Network Camera to feed live
pictures to Mozilla Firefox and Netscape. Use the following command to obtain the JPEG file:

http://<ip address>:<http port>/<access name for stream1 or stream2>
For example, when the access name for stream 1 is set to video.mjpg:
The URL command is http://192-168-0-051:80/video.mjpg

1. Launch Mozilla Firefox or Netscape

2. Type the URL command in the address field. Press Enter.
3. The JPEG image will be displayed in your web browser.

The default value is 443.

Default port is 21. If you want to change the port number, you will need to specify the port when connecting to the FTP
server. For example, FTP://68.5.1.81:60 (if you use port 60 for your FTP server)

This setting enables you to connect to a camera by using streaming mobile device(s), such as a mobile phone or PDA.
Select either Basic where the password is not encrypted, or Digest where the password is encrypted during the transmission

to the web server. After you have enabled the Authentication, you will need to configure and use the access name to access
your video file. RTSP://camera ip/live.sdp (live.sdp is the default access name, you can modify in the section below)

Access name for The default name is live.sdp.

stream1:

Access name for The default name is live2.sdp.

stream?2:
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The accessibility of the RTSP streaming for the three authentication modes are listed in the following table.

O indicates that the authentication mode is supported by the RTSP player.
X indicates that the authentication mode is NOT supported by the RTSP player.

Access name for stream 1 / Access name for stream 2 : The access name is used to differentiate the streaming source. When
using a RTSP player to access the Network Camera, and the video mode is set to MPEG-4, use the following RTSP URL command
to request a transmission of streaming data.

rtsp://<ip address>:<rtsp port>/<access name for stream1 or stream2>
For example, when the access name for stream 1 is set to live.sdp, the URL command is : rstp://192.168.5.121/live.sdp

1 : Launch a RTSP player.
2 : Choose File > Open URL. This opens the URL dialog box.
3 : Type the URL command in the text box.

For example:

Enter an Internet URL to open:

thzpc 4192 168 5,127 Aive. =dp A |

[ Ok, J [ Cancel ]

4 : The live video will be displayed in your player.
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Untitled 3 FEE

File Edit View Window Help

RTSP port: The port number that you use for RSTP streaming, the default port number is 554. RTP (Real Time Protocol) Port is used
to streaming audio and video while RTCP (Real Time Control Protocol) port is used to monitor QoS of RTP stream.
Note: RTP video port and RTP audio port must be an “even” number. The numbers of RTCP video port and RTCP audio
port must equal to the numbers of RTP video port and RTP audio port, plus one repetitively.

RTP port for video: Default port number is 5556.

RTCP port for Default port number is 5557.
video:

Multicast group You may choose to enable multicast for your camera audio and video streaming so that your cameras (sources) and the
address: receivers (clients) can establish the connection to send and receive contents.

An |IP Multicast group address is used to send and receive content. Sources use this group address as the destination

address while sending their data packets. Receivers use this group address to inform the network that they are interested
in receiving packets sent to that group.
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For example, if some content is associated with group 239.1.1.1, the source will send data packets destined to 239.1.1.1.
Receivers for that content will inform the network that they are interested in receiving data packets sent to the group
239.1.1.1. The receiver “joins” 239.1.1.1. The Multicast address ranges from 224.0.0.0 to 239.255.255.255, or, equivalently,
224.0.0.0/4

Multicast video Default port number is 5560, or please choose between 1024 and 65534.
port:

Multicast RTCP Default port number is 5561, or please choose between 1024 and 65534.
video port:

Multicast RTCP Default port number is 5563, or please choose between 1024 and 65534.
audio port:

Multicast TTL Set a Time to Live(TTL) value for multicast packet, please choose between 1 and 255.
{1~255]:

Two way The two way audio port is set to 5060 by default. It can also be assigned to another port number between 1025 and 65535.
audio port: This Network Camera supports two way audio communication so that operators can transmit and receive audio simultaneously.
By using the external microphone and an external speaker, users can communicate with people present around the Network

Camera.

Note: JPEG only transmits a series of JPEG images to the client. In order to utilize this audio feature, make sure the video
mode is set to MPEG-4 (refer to page 51) and the media option is set to Video and Audio (refer to page 32).

Unicast video transmission delivers a stream through point-to-point transmission. On the other hand, multicast video
transmission sends a stream to the multicast group address and allows multiple clients to acquire the stream by
requesting a copy from the Multicast group address.

The five ports can be changed between 1025 and 65535. The multicast RTP port must be an even number and the
multicast RTCP port is equal to multicast RTP port number plus one; thus will always be an odd number. When the
multicast RTP port changes, the multicast RTCP port needs to be changed accordingly.

D-Link DCS-6111 User Manual 47



Section 3 - Configuration

Dynamic DNS

DDNS (Dynamic Domain Name Server) will hold a DNS host name and synchronize the public IP address of the modem
when it has been modified. The username and password are required when using the DDNS service.

Enable DDNS: Click to enable the DDNS function. ERULERIE DR =
D-Link

Server Name: Select your Dynamic DNS provider from the drop

down menu.
Host Name: Enter the host name of the DDNS server. — s e e
L 1| Most broadband Internet Service Providers assign dynamic {changing) IP addresses. Using a DDNS service
gé&é\:ﬁ;@gnur friends can enter your host name to connect to your game server no matter what your IP
Username: Enter your username or e-mail used to connect o Sian up for D-Lik'sFrae DDNS senvce at i DLrDDNS.com,
to the DDNS server. i e [ savesettngs | [ Don'tsaveSettings |
Password: Enteryour password used to connect to the DDNS Enable 0D o
Server name wanwy, dlinkddns, com{Free) -
Serve r Host name w&rdoma.my-ip‘net
User name adminl
. . assward LTI
Status: Indicates the current connection status. o
Status

| SaveSettings | [  Don'tSave Settings
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Image Setup

You may configure the image settings of the video for your network camera. A preview of the image will be shown in
the window of Live Video. Click Save Settings to save and activate your changes.

Product Page: DCS-6111 Firmware Version: 1.00

Color: Select either a Color or B/W (black and white,
monochrome) video display.

Power Line
Frequency:

Select either 50 or 60Hz.

Mote: If parameters are changed without saving, they wil be effective until the next system power up.

[ Save Settings ][ Don't Save Settings ]

LIVE VIDEO 3
on

Video Orientation:

Flip will vertically rotate the video. Mirror will

DCS-6111(UDP-V) 20 B

AGC:

Exposure Level:

horizontally rotate the video. You may check both
options if the camera is being installed upside
down.

Select to set the Automatic Gain Control value.
Automatic Gain Control increases the sensitivity of
the camera and is used to automatically adjust the
gain level of the video signal to a predetermined
value. The following options are available - 2X,
4X, or 8 X (field time multiples). The default value
is 4X. The higher the value, the brighter the image
will be, but this also increases the noise ratio
accordingly. This option is only available when
WDR is unchecked.

Select to set the exposure level from the drop-
down box. The range included is from 1 to 8 and
the default value is 4. A higher value produces a
brighter image. This option is only available when
WDR is unchecked.

Color
Power line frequency

Video orientation

AGC

Exposure level

Enable WDR

[C] Switch to B/W in night mode
White balance

Maximum Exposure Time
Brightness

Saturation

Contrast

Sharpness

[T] overiay title and time stamp on video

Privacy Mask

Color =
60tz v
1 Fip
[T Mirror
(=

From 00 ~ 00 - o0 24 ~ 00 ~

Auto v
Y305 ~
0 -
0 v
40 -

+3 -

| savesetings | [ Dor'tSavesetings |

Exposure Level: The
il get

IMAGE SETTINGS s
Ve e

amic Ra
Network Camera

can see.

Switch to B/W in night
le

Brightness field
levels ranged fro
=
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Enable WDR Select to enable the WDR function. WDR provides better performance especially when the image contains both very dark
(Wide Dynamic and bright areas. Also helps the camera to cope with varying lighting conditions.
Range):
Note: When you select this function, Exposure level and AGC functions will be disabled.

Switch to B/W Select to automatically enable the camera to switch to B/W night mode.
(Night Mode):

White Balance: Select either Auto or Fix from the drop-down box. Select Auto to automatically adjust the white balance of the object.
Otherwise, select Fix to manually set the white balance conditions in advance.

Maximum Select to set the exposure time of the camera. 1/30s, 1/15s, or 1/5s are the available options in the drop-down box. The
Exposure Time: default value is 1/30s.

Brightness: Select to change the brightness value for the Network Camera. The range varies from -5 to +5.
Saturation: Select to change the saturation value of the camera. The default value is 0.
Contrast: Select to change the contrast value of the camera. The default value is 0.
Overlay Title and Select to add a date and time stamp on the video.

Time Stamp on
Video:

PRIVACY MASK

Privacy Mask: Select Privacy Mask to open the Privacy Mask page. In this page,
you can block out certain sensitive zones for privacy concerns.
To set up a Privacy Mask Window, follow the steps given
below:

[¥] Enable privacy mask

DCS-6111(UDP-V) 2008/10/06 14:31:12

Window Name

| P1
iz Width 36
3z Heightdb

1. Click New to add a window.

2. The height and width of the window should be at least twice
the size of the object in order to resize and drag-drop the
window.

3. Enter a descriptive Window Name and click Save to apply
changes.

NOTE: 4. Select Enable privacy mask to facilitate this function.
1. Up to five privacy mask windows can be set in the same screen.

2. Privacy masks will appear on all video stream and recording video.

3. Privacy masks will overlap with motion detection windows. The masked area will not detect any motion.
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Audio and Video

Settings for two video streams (stream 1 and stream 2) can be configured here. You may configure one setting for
computer display and the other one for mobile display.

MOde' SeleCt elther JPEG Or MPEG4 In JPEG Product Page: DCS-6111 Frmware Version: 1.00
mode, the video frames are independent. ‘
However, MPEG4 consumes much less network

bandwidth than JPEG.
LB awoamvibe
Frame Size: Select 176 x 144, 352 x 240 or 640 x 480 pixels = ok it e e b b gaeal|
for the frame size. We recommend 176 x 144 e [ Save setings ) [__DarfEBave betings ] 0
for mobile viewing and 640 x 480 for a computer s
monitor. o Mode weec ~
foer | ———— =<3 =
Maximum frame The minimum frame rate value is 1fps and D s mode, the vieo ames
rate: the maximum is 30fps. We recommend 30fps © Fied quaky Goai v pE
for computer monitors and 5fps for mobile [ vioeo quarry serrmes rorsmeam2. |
viewing. iy
Maximum frame rate 5fps -
Video quality: This setting limits the maximum refresh frame O bt ]
rate. To set a fixed bandwidth regardless of i ol ~
the video quality, select Constant bit rate and
the desired bandwidth. Select Fixed Quality i PP — -
to optimize the bandwidth utilization and video Aucio type © AAC © GsM-AMR
quality. s be s e -

| savesettings || Don'tsaveSettngs |

Mute: Select to mute audio.

amount of data nee
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External Set the microphone input gain at either 0dB or 20dB.
microphone input:
Note: The higher the decibel number, the louder the sound.

Audio type: Advanced Audio Coding (AAC) is a wide band audio coding algorithm that exploits two primary coding strategies to
dramatically reduce the amount of data needed to convey high-quality digital audio. Select a higher bit rate number for better
audio quality.

AAC bit rate: Select an AAC bit rate from the drop-down list. Higher bit rate means higher audio quality but it takes more network bandwidth
to transmit.

GSM-AMR: A standard adapted audio codec by the 3GPP video (3rd Generation Partnership Project). Itis an Adaptive Multi Rate-Narrow
Band (AMRNB) speech codec. Select a higher bit rate number for better audio quality.

GSM-AMR Select the GSM-AMR bit rate from the drop-down list. Higher bit rate means higher audio quality but it takes more network
bit rate: bandwidth to transmit.
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Motion Detection

Once Motion Detection feature is enabled, users will be able to monitor three windows with different settings. This
allows your camera to serve as a security device that records only when motion is detected.

Enable motion Check this option to turn on the motion detection |[EEEEEEEE
detection: feature. D-Link

Window name: Create your own name for the monitored area/

window. It will show at the top of the motion E=CE———
. ! 1In order to use motion detection you must first check the Enable Motion Detection checkbox. A maximum of
Wi ndOW . 3 windows can be created each with their own separate Sensitivity ranges.

MOTION SETTINGS

Enable motion detection

Sensitivity: Set the measurable difference between two

sequential images that would indicate motion. - T ' —_—
Percentage: Set the amount of motion in the window being RN b L Sﬁj— as%
monitored that is required to initiate a motion i » ! il T

detected alert. If this is set to 100%, this means that o { i Al 1 e =
motion must be detected within the whole window . : ¥ %
to trigger a snapshot. New | sae

Note: Setting a higher sensitivity and a lower
percentage will make motion easier to be
detected.

New: Click to add a new window. A maximum of three
motion windows can be opened simultaneously.
Use your mouse to drag the window frame to re-
size or the title bar to move. Clicking on the X’ at
the upper right corner of the window will close the
window.

Save:
Save the related settings of that window.
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To enable motion detection, follow the steps below:

1. Click New to add a new motion detection window.

2. Enter a name in the Window Name field.

3. Define the sensitivity to moving objects and the space ratio of all alerted pixels by moving the Sensitivity and
Percentage slide bar.

4. Click Save to apply the changes.

5. Select Enable motion detection to activate motion detection.

Note: Drag to resize the window and click X to close the window.

The Percentage Indicator will rise or fall depending on the image variation. When motions are detected by the Network
Camera and are judged to exceed the defined threshold, a red bar rises. Meanwhile, the motion detection window will

be outlined in red. Utilizing this device as a trigger source, photos or videos can be captured instantly and sent to the
remote server (Email, FTP).

A green bar indicates that even though motions are detected, the event will not be triggered because the image variations
are still falling under the defined threshold.

- - Percentage = 30%
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How does motion detection work?

n Enahle motion detection

Window Name

il oA,

Sensitivity

Percentage

._J— 30%

ﬂ‘ - ‘\ % Mew | Save |

20080110 16:58:43
W . Window Name
MI!)
N winc oweA,

Sensitivity

%\ = (. =} Percentage
(/ ? é d I 3%

There are two parameters for setting the motion detection: Sensitivity and Percentage. In the illustration above, frame
A and frame B are two sequential images. Pixel differences between the two frames are detected and highlighted in
gray (frame C), and will be compared with the sensitivity setting. Sensitivity is a value that expresses the sensitivity to
moving objects. Higher sensitivity settings are expected to sense a slight movement while smaller sensitivity settings
tend to neglect it. When the sensitivity is set to 70%, the Network Camera defines the pixels in the purple areas as
“alerted pixels” (frame D). Percentage is a value that expresses the proportion of “alerted pixels” to all pixels in the
motion detection window. In this case, 50% of pixels are identified as “alerted pixels”. When the percentage is set to
30%, the motions are judged to exceed the defined threshold; therefore, the motion window will be outlined in red.

For applications that require higher security management, it is suggested to set higher sensitivity settings and smaller
percentage values.
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Time and Date

Automatically or manually configure, update, and maintain the internal system clock for your camera.
Current Server Time: Displays current time.

Time Zone: Select your time zone from the drop-down g T
menu. " :
D-Link [
Enable Daylight Select this to enable the daylight saving time T '
Saving: (DST). During DST, the system clock moves e
one hou r ah ead . The Time Configuration option allows you to configure, update, and maintain the correct time on the internal

systemn clock. From this section you can set the time zone that you are in and set the NTP (Network Time
Protocol) Server. Daylight Saving can also be configured to automatically adjust the time when needed.

[ Save Settings H Don't Save Settings ]

the time zone of your network camera. Then

. . . . . RS Current Server Time: 06 Oct 2008 14:33:46
starting and ending time of the DST is displayed B B | e zone: GMT-08:00 Lo Vegas, S Francsco, Vancouer 3
upon selecting the option. D | s B

Daylight Saving Dates: Month Week Day of Week Time
DST Start: Jan - 15t - Fri = 12am -

Note: To utilize this feature, ensure to set
d

DST End Jan - 1st = Fi - 12am w

AUTOMATIC TIME CONFIGURATION 'Iir g

0 Enable @ Disable

Daylight Saving You may configure the daylight saving date
Dates: and time.

NTP server: | << | SelectNTF Server =
Automatic Time Enable this feature to obtain time configuration pomemenar e
Configuration: automatically from NTP server.

Year 2008 - Month 0 - Day 06 -

Hour 14 - Minute 33 - Second % -
NTP Server: Network Time Protocol (NTP) synchronizes the —————— ,
DCS-6111 with an Internet time server. Choose (Sevesetings ) [ Dontsave setires ] i ratomtindl
This to

the one that is closest to your location.

Update Interval: The time interval for updating the time information from NTP server.

Set the date and time Thijs option allows you to set the time and date manually.
manually:

Copy Your This will synchronize the time information from your PC.
Computer’'s Time

Settings:
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Event Setup

There are four sections in Event Setup page.

e Event
e Server
e Media

There are four sections in Event Setup page. They are event, server ,media and recording. Click Add to pop
a window to add a new item of event, server, media or recording. Click Delete to delete the selected item
from event, server, media or recording. Click on the item name to pop a window to edit it. There can be at
most three events and two recording. There can be at most five server and five media configurations.

* Recording

1. To add a new item - event, server or media, click

SERVER

Name Type Address/Location
emall smitp.hotmail.com
ftp ftp.myname.com
ns \\192.168.0.99\volumn_1

ae)  (paie]

Add. A pop-up will appear and update the fields
accordingly.

2. To delete the selected item from the pull-down menu

Media freespace: 6700KB
Name Type

ML snapshot
M2-video videoclip

M3 systemlog

of event, server or media, click Delete.

EVENT

Name Status Sun Mon Tue Wed Thu Fri Sat Time Trigger
El oN v v vV VvV V V V 00:00~24:00 motion

] i - (o)

3. Click on the item name for further modification.

Note: You can add up to four events, five servers and five media

RECORDING

Name Status Sun Mon Tue Wed Thu Fri Sat~ Time Source Destination
Rl ON Vv Vv vV V V V V 00:00~24:00 streaml 53

fields.

end using differer
m different evei
make use all media be
produced and recel

nt t
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Application

A typical application is that when motion is detected, the DCS-6111 Network Camera sends images to a FTP server or
via e-mail as notifications. For example, as seen in the illustration below, an event can be triggered by many sources,
such as motion detection or external digital input devices. When an event is triggered, you can specify what kind of
action will be performed. You can configure the Network Camera to send snapshots or videos to your email address
or FTP site.

Event Condition mmmp Action
ex.
Motion detection,
Periodically, Digital inpuft,
System reboot
Media Server
(what to send) (where to send)
ex. ex.
Snapshot, Video Clips Email, FTP

To start plotting an event, it is suggested to configure server and media columns first so that the Network Camera will
know what action shall be performed when a trigger is activated.
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Add Server

You may configure up to 5 servers for media storage.

Server Name: Unique name of your server.

Email: Select this to enable and apply your email account
setting for your camera.

FTP: Select this to access a granted folder on the
external FTP server.

HTTP: Select this to use a web server to store the
media.

Network Storage: Only one network storage device is supported.

Firmware Version: 1.00

You can set at most 5 different servers here for different event.

[ SaveSettngs | [ Don't Save Settings

Server name: si

@ Email

Sender emai address

Recipient email address

Server address
User name
Password

Server port

Server address
Server port
User name

Password

Remote folder name

Passive mode
CHTTR

URL

User name

Password

) Network storage

Metwark storage location
(for example: Y\\my_nas\disk\folder)

Workgroup
User name

Password

Primary WINS server

admin@gmail.com
user@yahoo.com
smip.hotmail.com
admin

seseane

23

user,com
21
user

\ipas_name wolumn iy file

workgroup
admin

| Savesettngs ||  Don'tSave Settings

Helpful Hints..

"Server name” The

SERVER TYPE i

The email addre

sender.

"Recipient email
address”™ The email
address of the recipient.

FTP server:
"Remote folder name”

folder pri
open for upload
"Passive Mode

"URL" The URL to upload
the media.

location™ The path to

upload the medi.

"Workgroup” The
rkagroup for netwark
rage.
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Add Media

There are three types of media-Snapshot, Video Clip and System Log.

Media Name:

Snapshot:

Source:

Send pre-event
image(s) [0~7]:

Send post-event
image(s) [0~7]:

File name prefix:

Add date and time
suffix to file name:

Video clip:

Source:

Pre-event recording:
Maximum duration:
Maximum file size:
File name prefix:

System log:

Enter an unique name for media.

Select this feature to enable camera to take
snapshot. Mad

You can set at most 5 different media here for different event.

[ savesettngs | [ Dontsavesetings |

neda. Thi
The source of stream: stream1 or stream?2. e

Media name: M1

sl m2.
The number of pre-event images. e | e G Bttt
Send 1 pre-event image(s) [0~7] ikt
Send 1 post-event |n'@_g_e(§) [_U~7]
File Name Preftc: eventl

Add date and time suffix to file name

The number of post-event images. Refer page 61 for i leni

. . Source: Streaml « A d da Ie
more information. Pr-event recording: & seconds (03] e
Maximum duration: 5 seconds [1~10] 1 a5 file name
Maximum file sze: 500 Kbytes [50~800] .
File Name Prefic: ) |

The prefix name will be added on the file name. © sistemiog

Save Settings | [ DontSave Settings |

Check it to add timing information as file name suffix. jp,},;

*Maximum duration” The

Refer page 61 for more information.

Select this feature to enable camera to take video
clip.

The source of stream: stream1 or stream2.

The interval of pre-event recording in seconds.

The maximal recording file duration in seconds. Refer page 62 for more information.

The maximal file size would be generated.

The prefix name will be added on the file name of the video clip. Refer page 62 for more information.

Select this feature to enable camera to display system log.
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Send post-event image (s) [0~7)
Specify to capture the number of images after a trigger is activated. A maximum of seven images can be generated.

For example:

If both the Send pre-event images and Send post-event images are set to seven, a total of 15 images are generated
after a trigger is activated.

( )

The moment the
trigger is activated.

Add date and time suffix to file name
Select this option to add date and time to the file name suffix.

SNAPSHOTS20080104_100341

t1

File name prefix Date and time suffix
The format is: YYYYMMDD_HHMMSS
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Maximum duration
Specify the maximal recording duration in seconds. You can set up to ten seconds.

For example:

If the Pre-event recording is set to five seconds and the Maximum duration is set to ten seconds, the Network Camera
continues to record for another four seconds after a trigger is activated.

~

(00000?0000

The moment the
trigger is activated.

File name prefix
Enter the text that will be added at the beginning of the file name.

VIDEOS20080104_100341

1

File name prefix Date and time suffix
The format is: YYYYMMDD_HHMMSS

D-Link DCS-6111 User Manual 62



Section 3 - Configuration

Add Event

Create and schedule up to 3 events with their own settings here.

Event name:
Enable this event:

Priority:

Delay:

Trigger:

Video motion
detection:

Periodic:

Digital input:
System boot:
Time:

Trigger D/O:

Product Page: DCS-6111

Enter a name for the event.
Select to activate this event.

Set the priority for this event. The event with higher :
priority will be executed first.

Select the delay time before checking next event.
Itis being used for both events of motion detection
and digital input trigger.

The input type that triggers the event.

Motion is detected during live video monitoring.
Select the windows that need to be monitored.

The event is triggered in specified intervals. The
unit of trigger interval is minute.

External trigger input to the camera.
Triggers an event when the system boots up.
Select Always or enter the time interval.

Select to trigger digital output for specific number
of seconds when an event occurs.

DCS-6111 // LIVE VIDEO ADVANCED MAINTENANCE

Firmware Version: 1.00

———————————————
ﬂh

You can set at most 3 events lke motion detection or digital input trigger here and arrange the detection
schedule at the same time.

[ Save Settings ] [ Don't Save Settings ]

Event name: E1

Enable this event

Priority: normal -

Delay for 10 seconds before detecting next event [For motion detection and digital input]

@ Video motion detection
Detect motion in windowl [£] m1
MNote: Please configure Motion Detection first
@ periodic
Trigger every 1
@ Digital input
) System boot

minutes

sun [@ Mon [¥] Tue ¥ wed ¥ Thu ¥ Fri ¥ sat
Time

@ Always

& From (00 ~|[00 ~|

ACTION

Trigger DfO for 1
s1

Attached media: M1 -
52

Attached media: M2-video -
[ s3

Attached medi: —MNone— ~

seconds

Save Setlings. ] [ Don't Save Settings ]

EVENT 3
:

eed
TRIGGER i

EVENT SCHEDULE C

STATUS HELP

Helpful Hints..

Delay second(s) before
detecting next event:
la

There are four kinds of
trigger supported.

Video motion detection:

System boot: The event
when the
up.

"Always" or
ne intarval.

Trigger DO: Check
tri ital
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Add Recording

Here you can configure and schedule the recording settings.

Recording entry The unique name of the entry.
name:

Enable this Select this to enable the recording function.
recording:

Priority: Set the priority for this entry. The entry with a
higher priority value will be executed first.

Source: The source of stream.

Recording Scheduling the recording entry.
schedule:

Recording Configuring the setting for the recording.
settings:

Destination: Select the folder where will store the recording
file.

Total cycling Please input a HDD volume between 1MB and
recording size 200GB for recording space. The recording data
will replace the oldest one when total recording

size exceeds this value. For example, if each

recording file is 6MB, and the total cycling

SETUP

You can setup schedule recording to network storage with your specify week day and time period.

[ Save Settings ] [ Don't Save Settings ]

ac ]
Sy RECORDING
1
) W

Recording entry name: R1

Enable this recording
Priority: normal +
Source: Streaml

sun ¥ Mon ¥ Tue ¥ wed I Thu ¥ Fri [¥] sat
Time

@ Always

© From |00 ~|[00 v|to [24 ~|[00 ~

Destination 53 ~

Total cydling recording size: 1000 Kbytes [1000~200000000]
Size of each file for recording: 200 Kbytes [200~6000]

File Name Prefie: event

RECORDING SCHEDULE sp

g
RECORDING SETTINGS

Save Settings ] [ Don't Save Settings. ]

Helpful Hints..

Recording : Enable this

camera to
continuou:

;-1

Total cydling recording
size : Please input a HOD

recording size is 600MB, then the camera will record 100 files to the specified location (folder) and then will delete the oldest

file and create new file for cycling recording.

Please note that if the HDD empty space is not enough, the recording will stop. Before you setup this option please make
sure your HDD has enough space and it is better to not save other files in the same folder as recording files.

Size of each file Fijg size for each recording file. You may input the value in the range of 200-6000.

for recording:

File Name Prefix: The prefix name will be added on the file name of the recording file(s).
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Advanced
Dl and DO

The 1/0 connector provides the physical interface for digital output (DO) and digital input (DI) that is used for connecting
such external alarm devices as IR-Sensors and alarm relays to the network camera.

DIl and DO: Settings for both Digital input signal and digital RS
output signal can be configured here.

Digital input Please select High or Low for digital input trigger

trigger condition. When an external device is connected

condition: to the digital input pins, the state of the voltage will
be monitored. (Max. Input 500mA, 12Vdc)

The /O connector provides the physical interface for digital output (DO) and digital input (DI) that is used for
connecting a diversity of external alarm devices to the PTZ IP camera such as IR-Sensars and alarm relays.

The digital input is used for connecting external alarm devices and once triggered images will be taken and e- :

mailed.

[ Save Settings ][ Don't Save Settings ]

Digital output: Select Grounded or Open to define normal status
of the digital output. The camera will show whether

Digital input: The active state is Low ~ ; the current state detected is High

Digital output: The active state s Grounded ~ ; the current state detected is Open

the trigger is activated or not.
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ICR

ICR - IR-Cut Removable(ICR) filter is a switch mechanical design of two different sensor filters. It provides the best
light conditions both during the day and night. The following options are:

Auto: The Network Camera automatically switches
between day and night mode by judging the level
of ambient light. This mode is accessible only
when the exposure mode is set to Auto.

An IR{Infrared) Cut-Removable(ICR) fiter can be disengaged from the image path for increased sensitivity in

Day Mode: In this mode the Network Camera switches on [N s i o L o o0 dependng on the amblent it sowing e
. . . . . 1. Select the Day/Might from the radio button. The available options are Automatic, Schedule mode, Day
the infrared cut filter at all times, which will DIOCK  [ra— rodeandtightmode.
the infrared light from reaching the sensor so that sevesettngs || Contsaveseng: | iy meoni s Dt e
the colors are not distorted. Ton i, (e e R e

IR-Cut Removable fiter trigger condition: Night mode: The Night
mode means enable the IR

@ Automatic Cut Filter.

Night Mode: The Network Camera switches off the infrared cut

(@) Day mode

filter to allow the infrared light to pass through. Nt mode
This helps the Network Camera to see more B e
clearly in low light conditions. B

[7] Disable IR LED

Schedule Mode: The Network Camera switches between day and mEE ey
night mode based on a specific schedule.
Ensure to enter the starting and ending time
for the day mode. Note that the time format is
[hh:mm] and is expressed in 24-hour clock time.
By default, the starting time and ending time of
day mode are set to 07:00 and 18:00.

Disable IR LED: Select to disable the IR LED. The IR LED
automatically switches on at night. By default the
LED automatically switches on at night.
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HTTPS

This section briefly describes about the HTTPS services provided by the network camera.

Product Page: DCS-6111 Firmware Version: 1.00

Enable HTTPS Select to enable a secure HTTPS connection.

secure connection: D-Link ——————————————d®

HTTP & HTTPS: Selectto enablethe HTTP and HTTPS services. ADVAI(CED MAINTENAHCE 51ATu5 HELP

By default, this option is enabled. Relpful Fints.
"‘ To enable HTTPS, you have to create and install Certfficate first. Egzﬁ':cggp

HTTPS only: Select this to automatically redirect an HTTP H,:,l:::,,s -

ConneCtlon to HTTPS [¥] Enable HTTPS sacure connection bl okl

@ HTTP & HTTPS ) HTTPS only HTTPS only: Select this

CREATE AND INSTALL CERTIFICATE METHOD

@ Create seffsigned certificate automatically

(71 Create seff-signed certificate manually

to
" uncheck the "Enable
@) Create certfficate request and install HTTPS secure

«connection” first,

CERTIFICATE INFORMATION

Status Not installed

There are three methods to implement HTTPS. They are:

Product Page: DCS-6111 Firmware Version: 1.00

Method 1. Select to create a certificate signing
Create self- request for your server. If there is
signed certificate no certificate available on the remote
automatically: client device, it automatically generates
one when Enable HTTPS secure

Country:

State or province: NY

Enable HTTPS secure connection

connection and Create self-signed o TP a TS TIPS Localey: 0
certificate automatically is selected. e s

CREATE AND INSTALL CERTIFICATE METHOD | Cormmon Name: IP Address
Validity: 3650 days

(@ Create seff-signed certificate automaticaly

Method 2. Click Create to manually update the information
Create self- as seen in the figure. And then click Save to
signed certificate generate and install a self-signed certificate
manually: on the remote client device. CERTIFICATE INFORMATION

@ Create selfsigned certificate manually
Self-signed certfficate

@ Create certfficate request and instal

Note: Ensure to uncheck the Enable HTTPS secure connection to remove the certificate.
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Method 3. Create To upload a signed-certificate, ensure to [EEEEEEEEN Firmware Verson: 1.00
certificate request create a certificate request. After creating o :

and install: the request, click Browse to upload the D-Link

certificate file which has been signed by the

third party. Once uploaded, the Certificate g

Information SeCtlon dISpIayS the Informatlon : To enable HTTPS, you have to create and install Certificate first. e

of the certificate and the status is changed 10 fere—s m

. HTTP & HTTPS: This is
ACtlve. ogo [¥] Enable HTTPS secure connection default enabled.

@ HTTP & HTTPS () HTTPS only

CREATE AND INSTALL CERTIFICATE METHOD

@) Create seff-signed certificate automatically

@ Create self-signed certificate manually 1 : ;H_ EDU
¢ = uncheck the "Enal
Selfsigned certificate Create. HTTPS secure

; connection” first,
) Create certificate request and install

CERTIFICATE INFORMATION

Status

Country

State or province

Locality

Organization

Organization Unit Marketing
Common Name IP Address

SECURITY
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Access List
The Access List page will allow you to configure access permissions for each user.

Allow list: The list of IP addresses that have the access rights Product Page: DCS5111 Firmiare Verson: 1,00

to the camera. D-Link y 3
.
Delete allow Remove the customized setting from the Allow  Feo< /7 R INCT I -~ [ I NI

I ISt LISt. ) Helpful Hints..
Here you can set access permissions for users to view your DCS-6111. iR el 2

Deny list: The list of IP addresses that have no access right
Logout .
to the camera. N e
172.17.31.5
B
Delete deny Remove the customized setting from the Delete ] [t 0
I ISt LISt. Always allow the IP )

address to access this
C

ADMINISTRATOR IP ADDRESS

Always allow the 1P address to access this device 192.168.0.99

Always allow gelect to enter an IP address. The administrator

the IP address glways has access to this device.
to access this

device:

Note:

Please do not remove the default access list (1.0.0.0-255.255.255.255)
before adding a new one, otherwise you will not be able to access the camera
anymore. If removed accidentally, please press the reset button to restore the
default settings.

In addition, do not add your remote client IP address into the deny list (including
the administrator’s IP address).
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For example:

When the range of allowed list is set from 1.1.1.0 to 192.255.255.255 and the range of denied
list is set from 1.1.1.0 to 170.255.255.255, Only users’ IP located between 171.0.0.0 and

192.255.255.255 can access the Network Camera.

There are three different IP formats to choose from the
list. Click Add to save the IP formats.

Single: Add a single IP address.
Network: Add a network IP addresses with subnet
mask.
Range: Specify the range of IP addresses.

Alowed
List

FILTER ADDRESS

Rule: single

-

IP address: 15.25.3.55

[ Add ][ Cancel ]

FILTER ADDRESS

Rule: network -

Metwork address / Network rmask  172.20.0.0 | 16

[ Add ][ Cancel ]

FILTER ADDRESS

Rule: range

-

IP address - IP address  10.20.30,100 - 10,20.30.200

[ Add ][ Cancel ]
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Maintenance
Device Management

You can modify both the camera’s name and the administrator’'s password, as well as add more user accounts for
accessing the camera.

Admln password MOdIfy the password fOI’ the admlnlstratorss Product Page: DCS-6111 Firmware Version: 1.00

setup: account. —————

Add user Add a new user account.

You can change to camera's administrative password as well as adding more user accounts for accessing the e
@amera. ;

Username: Enter a username for the new account. e B A

Password:

Retype password:

Password: Enter a password for the new account.

Per"ege Se|eCt the aCCGSS rlghts for the neW User User name: newuser I Username: The username

Password:

Confirm password:

Manage user: Manage the accounts for existing users.

Priviege: @ Administrator
©) Normal User
Authentication: The access rights for existing users. &
Camera Name: Create a unique name for your camera and you it =
can access the camera using this name in your o — o
web-browser. For example: http:/DCS-6111 © Mol user

) Guest "_ it fo . ing user.f
(by default. -

by using
CAMERA NAME b
c

Camera Name: DCS-6111

Save

SECURITY
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Backup and Restore

The Backup and Restore page will allow you to turn the front panel LED off, restore factory default settings, and reboot
the camera.

Turn off the LED Select this option to turn off the LED next to the [eSaiaaas il
indicator: lens. This will prevent anyone from observing the - :
operation of the network camera.

Restore: Click the Restore button to reset the camera back
to its factory default settings. This will remove all the
configuration settings that were previously made.

[T] Turn off the LED indicator

Reboot: Click the Reboot button to restart the camera. ———————

REBOOT

w
Rebaot
Reboot the system "Reboot” This option w

restart the camera.
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Firmware Update

Your current firmware version and date will be displayed on your screen. You may go to the D-Link Support page to
check for the latest firmware version available.

To upgrade the firmware on your DCS-6111, please download and save the latest firmware version from the D-Link
support site to your local hard drive. Locate the file on your local hard drive by clicking the Browse button. Then, open
the file and click the “Upload” button to start the firmware upgrade.

Current firmware It will be automatically determined and displayed S
version: by the system.

Current firmware It will be automatically determined and displayed
date: by the system.

A new firmware upgrade may be available for your "DCS-6111". It is recommended to keep your "DCS-6111"
firmware up-to-date to maintain and improve the functionality and performance of your internet camera. Click
here D-Link Support Page to check for the latest firmware version avaiable.

To upgrade the firmware on your "DCS-6111", please download and save the latest firmware version from the

File Path : Locate the fi |e (upg raded fi rmware) On you r hard D-Link Support Page to your local hard drive. Locate the file on your local hard drive by clicking the Browse

button. Once you have found and opened the file using the browse button, dlick the "Upload” button to
H H start the firmware upgrade.
drive using the browse feature.

Current Firmware Version: 1.00

Upload: Start uploading and upgrading the new firmware RS Bt
to your camera.

File Path: Browse

Upload

SECURITY
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Status

Device Info

This page displays all the details information about your device and network connection.

Le

Firmware Version: 1.00

E———————

DCS-6111 LIVE VIDEO SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints..
All of your network connection details are displyed on this page. The firmware version is also displayed here. :"r':_f;c"'_”r
onnect 5

displayed here.
BASIC INFORMATION

Camera Name: DC5-6111

Date and Time: 19 Sep 2008 18:33:04
Firmware Version: 1.00, 9 Sep 2008

1P address: 192.168.0.135
Subnet mask: 255.255.255.0
Default router: 192.168.0.1

Primary DNS: 192.168.0.1
Secondary DNS:

PPPoE: OFF

DDNS: OFF
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Logs

This page displays the log information of your camera. You can configure a remote log server so that you can view
your log details remotely.

Enable remote log: Click to enable this feature so that the - |[REEEEEEEE Frmare v
camera can send camera log files to a Link i
remote server. D - = = =

| I R R -
Log server settings: Configure the settings for the log server. Helpful Fints..

"Enable remote log”
checked can send log

lwt message to remote log
IP Address: The IP address of the remote server. - S ‘

[T Enable remate log "IP address” remote log
Log server settings: server IP.
Port: The port number of the remote log server. ; :j‘““
. 0| 514
The default port is 514.
. .
Save: Click to save the settings. Oct 6 13:26:48 syslogd 1.4.1; restart. network usage.
Oct © 13:26:53 [DRM Service]: Starting DRM service.
Oct 6 13:27:05 [S¥S]: Serial number = 001CFO7205818
Oct 6 13327305 :. E‘:;siem starts a:t;Mjn Oct 6 13:27:05 UTC 2008
Current Log: Displays the the system’s log file. The Ocx & 1327103 INETI: Host I - 193.168.0,156
. N . Oct 6 13:27:05 : Subnet Mask = 255.255.255.0
content of the file reveals useful information DR T I IR el e
about camera Configuration and ConneCtiVity o6 }35?32 fs:;g:%%%rg:EUNSUTUUUClzuzlc:fof:feF’g:UBlbfﬁtl@Link
Oct 6 13:2?:0? : Recording entry 0 stop
status after the camera boots up. Oct & 13.27:08 [EVENT MO relond tonfio e

Oct 6 13:28:54 [RTSP SERVER]: Start one session, IP=192.168.0.135
Oct 6 13:29:43 [RTSP SERVER]: Stop one session, IP=192.168.0.135
Oct & 13:30:32 [RTSP SERVER]: Start one session, IP=192.168.0.135

Oct 6 13:43:32 [RTSP SERVER]: Start one session, IP=122.146.2.130
Oct 6 13:45:22 [RTSP SERVER]: Stop one session, IP=122.146.2.130
Oct & 13:45:53 [RTSP SERVER]: Start one session, IP=122.146.2.130

Oct 6 13:46:01 [RTSP SERVER]: Start one session, IP=122.146.2.130
Oct 6 13:46:26 [RTSP SERVER]: Stop one session, IP=122.146.2.130
Oct 6 13:46:29 [RTSP SERVER]: Stop one session, IP=122.146.2.130
Oct 6 13:46:35 [RTSP SERVER]: Start one session, IP=122.146.2.130
Oct 6 13:46:38 [RTSP SERVER]: Stop one session, [P=122.146.2.130
Oct 6 13:46:46 [RTSP SERVER]: Start one session, IP=122.146.2.130
Oct 6 13:47:01 [RTSP SERVER]: Start one session, IP=122.146.2.130
Oct 6 13:47:12 [RTSP SERVER]: Stop one session, IP=122.146.2.130

Mk & 12.47.17 TDTEN CEDUEDT: Chrm mma massine N_1727 148 7 120
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SECURITY

Live Video
Setup
Advanced
Maintenance
Status

LIVE VIDEO

Camera
Snapshot
Client Settings
Logout

SETUP

Wizard

Network Sefup
Dynamic DNS
Image Setup
Audio and Video
Motion Detection
Time and Date
Event Setup
Logout

ADVANCED

DIand DO
ICR

HTTPS
Access List
Logout

MAINTENANCE

» Device Management
= Backup and Restore
» Frmware Update
» Logout

STATUS

s Device
e logs
s Logout
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Frequently Asked Questions

This chapter provides solutions to problems that may occur during the installation and operation of the DCS-6111.
Read the following descriptions if you are having any problems.

WDR D&N Fixed Dome Network Camera Features

1. What is a WDR D&N Fixed Dome Network Camera?

The WDR D&N Fixed Dome Network Camera is a stand-alone system connecting directly to an Ethernet or Fast Ethernet network. The
WDR D&N Fixed Dome Network Camera differs from a conventional PC Camera because it has an integrated system with built-in CPU
and web-based solutions, providing a low cost solution that can transmit high quality video images for monitoring. The WDR D&N Fixed
Dome Network Camera can be remotely managed, accessed and controlled using a web browser from any computer over an Intranet or
Internet.

2. What is the maximum number of users that can access DCS-6111 simultaneously?

The maximum number of users that can log onto the WDR D&N Fixed Dome Network Camera at the same time is 10. Please keep in mind
the overall performance of the transmission speed will be reduced if many users have logged on to the camera simultaneously.

There is no limit on the number of users when a multicast-enabled router is being used. The multicast protocol helps reduce the network
bandwidth consumption.

Note that the Network Camera must be configured to enable multicast streaming. For more information, see RTSP Streaming on page
44,

3. What algorithm is used to compress the digital image?

The WDR D&N Fixed Dome Network Camera utilizes MPEG-4 simple profile or MUPEG Mode image compression technology providing
high quality images. MJPEG is a standard for image compression and it can be applied to various web browsers and application software
without installing any extra software

4. Can | capture still images from the WDR D&N Fixed Dome Network Camera?
Yes you can capture still images using the snapshot function.
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WDR D&N Fixed Dome Network Camera Installation

1. Can the Network Camera be used outdoors?

The WDR D&N Fixed Dome Network Camera is not weatherproof. It needs to be equipped with a weatherproof case for outdoor use but
it is not recommended.

2. When physically connecting the Network Camera to a network, what network cabling is required?
The WDR D&N Fixed Dome Network Camera uses Category 5 UTP cable allowing 10 Base-T and 100 Base-T networking solutions.

3. Can the Network Camera be setup as a PC-cam on a computer?
No, the WDR D&N Fixed Dome Network Camera is used only on an Ethernet or Fast Ethernet network. The D-Link DSB-C110, DSB-C310,
can be used as a PC Camera (Webcam).

4. Can the Network Camera be connected to the network if it consists only of private IP addresses?
Yes, the WDR D&N Fixed Dome Network Camera can be connected to a LAN using only a private IP address.

5. Can the Network Camera be installed and work if a firewall exists in the network?

If a firewall exists in the network, port 80 is open for ordinary data communication and HTTPS port 443 for . The DCS-6111 uses RTSP
port 554, RTP port 556, and RTP port 558 for streaming audio and video. These ports (or the ports you have specified in the Setup Tab
in the Configuration screen) need to be opened on the firewall.

6. Why am | unable to access the Network Camera from a web browser?

If a router or firewall is used on the network, the correct ports for the DCS-6111 may not be configured on the router or firewall. To correct
the problem, you need to determine if the DCS-6111 is behind a router or firewall and if the router or firewall is properly configured for
the ports the DCS-6111 is using. Refer to Page 42 for help in opening the correct ports on a router or firewall for use with the DCS-6111.
Other possible problems might be due to the network cable. Try replacing your network cable. Test the network interface of the product
by connecting a local computer to the unit. If the problem is not solved, the WDR D&N Fixed Dome Network Camera might be faulty.

7. Why does the Network Camera work locally but not externally?

* This might be caused by network firewall protection. The setting of the firewall may need to be changed in order for the WDR D&N
Fixed Dome Network Camera to be accessible outside of your local LAN. Check with the Network Administrator for your network.

e Make sure that your WDR D&N Fixed Dome Network Camera isn’'t conflicting with any Web server you may have running on your
network.

e The default router setting might be a possible reason. Check that the configuration of the router settings allows the WDR D&N Fixed
Dome Network Camera to be accessed outside of your local LAN.
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8. | connected the Network Camera directly to a computer with a cross-over Ethernet cable and received a

Windows error upon running the Installation Wizard?

e This Windows error will occur if the WDR D&N Fixed Dome Network Camera is connected to a computer that is not properly configured
with a valid IP address. Turn off DHCP from the Network Settings in Windows and configure the computer with a valid IP address or
connect the camera to a router with DHCP enabled.

* This error can also occur if the Installation Wizard icon had been clicked more than once from the setup wizard.

9. Noisy images occur. How can | solve the problem?
The video images might be noisy if the WDR D&N Fixed Dome Network Camera is used in a very low light environment. To solve this
issue you need more lighting.

10. The images appear to be of poor quality, how can | improve the image quality?

* Make sure that your computer’s display properties are set above 256 colors. Using 16 or 256 colors on your computer will produce
dithering artifacts in the image, making the image appear to be of poor quality.

* The configuration on the WDR D&N Fixed Dome Network Camera image display is incorrect. Through the Setup > Image Setup section
of the Web management you need to adjust the image related parameters such as brightness, white balance and power line frequency
for fluorescent light.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from
a DHCP server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type cmd and click OK. (Windows Vista® users type cmd in the Start Search
box.)

=+ C:AWINDOWS\system32\cmd.exe
At the prompt, type ipconfig and press Enter. S e poiuhe 1985 5001 Hisvossit fory:

This will display the IP address, subnet mask, and E‘Z“IPtc “;“ Settingsyipcontiy
Jindows onf iguration
the default gateway of your adapter.

Ethernet adapter Local Area Connection:

Connection—specific DMS Suffix . = dlink

If the address is 0.0.0.0, check your adapter L I

18.5.7.114
Subnet Mask = 255.255.255.8
Default Gateway H

installation, security settings, and the settings
on your access point. Some firewall software
programs may block a DHCP request on newly
installed adapters.

C:~Documents and Settings>_

If you are connecting to a wireless network at a hotspot (e.g. hotel, coffee shop, airport), please contact an employee
or administrator to verify their wireless network settings.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/access point, or you need to assign a static IP address, please follow
the steps below:

Step 1

Windows Vista® - Click on Start > Control Panel > Network and Internet > Network and Sharing Center > Manage
Network Connections.

Windows® XP - Click on Start > Control Panel > Network Connections.

Step 2
Right-click on the Local Area Connection which represents your D-Link network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4 Internet Protocol (TCP/IP) Properties

Click Use the following IP address and enter an IP address thatis onthe same | &=l
subnet as your network or the LAN IP address on your access point. sl b el
the appropriate [P settings.

(3 Obtain an IP address autamatically
%1 Uze the fallowing IP address:

Example: If the network camera’s LAN IP address is 192.168.0.1, make your IP

address 192.168.0.X where X is a number between 2 and 99. Make sure that the IP addtess (o210 0 ]
number you choose is not in use on the network. Set Default Gateway the same Burstia (=292 0

as the LAN IP address of your access point (192.168.0.1). il e = e

Set Primary DNS the same as the LAN IP address of your access point | e dd“SMHH
(192.168.0.1). The Secondary DNS is not needed or you may enter a DNS server Aternats DNS server . ]
from your ISP. S
Step 5 [ Ok, H Cancel ]

Click OK to save your settings.
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Reset and Restore

The hidden button in the pinhole beside the Ethernet socket is used to reset the system or restore the factory default
settings. Sometimes resetting the DCS-6111 will return the system back to a normal state. If the system still has

problems after reset, restore the factory settings and install again:

RESET:

1. Lightly insert a paper clip (or a similar sized tool) into the reset
hole on the back of the camera, press lightly and then release the
button.

2. The LED on the front of the camera will begin blinking red and
green.

3. When the LED stops the blinking the reset has completed.

RESTORE:
1. Insert the paperclip or other tool and hold the button in.

2. Wait for the LED on the front of the camera to blink red and green
and hold the button for 30 seconds.

3. Withdraw the tool after the second cycle of the LED blinking and
a factory restore has been completed.

Reset button

Restoring the factory defaults will resultin
the loss of any previous settings and will
require running the Installation Wizard to
return the DCS-6111 to a normal state.
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External 1/0 Port

DI/DO Diagram 12V

Pin 1~4 are used to connect with digital input and digital output devices. :
Refer to the following illustration for connection method. I
|

ADOﬂ-

The DCS-6111 provides a general I/O terminal block with one digital input égg;;mmpm@@
and one relay switch for device control. The relay switch of DO+ and “:'_@_L |
DO- can be used to turn on or off the external device. DI+ and DI- can be B
connected to an external sensor and the state of voltage will be monitored +12V o
from the initial state ‘LOW’. :

|
The 1/0O connector provides the physical e J\p.,t )
interface for digital output (DO) and digital o §

input (DI) that is used for connecting a
diversity of external alarm devices to the
Network Camera such as IR-Sensors and
alarm relays.

|
DI:
0 Ground

External 1/0O Port

The digital input is used for connecting external alarm devices and once
triggered images will be taken and e-mailed.
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Technical Specifications

NETWORK PROTOCOL SUPPORT

+ IPv4, IPv6, TCP/IP, RTSP/ RTP/ RTCP, HTTP, HTTPS, SMTP, FTP,
NTP, DNS, DHCP, UPnP, DDNS, PPPoE, IGMP, Samba client, IP

Filtering, 3GPP, LLTD

BUILT-IN NETWORK INTERFACES
+ 10/100BASE-TX Ethernet port, RJ45

VIDEO ALGORITHM SUPPORT

+ JPEG for stillimage

+ Compression: MUPEG & MPEG-4

+ Streaming: Simultaneous dual-streaming

+ MPEG-4 streaming over UDP, TCP, or HTTP
+ MPEG-4 multicast streaming

+ MJPEG streaming over HTTP

+ Supports 3GPP mobile surveillance

+ Camera live viewing for up to 10 clients

VIDEO RESOLUTION

+ MPEG-4/MJPEG video resolution up to 640x480 (VGA)
+ Up to 30fps at 176 x 144

+ Up to 30fps at 320 x 240

+ Up to 30fps at 640 x 480

VIDEO FEATURES

+ Adjustable image size, quality, and bit rate
+ Time stamp and text overlays

+ 3 configurable motion detection windows

+ 5 configurable privacy masks

+ Flip & mirror

+ Configurable brightness, saturation, contrast
+ Adjustable AGC level, AWB and AES

VIDEO BIT RATE
20K to 4M

SENSOR & LENS SPECIFICATIONS
+ 1/4” WDR VGA CMOS sensor

+ 3.3-12mm vari-focal lens , F1.4-F2.9
+ Built-in IR-cut Removable (ICR) filter: Auto/Schedule/Manual
+ Minimum illumination: 1.5 Lux, F1.4

IR LED
+ 20M illumination distance with 12 LEDs and light sensor

EVENT MANAGEMENT

+ Motion detection weekly schedule

+ Event notification and upload snapshots/video clips via HTTP, SMTP, or FTP
+ Multiple HTTP, SMTP, or FTP server setups

+ Multiple event notification setups for flexible application

+ Multiple recording methods for easier backup

SECURITY

+ Administrator and user group protected
+ Password authentication

+ HTTP and RTSP digest encryption

+ HTTPS streaming*

+ Remote client access allow / deny list

SURVEILLANCE SOFTWARE FUNCTIONS

+ Remote management/control of up to 32 cameras

+ Viewing of up to 32 cameras on one screen

+ Supports all management functions provided in web interface
+ Scheduled motion triggered, or manual recording options

REMOTE MANAGEMENT
+ Configuration accessible via web browser
+ Take snapshots/video clips and save to local hard drive or NAS via web browser

SYSTEM REQUIREMENTS
+ Operating System: Microsoft Windows 2000, XP, Vista

SUPPORTED PDA, MOBILE PHONES & SOFTWARE
HANDSETS WITH 3GPP PLAYER

+ Packet Video Player 3.0

+ QuickTime 6.5
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+ Real Player 10.5

NETWORK INTERFACE

+ IEEE 802.3/802.3u 10/100BASE-TX Ethernet port
+ Supports half/full-duplex operations

+ Supports 802.3x Flow Control in full-duplex mode
+ Supports IEEE 802.3af PoE

AUDIO

+ Compression and bit rate:

- GSM-AMR speech compression, bit rate: 4.75 kbps ~12.2 kbps
- MPEG-4 AAC audio encoding, bit rate: 16 kbps ~128 kbps

+ Interface: external microphone input, external speaker output
+ Supports two-way audio by SIP protocol

+ Supports hardware and software audio mute

EXTERNAL DEVICE INTERFACE
+ One D/I and one D/O for external sensor and alarm

DIAGNOSTIC LED
2 color LED

POWER INPUT
100 - 240VAC, 50/60Hz, 12VDC, 1.25A

POWER CONSUMPTION
MAX 11 W

DIMENSIONS
194 (W) X 180 (D) X 107 (H) (mm)

WEIGHT
650 grams

*HTTPS streaming will reduce the video frame rate automatically.

OPERATION TEMPERATURE
0° to 40° C (322 to 1042 F)

STORAGE TEMPERATURE
-20° to 702 C (-42 to 1582 F)

HUMIDITY
20% to 80% non-condensing

CERTIFICATIONS
+ FCC

+ CE

+ C-Tick

PACKAGE INCLUDES
+ DCS-6111 camera

+ External power adapter
+ CAT5 Ethernet cable

+ Quick Installation Guide
+ Master CD
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