D-Link

Building Networks for People

Y NETDEFEND

Configuration examples for the D-Link
NetDefend Firewall series
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How to enable remote management
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This configuration example is based on the following setup:

Secure management is enabled
on WAN and LAN

Secure login
via HTTPS

DFL-series
UTM Firewall

Secure login

192.168.8.0/24
' via SSH

Step 1. Log into the firewall. The default access to LAN is via https://192.168.10.1. Default username is
“admin” and password is “admin”.

Step 2. Enabling HTTPS Management on WAN: Go to System > Remote Management.
Add HTTP/HTTPS Management and specify protocol, allowed users, WAN interface and allowed networks.

HTTP/HTTPS M t
Status oo anagemen

e i f
| P —— | Configure HTTP/HTTPS management to enable remote

¥ Device Name: | WAN_access |
Remote Management

Date and Time

HTTP

DNS Setup and configure methods and permisgg

Remote M t A v'| HTTPS
smote Hanagemen | +Add v | . Settings[

Log and Event Receivers

HTTP/HTTPS Management
¥ Monitorin
g SNIMP Management Type Access

Hardware Monitoring Settings

SSH Management HTTPHTTPS N Select the user database to use for login and the acce
¥ Users
User Databas :| g AdminUsers - |
Access Level: | Admin - |
Access Filter
Remote access is granted from the following interface
Interface:
Network: | L4 all-nets
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https://192.168.10.1/

Step 3. Enabling SSH Management on LAN: Go to System > Remote Management.
Add SSH Management and specify which interface and the allowed networks.

Status Objects Netwo
| Advanced Settings ‘

¥ Device

Remote Management

Date and Time

DNS Setup and configure methods and permissions for remote r
Remote Management ( 1 [ )

g ‘ + Add - | ‘ # Advanced Setting5|
Log and Event Receivers . y X ’

HTTP/HTTPS Management
¥ [Monitorin
& SNMP Management Type
Hardware Monitoring Settings
ageme HTTRP/HTTPS Management

SSH Management

Configure a Secure Shell (S5H) Server to enable remote

Name: ‘ LAN_SSH ‘

Listening Port: ‘ 29 ‘

Max Cancurrent Clients: ‘ 5 ‘

Sessit Access |

Login Select the user database to use for login and the access

Greeti User Database: @ AdminUsers |« ‘

Maxinl Access Level ‘ Admin v ‘
Access Filter
Remote access is granted from the following interface a
Interface: | tan v |
Network: ‘ .4 lannet - ‘
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Step 4. After the configuration is done, click “Configuration” in main bar and select “Save and Activate”.
Then click OK to confirm. Wait for 15 sec. You will be automatically redirected to the firewall’s LAN IP
address.

NOTE: If you do not re-login into the firewall within 30 sec, the configuration is reverted to its previous
state. The validation timeout can be adjusted under System > Remote Management > Advanced Settings.

'ﬂ'Selup Wizard [0 ﬁCunﬁguralion T = Notifications 0 A admin

Status System The configuration has beeg changed.
Save and Activate
Run-time Information M .

View Changes

Save Configurat  Discard changes
Save and activate changes n

Save and Activate

Are you sure you want to save the configuration?

An administrator needs to log in within 30 seconds to verify the new configuration. Otherwise the unit will assume that you accidentally locked yourself out, and
revert fo its previous configuration.

Note: Due to configuration changes the currently active user admin (192.168.10.151) will no longer be automatically logged on after the activation of the new
configuration. You will need to manually login with an administrator user account to verify the new configuration.

OK Cancel
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