D-Link

Building Networks for People

©NET

Configuration examples for the D-Link
NetDefend Firewall series

Setting up two Internet connections with load balancing
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This configuration example is based on the following setup:

Load balancing
between WAN1 and WAN2

DFL-series
UTM Firewall

192.168.8.0/24

Step 1. Log into the firewall. The default access to LAN is via https://192.168.10.1. Default username is
“admin” and password is “admin”.

Step 2. Set your WAN 1 and WAN2 settings as per Internet provider requirements.
In our example WAN 1 is set as DHCP client and WAN 2 with static IP address.

¥ General
Address Book InterfaceAddresses
Services An address folder can be used to group related address objects for better overview.
ALG
|+ Add ~ | | Editthis object Filter
Key Ring
¥ Address Pool #.+  Name Address User Auth Groups Comments
IF Pools
1 Lgqwani_ip 0.0.0.0 1PAddress of interface ...
NAT Pools
2 izwaninet 00000 = | WANL: DHCP  |«oninterrac
¥ VPN Objects
3 gqwani_gw 0.000 Default gateway for int...
LDAP ) - —
—
IKE Config Mode Pool 4 qwan2_ip 192.168.120.254 of interface
IKE ID Lists 5 (zwan2net 192.168.120.0/24 __ | WANZ2: Static IP | on intertac
IKE Algorithms 6 lgwan2_gw 192.168.120.1
_- e =
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https://192.168.10.1/

Step 3. Go to Network > Ethernet > and set WAN1 and WAN2 with required IP settings.
Click on Advanced tab. Disable the “Add route...” and “Add default route...” options for WAN1 and WAN2 (otherwise
you won’t be able to modify the routing settings).

Status System Objects Network Policies
‘ Interfaces and VPN Routing Network Services ‘
¥ Link Layer
oot Ethernet
VLAN Configure the settings for the Ethernet adapters in the system.
PPPoE
° Filter
ARP/Neighbor Discovery
¥ VPN and Tunnels #. Name IPv4 Addre  IPv6 Addre = Network Default Gat.. Enable DH...
IPsec ( )
Lqwani_ip 14 waninet qwanl_gw Yes
SSL o
L gwan2_ip |4 wan2net No
PPTPIL2TP Servers

wan1

An Ethernet interface represents a logical endpoint for Ethernet traffic.

General Hardware Settings Virtual Routing [ Advanced ]‘

Automatic Route Creation

Automatlcally add CDmm’t“'i: ool soutos caloto sl do dhis jodorfac o

wan2

| Automatically add a |

An Ethernet interface represents a logical endpoint for Ethernet traffic.
Automatically add a1

Route metric:| 100 ‘ General Hardware Settings Virtual Routing [ Advanced ]J

Automatic Route Creation

Automatically add commonly used routes related to this interface

Automatically add a route for this interface using the given network.

Automatically add a default route for this interface using the given default gateway |

D-Link D-Link Australia & New Zealand Technical Support Page 3 of 6
TechSupport



Step 4. Go to Routing > Routing Tables > Main.
Add two routes for all outgoing traffic (all-nets) to go through WAN1 and WAN2.
Make sure you set the same Metric for both routes

‘ General Proxy ARP Monitor ‘ ‘ General Proxy ARP Monitor
Interface: o3 wan1 - Interface: o wan2 -
Network: Lg all-nets - Network: |4 all-nets -
Gateway: lig wan1_gw v Gateway: L4 wan2_gw v
Local IP address: | (None) v Local IP address:| (None) -
Metric: 80 A Metric: 80 &

# . Type Interface Network Gateway L. Metric

3 LgRoute IPv4 .__q' wan2 [ 4 all-nets Lgwan2_gw a0

4 4 Route IPv4 o wan1 L4 all-nets Lqwani_gw 80
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Step 5. Go to Routing > Route Load Balancing > Instances.

Create a new Route Balancing instance. Select “main” as Routing Table. Select “Round Robin” or another as

Algorithm.

¥ Static Routes
Routing Tables

Policy-based Routing Rules

¥ Route Load Balancing
Instances

Algorithm Settings

¥ Dynamic Routing

Status System Objects Policies

Interfaces and VPN Metwork Services

Route Balancing Instance

A route balancing instance is assoicated with a routingtable and defines how to make

Routing Table:| = main

SpEcify which algorithm to use when

Algorithm: _
ncing the routes.

‘ Round Robin

The route balancing mechanism will be looking for two matching routes in the routing table “main” and
will balance traffic between them:

# o Type Interface Network Gateway L... Metric

3 (4 Route IPv4 o wan2 (4 all-nets (4 wWan2_gw 80

4 (4 Route IPv4 o wan1 |4 all-nets 4 Wan1_gw 80
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Step 6. After the configuration is done, click “Configuration” in main bar and select “Save and Activate”.
Then click OK to confirm. Wait for 15 sec. You will be automatically redirected to the firewall’s LAN IP
address.

NOTE: If you do not re-login into the firewall within 30 sec, the configuration is reverted to its previous
state. The validation timeout can be adjusted under System > Remote Management > Advanced Settings.

'ﬂ'Selup Wizard [0 ﬁCunﬁguralion T = Notifications 0 A admin

Status System The configuration has beeg changed.
Save and Activate
Run-time Information M .

View Changes

Save Configurat  Discard changes
Save and activate changes n

Save and Activate

Are you sure you want to save the configuration?

An administrator needs to log in within 30 seconds to verify the new configuration. Otherwise the unit will assume that you accidentally locked yourself out, and
revert fo its previous configuration.

Note: Due to configuration changes the currently active user admin (192.168.10.151) will no longer be automatically logged on after the activation of the new
configuration. You will need to manually login with an administrator user account to verify the new configuration.

OK Cancel
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