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IPS Pattern List

Z
o

Pattern Name

SHELLCODE sparc setuid 0

SHELLCODE x86 setgid O

SHELLCODE x86 setuid 0

SHELLCODE SGI NOOP

SHELLCODE SGI NOOP

SHELLCODE AIX NOOP

SHELLCODE Digital UNIX NOOP

SHELLCODE HP-UX NOOP

OO (NO|O || W[N|PF

SHELLCODE HP-UX NOOP

[
o

SHELLCODE sparc NOOP

[EEY
[N

SHELLCODE sparc NOOP

=
N

SHELLCODE sparc NOOP

=
w

SHELLCODE x86 NOOP

H
o

SHELLCODE x86 stealth NOOP

=
(6]

SHELLCODE x86 unicode NOOP

=
(e}

SHELLCODE Linux shellcode

[
\]

SHELLCODE x86 inc ebx NOOP

=
(0]

SHELLCODE x86 NOOP

=
O

SHELLCODE x86 EB OC NOOP

N
o

ATTACK-RESPONSES Windows directory listing

N
[y

ATTACK-RESPONSES successful gobbles sshutuptheo exploit

N
N

ATTACK-RESPONSES successful gobbles sshutuptheo exploit

N
w

ATTACK-RESPONSES command completed

N
~

ATTACK-RESPONSES command error

N
)]

ATTACK-RESPONSES index of /cgi-bin/ response

N
(o))

ATTACK-RESPONSES Microsoft cmd.exe banner

N
~

EXPLOIT ssh CRC32 overflow /bin/sh

N
(o)

EXPLOIT ssh CRC32 overflow NOOP

N
(o]

EXPLOIT Netscape 4.7 client overflow

w
o

EXPLOIT nlps x86 Solaris overflow

w
-

EXPLOIT LPRng overflow

w
N

EXPLOIT Redhat 7.0 Iprd overflow

D-Link Confidential



DAinnk ...........

33

EXPLOIT SCO calserver overflow

34

EXPLOIT VQServer admin

35

EXPLOIT NextFTP client overflow

36

EXPLOIT x86 windows MailMax overflow

37

EXPLOIT ntalkd x86 Linux overflow

38

EXPLOIT x86 Linux mountd overflow

39

EXPLOIT x86 Linux mountd overflow

40

EXPLOIT x86 Linux mountd overflow

41

EXPLOIT MDBMS overflow

42

EXPLOIT rwhoisd format string attempt

43

EXPLOIT CDE dtspcd exploit attempt

44

EXPLOIT kadmind buffer overflow attempt

45

EXPLOIT kadmind buffer overflow attempt

46

EXPLOIT kadmind buffer overflow attempt

47

EXPLOIT kadmind buffer overflow attempt

48

EXPLOIT kadmind buffer overflow attempt

49

EXPLOIT kadmind buffer overflow attempt

50

EXPLOIT gobbles SSH exploit attempt

51

EXPLOIT LPD dvips remote command execution attempt

52

EXPLOIT SSH server banner overflow

53

EXPLOIT CHAT IRC topic overflow

54

EXPLOIT CHAT IRC Ettercap parse overflow attempt

55

EXPLOIT x86 Linux samba overflow

56

FINGER cmd_rootsh trojan attempt

57

FINGER account enumeration attempt

58

FINGER search query

59

FINGER root query

60

FINGER null request

61

FINGER remote command \; execution attempt

62

FINGER remote command pipe execution attempt

63

FINGER bomb attempt

64

FINGER cybercop scan

65

FINGER 0 query

66

FINGER . query

67

FINGER version query

68

DNS named authors attempt
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69 |DNS named authors attempt

70 |DNS named version attempt

71 |DNS named version attempt

72 |DNS EXPLOIT named overflow (adm-bind_exp.c)

73 |FTP Suspiciously long CEL command

74 |FTP Suspiciously long CWD command

75 |FTP Suspiciously long CMD command

76 |FTP Suspiciously long STAT command

77 |FTP Suspiciously long SITE CHOWN command

78 |FTP Suspiciously long SITE NEWER command

79 |FTP Suspiciously long SITE CPWD command

80 [FTP Suspiciously long SITE command

81 |FTP Suspiciously long USER command

82 |FTP Suspiciously long PASS command

83 |FTP Suspiciously long RMDIR command

84 |FTP Suspiciously long MKD command

85 |FTP Suspiciously long REST command

86 |FTP Suspiciously long DELE command

87 |FTP Suspiciously long RMD command

88 |FTP SITE EXEC format string attempt

89 |FTP SITE ZIPCHK attempt

90 |[FTP SITE NEWER attempt

91 |FTP site exec

92 |FTP EXPLOIT STAT * dos attempt

93 |FTP EXPLOIT STAT ? dos attempt

94 |FTP CWD ~root attempt

95 [FTP CWD .... attempt

96 |FTP serv-u directory transversal

97 |FTP LIST directory traversal attempt

98 |FTP .forward

99 |FTP .rhosts

100 |[FTP passwd retrieval attempt

101 |[FTP shadow retrieval attempt

102 |[FTP pass wh0Ot backdoor

103 |FTP saint scan

104 |FTP satan scan
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105 [FTP CWD Root directory transversal attempt

106 |[FTP USER format string attempt

107 |[FTP PASS format string attempt

108 [IMAP Suspiciously long LOGIN command

109 IMAP Suspiciously long AUTHENTICATE command

110 |{IMAP Suspiciously long LSUB command

111 |IMAP Suspiciously long LIST command

112 |IMAP Suspiciously long RENAME command

113 |IMAP Suspiciously long FIND command

114 IMAP Suspiciously long CREATE command

115 |IMAP Suspiciously long BODY command

116 |IMAP Suspiciously long BODY.PEEK command

117 |POP2 Suspiciously long FOLD command

118 |POP2 FOLD arbitrary file attempt

119 |POP2 overflow

120 |POP3 Suspiciously long USER command

121 |POP3 Suspiciously long CAPA command

122 |POP3 Suspiciously long TOP command

123 |POP3 Suspiciously long STAT command

124 |POP3 Suspiciously long DELE command

125 |POP3 Suspiciously long RSET command

126 |POP3 Suspiciously long AUTH command

127 |POP3 Suspiciously long LIST command

128 |POP3 Suspiciously long XTND command

129 |POP3 Suspiciously long PASS command

130 |POP3 Suspiciously long APOP command

131 |POP3 EXPLOIT x86 Linux overflow

132 |POP3 EXPLOIT x86 BSD (qpop242.c)

133 |POP3 EXPLOIT x86 SCO overflow attempt

134 POP3 EXPLOIT gpopper overflow attempt

135 POP3 USER format string attempt

136 [SMTP sendmail 8.6.9 identd exploit

137 [SMTP exchange mime DOS

138 [SMTP expn decode attempt

139 |SMTP expn root

140 |SMTP expn *@
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141

SMTP majordomo IFS

142

SMTP sendmail 5.5.5 exploit attempt

143

SMTP rcpt to sed command attempt

144

SMTP RCPT TO decode attempt

145

SMTP sendmail 5.6.5 exploit

146

SMTP vrfy decode

147

SMTP vrfy root

148

SMTP Suspiciously long HELO command

149

SMTP Suspiciously long ETRN command

150

SMTP sendmail FROM header parser overflow

151

VIRUS OUTBOUND

.pif file attachment

152

VIRUS OUTBOUND

.Shs file attachment

153

VIRUS OUTBOUND

.exe file attachment

154

VIRUS OUTBOUND

.doc file attachment

155

VIRUS OUTBOUND

.vbs file attachment

156

VIRUS OUTBOUND

.hta file attachment

157

VIRUS OUTBOUND

.chm file attachment

158

VIRUS OUTBOUND

.reg file attachment

159

VIRUS OUTBOUND

.ini file attachment

160

VIRUS OUTBOUND

.bat file attachment

161

VIRUS OUTBOUND

.diz file attachment

162

VIRUS OUTBOUND

(dll file attachment

163

VIRUS OUTBOUND

.vxd file attachment

164

VIRUS OUTBOUND

.sys file attachment

165

VIRUS OUTBOUND

.com file attachment

166

VIRUS OUTBOUND

.scr file attachment

167

VIRUS OUTBOUND

.hsq file attachment

168

TELNET LD_LIBRARY_PATH exploit attempt

169

TELNET LD_PRELOAD exploit attempt

170

TELNET livingston DOS

171

TELNET RESOLV_HOST_CONF

172

TELNET 4Dgifts default SGI account attempt

173

TELNET EZsetup default account attempt

174

TELNET login incorrect

175

TELNET root login

176

WEB-1IS MDAC Content-Type overflow attempt
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177 \WEB-IIS pbserver access

178 WEB-IIS /iisadmpwd/aexp2.htr access

179 WEB-IIS WebDAV file lock attempt

180 \WEB-IIS ISAPI .printer access

181 WEB-IIS ISAPI .ida attempt

182 |WEB-IIS %2E-asp access

183 WEB-IIS ASP contents view

184 WEB-IIS ASP contents view

185 |WEB-IIS unicode directory traversal attempt

186 |WEB-IIS unicode directory traversal attempt

187 |WEB-IIS unicode directory traversal attempt

188 |WEB-IIS unicode directory traversal attempt

189 WEB-IIS +.htr code fragment attempt

190 WEB-IIS SAM Attempt

191 WEB-IIS achg.htr access

192 WEB-IIS ism.dll access

193 WEB-IIS anot.htr access

194 \WEB-IIS asp-dot attempt

195 |WEB-IIS cmd.exe access

196 \WEB-IIS del attempt

197 \WEB-IIS fpcount attempt

198 \WEB-IIS fpcount access

199 \WEB-IIS global.asa access

200 |WEB-IIS iisadmpwd attempt

201 |WEB-IIS index server file source code attempt

202 |WEB-IIS ism.dIl attempt

203 |WEB-IIS msadcs.dll access

204 \WEB-IIS newdsn.exe access

205 |WEB-IIS scripts-browse access

206 WEB-IIS search97.vts access

207 |WEB-IIS showcode.asp access

208 |WEB-IIS site server config access

209 |WEB-IIS uploadn.asp access

210 |WEB-IIS view source via translate header

211 |WEB-IIS viewcode.asp access

212 WEB-IIS webhits access
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213 |WEB-IIS CodeRed v2 root.exe access

214 \WEB-IIS Outlook web DoS

215 WEB-IIS /scripts/samples/ access

216 WEB-IIS iissamples access

217 |WEB-IIS htimage.exe access

218 |WEB-IIS /exchange/root.asp attempt

219 |WEB-IIS /exchange/root.asp access

220 |WEB-IIS nsiislog.dll access

221 |WEB-IIS MS BizTalk server access

222 |WEB-IIS Directory transversal attempt

223 WEB-IIS foxweb.dll access

224 \WEB-IIS foxweb.exe access

225 |WEB-IIS UploadScriptll.asp access

226 |WEB-IIS VP-ASP shopsearch.asp access

227 WEB-FRONTPAGE rad fp30reg.dll access

228 WEB-FRONTPAGE frontpage rad fp4areg.dll access

229 WEB-FRONTPAGE _vti_rpc access

230 WEB-FRONTPAGE shtml.dll access

231 WEB-FRONTPAGE fpremadm.exe access

232 |WEB-FRONTPAGE fpadmin.htm access

233 |WEB-FRONTPAGE fpadmcgi.exe access

234 |WEB-FRONTPAGE authors.pwd access

235 WEB-FRONTPAGE administrators.pwd access

236 WEB-FRONTPAGE access.cnf access

237 WEB-FRONTPAGE service.cnf access

238 |WEB-FRONTPAGE service.pwd

239 WEB-FRONTPAGE services.cnf access

240 WEB-FRONTPAGE shtml.exe access

241 \WEB-FRONTPAGE users.pwd access

242 \WEB-FRONTPAGE fourdots request

243 WEB-FRONTPAGE dvwssr.dll access

244 WEB-FRONTPAGE / vti_bin/ access

245 WEB-FRONTPAGE .... request

246 WEB-COLDFUSION cfcache.map access

247 WEB-COLDFUSION exampleapp application.cfm

248 WEB-COLDFUSION application.cfm access
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249 \WEB-COLDFUSION getfile.cfm access

250 WEB-COLDFUSION addcontent.cfm access

251 WEB-COLDFUSION administrator access

252 WEB-COLDFUSION exprcalc access

253 |WEB-COLDFUSION application.cfm access

254 \WEB-COLDFUSION exampleapp access

255 WEB-COLDFUSION sendmail.cfm access

256 |WEB-MISC ftp attempt

257 |WEB-MISC xp_enumdsn attempt

258 |WEB-MISC xp_filelist attempt

259 WEB-MISC xp_availablemedia attempt

260 |WEB-MISC xp_cmdshell attempt

261 |WEB-MISC nc.exe attempt

262 WEB-MISC telnet attempt

263 |WEB-MISC net attempt

264 \WEB-MISC tftp attempt

265 WEB-MISC xp_regread attempt

266 WEB-MISC xp_regwrite attempt

267 |WEB-MISC xp_regdeletekey attempt

268 WEB-MISC .bash_history access

269 WEB-MISC /~nobody access

270 |WEB-MISC .htpasswd access

271 \WEB-MISC 1s%20-I

272 |WEB-MISC Tomcat view source attempt

273 |WEB-MISC weblogic view source attempt

274 \WEB-MISC Tomcat directory traversal attempt

275 WEB-MISC /etc/passwd

276 WEB-MISC .htaccess access

277 WEB-MISC /~root access

278 WEB-MISC /~ftp access

279 WEB-MISC cat%20 access

280 |WEB-MISC Ecommerce import.txt access

281 |WEB-MISC Domino catalog.nsf access

282 \WEB-MISC Domino domcfg.nsf access

283 WEB-MISC Domino domlog.nsf access

284 WEB-MISC Domino log.nsf access
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285

WEB-MISC Domino names.nsf access

286

WEB-MISC Domino setup.nsf access

287

WEB-MISC Domino statrep.nsf access

288

WEB-MISC Domino webadmin.nsf access

289

WEB-MISC Domino mab.nsf access

290

WEB-MISC Domino events4.nsf access

291

WEB-MISC Domino collect4.nsf access

292

WEB-MISC Domino bookmark.nsf access

293

WEB-MISC Domino agentrunner.nsf access

294

WEB-MISC .history access

295

WEB-MISC http directory traversal

296

WEB-MISC WebDAV search access

297

WEB-MISC Netscape Enterprise DOS

298

WEB-MISC Netscape Enterprise directory listing attempt

299

WEB-MISC iPlanet GETPROPERTIES attempt

300

WEB-MISC unify eWave ServletExec upload

301

WEB-MISC Netscape Servers suite DOS

302

WEB-MISC unify eWave ServletExec DOS

303

WEB-MISC ICQ Webfront HTTP DOS

304

WEB-MISC Talentsoft Web+ Source Code view access

305

WEB-MISC Talentsoft Web+ internal IP Address access

306

WEB-MISC SmartWin CyberOffice Shopping Cart access

307

WEB-MISC Netscape admin passwd

308

WEB-MISC ROXEN directory list attempt

309

WEB-MISC apache source.asp file access

310

WEB-MISC Allaire JRUN DOS attempt

311

WEB-MISC ICQ webserver directory traversal

312

WEB-MISC Lotus DelDoc attempt

313

WEB-MISC Lotus EditDoc attempt

314

WEB-MISC mlog.phtml access

315

WEB-MISC mylog.phtml access

316

WEB-MISC Netscape Enterprise Server directory view

317

WEB-MISC Netscape dir index wp

318

WEB-MISC Netscape Enterprise Server directory view

319

WEB-MISC Netscape Enterprise Server directory view

320

WEB-MISC Netscape Enterprise Server directory view

D-Link Confidential

10




D-ALinlk

321

WEB-MISC Netscape Enterprise Server directory view

322

WEB-MISC Netscape Enterprise Server directory view

323

WEB-MISC Netscape Enterprise Server directory view

324

WEB-MISC Netscape Enterprise Server directory view

325

WEB-MISC Netscape Enterprise Server directory view

326

WEB-MISC webcart access

327

WEB-MISC AuthChangeUrl access

328

WEB-MISC convert.bas access

329

WEB-MISC guestbook.pl access

330

WEB-MISC Ecommerce checks.txt access

331

WEB-MISC apache directory disclosure attempt

332

WEB-MISC Netscape PublishingXpert access

333

WEB-MISC windmail.exe access

334

WEB-MISC webplus access

335

WEB-MISC cart 32 AdminPwd access

336

WEB-MISC shopping cart access

337

WEB-MISC Novell Groupwise gwweb.exe attempt

338

WEB-MISC Novell Groupwise gwweb.exe access

339

WEB-MISC ws_ftp.ini access

340

WEB-MISC rpm_query access

341

WEB-MISC architext_query.pl access

342

WEB-MISC wwwboard.pl access

343

WEB-MISC get32.exe access

344

WEB-MISC cgitest.exe attempt

345

WEB-MISC SalesLogix Eviewer web command attempt

346

WEB-MISC SalesLogix Eviewer access

347

WEB-MISC Trend Micro OfficeScan access

348

WEB-MISC oracle web application server access

349

WEB-MISC search.vts access

350

WEB-MISC htgrep attempt

351

WEB-MISC htgrep access

352

WEB-MISC .nsconfig access

353

WEB-MISC Admin_files access

354

WEB-MISC plusmail access

355

WEB-MISC ultraboard access

356

WEB-MISC musicat empower attempt
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357 |WEB-MISC musicat empower access

358 WEB-MISC ROADS search.pl attempt

359 |WEB-MISC SWEditServlet directory traversal attempt

360 WEB-MISC SWEditServlet access

361 |WEB-MISC VirusWall FtpSave access

362 WEB-MISC sml3com access

363 WEB-MISC carbo.dll access

364 WEB-MISC console.exe access

365 |WEB-MISC http directory traversal

366 |WEB-MISC jrun directory browse attempt

367 |WEB-MISC mod-plsgl administration access

368 |WEB-MISC Phorecast remote code execution attempt

369 |WEB-MISC viewcode access

370 WEB-MISC showcode access

371 |WEB-MISC mkilog.exe access

372 |WEB-MISC PCCS mysql database admin tool access

373 |WEB-MISC .DS_Store access

374 WEB-MISC .FBCIndex access

375 WEB-MISC ExAir access

376 |WEB-MISC AxisStorpoint CD attempt

377 |WEB-MISC Axis Storpoint CD access

378 |WEB-MISC Cisco Catalyst command execution attempt

379 |WEB-MISC Cisco /%% DOS attempt

380 |WEB-MISC /CVS/Entries access

381 |WEB-MISC /doc/packages access

382 |WEB-MISC /doc/ access

383 WEB-MISC global.inc access

384 |WEB-MISC SecureSite authentication bypass attempt

385 WEB-MISC b2 arbitrary command execution attempt

386 |WEB-MISC DELETE attempt

387 |WEB-MISC Netscape Unixware overflow

388 |WEB-MISC Compag Insight directory traversal

389 WEB-MISC VirusWall catinfo access

390 WEB-MISC Chunked-Encoding transfer attempt

391 WEB-MISC CISCO VolP DOS ATTEMPT

392 |WEB-MISC iChat directory traversal attempt
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393

WEB-MISC IBM Net.Commerce orderdspc.d2w access

394

WEB-MISC WEB-INF access

395

WEB-MISC iPlanet Search directory traversal attempt

396

WEB-MISC Tomcat TroubleShooter servlet access

397

WEB-MISC Tomcat SnoopServlet servlet access

398

WEB-MISC jigsaw dos attempt

399

WEB-MISC webfind.exe access

400

WEB-MISC active.log access

401

WEB-MISC Oracle XSQLConfig.xml access

402

WEB-MISC globals.jsa access

403

WEB-MISC bad HTTP/1.1 request, Potentially worm attack

404

WEB-MISC /Carello/add.exe access

405

WEB-MISC /ecscripts/ecware.exe access

406

WEB-MISC ion-p access

407

WEB-MISC answerbook2 admin attempt

408

WEB-MISC TRACE attempt

409

WEB-MISC helpout.exe access

410

WEB-MISC iPlanet .perf access

411

WEB-MISC MsmMask.exe attempt

412

WEB-MISC MsmMask.exe access

413

WEB-MISC DB4Web access

414

WEB-MISC Tomcat null byte directory listing attempt

415

WEB-MISC philboard.mdb access

416

WEB-MISC philboard_admin.asp authentication bypass attempt

417

WEB-MISC philboard_admin.asp access

418

WEB-MISC apache ?M=D directory list attempt

419

WEB-MISC chip.ini access

420

WEB-MISC post32.exe arbitrary command attempt

421

WEB-MISC post32.exe access

422

WEB-MISC logicworks.ini access

423

WEB-MISC lyris.pl access

424

WEB-MISC globals.pl access

425

WEB-MISC /*.shtml access

426

WEB-MISC mod_gzip_status access

427

WEB-MISC bsml.pl access

428

WEB-MISC cgiWebupdate.exe access
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429

WEB-MISC Compag web-based management agent denial of service attempt

430

WEB-MISC changepw.exe access

431

WEB-MISC Cisco IOS HTTP configuration attempt

432

WEB-MISC ContentFilter.dll access

433

WEB-MISC cwmail.exe access

434

WEB-MISC ddicgi.exe access

435

WEB-MISC edittag.pl access

436

WEB-MISC handler attempt

437

WEB-MISC Lotus Domino directory traversal

438

WEB-MISC ndcgi.exe access

439

WEB-MISC oracle web arbitrary command execution attempt

440

WEB-MISC PeopleSoft PeopleBooks psdoccgi access

441

WEB-MISC perl post attempt

442

WEB-MISC redirect.exe access

443

WEB-MISC register.dll access

444

WEB-MISC Sample_showcode.html access

445

WEB-MISC setinfo.hts access

446

WEB-MISC SFNofitication.dll access

447

WEB-MISC source.jsp access

448

WEB-MISC Tomcat server snoop access

449

WEB-MISC TOP10.dll access

450

WEB-MISC SpamExcp.dll access

451

WEB-MISC spamrule.dll access

452

WEB-MISC Trend Micro OfficeScan attempt

453

WEB-MISC WebLogic ConsoleHelp view source attempt

454

WEB-MISC Webnews.exe access

455

WEB-MISC VsSetCookie.exe access

456

WEB-MISC cPanel resetpass access

457

WEB-MISC Crystal Reports crystalimagehandler.aspx access

458

WEB-MISC Crystal Reports crystallmageHandler.aspx directory traversal

459

attempt. Impact: Arbitrary code execution

460

WEB-MISC .htgroup access

461

WEB-MISC sadmind worm access

462

WEB-MISC Tomcat sourecode view

463

WEB-MISC Tomcat sourecode view

464

WEB-MISC Tomcat sourecode view
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465

WEB-MISC Demarc SQL injection attempt

466

WEB-MISC Lotus Notes .csp script source download attempt

467

WEB-MISC Lotus Notes .pl script source download attempt

468

WEB-MISC Lotus Notes .exe script source download attempt

469

WEB-MISC BitKeeper arbitrary command attempt

470

WEB-MISC ftp.pl attempt

471

WEB-MISC ftp.pl access

472

WEB-MISC long basic authorization string

473

WEB-MISC long basic authorization string

474

WEB-MISC NetGear router default password login attempt \(admin\:password\)

475

WEB-MISC NetGear router default password login attempt \(admin\:password\)

476

WEB-MISC search.dll directory listing attempt

ar7

WEB-ATTACKS /bin/ps command attempt

478

WEB-ATTACKS ps command attempt

479

WEB-ATTACKS wget command attempt

480

WEB-ATTACKS uname -a command attempt

481

WEB-ATTACKS /usr/bin/id command attempt

482

WEB-ATTACKS echo command attempt

483

WEB-ATTACKS kill command attempt

484

WEB-ATTACKS chmod command attempt

485

WEB-ATTACKS chgrp command attempt

486

WEB-ATTACKS chown command attempt

487

WEB-ATTACKS chsh command attempt

488

WEB-ATTACKS tftp command attempt

489

WEB-ATTACKS /usr/bin/gcc command attempt

490

WEB-ATTACKS gcc command attempt

491

WEB-ATTACKS /usr/bin/cc command attempt

492

WEB-ATTACKS cc command attempt

493

WEB-ATTACKS /usr/bin/cpp command attempt

494

WEB-ATTACKS cpp command attempt

495

WEB-ATTACKS /usr/bin/g++ command attempt

496

WEB-ATTACKS g++ command attempt

497

WEB-ATTACKS bin/python access attempt

498

WEB-ATTACKS python access attempt

499

WEB-ATTACKS bin/tclsh execution attempt

500

WEB-ATTACKS tclsh execution attempt
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501 WEB-ATTACKS bin/nasm command attempt

502 |WEB-ATTACKS nasm command attempt

503 |WEB-ATTACKS /usr/bin/perl execution attempt

504 WEB-ATTACKS perl execution attempt

505 WEB-ATTACKS nt admin addition attempt

506 WEB-ATTACKS traceroute command attempt

507 |WEB-ATTACKS ping command attempt

508 |WEB-ATTACKS netcat command attempt

509 WEB-ATTACKS nmap command attempt

510 WEB-ATTACKS xterm command attempt

511 WEB-ATTACKS X application to remote host attempt

512 |WEB-ATTACKS Isof command attempt

513 |WEB-ATTACKS rm command attempt

514 |WEB-ATTACKS mail command attempt

515 WEB-ATTACKS mail command attempt

516 |WEB-ATTACKS /bin/ls| command attempt

517 WEB-ATTACKS /bin/ls command attempt

518 WEB-ATTACKS /etc/inetd.conf access

519 WEB-ATTACKS /etc/motd access

520 WEB-ATTACKS /etc/shadow access

521 |WEB-ATTACKS conf/httpd.conf attempt

522 RSERVICES rlogin bin

523 |IRSERVICES rsh froot

524 |RSERVICES rlogin root

525 |TFTP parent directory

526 \TFTP GET Admin.dll

527 |TFTP GET nc.exe

528 TFTP GET shadow

529 [TFTP GET passwd

530 [TFTP GET filename overflow attempt

531 |[TFTP PUT filename overflow attempt

532 [TFTP GET Admin.dll

533 |[TFTP GET nc.exe

534 |TFTP GET shadow

535 [TFTP GET passwd

536 [TFTP GET filename overflow attempt
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537

TFTP PUT filename overflow attempt

538

WEB-PHP bb_smilies.php access

539

WEB-PHP squirrel mail spell-check arbitrary command attempt. Impact:

540

Information disclosure

941

WEB-PHP squirrel mail theme arbitrary command attempt

542

WEB-PHP DNSTools administrator authentication bypass attempt

543

WEB-PHP DNSTools authentication bypass attempt

544

WEB-PHP DNSTools access

545

WEB-PHP Blahz-DNS dostuff.php modify user attempt

546

WEB-PHP Blahz-DNS dostuff.php access

o547

WEB-PHP php.exe access

548

WEB-PHP directory.php arbitrary command attempt

549

WEB-PHP directory.php access

550

WEB-PHP phpbb quick-reply.php arbitrary command attempt

551

WEB-PHP phpbb quick-reply.php access

552

WEB-PHP calendar.php access

553

WEB-PHP readmsg.php access

554

WEB-PHP Phorum admin access

555

WEB-PHP piranha passwd.php3 access

556

WEB-PHP admin.php file upload attempt

557

WEB-PHP admin.php access

558

WEB-PHP smssend.php access

559

WEB-PHP Phorum /support/common.php attempt

560

WEB-PHP Phorum /support/common.php access

561

WEB-PHP Phorum authentication access

562

WEB-PHP PHPLIB remote command attempt

563

WEB-PHP Mambo uploadimage.php upload php file attempt

564

WEB-PHP Mambo uploadimage.php access

565

WEB-PHP Mambo upload.php upload php file attempt

566

WEB-PHP Mambo upload.php access

567

WEB-PHP phpBB privmsg.php access

568

WEB-PHP shoutbox.php directory traversal attempt

569

WEB-PHP shoutbox.php access

570

WEB-PHP b2 cafelog gm-2-b2.php remote command execution attempt. Impact:

571

Arbitrary code execution

572

WEB-PHP b2 cafelog gm-2-b2.php remote command execution attempt. Impact:
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573

Arbitrary code execution

574

WEB-PHP b2 cafelog gm-2-b2.php access

575

WEB-PHP BLNews objects.inc.php4 access

576

WEB-PHP Turba status.php access

S77

WEB-PHP BLNews objects.inc.php4 remote command execution attempt

578

WEB-PHP ttCMS header.php remote command execution attempt

579

WEB-PHP ttCMS header.php access

580

WEB-PHP autohtml.php directory traversal attempt

581

WEB-PHP autohtml.php access

582

WEB-PHP ttforum remote command execution attempt

583

WEB-PHP ttforum remote command execution attempt

584

WEB-PHP /_admin access

585

WEB-PHP Advanced Poll admin_comment.php access

586

WEB-PHP Advanced Poll admin_edit.php access

587

WEB-PHP Advanced Poll admin_embed.php access

588

WEB-PHP Advanced Poll admin_help.php access

589

WEB-PHP Advanced Poll admin_license.php access

590

WEB-PHP Advanced Poll admin_logout.php access

591

WEB-PHP Advanced Poll admin_password.php access

592

WEB-PHP Advanced Poll admin_preview.php access

593

WEB-PHP Advanced Poll admin_settings.php access

594

WEB-PHP Advanced Poll admin_stats.php access

595

WEB-PHP Advanced Poll admin_templates.php access

596

WEB-PHP Advanced Poll admin_templates_misc.php access

597

WEB-PHP Advanced Poll admin_tpl_misc_new.php access

598

WEB-PHP Advanced Poll admin_tpl_new.php access

599

WEB-PHP Advanced Poll booth.php access

600

WEB-PHP Advanced Poll poll_ssi.php access

601

WEB-PHP Advanced Poll popup.php access

602

WEB-PHP authentication_index.php access

603

WEB-PHP chatbox.php access

604

WEB-PHP DatabaseFunctions.php access

605

WEB-PHP DCP-Portal remote file include attempt

606

WEB-PHP DCP-Portal remote file include attempt

607

WEB-PHP files.inc.php access

608

WEB-PHP GlobalFunctions.php access
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609

WEB-PHP Invision Board ipchat.php file include

610

WEB-PHP MatrikzGB privilege escalation attempt

611

WEB-PHP myphpPagetool pt_config.inc file include

612

WEB-PHP news.php file include

613

WEB-PHP newsPHP Language file include attempt

614

WEB-PHP Photopost PHP Pro showphoto.php access

615

WEB-PHP PhpGedView PGV authentication_index.php base directory

616

manipulation attempt

617

WEB-PHP PhpGedView PGV config_gedcom.php base directory manipulation attempt

618

WEB-PHP PhpGedView PGV functions.php base directory manipulation attempt

619

WEB-PHP PHPLIB remote command attempt

620

WEB-PHP phptest.php access

621

WEB-PHP rolis guestbook access

622

WEB-PHP rolis guestbook arbitrary command execution attempt

623

WEB-PHP WAnewsletter newsletter.php file include attempt

624

WEB-PHP WebChat db_mysql.php file include

625

WEB-PHP WebChat english.php file include

626

WEB-PHP TUTOS path disclosure attempt

627

WEB-PHP PhpGedView PGV base directory manipulation
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