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Firmware Yersion: |DLINK-500 2.27,build056,021121 |

Antivirus
Definitions : 5 |
Version:

Attack Definitions

Version: 1.14{11/15/2002 10:18) |

Serial Number: [FGT-502801026793 |

System Settings: Download Upload Restore Factory Defaults

Log&Report
- e System: | Restart | | Shutdown |

»
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CPU usage: 2.42% used, 97.58% idle, 0.00% interrupt,
Memory usage: 73.17% used. | Refresh

Up time: & days, 19 hours, 48 minutes.

Protocol From IP From Port To IP To Port Expire
(secs)

Mo Route traffic connection right now.,

UDpP 192.168.0,167 300 165.228.236.24 300 58
TCP 192.168.0.167 2132 619,209,135 |20

TCP 192.168.0.167 2133 61.9.209.135 80
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Update Center 1: |update.furtinet.|:um | (IF or Damain Mame)

Update Center 2: |

| (IP or Domain Mame)

[] Periodic Update

® Daily: D {Hour) (Ming
Oweekly: sunday Bllmay) [0 Elltdoun (o0 [ iy

¥irus Definitions Update Last updated: Mo previous update

attack Definitions Update Last updated: Mo previous update

Apply | | Update Now |
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| Name | 1P | Netmask | _Access | Modity

mterr‘lal 192.168.0,99 235.235.235.0 HTTRPS5,PING
external 202.129,109.853255.255.255.224 PING @11
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Primary DNS Server: |2I]?.194.2I]I].1

Second DNS Server: |2[l?.194.2l]l].129

| apply |
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Enable RIP Server; [ Internal Interface [ External Interface

Destination [P Modify

0.0.0.0 0.0.0.0 external 202.129.109.65 M E

M ey
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D-Link Firewall Appliance
EEE

Status
Update

Network Enable DHCP: ||
Config

Starting IP:  |0.0.0.0

Ending IP: 10.0.0.0

|

|
Netmask: 0.0.0.0 |

| ¢

seconds)

Domain: |

DNS IP: 10.0.0.0

Default Route: |0.0.0.0

m Lease Duration: |D

Log&Report

Exzclusion Range:

Range 1:

Range 2:

Range 4:

|
|
Range 3: |
|
|
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D-Link Firewall Appliance

Mode
Policy
Address
Service
Schedule
Users
Virtual IP
Port Forward & NAT/Route
IF/IMAC Binding

|interna|=:=:>exte rnal| & MAT ) Route |

Transparent %

| Apply

Log&Report
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Mode 7] Source | Dest | Schedue

Policy 1 Internal ﬂll External Al Always ACCEPT 'ﬁl@l A S
Address
Service N ey
Schedule
Users
Virtual IP
Port Forward

IP/IMAC Binding ‘

Log&Report
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=L IP/Netmask Modify

Policy Internal_all 0.0.0.0/0.0.0.0 Ex
Address
Service New I
Schedule
Users

Virtual IP
Port Forward

IPIMAC Binding %

Log&Report
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=L IP/Netmask Modify

Policy External_All 0.0.0.0/0.0.0.0 Ex)
Address
Service New I
Schedule
Users

Virtual IP

Port Forward %
IP/IMAC Binding

Log&Report
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Help

Firewall Appliance

precennca | R I

Name I

ANY all

OMS tcp/S53 udpfs3

FINGER top/79

— FTP tep/20-21

Virtual IP GIOPHER tep/70

Port Forward HTTP tcp 80

IP/MAC Binding HTTPS topf443

H3=23 tcp/1720,1503 udp/1710
IMaP tepf143

IRC top/6660-6669

MFS topf111,2049 udpf111,2049 %_
MNTP tcpf119

MNTP topf123 udpf123

PING icrmp,/0,8

POP3 top/110 udp/110

QUAKE udp/26000,27000,27910,27960
RALIDIO udp/7070

RLOGIM topf513

SMTP topf23

SMMP tepf161-162 udp/i6i-162
55H tcpf22 udpf22

TELMET topf23

YDOLIVE udp/7000

WATS tepf210

X WINDOWS | focp/E000

Schedule
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rocoines JRNCI oo
ods senvicenamel _oewil | vy _

Policy
B
Service
Schedule

Users

Virtual IP

Port Forward
IPIMAC Binding

Log&Report
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arous
ods Growpname | members | iy _

Policy
B
Service
Schedule

Users

Virtual IP

Port Forward
IPIMAC Binding

Log&Report
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File  Edit
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D-Llnk- Firewall Appliance
one-vime |

Mode __Name | start | stp | Modify

Policy
ey
Service

Schedule

Users

Virtual IP

Port Forward
IPIMAC Binding

Log&Report
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Mode [ Name | oay | st | swp | mouity |

Policy Always SMTWTFS 00:00 a0:00
Address
Service

Schedule
Users
Virtual IP

Port Forward
IPIMAC Binding ’%

Log&Report
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User

Mode
Policy
B
Service
Schedule

Users

Virtual IP

Port Forward
IPIMAC Binding

Log&Report
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D-Link Firewall Appliance

Virtual IP

Mode
Policy
Address
Service
Schedule
Users
Virtual IP

Port Forward
IF/IMAC Binding

M ew

Log&Report
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D-Link Firewall Appliance

Port Forward

Mode External Service \ Forward Service P

Address
Service | New |
Schedule

Users

Virtual IP

Port Forward
IF/IMAC Binding

»

Log&Report
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D-Link Firewall Appliance

Setting | IP/MAC

Mode
Policy
Address
Service
Schedule
Users
Virtual IP
Port Forward []  Enable IPMAC
IF/IMAC Binding

-

® allow traffic not defined in the table.

) Black traffic not defined in the table,

Apply

Log&Report
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Mode IP Address MAC Address m

Policy
Ao
Service
Schedule

Users

Virtual IP

Port Forward
IPIMAC Binding

Log&Report
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Policy | Autokey IKE Manual Key Dial-up Monitor

| Order|__Source | _Destination | VPN Tunnel Modify

»

IPSEC Pass Through. M PPTP Pass Through. Apply
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Remote Gateway Lifetime(sec:unds) Modify
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Remote Gateway Encryption Algorithm Modify
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File  Edit

D-Link Firewall Appliance

Autokey IKE Manual Key Dial-up Monitor ‘

Local IP Local gateway Remote gatewray Remote IP
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rerever |

PETP User Modify

M ey

»
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File  Edit

Firewall Appliance

> Enable PPTP

L.
Starting IP:  [192.168.8588

Ending IP: 1192.168.0.99

Disable PPTP

Enable RADIUS

Apply
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File  Edit

[ ] ®
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areveer | IR

L2TP User Modify

»

M ey
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File  Edit

Firewall Appliance

> Enable L2TP

Starting IP:  |193.168.0.99

Ending IP: 1192.168.0.99

Disable L2TP

Enable RADIUS

Apply
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RADIUS

RADIUS Servers

Primary Server Name/IP:

Primary Server Secret:

Secondary Server Mame/IP:

Secondary Server Secret:

>

Apply
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D-Link

Detection
Responses

Log&Report

D-Link Frewall - Microsoft Internet, Explorer;

Firewall Appliance

| Attack List

Monitored Interface: * none
internal ) external

Checksum Verifications: Ip TP

Apply

UDP ICHP

2 # Internst




3 D-Link Frewall - Microsoft Internet, Explorer;
File  Edit
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D-Llnk- Firewall Appliance
Attack List ‘

Attack Name

Command-Attack Responses http dir listing

Command-attack Responses command completed
Comrmand-Attack Responses command error
Command-&ttack Responses file copied ok

Command-Attack Responses Invalid URL

Comrmand-attack Responses index of fogi-bing response
Command-attack Responses 403 Forbidden
Command-attack Responses id check returned root
Command-Attack Responses oracle one hour install X

Detection
Responses

Log&Report Bad Traffic tep port O traffic

Bad Traffic udp port 0 traffic

Bad Traffic data in TCP SYM packet
Bad Traffic loopback traffic

Bad Traffic same SRC/DST

Bad Traffic ip reserved bit set

Bad Traffic O

Bad Traffic bad frag bits

Bad Traffic syn to multicast address

DOOS Attack TFM Probe
nrme Attaclk Ha2l irmn nnccikla cararmosieatioe
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File  Edit

D-Link Firewall Appliance
.

Detection
Responses

Packets Assurance: % ® ' TCP Session

Log&Report
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Fil=  Edit

D-Link Firewall Appliance

General

Detection

Responses
Channel: Log [] Email

£y

sSurnrnary 2 Full
Destination IP

Message:
Address Obfuscation: Source IP

___Apply]) |

Log&Report

— Y T




3 D-Link Frewall - Microsoft Internet, Explorer;

Fil=  Edit

Firewall Appliance

woce | [N

[] Enable Firewall Protection

[[] Enable IPSEC Protection

Log&Report
Apply
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Firewall Appliance

Int to Ext Ext to Int

[] Enable Firewall Protection

[[] Enable IPSEC Protection

Log&Report
Apply
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Fil=  Edit

D-Link Firewall Appliance

woce | [N

HTTP [] Enable Firewall Protection

SMTP [] Enable IPSEC Protecti
POP3 naole FOCEeCCian

IMAP

Config
N settings: -
Log&Report
Apply
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Int to Ext Ext to Int |

»

HTTP [] Enable Firewall Protection

SMTP [] Enable IPSEC Protecti
POP3 naole FOCEeCCian
IMAP

Config
Settings: v
Log&Report
Apply
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Firewall Appliance

woce | [N

[] Enable Firewall Protection

[[] Enable IPSEC Protection

Settings: v
Log&Report
Apply
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D-Link Firewall Appliance

Int to Ext Ext to Int

HTTP [] Enable Firemprutectiun
SMTP .
[[] Enable IPSEC Protection

POP3
IMAP

Config
Settings: v
Log&Report
Apply
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Firewall Appliance

woce | [N

[] Enable Firewall Protection

[[] Enable IPSEC Protection

5

Settings: v
Log&Report
Apply
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D-Link Firewall Appliance

Int to Ext Ext to Int

HTTP [] Enable FireIfaII Protection

SMTP [] Enable IPSEC Protecti
POP3 naole FOCEeCCian
IMAP

Config
Settings: v
Log&Report
Apply

S & Internst




3 D-Link Frewall - Microsoft Internet, Explorer;
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Firewall Appliance

Virus Name
AntiCMOS, 726
ARtCMOS A
AntiCMOS B
AntiCMOS,D
ARtICMOS.E
AntiExe

ARtEXE.&
Bap.mp.1536
BAT/BWG
BAT/Calhob
BAT/Hard &
BAT/Hello &
Log&Report BAT/Loveletter.an
BAT/Odious A
BAT/Savec
BAT/Soul .2
BAT\Without &

BAT MW ithout.&-rmm

BAT M ithowut, C
Rlazhk A

HTTP
SMTP
POP3
IMAP
Config
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Fil=  Edit

Firewall Appliance

worm vise | [

| Worm Name |

15.Gigger.&: EMAIL
WBS,Chick . A-mr: EMATIL %
WBS/Chick.C-rmm: EMAIL
WBS/GMW: EMAIL
WBS/fLee.B: EMAIL
WBS/Lee.C: EMAIL
WBS/Lee, D EMAIL
WBS/[fLee.F: EMAIL

YRS/ OnThefly: EMAIL
WBSABSWG gen-mm: EMAIL
W32fChoke: EMAIL

W32 ChokeC: EMAIL
Log&Report W32/CodeRed: HTTP

W32 /CodeRedIl: HTTP

W32 Frethem E: EMAIL
W32 Maldal-F-rmm: EMAIL
W32 Stopin.A-mm: EMAIL
W32 hite: EMAIL
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D-Link i i
Firewall Appliance
N o oo |

Protection Status

Internal External ]

External Internal ™

»

HTTP
SMTP
POP3
IMAP
Config

Log&Report
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D-Link

HTTP
SMTP
POP3
IMAP
Config

Log&Report
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Firewall Appliance

Message

Email
Block Message

Infected Message

HTTP
Block Message

Infected Message

2 Setup
¥ Setup

¥ Setup
¥ Setup
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Firewall Appliance

Content Block |

[ Enable Banned Word I | i)
| Bannedword | Modify |

Content Block
URL Block

Script Filter
Log&Report h
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E dit

Content Block
URL Block
Script Filter

Log&Report
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Firewall Appliance

URL Block

[] Enahle URL Block = 3 B
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Firewall Appliance

Script Filter

Filtering Options:
Content Block
URL Block [] 1ava applet [ cookie
Script Filter

Log&Report ] Activex
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D-Link Firewall Appliance

Log Setting

Log to Remote Host: | |

Log in WehTrendsInhanced Log Format: |

Log Setting Log All Internal Traffic To Firewall

Log &ll External Traffic To Firewall

Log &ll Events

Apply
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