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Before you Begin

Before you begin using this manual, take a look at the copyright, trademark, and
safety information in this section.

Copyright

This publication, including all photographs, illustrations and software, is protected
under international copyright laws, with all rights reserved. Neither this manual, nor
any of the material contained herein, may be reproduced without written consent of
D-Link.

Copyright 2006

Version 1.01

Disclaimer

The information in this document is subject to change without notice. The manufacturer
makes no representations or warranties with respect to the contents hereof and
specifically disclaim any implied warranties of merchantability or fitness for any
particular purpose. The manufacturer reserves the right to revise this publication and
to make changes from time to time in the content hereof without obligation of the
manufacturer to notify any person of such revision or changes.

Trademark Recognition

MSN (';'ﬁ) is a registered trademark of Microsoft Corporation
ICQ (ﬁ) is a registered trademark of ICQ Inc.

& . .
Yahoo ( “=) is a registered trademark of Yahoo! Inc.

QQ (H) is a registered trademark of TENCENT Inc.

-
Skype ('@) is a registered trademark of Skype Technologies.

IRC (E) is a registered trademark of mIRC Co. Ltd.

Odigo (@) is a registered trademark of Comverse Technology, Inc.
Rediff (lliz_fi) is a registered trademark of rediff.com India Limited.
ezPeer (@') is a registered trademark of Eastern Sky Ltd.

Kuro (E) is a registered trademark of music.com.tw Int.



Gnutella (“#) is a registered trademark of OSMB, LLC
Kazza (_;:i) is a registered trademark of Sharman Networks
BitTorrent (@mnmm) is a registered trademark of BitTorrent, Inc.

DirectConnect (ﬁE) is a registered trademark of Neo Modus Inc.

PP365 (¢ :*-'fgf'!-) is a registered trademark of pp365.com Inc.

WinMX (@) is a registered trademark of Frontcode Technologies

GetRight (@) is a registered trademark of Headlight Software. Inc.
MS Media Player (":.'_:3) is a registered trademark of Microsoft Corporation

iTunes ( -"'-:) is a registered trademark of Apple Computer, Inc.
Winamp () is a registered trademark of Nullsoft Inc.

Player365 (ﬂ) is a registered trademark of Live365, Inc.
D-Link is a registered trademark of D-Link Systems, Inc.

Java is a trademarks or registered trademark of Sun Microsystems, Inc. in the United
States and other countries.

All other product names used in this manual are the properties of their respective
owners and are acknowledged.

Federal Communications Commission (FCC)

This equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential installation.
This equipment generates, uses, and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful interference to
radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the
following measures:

® Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and the receiver.

® Connect the equipment onto an outlet on a circuit different from that to which the receiver
is connected.

® Consult the dealer or an experienced radio/TV technician for help.



Shielded interconnect cables and a shielded AC power cable must be employed with
this equipment to ensure compliance with the pertinent RF emission limits governing
this device. Changes or modifications not expressly approved by the system's
manufacturer could void the user's authority to operate the equipment.

Declaration of Conformity

This device complies with part 15 of the FCC rules. Operation is subject to the
following conditions:

® This device may not cause harmful interference, and
® This device must accept any interference received, including interference that may
cause undesired operation.

Safety Certifications
CE, C-Tick, TUV, UL

About this Manual

This manual provides information for setting up and configuring the DFL-M510. This
manual is intended for network administrators.

Safety Information

READ THIS IMPORTANT SAFETY INFORMATION SECTION. RETAIN THIS
MANUAL FOR REFERENCE. READ THIS SECTION BEFORE SERVICING.

CAUTION:
To reduce the risk of electric shock, this device should only be serviced by qualified
service personnel.

Follow all warnings and cautions in this manual and on the unit case.

Do not place the unit on an unstable surface, cart, or stand.

Avoid using the system near water, in direct sunlight, or near a heating device.
Do not place heavy objects such as books or bags on the unit.

Only use the supplied power cord.
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CHAPTER 1: GETTING STARTED WITH THE DFL-M510

The DFL-M5 10 is a transparent network device. To ensure there is no disruption to your
network, it can be installed in In-Line mode with a hardware bypass function enabled.
The hardware bypass ensures that if the DFL-M510 crashes, or experiences a power out
or some other problem; your network is still up and running. This allows your network
administrator to begin monitoring selected PCs, while checking for anything that may
upset your current network environment. Refer to the Quick Guide for instructions on
connecting the DFL-M510 to your network. This section covers the following topics:

® ‘“ldentifying Components” on page 1
® “Configuring the DFL-M510” on page 3
® “Running the Setup Wizard” on page 9

@ Before using this manual, take a look at the copyright, trademark, and
safety information section. See Before you Begin on page i.

NOTE

IDENTIFYING COMPONENTS

The following illustrations show the front and rear of the DFL-M510.

FRONT VIEW

LCM BUTTON DESCRIPTION
The LCM buttons are described below.

Button Name Description

Up Scroll Up

Down Scroll Down

ESC Go back to the previous screen
Enter Next screen




STATUS LEDS
The following table describes the status LEDs on the front of the DFL-M510.

Function | Naming Color Status LED Description
Power Power Green Off Power off

On Power
System System Green Off Power off (System not ready)

On System ready and running ok
Bypass Bypass Red Off Hardware bypass is not enabled

On Hardware bypass is enabled
Inbound Inbound Green Off Ethernet link OK and the speed is 10Mbps
(Left) (LAN) _ .

On Ethernet link OK and the speed is 100Mbps
Inbound Green Off No packets sending/receiving
(Right) _

On Link

Blinking | Activity, port is sending/receiving data
Outbound | Outbound | Green Off Ethernet link ok, and the speed is 10Mbps
(Left) (WAN) _ .

On Ethernet link ok, and the speed is 100Mbps
Outbound Green Off No packets sending/receiving
(Right) .

On Link

Blinking | Activity, port is sending/receiving data

REAR VIEW
1
1 Power socket
2 Power switch




@ Detailed information on the LCM can be found in the Appendix.
See “Appendix A: The Command Line Interface” on page 107.

NOTE

CONFIGURING THE DFL-M510

Before managing the DFL-M510, it must be initialized. This procedure is accomplished
through the DFL-M510 Command Line Interface. Access to the Command Line
Interface can be made either through SSH or from a terminal connected directly to the
DFL-M510.

You can use Hyper Terminal, SSH v2 or browser to set up the IP parameters of the
DFL-M510. The following are the default settings:

IP Address 192.168.1.1
Subnet Mask 255.255.255.0
Default Gateway 192.168.1.254
User name admin
Password admin

CONFIGURATION THROUGH THE COMMAND LINE INTERFACE
Configure the DFL-M510 using the following parameters.

@ The IP address shown below is only an example. Instead use the IP
address for your network.

NOTE

IP Address 192.168.62.100
Subnet Mask 255.255.255.0
Default Gateway 192.168.62.1

1. Connect one end of the RS-232 cable to the console port on the DFL-M510 and the
other end to the COM1 or COM2 port on the PC. (The pin-out definitions are shown
below.)

Terminal Emulation VT-100, ANSI, or auto

Bit per Second 115200




Data Bits 8

Parity None
Stop Bits 1
Flow Control Nine

2. To open a connection in Windows 95/98/NT/2000/XP go to, Program Files
Accessory —» Communications — Super Terminal.

3. Once you access the Command Line Interface (CLI) with a terminal connection,
press any key. The following prompt appears:

Helcome to D-Link DFL-M518 Console Environment
Copyright (C) 2005 D-Link Corp. <www.dlink.com>
DFL-M510 login:

4. Type in the username and password.

Helcome to D-Link DFL-M510 Console Environment
Copuright (C) 2005 D-Link Corp. <wew.dlink.com?

OFL-H518 login: admin
Password:

»»» Helcome to the DFL=-H510 Administration Console <<<

You can configure and manage your OFL-H510 system
by making selections from the displaved menu.

help - This message.

get - Get svstem information.

sel - Set system parameters.

history - Show all command history.

exit = Log out.

reboot - Rebool system.

reset - Reset system configurations to manufacturing defaults.
ping = Ping utility

>




5. Use the get system command to get information on the DFL-M510.

Device name: DFL-H510
MAC Address: 00:0a:1b:12:12:88
DFL-M510 IP Address:192.168. 1. 1, netmask:255.255.255. @,
gateway:192.168. 1.254
P cold start duration time: 30 seconds
VLAN function: off. VLAN ID: 0.
Detection parameters:
Maximum ping packet size: 1000.
ICP state check bypass: on. )
WAN port: policy check < on> Stealth <off> max ping 10000.
LAN port: policy check < on> Stealth <off> max ping 10000.
Remote access:

ficcess: all

1 - Client IP: all Netmask: 255.255.250. ©
2 - Client IP: 0. 8. 0. 0 HNetmask: 255.255.255. ©
gSﬁ Client IP: 0. 0. 0., 0 Netmask: 2995.295.255. @
Access: all

1 - Client IP: all Netmask: 255.255.255. B
2 — Client IP: 0. 8. 0. 0 Netmask: 255.255.255. 0
3 - Client IP: 0. 8. 0. 0 HNetmask: 255.255.255. @

>>

6. Use the set system ip command to set the IP address.

Password:
>>> Helcome to the DFL-M510 Administration Console <«

You can configure and manage your DFL-M510 system
by making selections from the displaved menu.

help - This message.

get - Get system information.

set - Set system parameters.

history — Show all command history.

exit - Log out.

reboot - Reboot system.

reset - Reset system configurations to manufacturing defaults.
ping - Ping utility

>> set system ip 192.168.62.100

Do vou want to apply this setting immediately?

Your current ssh/http connection will be cut off. (y/n) v
Change device ip OK

Device ip is changed, reboot now
Are you sure to reboot system? (y/n) vy




7. After the system reboots, use set system gateway to set the default gateway.

Password:
»>> Welcome to the DFL-M510 Administration Console <<<

You can configure and manage your DFL-MO10 system
by making selections from the displayed menu.

help - This message.

get - Get system information.

set - Set system parameters.

history - Show all command history.

exit - Log out.

reboot - Reboot system.

reset - Reset system configurations to manufacturing defaults.
ping - Ping utility

>> set system gateway 192.168.62.1 )

Do you want to apply this setting immediately?

Your current ssh/http connection will be cut off. {y/n) v
route: SIOCIADDI{DELIRT: No such process

Change device gateway 0K,

>>

8. After setting the IP address, Mask and Gateway, use the get system command to
get correct information. Use the web-based interface to configure other parameters.
See “Configuration Through a Web-based Interface” on page 7.

Device name: DFL-M510
MAC Address: 00:0a:1b:12:12:8
DFL-M518 IP Address: 192 168. 62 108, netmask:255.255.255. 0,
gateway:192.168. 62.
P cold start durat1on time: 30 seconds
VLAN function: off. VYLAN ID: 0.
Detection parameters:
Maximum ping packet size: 1000.
TCP state check bypass: on.
WAN port: policy check < on> $tealth <off> max ping 10000,
LAN port: policy check < on> Stealth <off> max ping 100606,
Remote access:

HTTP:

Access: all

1 - Client IP: all Netmask: 255.255.255. @
2 - Client IP: 8. 0. 0. 0 HNetmask: 255.255.255. @
gSﬁ Client TP: 8. 0. 0. 0 Netmask: 255.255.255. @
Access: all

1 - Client IP: all Netmask: 2955.255.255. @
2 - Client IP: 0. 0. 0. 0 HNetmask: 255.255.255. 0
J - Client IP: 8. 0. 0. 0 HNetmask: 255.255.255. @
>




CONFIGURATION THROUGH A WEB-BASED INTERFACE

The DFL-M510 GUI is a Web-based application that allows you to manage the
DFL-M510. The GUl is a Java applet application. Before accessing the GUI from any
PC, you must install Java Run Time Environment (J2RE V1.4.2 or above). Then you
can log on to the DFL-M510 from any computer on the network via a Web browser. You
can download J2RE from www.java.com or you can download it from the link within the
DFL-M510 GULI.

The PC you log in from must have the following system requirements:

Microsoft Windows XP professional operation systems
Device with Internet connection

CPU: Intel Pentium4 2.0G or 100% compatible
Memory: 512MB RAM or above

Java Run Time Environment (J2RE V1.4.2 or above)

Refer to the following to log on to the DFL-M510.

1. Open your Web browser and type the IP address into the Address Bar:
http://192.168.1.1. The login screen appears.

Welcome

Java{(TM) 2 Runtime Environment is required, however,
the latest version of JRE is recommended.

JRE can be obtained from the accessary CD for installation convenience

or Click to Download the latest JRE.

to Log on.

2. Click on the link to download the Java Runtime Environment.



3. Click Run to start the installation. Follow the onscreen prompts to complete the
installation. The following Security Warning appears.

I

' Do yom weamnt to tonzt the signed application distrbated by “D-Lank "7
L

Publisher authenticity camn not be verified.

! "_n., The security certificate was issued by a comparny that iz not tosted .

1 } The security certificate haz not expired and is shll valid

Fes | Ha | Llways

4. Click Always to continue and prevent this screen appearing again. The login screen
appears.

@ The IP address shown below is only an example. Instead use the IP
address for your network.

NOTE

AuthenticationRecuired ;

A

Pleaze enter wour uzer name and passward

User name: |admin

Password: [

Login

Optimized for Internet Explored, Firefox and Netzcapes

5. Type in the default account name admin and the default password admin and

click Login.



For security reasons, you should change the default password to a
more secure password after you have completed the setup. See
Chapter 4 “User Authentication” on page 60.

6. After two or three minutes, the GUI opens on the DFL-M510 main screen.

L DFL-M510 Information Security Gateway (2]2]
@ i [ ) | | 2] 7]
[\, DFL-M510
1 system b
|- %0 intrfaces & DFL-M510 |
i~ User Authentication 4
i/l Objects System Status Resources W 1
&40 Policy
H Maclel : DFL-M310 Up Time : 0D 234310
‘... Real Time Monitor o T DDay(s)
System Time : 20051110 13:5718 CPU Losd
Firmwvare Yersion: 12100 Rshd
Last Time Updated : /& Flash Usage :
Pattern Wersion 347 currert Users : 1150
Pattern Mumber: 424 Currert Sessions ©

Last Time Updated | 20150205 07:3513

@ System B Interfaces
‘iew and modify system parameters, such as date and time Wiew and manage interface seflings, such as network
setting and remote managemert zettings, interface parameters and virtual LAN interfaces

for network traffic

‘: User Authentication ‘a‘ Objects

dd and canfionre naer datahase for viswinn and | earm and a1 frodiseower haste in the netinrs and manacne

DFL-M310

7. To log out click the Close button @ atthe top-right of the screen.

RUNNING THE SETUP WIZARD

The Setup Wizard helps you to quickly apply basic settings for the DFL-M510. You will
need the following information for your network to complete the Setup Wizard:

IP Address
Subnet Mask
Default Gateway
DNS Server

Regarding how to configure DFL-M510 via Setup Wizard, see the “Wizard” section on
page 10 for more detail.



@ The first time you log on to the DFL-M510, the Setup Wizard starts
automatically.

NOTE

TOOLBAR

The Toolbar provides many handy and frequent-use functions for you. These functions
are mainly divided into three categories: Wizard, Tools and Status, illustrated as
below.

£y Home | 74 | ks |1 TSk I

The Wizard, including Setup Wizard and Policy Wizard, guides you step-by-step to
complete the entire procedure, helps you easily configure the essential system
information and policy configuration for DFL-M510.

For system maintenance, several handy tools such as Backup, Reset, Upgrade, and
Debug, are provided in the Tools, enable you to quickly maintain the system
configuration.

The Status is the most fabulous function you may frequently utilize, for instance,
System information, Logging information and Report for network status. The current
status of the supported application DFL-M510 can monitor and manage is provided in
the Policy Status. Also, you can obtain the information of pattern version in the
Pattern Status.

WIZARD

The Wizard provides a handy ways for you to quickly apply system and policy settings
for the DFL-M510. On DFL-M510, two wizards shown as below are provided - Setup
Wizard and Policy Wizard.

(LY |
Setup izard
Policy VWizard

10



SETUP WIZARD

When initializing the DFL-M510 first time, the Setup Wizard will launch automatically
after you logon the device. The Setup Wizard will guide you step-by-step through the
entire procedure. After the procedure is completed, the basic system information for
DFL-M510 is configured.

To run the Setup Wizard:

1. Goto Toolbar, click Wizard, Setup Wizard. The Setup Wizard window appears.
Click Next to continue.

¥, DFL-M510 Information Security Gateway a0
o i 15 | P [
[ DFL-M510
£ System
-4 Interfaces
R User Authentication £ DFLM5T Setup Wizard )
-4 Objects
0 Policy
-4 Real Time Monitor ! Welcome to the D-Link DFL-M510
=9 Setup Assistant

The Setup Wizard covers the three key points in setting up the
DFL-M510 based on your security policy and Real Time Monitoring
of your network applications

Easy steps to egurstaneu

L O -

1. Network Setting 2. Application-Policy Setting 3.Real Time Monitor

Click on Mext to begin setup

SystemiSetup Wizard

11



2. You need to provide your IP Address, Subnet Mask, Default Gateway, and DNS

3.

12

¥ DFL-M510

Information Security Gateway

Server address to enable the device to connect to your network. If the network was
set by CLI, check the settings here. Type in the required information and click Next.

(1)

0 | L3

[ orLms10
Q System
L3 Interfaces
L. User Authentication
L% Objects
A Policy
.. Real Time Monitor

£, DFL-M510

Setup
1.Hetwork Setting

2 Application-
Policy Setting

3 .Resl Time Moniter,

Setup Wizard Network Setting

IP Address 1492 . 168
Subnet hask 2552552550
Default Gatewway 192 . 168
DN Server 0 .0

pr=rn e

2 117

@

0 Enter the following Network Information for DFL-M510

. 254

| SystemiSetup Wizard

£, DFL-M510

Information Security Gateway

Select the check boxes for the applications you want to block and click Next.

(2]2)

® L&y &

L DFL-M510
£ system
A® Interfaces
i % User Authentication
il Objects
10 Policy
A Real Time Monitor

T DFL-M510

Setup
1 Metwork Setting

2.Application-
Policy Setting

3.Real Time Manitar,

Setup Wizard Application Policy Setting

P lid

(<]

Check (by clicking the check boxes) the applications

you would like to block

All
Message Exchangs (IM)
& Irternet File Sharing (P2F)
File Transter
il

Wieh Cortrol

]

Streaming Media

= Back | | et =

rull ¥ Setup Hosts:



You can leave all the boxes unchecked to be sure the DFL-M510 is set

up correctly. Later you can add applications to be blocked in the
TIP Policy menu. See Chapter 6 “Policy on page 72.

4. Select the No radio button and click Finish.

K, DFL-M510

Information Security Gateway [e]2 ]
e
0 A JiGS | P Y
[ DFLM510
Q System
.43 Interfaces
-& User Authentication £, DFL-M510 Setup Wizard Real Time Monitor O
-1 Objects
:;\ zzl:ﬁrime - T:‘::ork o v Would you like to monitor the network now?
2 Application-
Policy Setting @Yas
3.Real Time Monitor
)
= Back Finish
il Setup Hosts
If you select Yes in the screen above, you are taken to the Real Time
Monitor screen when setup completes. See Chapter 7 “Real Time
N Monitor” on page 94.

It takes 30 seconds for the settings to be processed and then the following screen
appears:

13

i, DFL-M510 Processing G

R
|w Wiaiting for the device's response . ..

=



When the setup is successful, the following screen appears:

L DFL-M510 Info &

o .
I. =ave data successfully!

5. Click OK. The System status screen is shown for your information.

N, DFL-M510 Information Security Gateway 20
1
g ¥
[ DFL-M510
i
1% system b
@ ertares % DrLwsto ]
L& User Authentication -
.
...Ag! Objects System Status Resources
0 Policy Mockel DFL-m310 Up Ti 0Day(s) 01:30:54
. _ okl . p Time ay(s
+..4 s Real Time Monitor
System Time 200541110 05:05:00 CPU Load
Firmare Version: 1.21.00 RAM:
Last Time Updated : hia Flash Usage
Pattern Wersion 37 Currert Users 1150
Pattern Mumber : - 424 Currert Sessions
Last Time Updated : 20054141014 34:41
Overview
@ System b Interfaces =
Wiewy and modify system parameters, such as date ahd time Wiewy and manage interface settings, such as netweark
setting and remote management seftings, interface paramsters and virtual LAN interfaces
tor network traffic
1 P .
User Authentication Objects
A and cenion re Leer detahase for viewrine and 1 earn andd a1 todiseaser hasts in the nebanrk and manamne A
DFL-510

14




POLICY WIZARD

The Policy Wizard helps you to simplify the policy configurations and apply policy
settings for the DFL-M510. Follow the steps as below to experience the easy use and
convenience of Policy Wizard:

TO CREATE A NEW POLICY TEMPLATE VIA POLICY WIZARD

1. Go to Toolbar, click Wizard, Policy Wizard. The Policy Wizard window appears.

¥, DFL-M510 Information Security Gatevway e

N 1
) | 15 | 2 4 |
[, DFL-M510
Q System
2 Interfaces N DFL-M510 Palicy Wizard @
&g, User Authentication
-4 Objects =
1 Policy éﬁ Host/Group Assignment
e Real Time Monitor f Policy setting in DFL-MS10 is operated at Group-Level, all
system default or user-defined policies should be applied
tothe oroups. Before starting the Policy Wizard, plesse
make sure you have finished the Host/Group Setting. Or
you could set up HostiGroup MOV by clicking the button
bl
i S8k p HostiGroun Now |
Mext = Cancel
v
Fl >

15



2. You can choose to manually setup Host/Group information here or latter in the tree
view list. To setup the Host/Group information, click the “Set up Host/Group Now”
button, otherwise, click Next to continue.

%, DFL-M510 Policy Wizard o

‘%ﬁ Host/Group Assignment

Paolicy setting in DFL-MS10 is operated at Group-Level, all
zystem default or uzer-defined palicies should be applied
to the groups. Befare stading the Policy Wizard, please
make sure you have finished the Host/Group Setting. Or
wou could set up HostiGroup MOWY by clicking the button
helowy .

i Set up Host/Group Mowe

Mext = Cancel

3. In this step, you can choose either to create a new policy or to select an existing
policy template.
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|‘.' DFL-M510

To create a new policy, you need to provide a policy name in the “Template Name”
field, and click Next to continue. Here Block Streaming Media is the example.

To utilize an existing policy template, click the radio button “Choose an existing
policy template”, and select an existing policy template from the pull down list. The
detail setting for the policy template you choose will appear in the three view list for

— 9 Create/Choose Policy Template
iaa|  Creste a newy palicy template by providing a template name, ar select a policy from

the existing templates

Policy Wizard

(&) Create & new policy template

Choosze an existing policy template

Block P2P

w

Template Mame |Block Streatning Medis

o EA"

-] Wb Cortral

Streaming Media
Messzage Exchange (M)
E' Internet File Sharing (P2P)
File Transfer

-] Mil

= Back Mext =

your information, and click Next to continue.

I

N

If you select “Choose an existing policy template”, and click Next,

you are taken to the Step 5 for further configuration.
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4. Specify the corresponding action and schedule for the “Block Streaming Media”

template. Here the “Block” checkbox is checked, and the schedule is “Always”.
Click Next to continue.

. DFL-M510 Policy Wizard o

Set up Template

18

Ternplate Marme

E @ Windowes Media Player
E ﬂ iTunes

Select the applications and assign their default behavior and schedule for mapping

...... o &l 5 [
Fil-{ ] Wieh Cantrol & Bock
EE Streatning Media -I Pass
- ) L. Alert by Ermail
o .:;__Ij RealPlayer

Win Popup Message

Cormmunication blocked by sec...

Cancel

-
E G: QuickTime Weh Message
Weh site against the security p... |+
k- S
-0 i 1323 Schedule -
[F-{ | Message Exchange (k)
I:T| led mvwm =t Cil= Colemiemma SO0
= Back Mext =



5. Assign the “Block Streaming Media” template to a specific group. In this step, it is
optional to assign the policy to a specific group. You can latter configure it in the
“Policy Setting” Tab when you require. In this example, the policy does not apply to
any specific group immediately. Click Save to save your setting for the new policy
template.

. DFL-M510 Policy Wizard 9

«» Assign to Specific Group
Apply the template on the hosts or groups that you sauld like to manage

Palicy for the template Hostisroup
[El--Streaming Media - Al
- Streaming 5088

;iljl RealPlayer
El(-__:) \Windowes Media Player
L LeMutti-media Communication

- L) o1 ZENE NP (17217 5.2
=1 84 Defautt
.. 061 28NBTWINKP(172.17 5.2

: .

.i.--: T
- (ad ITunes ) 061 ZBNBTWINKR(172.17 5 5
i eMulti-media Communication ﬂ 192.158.9.139
() GuickTime o SR
-,@ Winatnp
f+l- R Radiozes
=15 H.323 7 : —

= Back Save Finizh

Do not forget to click the “Save” button in this step; otherwise you will
lose your entire configuration for your new policy template.
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6. After saving your new policy template, you can choose either to finish the Policy
Wizard or to set up another policy template via the wizard.

¥, OFL-M510 Policy Wizard (@)

<% Assign to Specific Group
Apply the template on the hosts or groups that you would like to manage

Palicy for the template Hostisroup
[El--Streaming Media P Al
- Streaming] E| 83
-4 } RealPlayer - L) 081 28NB1WINKP(1 7217 5.2
= (=) Windowes Media Player .0 84 Defaut
P pulti-media Communication P ﬁ OB 2BNETWINKP 7247 5.2

-5 iTures

: . ) 061 ZBNETWINKP(172.17 5 60
Leputti-rnedia Cornmunication i

P L. 1921889130
-2 GuickTime 2

-8 winatp
[ )
] Qg Radio365

-1 Ha323

i

[+

Setup another policy

The Policy Wizard provides a simple and easy way to set up your

@ policy setting, these configurations still can be modified latter in the
configuration tabs of “Policy Setting”. See Chapter 6 “Policy” on page
N 72 for more information.
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TOOLS

The Tools includes the handy tools for the system maintenance, including Backup,
Reset, Upgrade and Debug. Each of them will be described as below.

BACKUP

Go to the Toolbar, click Tools, Backup. The Backup window appears.

¥, DFL-M510 Information Security Gatevway e

n [ 158 K-} P ?)

[, DFL-M510

-3 Svstem

.4 Interfaces

-, User Authentication
.4 Objects

-J-4,» Policy

i~/ Policy Setting ' Backup unit's configuration

ALk User Defined Pattern [ ] H By assigning = file name and path for configuration download, and click the "Apply” button, you wil receive a packsge
AT Schedule file containing the unit's Funhing configuration. This can later be uploaded to the unit ta restare the confiouration.

A9 Message Setting
A" Keyword Fitter
- Pattern Updates Browse Backup

.4 Real Time Monitor ;

Backup configuration to

Restore unit's configuration
To restore & backup configurstion, you can uplosd a previously downlosded backup file.

Restore configurstion from

Erawse Restare

Press Backup configuration to store the currents settings to a
Backup configuration to file. The backup configuration dialog displays to ask the name
of the stored file.

Press Restore configuration from to restore setting from a file
Restore configuration from | on the management GUI. The restore configuration dialog
would display to ask the name of the file.
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RESTORING A CONFIGURATION BACKUP

1. Click Browse.

2. Locate the DFL-M510.cbk file and click Open.
3. Click Restore to send the file to the device.
4. When the update completes, click Reboot to reboot the device.

N

@ The configuration file includes the user-defined policy.

RESET

Go to the Toolbar, click Tools, Reset. The System Reboot window appears as below.

¥, DFL-M510

Information Security Gateway QQ

0 lifex iG¢

['. DFL-M510
548 System
%2 Interfaces
&g, User Authentication
-1 Objects
510> Policy
&) Policy Setting
& User Defined Pattern
i Schedule
X9 Message Setting
{47 Keyword Filter
A& Pattern Updates
.. Real Time Monitor

» Reboot
S Reboot
158 Restartthe cevice

Reboat

“  Reset to Factory Default

l"g'J “ou can restore the unit to factory detauts. This means that all configuration parameters will be wiped, and all
firtmwvare upgrades removed. On the next start-up, its LAN IP address will be 19216811, and the web GUI will begin
with the setup wizard. it will not accept connections on any interface other than the LAN interface.

Reset to Factory Default

Reboot

After an update completes, press Reboot to boot the device
from the new firmware.

Reset to Factory Default

Press Reset to Factory Default to restore the factory default
settings.
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Rebooting or resetting the device closes the GUI. Log back on as
you normally do.

I

N

UPGRADE

Go to the Toolbar, click Tools, Upgrade. The Firmware Upgrade window appears,
see below.

¥ DFL-M510

Information Security Gateway (¢ 1]
a
s E 1
0 |y G ) 2 7]
[ DFL-M510
(543 System
%2 Interfaces
User Authentication
g Upar:
-4 Objects
=-40» Policy e
-!_/’ Policy Setting .’:[ Firmware Update
u User Defined Pattern ol To upgrade the unit's firrmware, dowwnload the latest firmveare from D-Link support web site and place it on your hard
drivewhen the firmware is available, use this form to upload the new firmware to the unit. The unit will automatically
AT Schedule be restarted after completing the uprace.
i..X® Message Setting Maote that this operation will take & while to complete. Do nat click anywhere while the upload is in progress
.47 Keyword Filter
Firmuvare Lpdate
L% Pattern Updates &
-4 Real Time Monitor File Path Browse Uplosd
"[\ Application Pattern Update
1
1o ., upgrade the unit's pattern database, download the lstest pattern file from D-Link support weh site and place it on
your hard drive. VWhen the pattern file is available, use this form to upload it to the unit. After the new pattern haz been
werified, the unit will automatically be restarted to activate the chanoes
Mate that this operation will take & while to complete. Do not click amywhere while the upload is in progress
Application Pattern Update
File Path Briovese Upload
v
4 ) | 3

File Path Type the file path to the update file.

Press Browse to locate the update file. Then press Upload to send the

Browse newest file to the device.

Upload Press Upload to begin the update.
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DEBUG

Go to the Toolbar, click Tools, Debug. The Debug window appears, see below.

K, DFL-M510 Information Security Gateway [21<]

® A JIGS = [ 2] 2]

[ DFL-M510
-8 System
N2 Interfaces
-y User Authentication
% Objects
=1-4.» Policy
...X) Policy Setting ]
i~ 4§ User Defined Pattern
X Schedule e,
X® Message Setting l'lr
4 Keyword Fiter -
t.Ag Pattern Updates Retrieve Debug Info
.4 Real Time Monitor

Retrieve debug information from the device for further trouble shooting.

The Debug tool is a trouble shooting tool for your hardware provider. When you
encounter hardware problems or configuration problems of DFL-M510, you can
retrieve the debug information from the DFL-M510, and provide this file to your vendor
for further analysis.
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STATUS

The Status provides information on the current network and system settings. You can
also find details of what applications can be monitored and incorporated into your

policies.

After you log on, go to Toolbar, and click Status to open the following screen:

¥ DFL-M510 Information Security Gateway @9
A (et [ L) |12 )
System

" QL;T::B Logging

- em

H Report

-9 Interfaces Policy Status FL-M51 o l

i..&, User Authentication A

£ Policy
- Real Time Monitor

Maciel DFL-M310

System Time 2005121915391
Firmware Yersion: 1.23.00

Last Time Updated : 20051213 16:20:07
Pattern Wersion 3149

Pattern Mumber: - 410

Last Time Updated : 20051216 15:20:45

Up Time: 5 Day(s) 2318:02

CPU Load 0%

Rt TA2EME
Flash Usage 105 B

current Users 20150

current Sessions : 112K

@ System

Wiewy and modify system parsmeters, such as date and time
setting and remote management

‘\_ User Authentication

8ol Andl condicnre ser datahase far visaing snd

‘9 Interfaces

Wiewy and manage interface seftings, such as nebwaork
seftings, interiace parameters and virtual LAN interfaces
far netweork traffic

“‘ Objects

| earm and a1 trodiseraer hasts in the rebnrk and manacme

null f Setup Hosts

The Status screen gives you access to the following information:

System Status
Logging Status

Policy Status
Pattern Status

25
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System Status

The System tab information is updated every minute. You can also click the Refresh
button to update the information. To view the System Status, click Status/System.

'\, DFL-Ms10 Information Security Gateway (=1~}
" & 2, |
f) | i # K- | |12 I
[, DFL-M510
G- System
3 R Network Status System Status
R User Authentication P Address 192168.70.243 Moaclel Neme DFL-MS10
. g Objects
> Policy Subnet Mask 25525500 Device Mame DFL-mMS10
-4 Real Time Monitor Default Gateway  192.168.168.254 Hernel Versioni 1.23.00
Last time updated 20051213 16:20:07
DN Server I
Pattern YVersion/ 319
PR Last time updated 20051246 15:20:45
Steatth Macle None
Pattern numkher 410
Lan Link Mocle Auto
Eoot TimeAlp Time 20051213 16:21:00¢
Wyan Link Wode Ao 5 Dayls) 233307
DMI Bypass Device Time 20051218 155416
CPU Ltilization 0%
FAM Usage s 187%
Host Bypass
Flash Uszage = 10%
Current Users 20
Current Sessions 10
Refresh
System

IP Address

Shows the IP Address (the default is 192.168.1.1)

Subnet Mask

Shows the subnet mask (the default is 255.255.255.0)

Default Gateway

Shows the default gateway (the default is 192.168.1.254

DNS Server

Shows the DNS server address

Operation Mode

Shows the defense status of the device

Stealth Mode

Shows if stealth mode is enabled

Lan Link Mode

Shows the LAN link mode

Wan Link Mode

Shows the WAN link mode

DMZ Bypass

Shows the DMZ bypass; packets are not monitored in DMZ

Host Bypass

Shows the host bypass

Model Name

Shows the model name

Device Name

Shows the device name

Kernel Version

Shows the kernel version
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Last time updated

Shows last time the firmware was updated

Pattern Version

Shows the pattern version

Last time updated

Shows the last time the pattern was updated

Pattern number

Shows the pattern number

Boot Time/Up Time

Shows the last time the device was booted up

Device Time

Shows the system device time

CPU Utilization

Shows CPU utilization, monitor CPU usage to prevent overload

RAM Usage

Shows RAM usage, monitor memory usage to prevent overload

Flash Usage

Shows flash usage, monitor flash usage to prevent overload

Current Users

Shows the total number of hosts, monitor the host table to prevent it
from running out

Current Sessions

Shows the total number of sessions, monitor the sessions table to
prevent connection sessions from running out

CPU utilization, RAM and Flash Usage display the percentage being
used, expressed as an integer percentage and calculated as a simple
by time interval.
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Logging Status

To view the Logging Status, click Status/Logging.

AL/ DFL-MS10 Information Security Gateway [£]2)
e | = |
[ Liray IFS 8, | [ Eacout 12 THek
[, DFL-M510
{3 System ey
i@ Interfaces
.., User Authentication Eiplryleps:  Seinley
-~ Objects Specific Time Since 2003012720 To 2005712420 Search
-4, Policy o
L4 Real Time Monitor
Display in one page 10 hd Page 1 - Mext =
Ho. Time Source Message
1 [2015-02-06 09:23:09 Conzole System Boot Up
2 [2005-10-14 13:32:42 Conzole Systerm Boot Up
3 [2005-10-28 17:23:03 Conszole Systern Boot Up
4 [2005-10-31 10:25:08 Console System Boat Up
5 20051212 151518 Console Systerm Boot Up
B [2005-12-13 144510 Console ‘System Boot Up
7 [2005-12-13 16:05:24 192 168.70 240 The palicy is updated
g [20035-12-13 16:05:56 192 168.70 240 =gt inactivity timeout 1o 1440
El [20035-12-13 16:05:56 192 165.70 240 Set ShiP Cliert IP o 0.0.0.0
10 [2005-12-13 16:20:09 192165.70 240 The kernel is updated
Cleat Al Refresh Save Az Help
Log

The log involves three lists of records. The system log records the device status
changes and firmware operational conditions. It will statically list out incidents on the
log windows when there are any. It is the administrator’s decision to activate the log
display by clicking Refresh. On the log display list, the default setting of the system is
to display all information regarding incidents, including the occurring, source, and
message. Administrators can inspect data and filter out unnecessary events

SEARCHING FOR LOGS BY A SPECIFIC TIME

To search a log for a specific time, specify the time under Specific Time and click
Search.

SETTING THE LOG DISPLAY

The Display in one page field lets you define how many log records display in one
page. The default value is 10.
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NAVIGATING LOGS

Use the navigation arrows </> to jump to the first or last page. Use Prev/Next, to go to
the previous or next page. Go to a specific page by selecting it from the Page
drop-down arrow.

THE REPORT for Network Status

To view the Report for Network Status, click Status /Report.

L DFL-M510 Information Security Gateway ee
a

0 |iy 5 [ [[2] lid

[\, DFL-M510
-4 System
43 Interfaces

L& User Authentication [
... Objects

> Policy

i..4g Real Time Monitor

Report Title

Specific Date
Since To

2006 /02 /16 2006 F02 [ 16

() Pre-Defined Scheciule

Geherate Cancel Help

In the Report Title field, type a title for the report, and click Generate.
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INTERACTIVE REPORT

After you click Generate, the report window opens.

¥, DFL-Ms10 Report - Test 20
Save Lz Cloze . Top 10 Categories § Top 10 Application -
rSummary View rTop 10 Chart
{1l 9 (IBy Ht @By Byte
ek ||| Top 1-Top 6
I R
50M i
i
200 \ 1=
w f\ | |
g- I 1[5
o 30M i e
= |I I|I II |
\ |
20M i S o |
| s |." \
10M { \/
| W \
| 1
oK b= *
o L
(] o
o ™
- _ - -Current Top 10 Information
Time
B Veb Control FA53 ME 44 94%
@ Bytes () Uttilization Mail 55314 ME 32.82%
& AL [] M [ W FieTransfer [ ] Misc. SIS ST Iz e o
. ) ) B  Message Exchange (M) 563 ME 32
(W ALLMSIO [ |EP2P [ Web Cortral
- - B Irternet File Sharing (P2P) 274 MB 1.
L] M Crop £ =N 3 W it eaming e B Fie Transfer 105 KB D.06%
[ M Heslth AlertiSec
1 ——— k

The above screen is described in the Real Time Monitor chapter. See “Monitoring
Real Time Traffic”. Click Print to print the report. Click Save As to save the report to
the local computer. Click Close to close the report window.
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VIEWING A SAVED REPORT
Reports are saved in HTML format and can be viewed in a Web browser.

1. Click Save As.

i DFL-M510 Save As @
R T ) G Dl v B 6] [
File: Marne: Test
Files of Type: | Save Az (htm, html) -

Save Az 7= ey

2. Type a name for the report and click Save As.

3. Open the file you saved in your Web browser.

ﬂ‘} Report
——————eeeeeeeeeeeee

Report Title : Tast

Date : Tue Dec 20 17:34:56 CST 2005
Device : 192,168.70.243

Range : 2005/12/20 ~ 2005/12/20

9|  Traffic Chart
HONDA

Utilization - MAIl B Health Alert WAINAN M510
A

!

..... vivs T

4. Scroll down to view the details of the report.
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POLICY STATUS

To view the Policy Status, click Status/Policy Status.

i, DFL-M510 Information Security Gateway e

® Lk F ) ] lid

[ DFL-M510
¢ System

A Interfaces

i User Authentication
i % Objects

-4, Policy

3 Real Time Monitor

Application Supported Yersion

Wieh Control - Wieh mail # YahooHotmailGmail
HTTP
HTTPs
MNNTP

User Request

Help

Palicy Status

APPLICATION STATUS

Click Application to select the application category which you want to know. It will
display the current version in the right field. The following are the currently supported
applications and version of the DFL-M510.

Application Support Version
Web mail: Yahoo/Hotmail/Gmail
HTTP
Web Control
HTTPS
NNTP

Internet File Sharing MLdonkey 2.5
(P2P) Shareaza v2.1.0.0
Morpheus 4.9.2
BearShare 5.1.0
Kuro 6.0

KaZaa 3.0

Pigo 3.3

GnuTella
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Grokstar v2.6

DirectConnect 2.2.0

Beedo 2.0

PP365 2004

SoftEther 2.0

VNC 3.37

RealPlayer 10.5

Windows Media Player 10.0

H.323

RTSP

Streaming Media .
iTunes 4.8

WinAmp 5.09

Radio365 1.1.11

QuickTime 6.5.2

General FTP Applications

File Transfer GetRight : 5.2d

FlashGet: 1.71

MSN : 7.5(Build 7.5.031)

Web MSN

AIM : 5.9.3759

QQ : 2005

T™ : 2005

Message  Exchange | ICQ :1CQ5

(IM) iChat : 3.0.1

Yahoo Messenger: 7.0

Odigo: v4.0 Beta(Build 689)

IRC : MIRC 6.16

Rediff BOL : 7.0 Beta

Google Talk : 1.0.0.64

SMTP

] POP3
Mail

IMAP4

NNTP

The DFL-M510 manages P2P downloads by using the P2P Protocol.
In this architecture, no matter what version of the client you use, the
DFL-M510 can manage it.
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REQUEST NEW APPLICATION SUPPORT

If there is a new application that the DFL-M510 can not support, you can use this
function to request support.

1. Click User Request. The following screen appears.

Y. DFL-M510 Application On Demand o 1)

Category Wieb Caontraol -
Application Mame
Wersion

Application Link

Application Description

Reporter

Ernail

Send Cancel Help

2. Complete all information of the new application, and click Send. You will be
contacted by the D-Link support team.
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PATTERN STATUS

To view the Pattern Status, click Status/Pattern Status.

VL DFL-M510 Information Security Gateway ee
=

n | = |8 | 2] |

[ DFL-M510

£ System

i % Interfaces I Q Pattern Status

- User Authentication

-4 Ohjects Pattern Information

£ Policy

.. Real Time Monitor

Pattern Status

Last updste: 20051216 15:20:45
“ersion of current pattern: 318
Mumber of pattern: Ha

Pattern Updated Information

Updste status Update Successiul at 20054 246 15:20:50; The policy is updated
Date Category Detail
2005M2M6 1520050 ‘Successful The policy is updated
200512013 16:21:54 Failure: Canhot connect update web server, pl
2005M2H 5 16:05: 24 [Successful

The policy is updated

PATTERN INFORMATION

This page will display the Pattern Information

Last Update

Shows the last time the pattern was updated

Version of current pattern

Shows the pattern version

Number of pattern

Shows the pattern number

Pattern Updated Information

This page will show the log when you update pattern.

35




CHAPTER 2: SYSTEM

The System menu is where you carry out the basic setup of the DFL-M510 such as
integration with your network. The System menu also lets you set local time settings
and carry out maintenance.

THE SYSTEM SCREEN
After you log on, click System to open the following screen:

JDFLMS10 Information Security Gateway e

0 | s i 2 [l

[\, DFL-M510
EQ System
i .4 Date and Time

L. Remote Management G
- Interfaces System

L. User Authentication
L..4: Objects

10 Policy ! ‘:‘»\ Date & Time .) Remote Management
L. Real Time Monitor =

Set the date, time, and time zone information for this system Configiure management methods and hosts for remote
management of this device.

System

The System screen gives you access to the following screens:
 “Date and Time” on page 37
* “‘Remote Management” on page 39
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THE DATE AND TIME SCREEN
Use Date and Time to adjust the time for your location.

1. Click System > Date and Time.
The Date and Time window appears.

. DFL-M510 Information Security Gateway [e]e]

[, DFL-M510

&£ System

{ A Date and Time

N Remote Management
-4 Interfaces Date & Til
1&g User Authentication
.4 Objects

1> Policy

-As= Real Time Monitor

‘:9 Set the date, time, and time zone information for this system.

Current Date and Tme: ~ POCSA110 10:32:07 =

Time Zone ‘(GMTJ Greenyvyich Mean Time : Dukblin, . " |

[ |Enable daylight saving time

Offsst: ‘ ] | 7 Mins)
Start Date ; fronsmains ae:on oo ®
End Date Jronsmeazs aeon oo ®
| Apply ‘ | Help

I Systerm § Date and Time

2. Click [ to the right of Current Date and Time.

- L DFL-M510 &)

movermber | - ’i’ EDDSiI

=L it Tue Wied || Thu Fri =at

|

1 2 3 4 S

g 7 g 2] -11 12

13 14 15 16 17 18 19

20 y 22 23 24 25 26

AN 0| Sl | 0 o

27 28 29 30
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3. Select the current date and click @ to return to the Date and Time screen.

4. In the Current Date and Time field, type in the current time and then choose the
time zone for your location from the drop-down list.

5. Click Apply to confirm your settings. The following screen appears:

K. DFL-M510 Info o

o™
“‘lr) The zetting iz zave 1o device successfully!

6. Click OK to exit.

If your location uses daylight saving time:
A. Check Enable daylight saving time
B. At Offset, set the offset time

C. Click [ to set the start and end dates and then click Apply.
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THE REMOTE MANAGEMENT SCREEN

Use Remote Management to allow management remotely. The following screen
appears.

L DFL-M510 Information Security Gateway o0
) li&y IS ) 2 )
[\., DFL-M510

= System FHTTP
H A Date and Time
X Remote Management
Server Access Secure Client IP Address
.- Interfaces
H -
1&g User Authentication @
;-4 Objects Selected P Address
-1, Policy L
... Real Time Monitor Server Port
a0 2
Apply Reset Help
Server Access Secure Client IP Address
= @
Selected IP Address
Apply Reset | | Help

| System f Remote Management

The DFL-M510 can be remotely managed via HTTP or SSH. The Remote Access tab
lets you control access rights.

HTTP/SSH

The descriptions for the HTTP and SSH fields are the same.

Options are All, Disabled, Allowed from LAN, or Allowed from

Server Access WAN. The default is All.

Secure Client IP Options are All or Selected IP Address.
Address

Add/Delete Use Add/Delete to add IP Addresses or a Subnet address to the
Selected IP Address window.

39



Configuring Server Access for SSH for Specific IP Addresses

1. Select WAN in the Server Access field.

2. Click the Selected IP Address radio button and click Add.

L. DFL-M510 Add Client IP (e ]
IP &ddress : 192 168 .2 |0
Subnet Mask 255 255 255 0 -
Ok Cancel

3. Type in the IP Address and Subnet Mask for the PC that will access the DFL-M510
and click OK. The IP Address is added to the Selected IP Address window. Repeat
steps 2 and 3 to add other IP Addresses.

Secure Client IP Address

Al
@ selected IP Address 192 .168.9.0024 Condd
Delete
Apply Reset Help
4. Click Apply. The new settings are processed.
i DFL-M510 Processing @

P
I\w Waiting for the device's responze . . .
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When the settings are processed, the following screen appears:

¥, DFL-M510 Info )

™
-~._1 l) Save data successTullyl

5. Click OK to finish.
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CHAPTER 3: INTERFACES

THE INTERFACE SCREEN

The Network screen lets you configure settings for your network.

1. Click Interface. The Network Setting window appears.

N DFL-M510 Information Security Gateway Q0
" E oF,
0 |y G ) iz i
[ DFL-M510 Hetwork Setting | Interface | Parameter VLAH
-£F System ® 08T Devi i Admi i
H rGeneral rDevice rAdmin
.4 Interfaces N : L
- User Authentication Device Name IP Address 192 188 1 L1 Email Address
.4 Objects
ot _ DFL-MS10
- Palicy 265.255.255.0 0.0 Lo e
i ~ _ Subnet Mask 255,255 | SMTP Server . . -
t..Ap Real Time Monitor
Inactivity Timeout
1] 7 win DNS Server o .g |0 ) ]
Detault Gatewway 192 168 |1 .|254 Paszword
Server Check
~SHMP Configurati
Set Cormmunity Server ACCESS hd
Get Community
Trap Cormnity
Trap Server o Lo Lo o
Apply Reset Help

| Interfaces

The Network screen has four tabs. Click on a tab to view the settings.
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NETWORK SETTING TAB

Click the Network Setting tab. The following screen appears.

Y, DFL-M510

Trap Community

Trap Server o Al .0 .0

-

Information Security Gateway o0

~ : =

0 A S ) 2] )
. DFL-m510 Hetwork Setting | Interface | Parameter VLA

- system General Setti Devi i Admin Email

H rGeneral rDevice rAdnin

.43 Interfaces - - -

i User Authentication Bvee D P Bddress 192 s 1 L1 Email Aderess

i.-Ag: Objects

© ) DFL-MS10

10 Policy 255,255 255 0 0 i il 0

i . _ Subnet hMask SMTP Server b ! 5

i Real Time Monitor

Inzctivity Timeout
0] 7 win DNS Server o Lo .0 o D
Default Gateway 192 166 .1 W|z54 Passwaord
Server Check
FSHMP Configurati
Set Cormmunity Server ACCESS hd
Get Community

Apply

Reset

Help

Irterfaces

Device Mame

DFL-mS10

10

-General Setting

Inactivity Timeout

helir.

Device Name

Type a name for the device.

Inactivity Timeout

Set the inactivity time out.
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When more than one DFL-M510 is installed in your location, assign
device names to help identify different units.

A

TIP

DEVICE SETTING

These fields display the IP address and related network information of the device.

rDevice Setting

IP Address

Subnet Mask

DhS Server

192

.| 168

2332552550

1]

Default Gateway 192

. 168

.1

. 254

IP Address

Device IP Address

Subnet Mask

Device Subnet Mask

DNS Server

Device DNS Server

Default Gateway

Device Default Gateway
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ADMIN EMAIL

To enable the network administrator to receive emails from the DFL-M510, the
following fields must be completed.

FAdmin Enail
Email Address
SMTP Server 0 .0 .0 .0
D
Pazzweard
Server Check
Email Address Type the administrator's email address
SMTP Server Type the IP of the SMTP server
ID Type an ID if sender authentication is required
Password Type a password if sender authentication is required
When the above fields are completed, click Server Check to verify
Server Check .
the mail account.

@ The ID/Password field must be filled in if your mail server requires

authentication.
N
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SNMP CONFIGURATION

To set up SNMP (Simple Network Management Protocol), the SNMP communities
have to be set and access control to the SNMP server has to be enabled

-rSHMP Configuration

Set Community Server Access i

Get Community

Trap Corntrunity

Trap Server u] .0 .0 .0

Type the SNMP community that allows the SNMP set command. You
Set Community can use SNMP software to configure the device such as System
Contact, Name, and Location.

Type the SNMP community that allows the SNMP get command. You
can use SNMP software to retrieve configuration information from the
device such as System description, Object ID, Up time, Name,
Location, and Service.

Get Community

Type the SNMP community that allows the SNMP trap command.
Trap Community When the device reboots, the device sends the trap to the trap
server.

Type the IP of the SNMP management center that should be

Trap Server reported.

Options are:

Disable-No access from LAN or WAN

All- Access from LAN and WAN

(Note: This setting has no remote access restrictions; any IP address
will have access to the DFL-M510.)

WAN -Access from WAN only

LAN- Access from LAN only

The default option is Disable.

Server Access

Secure Client Options are All or Selected IP Address, which the SNMP
IP Address commands are restricted to come from.
Add/Delete Use Add/Delete to select IP addresses.
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Configuring Server Access for LAN and WAN for Specific IP Addresses

1. Select All in the Server Access field.

Note: This setting has no remote access restrictions; any IP address will have
access to the DFL-M510.

2. Click the Selected IP Address radio button and click Add.

4. DFL-M510 Add Client IP G
IP &ddress ; 182 16 g ]
Subnet Mask ; 255 255 255 0 -
Ok | [ Cancel

3. Type in the IP Address and Subnet Mask for the PC that will access the DFL-M510
and click OK. The IP Address is added to the Selected IP Address window. Repeat

steps 2 and 3 to add other IP Addresses.

Server Acoess hd
Secure Client IP Addrezzs
Al

@ selected IP Address 192 165.9.0024 G AddE

Delete
Ay | | Fezet | | Help
4. Click Apply. The new settings are processed.
. DFL-M510 Processing G

w Wiaiting for the device's response . . .
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When the settings are processed, the following screen appears:

K. DFL-M510 Info e ]

L]
,__1 l) =ave data successTtully!

5. Click OK to finish.
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INTERFACE TAB

Click the Interface tab. The following screen appears.

¥, DFL-M510 Information Security Gateway
: = .
0 A S = 2
|'> DFL-M510 Hetwork Setting | Interface  parameter YLAH
= System i st
H rLinl
L..A@® Interfaces -
+-fg User Authentication Interface Link Setup
{..Ag! Ohjects
-4 Policy AN £ 100 Halt Full @ Auta
L. Real Time Monitor
LaN 10 100 Half Ful @ aue
Appky | Reset Help
rinterface Stealth ing:
Stealth Mode
wiah Port (Jon @ oif
LAN Port on @or
Apply Reset Help

Interfaces §Interface

LINK SETTING

Set the Ethernet ports for the speed you want and click Apply.

Interface Link Setup

WAN - 10/100/Half/Full/Auto

LAN -10/100/Half/Full/Auto

INTERFACE STEALTH SETTING

The LAN/WAN Ports can be configured in Stealth Mode by selecting On.

WAN - On/Off
Stealth Mode

LAN - On/Off
Subnet Mask LAN Port
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After you make changes, click Apply. The new settings are processed and the
following screen appears:

K, DFL-M510 Processing G

w Wiaiting for the device's response . ..

—

N DFL-M510 Info O

11) Save data successTully!
-\I‘.

Click OK to finish.
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PARAMETER TAB

Click the Parameter tab. The following screen appears.

I ¥, DFL-M510 Information Security Gateway

Hetwork Setting | Interface Parameter | yLaN |

roperation rOMZ Byp:
@i Tine F Address DDDD Subnet Mask |n00o |~
L () Bypass S
... Real Time Monitor P address DDDD Subinet Mask |00 =
) Maritor
F address DDDD Subnet Mask [no0n =
rHost/Group Byp:
Available User/Group Bypassed UserGroup
-8 Default
Save | [ cancer ]| Help

Interfaces i Parameter

This tab defines management parameters.
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OPERATION MODE

-0peration Mode

honitar

In In-Line mode, the DFL-M510 works as a transparent gateway in your
network. All traffic is inspected as it passes through the DFL-M510. The
DFL-M510 responds to illegal activities based on policy rules. When
attacks are detected, the DFL-M510 can take the following action:

In-Line « Drop the Packet
* Reset the Connection
e Log the Event
» Save the Packet Message Content
In Bypass mode, the DFL-M510 works like a bridge with all rules and
actions disabled. This mode is designed to help network administrators to
Bypass debug and trace network abnormalities. When bypass mode is selected,
the DFL-M510 will not detect nor take action to security events in the
network.
Monitor mode allows you to analyze network activities and make
early-stage diagnosis before deployment. The DFL-M510 will detect all
Monitor events by inspecting all packets. In this mode, the DFL-M510 will log all

events, but will not take any countermeasure (reset, drop actions). It is
suggested to monitor net-work traffic in this mode before setting In-Line
mode, in order to fine tune your security policy and network performance.

The DFL-M510 only protects and monitors your net-work when set to
In-Line mode. The other modes offer limited monitoring and are used
for integrating the DFL-M510 smoothly with your network.
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DMZ BYPASS

In order to speed up traffic from the intranet to DMZ, hosts within the given DMZ
subnet addresses are not checked and all packets from or to those hosts pass
unhindered.

-0M7 Bypass
P Address 0 .0 [0 .0 Subnet Mask 0.o0.oo b
P Address 1] .0 [0 .0 Subnet Mask 0.0o0o b
P Address 1] .0 [0 .0 Subnet Mask 0.0o0o -
IP Address Type in the IP Address
Subnet Mask Type in the Subnet Mask
The IP addresses of the hosts in a subnet must be continuous. That is,
the network mask contains only two pairs: the leading 1s, and the
N following Os.

DMZ Bypass prevents the DFL-M510 from causing a bottleneck in
g your intranet. For example, a mail/FTP server could be assigned an IP

address in the DMZ Bypass to provide wire speed traffic from the
internal network to mail/FTP networks.

TIP
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SETTING UP THE DMZ BYPASS FUNCTION

In the following example, a mail server with the IP address 10.10.10.250 is added to
DMZ Bypass.

1. Type in the IP address and the Subnet mask of the mail server.

rDMZ Bypass
IP Aoldress L e I N B T Subnet Mask 255,255 255 255 -
IP Adress 0 .0 .0 [0 Subnet Mask 0.0o0o At
IP &ddress 0 .0 .0 [0 Subnet Mask 0.0.00 "
2. Click Save.

HOST/GROUPS BYPASS

Hosts within the intranet which do not need to be monitored are added to the
Bypassed User/Group. These hosts have unhindered access to the WAN, but may be
less secure than In-Line hosts.

The IP addresses of the hosts in the bypass list must be in the host

table first. That is, the host must be learned or entered before you can
select it. Otherwise, the host must be within a group and specified by a

N subnet. Such a host is automatically added to the bypass list when it is
learned.
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rHost/Group Bypass

Aveailable User/Group Bypassed UseriGroup

-8 Defautt

==

Save | | Cancel | Help
Available Select the User or Group and click >> to add the User/Group to the
User/Group Bypassed User/Group list.
Bypassed Lists Users and Groups that have been added.
User/Group

After you make changes, click Save. The new settings are processed and the
following screen appears:

K. DFL-M510 Info )

™
-~._1 ) mave data successTully!

Click OK to continue.

An IP address in the Host Bypass implies bypass source IP. To
provide more throughputs, you could set up the servers IP

(ERP/mail/ftp) in the Host Bypass if the servers are located in the
internal network.

TIP
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VLAN TAB

Click the VLAN tab. The following screen appears.

L DFLMS10 Information Security Gateway (1)

0 |igy G ) J )

'~ DFL-M510 Metwork Setting  Interface  Parameter VLAH
-4 System

A Interfaces
- User Authentication VLAH Enabled
L% Objects
-4 Policy
f g« Real Time Monitor VID o} VIDG of_

FYLAH Setting
VLAH ID (Enter the VLAH Humber in your Network)

VD2 VID7 ol
viD3

Wil

o
0f=
o Management Group P10 -
o

ViDS (Must be one of the above WLAN IDs, VID1 - ¥IDT)

Apply Reset Help

rVLAH

Management IP 19216511

Management VLAN PYID

WLAM Enabled

WiD1 viD2 wID3 WD

WVIDS WVIDE wIDT

| Irterfaces ¢ WLAN

A VLAN (Virtual LAN) is a group of devices on one or more LANSs that are configured
(using management software) so that they can communicate as if they were attached
to the same wire, when in fact they are located on a number of different LAN segments.
Because VLANs are based on logical instead of physical connections, they are
extremely flexible.

The IEEE 802.1Q standard defines VLAN ID #1 as the default VLAN. The default
VLAN includes all the ports as the factory default. The default VLAN'’s egress rule
restricts the ports to be all untagged, so it can, by default, be easily used as a simple
802.1D bridging domain. The default VLAN's domain shrinks as untagged ports are
defined in other VLANS.

@ Configure VLAN settings before connecting the DFL-M510 to the
intranet.

N
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CONFIGURING VLAN SETTINGS

The following is an example of a network environment with four VLAN sets.

Item

Description

VID1

1

VID2

3

VID3

5

VID4

7

Management

VID2

Refer to the following to configure the VLAN setting.

1. Click Interface and then select the VLAN tab.

¥ DFL-M510 Information Security Gateway 0
— . — .
0 | &y s = P [l
‘- DFL-M510 Hetwork Setting  Interface | Parameter | VLAH
(5@ System VLAH Setti
L..4® Interfaces -
L. User Authentication AW Enabied
%1 Objects VLAH ID (Enter the VLAH Humber in your Network}
-4, Policy
i\ Real Time Monitor VID ol VIDG of_
viD2 ol VID7 of”
viD3 ol
VD4 ol Management Group  FID -
DS ol (Must be one of the shove YLAN IDs, VD1 - WIDT)
Apply Reset Help
FVLAN
Management I 18216811
Management VLAN PYID
VLAN Enabled
viD1 ViDZ vIDF ViD4
vIDS VIDE ¥IDT
Irterfaces ¢ WLANM

VLAN Enabled

Enables or disables the VLAN function

VID1 - VID7

Type in the VLAN ID.

Management
Group

Select the Management VLAN Group
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2. Click the VLAN Enabled checkbox to enable VLAN.

3. Type in each VID in the VID1 to VID7 boxes.

The DFL-M510 supports up to seven VLANS.
The Management VID must be either PVID, or VID1 to VID?7.
N Configurations depend on your environment.

4. Click Apply. The screen updates as follows.

¥ DFL-M510 Information Security Gateway 0

o~ . = S

0 A S = 2 )

'y‘ DFL-M510 Hetwork Setting Interface = Parameter | VLAH

-3 System VLAN Setti

i L4 Date and Time o

&y Remote Management [AYLAH Enabled
 Interfaces VLAH ID (Enter the VLAH Humber in your Hetwork)
% User Authentication

i..Ag: Objects WID 1 VIDE 0|

: " 5l i 3 3

10 Policy wiD2 3 vID7 o

LN Real Time Monitor
viD3 5|C
WiD4 7l Menagement Group | ¥ID2 - Advanced
VDS 0 : (Must be one of the above YLAN IDs, VID1 - ¥IDT)

Reset | | Help
FYLAH

Managemant [P 19216811
Managerment VLAN WID2
LAN Enabled
Vi1 1 VD2 3 wD3 5 viDd |7
vIDg VIDE wIDT

Irterfaces FWLAN
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VLAN STATUS

rVLAH Status

Managemert [P

19216811

Mahagermenit WYLAN WIiD2

YLAM Enabled

YD1 |1 Y02 |3 YID3 |5 YiD4 |7
Y05 YIDE WIDT

Management IP

Shows the device IP address

Management VLAN

Shows the Management VLAN Group ID

VID1 - VID7

Shows the ID of each VLAN
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CHAPTER 4: USER AUTHENTICATION
THE USER AUTHENTICATION SCREEN

After you log on, click User Authentication to open the following screen.

¥, DFL-M510 Information Security Gateway (<]]
e
n i} 1158 K-} 2 ?)
[\, DFL-M510
--stslem
-4 Interfaces Ho. Hame Role Last Time Login
..~ User Authentication
i..4g: Objects
..k\F'nIir.y
L4 Real Time Monitor
ACCOUNTS
No. Shows the current number of accounts
Name Shows the name for each account
Role Shows the shows the level of the user's policy:
Administrator; Read Only; or Write.
Last Time Login Shows the last time the account was accessed
@ Only users that are assigned the Administrator role can edit the
Account and Hosts/Groups menus.
NOTE
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CREATING A NEW ACCOUNT
To create a new account click Add. The Account Edit dialog box appears.

i, DFL-M510 Account Edit @

Mame

Arnber

Password

EE333 3

Confirm Password

E23324]

Privilege

Ok Cancel

Name

Type a name for the account.

Password

Type a password.

Confirm Password

Retype the password.

Privilege

Assign privilege status: Administrator; Read Only; or Write.

Click OK to confirm. The account is added to the Accounts list.

61




¥, DFL-M510 Information Security Gateway @0

# Home
i, DFL-M510
; £} System
“ Interfaces Ho. Hame Role Last Time Login
& User Authentication 1 lacimin |ciministrator 16:47:21 12M5/2008
% Objects 2 |ember [React Only iz,

A= Real Time Monitor

\ Edit | Delete | | Logn Status

User Authentication

To review or audit an account, click Login Status. The following screen appears:

L DFL-M510 Login Status (2]
rLogin Detail
Account Role P | Time | Detail
acdmin A clministrator 1921681 .10 16:12:09 120052005 Login Success
adimin L clministrator 19216841 10 16:26:358 120052005 Lzer Logout
it A clnini ztrator 1921684 10 16:28:19 120052005 Login Success
scimin . clminiztrator 1921684 10 16:46:43 120052005 Lser Logout
=it | ciministrator 192.1681 .10 16:47:21 1200572005 Login Success
=cdinin A cdiministrator 192.1681 .10 16:51:16 120052005 Lzer LogoLt
A rrber Fead Only 192.1681 .10 16:56:38 12052005 Login Success
A rrber Fead Only 192.1681 .10 16:57:30 120052005 Lzer LogoLt
L Arnber Fieadd Only 1921684 10 16:58:25 12005/2005 Login Success
L Arniber Foeadd Cnly 1921684 10 16:95:44 1205/2005 Lzer LogoLt
acmin A dministrator 1921681 10 16:59:25 12005/2005 Login Success
Close | | Help

Alog is created each time a user logs on or logs out. Monitor this list for added security.
See “Toolbar, Logging” on page 28.
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CHAPTER 5: OBJECTS

In DFL-M510, the term “Objects” mainly refers to Hosts and Groups. A host is a client
computer with a network interface. A group is a set of hosts. The DFL-M510 learns
host information from packets passing through the device. Host information includes
the MAC address, IP address and VLAN address. In order to manage the host internet
access, we can lock a host with a MAC address and/or an IP address.

Assign names to hosts to make them easier to manage. Otherwise, the DFL-M510
learns the device name from the network. Assigned names take priority over learned
names.

THE OBJECTS SCREEN

After you log on, click Objects to open the following screen:

. DFL-M510 Information Security Gateway sl
a

m A IS [ 2 Y

[ DFL-M510 Setup Groups
4% System

& Interfaces

L User Authentication

Ho.  State HostiP Address MAC VLAH Hame MAC-IP Bind MAC-Lock

| m | [ o | | & |

= Real Time Monitor

W Hosts within 150
Bypass Hosts
B Cther Hosts

Block | Itnpiort | Export | Help

The Objects screen has the following two tabs:

® “The Setup Hosts Tab”
® “The Setup Groups Tab”
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THE SETUP HOSTS TAB

The Setup Hosts tab lets you add new hosts and manage current hosts.

1. To view the Setup Hosts tab, click Objects > Setup Hosts.

¥, DFL-M510 Information Security Gateway (<]1]
e
0 A S = P 7]
l_ E:F‘L-MS"] Setup Groups
€8 system
.0 Interfaces Hosts T
... & User Authentication -
- Objects Ho. State HostAP Address MAC VLAH Hame MAC-IP Bind MAC-Lock
:: Policy = l ! Log
-4 Real Time Monitor
W Hosts within 150
Bypass Hosts
B Ciher Hoste Refresh | | Add | Delete | Apply
@ Forward
—_— Import Export Help
No. Shows the current number of hosts
State Shows the status for each host (refer to color legend at the bottom of

the screen)

Host/IP Address

Shows the host IP address

MAC Shows the host MAC address
Name Shows the host name
. Check this box to lock an IP address to the
MAC-IP Bind hosts MAC address
MAC-Lock Check this box to lock the MAC address

Hosts within 150

Hosts all within 150 hosts

Bypass Hosts

Hosts that are not monitored

Other Hosts

The DFL-M510 can manage 150 hosts. If you select Block, hosts
that exceed 150 have no Internet access. If you select For- ward,
those hosts will have Internet access but will not be monitored by the
DFL-M510.
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CHANGING THE STATUS OF A HOST

In the following example, the status of No. 1 is changed from Hosts within 150 to Other

Hosts.

1. Right-click on the host you want to change the status of.

65

EDFL'MSW Information Security Gateway (<]] .
.
- T
b ] |
0 Home | FL Wizaro L Took: E -
L DFLM510 Setup Hosts | Setup (;mupsl
@ System
L. Interfaces Hosts T
1§, User Authentication -
H . Objec: Ho. State HostIP Address MAC VLAH Hame MAC-IP Bind MAC-Lock
;g Oblects 1| W [oB128MBTAINAP (182,188, D011 9554 FF28 | o | 0 | &
540 Policy
H - _ Mowe to Standhy
+...{ Real Time Monitor
Svvap
W Hosts within 150
¥ Bypas=s Hosts
Refresh | | Add | peete | Apy |
B Cther Hosts
@ Forward
o [ Import | Export | Help |




2. Select Move to Standby.

QDFL"“W Information Security Gateway (<]]
y f ] |
Hiorme i Wizard ools - -
L DFLM510 Setup Hosts | Setup Groups |
@ System
L. Interfaces Hosts T
1§, User Authentication -
H . Objec: Ho. State HostIP Address MAC VLAH Hame MAC-IP Bind MAC-Lock
-4 Obiects 1| W |oB128MBTANAP 182,188, 00119554 FF25 | 0| | ] o
-0 Policy
.. Real Time Monitor
W Hosts within 150
¥ Bypas=s Hosts
Refresh | | Add | peete | Apy |
B Cther Hosts
@ Forward
o [ Import | Export | Help |
T ————— N ——————————————————————————— ———————————— S ——5 >

Notice, the State icon is now green, indicating the host is now in the Other Hosts

category.

ADDING A HOST

Refer to the following to add a host.

1. Click Add.

G OFL-M510 Host Edit @
Mame : |.J|:|§.f |
P Address - |192 |.|1EB |.|9 |_|12|:| |
MALC 'Ju-na-m -12.22-45
[ IMAC_IP Bind & MaC Lock
‘ Ok | | Cancel
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2. Type in the required information and click OK. The new host is added to host table.

Hosts Table
Ho. State HostiP Address MAC VLAH Hame MAC-IP Bind MAC-Lock
| ® | | | 0 | | | & |
2 | m [i9z1888120 [po-DB-21-12.22.45 | 0 [loy [ | o |

EXPORTING A HOST DATABASE

You can export a host database to reuse or to import into another DFL-M5 10. Refer to
the following to export a host database.

1. Click Export.

K. DFL-M510 Export Host 9

Expott to file B

Ok Cancel

2. Click 4 '. The Save dialog box appears.

i, DFL-M510 Save G

- | |E =) |2 28

Save In: __'] Export

File Marne:

File= of Type: | Export ()

Save Cancel
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3. Enter a file name and click Save.

. DFL-M510 Export Host
Expoart ta file OrExportiHost_List_Export ho

Ok Cancel

4. Click OK to confirm the export.

K. DFL-M510 Info

L
. | 1) Export Ok
.\l.‘.

5. Click OK to continue.
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THE SETUP GROUPS TAB

There is one Default Setup Group in the DFL-M510. The Setup Groups tab lets you
add and configure additional Setup Groups.

1. To view the Setup Groups tab, click Objects > Setup Groups.

L/DFLMS10 Information Security Gateway e
e
0 e 1% = 2 )
[, DFL-M510 Setup Hosts
"@ System ~Group Setting————————————— ~Quick Assign User/Gr
A Interfaces p
& User Authentication -8 Detaut .
% Objects o P Mame Default
-0 Policy o
L. Real Time Monitor
]
GROUP SETTING
Add Click to add a new Setup Group
Delete Click to delete a Setup Group
Up Click to move a Setup Group up
Down Click to move a Setup Group down
QUICK ASSIGN USER/GROUP
Group Name Type in the group name
Quota Total available space to a group
Session Total sessions available to a group
Available Hosts Lists the available hosts
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Hosts in Selected Group Lists the hosts in the selected group

Add Subnet Click to add a sequential IP address range to a group.

ASSIGNING HOSTS TO GROUPS

You can assign a host to a group by checking the button crossing the host and the
group. Refer to the following to add a host to a group.

1. Click Add.

K. DFL-M510 Adid Group Hame 99

roup Mame F'r-.-1|

.4 Cancel

2. Type a group name and click OK.

rauick Assign User/Group

Group Mame Pl

Guiota ol
Segion 0 :
Available Hosts Host=z in Selected Group

g 061 28NE1TWIMXP(192.165.1 .5)

==

==

Add Subnet

Apply | | Cancel | | Helg
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3. Select the host and click . to add it to the Hosts in Selected Group
window.

4. Click Apply.

| K. DFL-M510 Info &)

L] .
5 I. ) =ave data successTtully!

5. Click OK to finish. The new group is added to the Group Setting list.

¥ DFL-M510 Information Security Gateway 00

@ @ |ﬁ J‘ | 2] I.I

['. DFL-M510 Setup Hosts | Se10p Groups
-4 System
Blmerfaces rGroup Setting —————————— rQuick Assign User/Group:
i User Authentication -8 Pl
. . Group Mame P
+-Ag: Objects -~ Detautt dd
10 Policy F— [ JGucta ol we
H . _ elete ]
i..A g Real Time Monitor R — =
Up [Isession 0} Sessions
e D ] Available Hosts Hosts in Selected Graup
. g 051 2BMETAIMXP(192.168.1 5)
=
Ll Subnet
Cance| Help

Objects / Sefup Groups
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CHAPTER 6: POLICY

Policy is the most important information in the DFL-M510 Management System. A
policy can consist of thousands of patterns. Each pattern defines how to detect an
application, how to respond when an application is detected, what to block, and when
to block. You can view and modify the settings, including applying scope, acting
schedule, actions and information such as category, and constraints.

THE POLICY SCREEN

After you log on, click Policy to open the following screen:

L DFL-M510

Information Security Gateway

20

0 | L3 1)

i, DFL-M510
- System
L. Interfaces

... &g User Authentication
-4 Ohjects |

1 Policy
-4 Real Time Monitor

‘— Policy

‘_ | Policy Setting (ﬁ User Defined Pattern

Configure policy templates, assign policy and view the Provide the flexibilty for pattern self-defined in order ta
poalicy detail comply with the security policies

‘:; Schedule “? Message Setting

Usze schedules to cortrol when certain policies in the
system are active

‘_: ' Keyword Filter

Configure keywaords for fitering and manading spplication
infarmation

Configure messages sent by the system whils the
designated policies are triggered

‘ Pattern Updates

Setting Related to Application Pattern Update Mechanism

Falicy

The Policy screen gives you access to the following screens:

The Policy Setting Screen
User Defined Pattern
The Schedule Screen
Message Setting
Keyword Filter
Pattern Updates

After the policy database is published and fetched, it is uploaded to the DFL-M510. To
manage the users and applications, policies are defined and each of them complies
with a company policy. Then each policy can be applied to a host or a group. We
define a policy before applying it or creating a template. A template can be defined
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manually or via the template wizard. Once a template is defined, it can be assigned to
a host or a group and it becomes a complete policy.

THE POLICY SETTING SCREEN

After you log on, click Policy/Policy Setting to open the following screen:

L DFL-M510

Information Security Gateway 00
7 1
0 |y i%: ) 2 7]
'_.' DFL-M510 Assign Policy Policy Viewer
=-£} System
-4 Interfaces rTemplate List —— Opti
-, User Authentication — Wizard_Template
. Wizard_Template
.4 Objects . M Block
=-4» Policy v Add el Al
Block P2P ; Pass
.2 Policy Sefting el {f Internet File Sharing (F2P)
H User DeﬁnePaﬂem Block IvP2P (] Messane Exchange (M) et by Email
G Block &1 Dupl 4 File Trarister
A Schedule A il win Popup Message
X9 Message Setting (o wieh Cortrol Comrmunication blocked by 5. | ¥
2 Keyword Filter G Streaming Media
i..4 Pattern Updates Wieh Message
...{jw Real Time Monitor Wik site against the security... ¥
Schedulz Alvays b d
yword Ci
Apply Cancel Heln

Policy  Policy Setting { Template Setting

Every template, including the global template created by the device wizard, can be
created or modified.

The protocols displayed on the policy are described as follows.

A. The IM/Remote Access Application that can be managed by the DFL-M510

Iltem Protocol Management Type Support Version
Message MSN MSN Keyword 7.0(Build 7.0.0813)
Exchange File Transfer
(IM) Chat

Login

Online Game

Audio Communication
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Video Communication

ICQ

Chat

File Transfer

Login Audio Communication

Video Communication

ICQ5
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AIM

Chat

File Transfer

Login

Audio Communication

Video Communication

5.9.3759

iChat

Chat

File Transfer

Login

Audio Communication

Video Communication

2.1

Yahoo

Messenger

File Transfer

Login

Chat

Audio Communication

Video Communication

6.0.0.1921

QQ

Login

File Transfer

QQ2005

™

Login

File Transfer

TM2005Betal

Skype

Login

1.3.0.51.

IRC

Login

File Transfer

MIRC 6.16

Odigo

Login

v4.0 Beta(Build 689)

Rediff BOL

Login
Chat

Audio Communication

7.0 Beta(Build 175)




File Transfer

Web Web Web Page Keyword -
Control Application URL Keyword
Upload

Web Post
Download
Java Applet

Cookie

Mail SMTP Mail Attached File --

Connect

B. The P2P/Remote Access Application that can be allowed/blocked by the DFL-M510

Item Protocol Software Version
Internet File EzPeer EzPeer 1.9
Kuro Kuro 6.0

Sharing (P2P)

eDonkey2000 eMule 0.46a eDonkey 1.3
midonkey 2.5.x

eMule Plus 1.1d
amule 2.0.3
Morpheus 5.0 beta
eMule Morphxt7.1
Gnutella Gnutella 2.2.0.0
Bearshare Lite 5.0.1
Morpheus 5.0 Beta
Shareaza 2.1.2.0 beta
Xnamp 2.5.3

FastRack Kazaa Lite Resurrection 0.0.7.6.E
Kazaa Lite Tool K++ 2.7.0 beta 1
Kazza 3.0

Grokster 2.6

midonkey 2.5.x
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Web Control

BitTorrent

BitTornado 0.3.12

BitComet 0.59

BitTorrent Experimental 3.2.1 beta 2
Shareaza 2.1.2.0 beta

BitTorrent 4.1.2 beta

mldonkey 2.5.x

DirectConnect

PeerWeb DC++ 0.205
DC++ 0.674
DirectConnect 2.205

PiGO PIiGO V 3.0
PP365 PP365 V2004
WinMX WinMX 3.53

PC Anywhere

PC Anywhere 11

VNC VNC Ver. 3.37
SoftEher SoftEher Ver. 2.0
Porn --
Web Mail Yahoo Malil
Gmail
Hotmail

File Transfer

FTP Application

File Transfer

Command Execution

Getright 5.2d
POP3 --
Mail IMAP4 --
NNTP --
Realone 10.5
MS Media Player 10.0
Streaming H.323 B
Media iTunes 4.8
Winamp 5.09
Player365 --
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TIP

The DFL-M510 manages P2P downloads by using P2P Protocol. In
this architecture, no matter what version of client is used, the
DFL-M510 can manage it.

The DFL-M510 only supports HTTP download via Getright.

TIP

The Policy Setting screen has the following three tabs:

* “The Template Setting Tab” on page 77
* “The Assign Policy Tab” on page 80
* “The Policy Viewer Tab” on page 83

THE TEMPLATE SETTING TAB

To view the Template Setting tab, click Policy > Policy Setting > Template Setting.
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XL DFLs10 Information Security Gateway 0
z = 1
0 | &y s = 2 [l
L DFLM510 Assign Policy | Policy Viewer
1+~ System
¥ Interfaces ~Template List ropti
.. User Authentication EEELETEE
i Wizard_Template
& Objects 5 il Block
i s Po Vpass Add il Al
=4 Policy Block PP Pass
€7 Policy Sefting loc o Internet File Sharing (P2P)
o Voo b pau Black I+P2P (- Message Exchange (IM) Alert by Ermall
4§ User Defined Pattern Block &1 Dl - File Transter
A Schedule A il win Popup Message
4§ Message Setting (3 Wi Corrol Communication blockeel by 5... | ¥
i % Keyword Fitter {4 Streaming Media
4 Pattern Updates Wieh Message
= Real Time Monitor Wb ste agsinst the security... w
Schedule A
yweord Ci
Apply Cancel Help

Policy / Policy Setting f Template Setting




When you select a template from this list, its patterns are listed in the center pane. You
can add, delete, and duplicate templates.

To quickly make a new template, find an existing template that has a
similar pattern and duplicate it. Then modify the new template as
TIP desired.

Each time only one category, application, or pattern can be chosen and settings are
shown in the Options pane. When a category is chosen, the options or the constraints
show that all patterns of the category are the same. When an application is chosen,
the options or the constraints show that all patterns of the application are the same.
When a pattern is chosen, it shows all the options and all the constraints of it. The
options or constraints which are not shown are grayed out.

Changes made in the fields under Options apply to all patterns.

THE OPTIONS PANE

When a pattern is detected, the DFL-M510 takes certain management actions, such
as blocking the connection, or notifying the administrator. There are five actions that
can be taken:

-Options

Block
Pazz

Alert by Email

Win Popup Message

Communication blocked by 2.0 | w

Wigh Message
Wb zite against the security...

Schedule Blways -
Action Description
Block The pattern packet is dropped and its connection cut off.
Pass Just log the event.
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An email with details of the attack to the administrator defined in email

Alert by Email
management parameter.
Win Popup _
Message Send a Windows popup message to the user.

Send a message to the user and cut the web connection and replace it

Web Message || i \web page.

@ When you turn off Messenger Service or enable Personal Firewall,
the Win Popup Message function works correctly.

NOTE

DEFINING THE ACTIVE SCHEDULE

It is possible to define the active time range of a pattern. The default setting is Always
(all the time).

The Scope confines the detection ranges of a pattern rule to some hosts or some
directions of traffic. This is very helpful for users who need to fine tune the policy so as
to match their environment. For example, if you want to block your staff using P2P
software, you can limit the detection range of the P2P policy to only intranet, and skip
detection against DMZ. Thus, false-positives can be reduced, while maintaining
performance.

If the detection scope is defined as Directional, the scope is distinguished by source
and destination.

If it is defined as Non-directional, the rule will manage. Therefore, an administrator
does not have to choose the detection scope from the combo box. Instead it is fine
tuned before the policy database is published. The only thing the administrator needs
to do is to apply the templates or the policy to the hosts or the groups.

Zchedule b
Alvways
Weekdays
o 0 Weekend
LT un11 Working Hours

Only schedules already defined show in the combo box. If you want
to use custom schedule, you need to define it first. See “The
NOTE Schedule Screen” on page 89.
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DEFINE KEYWORD CONTENT

Some patterns have constraint parameters. If such a pattern rule is selected, there is a
constraint parameter section as following.

Keyword: The user defined keyword to match the content of packets.

~Keyword Content

THE ASSIGN POLICY TAB

To view the Assign Policy tab, click Policy > Policy Setting > Assign Policy.

Y/ DFL-M510 Information Security Gateway 00
0 A JIGS = 2] )
‘_" DFL-M510 Template Setting Policy Viewer

[ System
-4 Interfaces Host/Group
.. fg. User Authentication =T
.41 Objects :
© l_ Available Templates Policy for the template Gh
=-4(> Policy A 84 Defaut
‘-) Policy Setting Wizard_Template B---\rr_tsmal File Sharing (P2P)
i 4§ User Defined Pattern Bypass Al + N;W r2p @
H - Gl Grutelia
L Schedule Black P2P 2 esck
H [H-, & rach
i X9 Message Setting Black 2P ==
! ma - Block All - Kuro
147 Keyword Filter :
: e -&, eDonkey 2000
L4 Pattern Updates i
) } - @ BiTorrent
.4 Real Time Monitor H
l_g DirectConnect
B @ FiGo
JiPeRal posas
-l wirn
& PCanywhers
- V2 wnic
- (32 SoftEther
Apply Cancel Help
Policy /Policy Setting 4 Assign Policy

80



HOW TO ASSIGN A POLICY

In the following example, the Security group is assigned a policy only allowing Web

control such as Web browsing.

1. In the Template Setting tab, click Add to add a new template.

N DFL-M510

Information Security Gateway

[\, DFL-M510

(-4 System

-4 Interfaces rTemplate List

% User Authentication
) ‘ Objects Wizard_Template
L "‘ Policy Bypass Al
£ Policy Setting Black P2F
Block IM+P2F
(i User Defined Pattern Block Al

A Schedule
X9 Message Setting

Template Setling | Assign Policy | Policy Viewer

Mame Wizard_Tetnplate
Add ] A
F beete._J) (- Message Exchange (IM)
fiuDetete @ Internet File Sharing (P2P)
Dugl A File: Transter

- Wil
- wieb Control

>

[ Block
[ Pass
[ Alert by Email

[} Win Popup Message

Communication blocked by 5. -
-4 Keyword Fitter o Streaming Mecia
L% Pattern Updates TInEL [ Wi Wessage
'«F Real Time Monitor " il Template Name oo Wb ste agsinst the security... w
Template Neme Only Wb Browsing s | -
OK | | Cancel
arword G
Cancel Help
v
< >
H “ ” H
2. Click “Apply” to save the policy template.
" {pELMs1o Information Security Gatevay 9o
s
1
d ¥
-

[\, DFL-M510
& {2 System
-4 Interfaces rTemplate List
% User Authentication
) Wizard_Template
i Objects
Bypass Al
3-40 Policy Block P2P
) Policy Sefting Block IN+P2P
A} User Defined Pattern Block Al
A Schedule Only Weh Browsing
X9 Message Setting
A7 Keyword Fiter
‘-4 Pattern Updates

4= Real Time Monitor

Template Setling | Assign Policy | Policy Viewer

Mame Only Web Brovesing

] B

{7 Message Exchange ()

{ ] Internet File Sharing (P2P)

{_] File Transter

{7 Mail

(1 ‘wieh Control

= ] Vet il

D bl vahoo Mail
ol Gl

P bl Hatmail

=N | | @ Web Application
e Wb Page Keyword 1
Ll Wik Pagge Keyward 2
bl Wi Page Keyword 3
ol URL Kieyrvord 1
{3l URL Keywword 2
w{lf URL Keyweard 3
ol Uplnadd
Lol e Appletictivex
bl Dowenload
o Wb Post
(] Cookie

{7 Streaming Medis

[ Block
[ Pass
[ Alert by Email

[} Win Popup Message

Communication blocked by 5. -
[ Wieh Message
Wb ste agsinst the security... w
Schedulz Alvays -
arword G
Cancel Help
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3. Click the Assign Policy tab. Select the template you want to implement from the

Available Templates pane

Y, DFL-M510

Information Security Gateway OO
a
1
g Vv
by 2
‘&l illiif-ﬂﬁ red d&lﬁ ol ¥ dﬂi us d—l"'uilﬂﬂi“hlﬂ P
i, DFL-M510 Template Setting | #==ian Policy | policy Viewer
#-E System
& Interfaces Host/Group
gy User Authentication r T
| Ohjects : :
© '7 Available Templates Palicy for the template 2 84 Security
2 ‘0 PT'W ) ! T — T — L8 osrzaneteec a2
i~ Policy Setting zard_Templste ET ° V’: - 4 8 Defaut
Bypass Al - ieh Mai
(i User Defined Pattern ol i @ - DB1ZBNETAINPL1 72
- Schedule Block P2P i b-ahoo Mal
[ — ) 081 28NE NP (1 92
€9 Message Setting Block +P2p :
Bloak Al i beHotmail L 192168.9139
2 Keyword Filter H -
Only Wieh Browsing Er-L@ Wish Application
-4 Pattern Updates ek Page Keyward 1 (ol
- Real Time Monitor Wich Page Keyword 2 ol
Wk Page Keyword 3 d
-~URL Keyword 1 ol
URL Keyyword 2 o
URL Keywward 3 ol
.- Uplaad (ol
. Java AppletitctiveX il
Downlosd il
sk Post ol
Cookie ol
< () r
Apaly Cancel 1] Help
-
40 ) »
4. Under Host/Group, select Security and click Apply.
¥ DFL-M510 Information Security Gateway 9
a
1
g Vv
by e
‘&l illiif-ﬂﬁ red d&lﬁ ol ¥ dﬂi us d—l"'uilﬂﬂi“hlﬂ P
i, DFL-M510 Template Setting | ~==0n0 Folicy | policy Viewer
#-E System
& Interfaces Host/Group
gy User Authentication r =
| Ohjects : 5
© it Avsilable Templates Policy for the template: - 84 Securty
2 ‘0 PT'W ) ! T — T — L8 osrzaneteec a2
X7 Policy Setting zard_Template ET o v“: - .0 8 Defsutt
Bypass Al - ieh Mai
User Defined Pattern e e @ -G os128NETVINKP(1 72
- Schedule Block P2P rahoo Mail
LGl il ) 081 28NE NP (1 92
€9 Message Setting Block +P2p :
Bloak Al i beHotmail L 192168.9139
2 Keyword Filter g -
Only Wieh Browsing Er-L@ Wish Application
& Pattern Updates ek Page Keyward 1 (ol
- Real Time Monitor Wich Page Keyword 2 ol
Wk Page Keyword 3 d
-~URL Keyword 1 ol
URL Keyyword 2 o
URL Keywward 3 ol
.- Uplaad (ol
. Java AppletitctiveX il
Downlosd il
sk Post ol
Cookie ol
< () r
Apaly Cancel 1] Help
-
40 ) »
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THE POLICY VIEWER TAB

In the Policy Viewer tab, you can view all policies of groups. In the example below, we
check the policy of the Security group. To view the Assign Viewer tab, click Policy >
Policy Setting > Policy Viewer and then select Security in the Host/Group pane.

83

. DFL-M510 Information Security Gateway (< ]=]
-
" - -
0y A IS liz2 2]
. DFL-mM510 Template Setting | Assign Policy | Policy Viewer
#-E System
& Interfaces Host/Group
B Us?r Authentication 588 Becurty ¥ -
© Ohl,ems E a 051 28METVIRXP(192 Template Mame | Cnly Web Browsing o
_]“‘?‘ P|]’||[;y- ] £ 8 peraut _ [ Block
i/ Policy Setting ) 061 28NE NP1 72 gm Exchangs (M) [ Pass
User Defined Pattern #-i_J Message buchange ’
Schedule : g”m ZENBTMIP(192 [#-{ ] Internet File Sharing (P2P) (] Alert by Email
weg 1921689139 File Transfer
Message Setting 8 Mail 0 ¥ Popup Message
 Keyword Fitter - Wieb Control
i Pattern Updates = ] b bl (7] Weh Message
--§ Real Time Monitor { b ahoo Mail
P el Gmail
P el Hatmail ]
H eays -
(3@ [ Web Appication R i
e i Wb Page Keyword 1
Lol \Wih Page Keyward 2 ) G
bl Wiz Page Keywrord 3
e URL Keyword 1
ol URL Keyweord 2
+{l URL Heryweard 3
- Uplnad
Lol Java Appletibctivel.
<l - ) >
Help
EhE = =B 3
-



USER DEFINED PATTERN

The pattern database is made by a team of professional signature researchers. They
are familiar with protocols, system vulnerability, and application patterns.

After a new application pattern is detected, the pattern is put into the pattern database
and published. Before publishing, there are still ways for a manager to define
application patterns. If a specific application is always connecting to several specific
servers or by several specific ports. The servers and the ports can be blocked by a
user-defined pattern.

Policies can be defined in the following Policy/User Defined Policy screen:

. DFL-M510 Information Security Gateway sl

0 lifzx [ [ p) i

[\, DFL-M510
] Q System rUser-Defined Patter: rPattern

-4 Interfaces
% User Authentication

i Objects

=-4 Policy Edit
i...) Policy Setting Deiste
A} User Defined Pattern Message Exchange (M) -
A Schedule
A9 Message Setting FPattern Port
A7 Keyword Fiter
L% Pattern Updates

= Real Time Monitor

74| D

After a pattern is defined, the pattern is displayed in the pattern list, contained in a
template, and assigned with options and constraints. Click Edit to edit a defined rule.
Click Delete to delete a defined rule.
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DEFINING A PATTERN BY PROTOCOL
For example, a Streaming Media sees TCP 3001 ports to connect to Media servers.
To block this Streaming Media game do the following.

1. In the User Defined Pattern screen, click Add.

¥ DFL-M510 Information Security Gateway oo
1
¥
[T
“- N 2
|0 fore | £ wizard > | ook > | I3 T2 o |
i, DFL-mM510
) @ System rUser-Defined Patter Pattern
4 Interfaces @ By Protocol
gy User Authentication " i
‘; Objects A} ! () By Application Server
=I-4,» Policy o Mame
&7 Policy Setting Celete
A§ User Defined Pattern Category | Message Exchange (M) -
L4 Schedule —
g Message Setting L orLms10 Add Pattern Name 1)
-4 Keyword Filter Oupp
L% Pattern Updates Pattern Mame \
- Real Time Monitor bart
Ok | Cancel P
| e | o] |2
[ |Destination Port
From | e [ | = L
Save Help
4 3, >
2. Type in Streaming1l for the pattern name and click OK.
Y, DFL-M510 Add Pattern Name 00

Pattern Matme Streaming

Ok Cancel

85



3. Input a pattern named Streaming 1, with category Streaming Media and TCP port
3001.

WL DFLms10 | Information Security Gateway

Q DFL-M510
f-£3 System rUser-Defined Patter rPattern

.. 4@ Interfaces R
& User Authentication — oy sepiesions
% Objects . v Application Server

"y Edit
oy S|
) Policy Setting

User Defined Pattern Category | Streaming Media n

& Schedule

X9 Message Setting [Patterm Port
%) Keyword Fitter TCP ) upp
L% Pattern Updates
A= Real Time Monitor [#Asource Port

From 3,001 :Ij To

[ Destination Port

[

Frarm |

4. Click Save.

¥, DFLMs10 | Information Security Gateway

i, DFL-m510

) e System rUser-Defined Patter rPattern
4 Interfaces S-Streaming Media W B Pratocol
.8, User Authentication @ Streaning|

Al Ery Application Server
& Objects - 250

. Edit
) Pocy etting

A} User Defined Pattern Catenory [ Streaming Media -
Schedule

{9 Message Setting [Pastern Port
HKeyword Filter A TCP LDP
i t Pattern Updates B &on_-umn I \tfo 1 (=]
... Real Time Monitor Wsaurce Port

\‘y Save data successully! | :I |
Frofm 3,001 = T

Destination Port

From n:lj To
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DEFINING A PATTERN BY SERVER

In this scenario, a web chat application is always connecting to a network server with
the IP address 140.126.21.4. You can block this web chat application and then click

the Save button to add a new rule as follows.

1. In the User Defined Pattern screen, click Add.

¥ DFL-M510 Information Security Gateway

0 |y G [ liz2 i

[, DFL-M510
) @ System rUser-Defined Patter
& Interfaces [=-Streaming Media
gy User Authentication |G =
& Objects ... -
=1~ Policy
&7 Policy Setting Celete
i..4{§ User Defined Pattern
.4 Schedule
X9 Message Setting
A" Keyword Fitter
L. % Pattern Updates
- Real Time Monitor

rPattern

Ecit

Weh Cortrol -

rserver IP

Help

2. Type in Web Chat 1 for the pattern name and click OK.

Vo, DFL-M510 Add Pattern Name Q0
Pattern Mame Web Chat 1

] Cancel
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3. Input a rule name Web Chat 1, with category Web

140.126.21.4.

._EDFL-I‘GW_‘

i, DFL-M510
-4 System

.. 4@ Interfaces

& User Authentication

% Objects

> Policy

/ Policy Setting

User Defined Pattern
& Schedule

X9 Message Setting

%) Keyword Fitter

‘ Pattern Updates

A= Real Time Monitor

rUser-Defined Patter

Information Security Gateway

Control and servers,

-Etrasming Media
e Strearing!

Al

Eclit

rPattern

() By Protocol

@ By Application Server

Nams Wik Chat 1
Category | b Cortrol n

rServer IP

Server List

140.126.21.4

Server IP

]

4. Click Save.
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i, DFL-m510
6 System
4 Interfaces
.8, User Authentication

& Objects
=-4,» Policy
X7 Policy Setting
A} User Defined Pattern
Schedule
{9 Message Setting
HKeyword Filter

i Pattern Updates

... Real Time Monitor

Information Security Gateway

rUser-Defined Patter Pattern
[E-Wieh Cortrol By Protocol
wieh Chat 1 .
G e Add @ By Application Server
[=-Streaming Media
Ll . Edit
& srearinat Hame Wieh Chiat 1
.
Categary | Weh Cortral -
WL DFLM510. Info @ .p
.
q) Save data successiully!
Server List
140126 21 4

Server [P
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The DFL-M510 supports 1500 sets of user-defined patterns by
protocol and 1500 sets of user-defined patterns by Application
NOTE Server.

THE SCHEDULE SCREEN

It is possible to define the active time range of a policy. The time range can be defined
by the schedule. Each schedule has a name, and a time range. The time range is
specified in units of hours.

Click Policy > Schedule to access the Schedule screen.

N\, DFL-M510 Information Security Gateway GG
0 [y [ i 2 2]
[, DFL-M510

@Q System
¥ Interfaces
-, User Authentication
-4 Objects - LiEy
=40 Policy
H Schedule List
‘7 Policy Setting e
i} User Defined Pattern Always
% Schedule Weekdays Add
%@ Message Setting weskend
: £ Keyword Filter wiorking Hours Edit
L4 Pattern Updates Delete

-4 g Real Time Monitor
Help

There are four predefined schedules. The Always schedule means the policy is
always active. The Working Hours schedule means the policy is active during
working hours. The regular working hours are Monday to Friday from 9:00 AM to 5:00
PM. The Weekdays schedule means the policy is active during the whole workdays.
The regular workdays are Monday to Friday. The Weekend schedule means the
policy is not active during the whole workdays. The regular Weekend days are
Saturday to Sunday.
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To Add or Modify a schedule press the Add or Modify button to open the schedule
editing dialog box. Modify the schedule name and check the hour tab to include or
exclude the hour represented by the tab.

lidbaasn Schedule e

Schedule hame : | |

‘Whole week [ [ ‘Weekday ] [ ‘Weekend i ‘Wiorking hours

o f1fzsfalslelv]lsfofao]fnfaz]aa]rafas]a6 faz]1a faa]z0 f21 22 |23
SUN

ACH

TUE

THU

FRI

I Refresh I | OK | | Cancel |

MESSAGE SETTING

In this section, you can edit popup or Web messages. Refer to the following to add a
popup message.

1. Click Policy > Message Setting.

N\, DFL-M510 Information Security Gateway OO

s

b

ﬂ‘ = 2
|0 ore | r vz v [Ros v | Sws < | o [[Plogow [ Piep |
[ oFL-ms10
) @ System rPopup to User

W Interfaces
-, User Authentication
.41 Objects
=40 Policy
1. Policy Setting
A% User Defined Pattern
4 Schedule
%9 Message Setting
4 Keyword Fitter
.. Pattern Updates
-4 g Real Time Monitor

Ho. Message Description Message Text
1 (Commmunication blocked by security policy User defined text message

Addd | Edit | [ peete | Help

rWeb to User

Ho.  Message Description Message Text
1 Web site against the security policy ' our Application Communication has been blocked by a Policy

Add | Edit | [ psste | Help
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2. Under Popup Message to User, click Add.

K. DFL-M510 Popup Message Property Add 2]
lezsage D 2
Deszcriptian : |Message far Block &pglications

ou cannot uze thiz applicaﬁun!!l

Ol | | Cancel | | Help

3. Type a description and the content of the message and click OK.

¥ DFL-Ms10 Information Security Gateway (<]]
[, DFL-M510
& {2 System rPopup to User
-4 Interfaces
b _ Ho. Message Description Message Text
User Authenticat
" S_er entication 1 \Commumcaﬁon hlocked by security policy \User defined text message |
g1 Objects 2 |Wessage for Block Applications [vou cannat use this application! |
-4, Policy
X/ Policy Setting
4§ User Defined Pattern
A Schedule
X9 Message Setting
A7 Keyword Fiter
% Pattern Updates
A= Real Time Monitor At ‘ | it ‘ | Delate | | Felp
rWeh to User
Ho. Message Description Message Text
1 Web site against the security policy our Application Communication has been blocked by a Policy
sl | [ Edt | [ oeete | Help
v
1 [ —_—S————SSSSS—SS——SSSSSSSSSSS————SSSS—————_C
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@ When you turn off Messenger Service or enable Personal Firewall,

the Win Popup Message function works correctly.
NOTE

KEYWORD FILTER
The DFL-M510 provides the following keyword functions:

» Web page keyword
* URL keyword
* MSN keyword

These keyword functions are used to describe applications of MSN and Web
browsers.

Since all the keyword policies and other policies are too complex to display in a page,
an integrated GUI frame is designed to aggregate these rules to use more easily. The
special keyword policy GUI is illustrated as following.

. DFL-M510 Information Security Gateway sl

0 lifzx [ [ |[2] i

. DFL-M510
(-4 System Y T
-4 Interfaces

& User Authentication Ho. | Keyword Hame Keyword Content

i Objects
-4 Policy
i) Policy Setting
A} User Defined Pattern
A Schedule
A9 Message Setting
A7 Keyword Fitter
L% Pattern Updates
= Real Time Monitor

Apply Ecit Help

@ This function only supports chapter by ASCII encoding.
NOTE
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PATTERN UPDATE

Y, DFL-M510 Information Security Gateway (=1}
-
0 [y |5 |2 i i3
[, DFL-M510
- ¢ System Pattern Up
& Interfaces
g, User Authentication ‘ Setting Related to the Pattern Update Mechanism
& Objects v
=14 » Poli .
-4 Poliey _ Pattern Information
&7 Policy Setting
A§ User Defined Pattern Last upcate: 1970001 /01 08:00:36
AC Schedule Wersioh of current pattern 319
i.{'® Message Setting
H " Murnber of pattern: 414
i 4 Keyword Fitter S @ AT
i Pattern Updates
- Real Time Monitor
Please register the DFL-MS10 in D-Link's security portal by clicking on the "Register” button belov . Only registered
DFL-MS10 can receive pattern update message. The current status of a registered DFL-M310 can also be viewed by
clicking the same button
Register for IDS Update or vieww current status Dovenlogd Mow Check details before dovwnload
v
Fl >

PATTERN UPDATE

The DFL-M510 provides up-to-date protection for your network. Pattern information
can be reviewed in this section such as last update, version of current pattern and
number of pattern.

You can register the DFL-M510 in D-Link's security portal by clicking on the "Register
for Pattern Update or view current..." button. By clicking “Download Now”, you can
immediately connect to the update server and manually download the latest pattern.
To obtain the detailed information for the latest pattern before you download, please
click “Check details before download” for further information.
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CHAPTER 7: REAL TIME MONITOR

The Real Time Monitor provides real-time tracking of network usage in the form of text
and graphs. System administrators can monitor significant application pattern events,
quickly understand network status, and take imperative action.

THE REAL TIME MONITOR SCREEN

After you log on, click Real Time Monitor to open the following screen:

\ DFL-M510 Information Security Gateway 0
~ 4 = g
) i [ [ g |12 ik
' DFL-MS10 @ Top 10 Cat ies § Top 10 Applicati
5 Real Time Traffic Real Time Application op egories S Top pplications a4
& System
rReal Time Monitor rTo al
.o Interfaces Real Time Monit Top 10 Chart
i-.§ User Authentication :
R |||_||e By Ht @By Byte
i..Ag. Objects
et jr 350K
+1-4.) Policy Top 1 - Top &
... Real Time Monitor L N
250K -
@ 200K =
a
@ 150K =
100K
50K
0
15:19:00 15:18:15 ; 15:19:30 15:19:45 Top 10 Infor
Time
B eb Cortrol 14577 ME 6249%
@Eytes Utilization Internet File Sharing (P2F) 7875 MB 2
WAL M B File Transfer B Misc. Message Exchange (M) 515 ME 2.1t
B Meil 445 MB 133%
W ALL MS10 W W Wb Cortrol
Bl Streaming Media 9456 KB 04%
M Crop W il W Strearming Medis

W Heslth Alert/Sec

Reset

Real Time Monitar

For Real-time Monitor to work properly, port 8801 - 8810 must be
opened on the client PC to receive the analysis data from the
DFL-M510.

ey
IMP ORTAMT]

D-Link recommends not managing the DFL-M510 through a WAN
link, since the Real-time Monitor feature would get data from the
DFL-M510.

The Real Time Monitor screen gives you access to the following:

® Monitoring Real Time Traffic
® Monitoring Real Time Application
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MONITORING REAL TIME TRAFFIC

To monitor Real Time Traffic check the Real Time Traffic radio button.

\ DFL-M510 Information Security Gateway 0
8
(& i i K- |12 )
i, DFL-M510 " 9
@ System (@ Real Time Traffic Real Time Application Top 10 Categories J Top 10 Applications -
¥ Interfaces rReal Tine Monitor rTop 10 Chart
B e R CEes
-k‘ Policy s Top 1-Top &
-Lm Real Time Monitor ol P
250K 5 _' N~ =
@ 200K .
"‘% 150K
100K
o]
15:19:00 15:19:15 Tlme15 10:30 15:10:45 ~Top 10 Infor, x
Bl Veb Control 14877 MB 62.49%
@ Bvtes Lttilization Irteret File Sharing (P2P) 7875 MB 2
AL M B Fle Transter W Misc Message Exchange (IM) 515 WE 21t
W ALL MS10 mr2p W Weh Cortral ——_ 4"_15 MB_ bl
Bl Gtresming Media 9456 KB 04%
M Crop W Wil W Streaming Medis
W Health Alert/Sec
Reset
Real Tirne Monitor
ALL The number of bytes of all packets received
ALL M510 The total amount of traffic the DFL-M510 can manage
Dro The number of bytes of packets that are identified as an application patter
P and discard by DFL-M510
IM The number of bytes of all application of the IM category
P2P The number of bytes of all application of the P2P category
Mail The number of bytes of all application of the Mail category

File Transfer

The number of bytes of all application of the File Transfer category

Web Control | The number of bytes of all application of the Web Control category
I\S/Itég?glng The number of bytes of all application of the Streaming Media category
. The number of bytes of all traffic which does not belong to IM. P2P, Mail,
Misc. . . X
File Transfer, or Streaming Media
Health The number of events that a packet was detected as a health concern
Alert/Sec packet
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Administrators can accumulate and analyze detected application patterns by
information revealed from their packets. These are explained in the Top N analysis
section.

REFRESH TIME

The system provides the new traffic status every thirty seconds.

TRAFFIC LINES

One line in the traffic chart means one meter of current time. Each line can be hidden
or shown by clicking the check box before the specified label.

SCOPE

Click the drop-down arrow to select a group or subnet to monitor. It filters hosts and
doesn't affect the current traffic status but instead zooms into the subset of the hosts
that are specific by each case.

MONITORING REAL TIME APPLICATION

To monitor Real Time Application check the Real Time Application radio button.

1/ DFL 510 Information Security Gateway oo

2
N T ST 6] Lose 2

(i, DFL-M510
£ Svstem
... Interfaces rReal Time Lzt [Top 10 Chart
£, User Authentication e Osyrt @8y6ye
.4 Objects Host HTTP HTTPS SMTP FTP
-4 Pulicy 1321 115;8130 2 = e
.0 Real Time Monitor -

"I Real Tine Traftic Top 10 Categaries [ Top 10 Applications v

65254 62,067
1521851 113

152 15570 60
[52158.70.248
15215816818
O00¢10.4.1.118)
Siger192 168 50.21)
EEEEEED
B
[HNE0S(152 165.10.1)
(B
15215816816 rTop 10 Infor

EM-HENC152.165.166.5)
EMRa0(152 153 80 245) o B irteret File Sharing (F2F) 327 MB 6%
Be B » Weh Cortrol 134 ME 26.15%

Mail 30452 KB 595%

Message Exchange (M) 20276 K& 3

@ Common Network Protocol -
") Health Checking

_JEIM

Reset

Real Tirme Monitor © Setup Hosts
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The Real Time Application page shows management information classified by
pre-defined types and hosts.

The left of this screen displays the current application information; the right of this
screen displays the accumulated application information for Top N analyzing. The right
part is the same as the right part of real time traffic.

There are three tables: the common network protocol table; the EIM table; and the
health checking table. Select the radio button to display each table. The EIM table is
the default.

COMMON NETWORK PROTOCOL

The common network protocol table shows the current status of each host. This table
is a layer 4 table and network applications are monitored at the network port number.
The common network protocol contains HTTP, HTTPS, SMTP, FTP, TELNET, POP3,
IRC, NNTP, and IMAP. If a host is connecting to the Internet via the above ports, the
table shows a check mark to indicate the host is currently connecting.

¥, DFL-M510 ion Security Gati (1]

8

0o ] [ ) 2 lied

[, DFL-M510

-4 System

- Interfaces

- R User Authentication
-4 Objects

-4 Policy

.- Real Time Monitor

_JReal Time Traffic

@ Real Time Applicatior;

rReal Time

Host
1011163

HTTP

HTTPS

SMTP

FTP

192 168.10.22

169 25462 167

192 168.1.113

192 165.70 60

192.166.70 245

19216516518

0001844418

S0Ee192 165.50.21)

16925415134

19216568

NEOS(182 16510.1)

Top 10 Categories f Top 10 Applications

rTop 10 Chart

e

"IBy Hit @By Byte

Top 1- Top 4

19216510 6

192.165.165.16

IEi-HEM(192.165.168.3)

rTop 10 Infor i

IEMRADCT 92.168.80 24:3)

_ ) Health Checking

“JEM

L] I_A=‘n‘ﬂq ;_u

@ Cornmnon Metwork Protocol

B Irternet File Sharing (P2P) 327 MB 62
Wieh Cortrol 1.34 ME 26.15%
Mail 30462 KB 5895%

I tessage Exchange (M) 20276 KE 3

Reset

Real Time Monitor [ Setup Hosts
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HEALTH CHECKING

The Health Checking table is a layer seven table. Instead of classifying the application
pattern, several packets that come from attacking tools can damage the host. Some of
the packets are assembled and stored in the file system and are detectable by
anti-virus software. Some packets try to get system authorized control and run as an
operating system’s administrator without storing to the file system. These packets are
invisible to almost all anti-virus software, but detectable by the DFL-M510. When
those packets come from a host and are detected, the corresponding field shows a
check mark to indicate the host has health concern problems.

Health-concern problems include network based worms, illegal agents, and tunnels.
Network based worms do not include common viruses, since they are easy to discover
by standard virus software.

lllegal agents include backdoors, trojans, spyware, and ad-ware.
Tunnels are host-based software. They provide a secure channel for communication.

The purpose is to break through a firewall and escape content inspecting. For example,
like soft ether, VNN, and VNC.

P INUTTEFAUUTT SECUI I UdiEWdy bt

ORI L L& , [[2] togont | 2
'+ DFL-w510 @ Top 10 Cat {Top 10 Applicat
Real Time Traffic Real Time Application ap earies f Top pplications: -

-4 System e

u Interfaces rReal Time icatis rTop 10 Chart

-4, User Authentication il 9 ByHt @y Byt

- gl Objects Host ‘Worn Illegal Agent Tunnel

> Policy 10,1163 -

Top 1-Top 4
152168 1022 EED

169.254 62167
1927881113
1592768 7060
[152.168 70 246
152768.168.18
000(10.1.1.118)
Slfer192.168.50.21)
169254 18134
192763 6.5
NEDS(192.168.10.1)
152768106
19216816816 rTop 10 Infor
IEn-HEN(192.165.168.3)
IENRA40(192.168.60.245)

L4 gu Real Time Monitor

- I  Internet File Sharing (P2P) 5.5 MB 52,
« ) i > Wieh Control 3.76 ME 35.96%

Message Exchange (M) 74542 KB 7

Comman Metwotk Protacol B nail 45074 KB 431%

Resst

Real Time Monitor / Setup Hosts
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EIM

The EIM table provides layer seven monitoring. A packet is classified by its application
pattern and summarized into six categories: IM, P2P, Web application, file transfer,
E-mail, and media.

If a host is connecting to the Internet and identified as a category application, the table

shows a check mark to indicate the host is currently running the application with that
specific category.

[rep—— ITHUI ITFIUUTT SECUL LY Uduewdy i

i&lli JI‘E‘E IilJ&) T _L. | [T2] | .]

v Do Q @ Top 10 Cat £ Top 10 Applicat
Real Time Traffic Real Time Application op egories f Top priications w

-4 System

- 4@ Interfaces rReal Time icati ~Top 10 Chart

+.% User Authentication ;

be - - - - - ey OEyHt @By Byte
-4 Objects Host M P2P  Web Control File Transfer M
> Policy 10.1.1163 . ton 1. Ton

1527681022
169254 62157
192.768.1.113
152768 70.60
1592.168 70 246
192.168168.18
000(101.1.118)
Sfer192.166.50.21)
16925415154
192763 6.8
MNEDS(192.168.10.1)
152768106
19216316516 o | rTop 10
[En-HEN192.168 166.5)
[ENRA0(192.168 50.245)

+4gs Real Time Monitor
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e » Internet File Sharing (P2P) 559 ME 27
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< —— >

Reset Eack

Real Time Monitor f Setup Hosts
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TWO LEVELS TOP N ANALYSIS

Administrators can review detected application patterns by information revealed from
its packets. All triggered incidents are categorized on the principle of sequence, health,
time of occurrence, name of pattern, source address, destination address, counts, and
responsive actions (dropping packets, disconnects, emailing the administrator in
charge, or keeping logs of incidents,) and are all displayed in charts for administrators
to quickly understand the present status of the network. These monitoring charts have
two levels. First: choose one chart from the six charts; then pick one item from the first
level to display the second level chart.

TOP 10 CATEGORIES/TOP 10 APPLICATION

In these charts, the first level shows the top 7 categories. When a category is chosen,
the second level shows the top 10 applications in the chosen category. The following
means that the top category is the IM category. The following means that the top
category is Message Exchange (IM).

The lower list shows details of each category. When the IM category is chosen, the
second level chart covers the first chart as follows:

Top 10 Categories  Top 10 Applications -
-Top 10 Chart
i 2D JByHt @ By Byte
Top1-Top &

-Top 10 Information

Bl Mezsage Exchange () 425 ME 41
Web Control 385 MB 37.75%
Mail 1.25 MB 12.27%
B Internet File Sharing (P2P) 846.07 KB
Bl Gtreaming Media 546 Bytes 0.01%

<

Reset
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The lower list shows details of each category. When the IM category is chosen, the
second level chart covers the first chart as follows:

Top 10 Categories [ Top 10 Applications -
~Top 10 Chart
€ ()ByHt @By Byte
Top 1-Top 3

=Top 10 Information

Bl s 412 WME 91 .95%
Skype 35423 KB T9%
Yahoo Messenger 669 KE 015%

Rezet Back

It would be understood that the MSN is the most frequent application within the IM
category.

If you press Reset, all data is erased. Click Back to go to the
previous page.
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TOP 10 APPLICATIONS / TOP 10 USERS

In these charts, the first level shows the top 10 applications. When an application is
chosen, the second level shows the top 10 users in the chosen application.

The following means that the top application is MSN.

Top 10 Applicstions 7 Top 10 Users bt

Top 10 Chart

|Tnp 10 &pplications f Top 10 Users |

< OBy Ht @ By Byl

Top 1- Tep 10

rTop 10 Information

Wieh Application 1215 MB 40.00% &
FOP3 1107 ME 36.56% .
MSM 436 ME 14.39%

Gnutella 184 ME B.07V%

Skype 45153 KE 1.49%

SMTP 19486 KE 0.64%

ICAIMAChat(Mac) 18062 KE 0B ™
(S —— "

ry

Reset
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TOP 10 GROUPS/TOP 10 APPLICATIONS

In these charts, the first level shows the top 10 groups. When a group is chosen, the
second level shows the top 10 Applications. The following means that the top group is
the default group.

:Tap 10 Groups f Top 10 Applications '
~Top 10 Chart
ML) OBy Ht @By Byte
Top 1 -Top 1

=Top 10 Information

B Dot 4534 MB 100%

Reszet
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TOP 10 USERS/TOP 10 APPLICATIONS

In these charts, the first level shows the top 10 users. When a user is chosen, the
second level shows the top 10 applications in the chosen user. The following means
that the top user is Jeffrey.

Top 10 Users § Top 10 Applications -
=Top 10 Chart
MQ By Ht @By Byte

Top 1-Top 9

-Top 10 Information

JEFFREY-LIYPAIS(192.168.70.240) &
192168106 11.21 ME 21.27%
1921680109 577 ME 1663%

B 19216816816 753 MB 14.28%
I 1921630110 416 MB 7.83%
B 19216316818 1.91 MB 3E62%
I EBMR40(1592165.850.245) 76019 KE™
+ (—— b

Reszet
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TOP N HEALTH CONCERNS/TOP N USERS

In these charts, the first level shows the top 3 health concerns. When a health concern
is chosen, the second level shows the top 10 users in the chosen health concern.

The following means that the top health concern is the illegal agent.

Top M Hesltth Concerns £ Top M Users

Ki

rTop H Chart

Top 1-Top 1

rTop H Information

I CMPPRING 37 Hits 100%
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TOP N USER WITH HEALTH CONCERNS/TOP N HEALTH CONCERNS

In these charts, the first level shows the top 10 users with health concerns. When a
user is chosen, the second level shows the top 3 health concerns in the chosen user.
The following means that the top user with health concern is CJHO.
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APPENDIX A: THE COMMAND LINE INTERFACE

This section covers the following topics:

Terminal/SSH (Secure Shell) Connection
CLI Command List

Help Command

Get Command

Set Command

Exit Command

Reboot Command

Reset Command

Ping Command

Terminal/SSH (Secure Shell) Connection

The DFL-M510 Console Service provides administrators a text-mode interface to
configure the DFL-M510 and its arguments via an RS-232 serial cable. The DFL-M510
devices provides terminal emulation and SSH connection service. Administrators can
attach an RS-232 cable to the RS-232 console port on the DFL-M510, and log in with
the super terminal program provided by Windows 95/98/2000/NT/XP; or use the
remote login command line interface by using terminal connection software with
SSHv2 encryption function.

These two methods of accessing the command line interface have three major
differences between them:

1.
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SSH service provides administrators an ISG remote control mechanism and
higher security compared to a traditional Telnet connection.

Since remote access is considered more risky than accessing from a terminal
connection, some functions are limited to the terminal connection service only.
For example, the device booting message does not show on the remote access.
(Detalils of the limited functions are provided in the next section.)

For the sake of security, the SSH service provided by ISG devices can be shut
down. From security stand point, the best way to protect against brute force
approach is to prolong the interval between login attempts. Therefore, the SSH
login attempt is limited to 3 times, and each interval 60 seconds. If a user has
failed logins that exceeds this or is stuck in the login process for more than 60
seconds, the SSH connection will be terminated, and login resources are
released. In addition, the DFL-M510 only allows one SSH connection at a time for
the consideration of the conformity of system configuration and the security of the
remote connection.



Getting Started

Once you have accessed the Command Line Interface (CLI) with a terminal
connection, press any key and the following prompt will appear. Enter the user name
and password: the default user name is admin, the default password is admin.

Welcome to D-Link DFL-M510 Console Environment
Copyright (C) 2005 D-Link Corp. <www.dlink.com>
DFL-M510 login:

CLI Command List

You can use the console or SSH to connect the DFL-M510. After login, you can use
the CLI commands to configure the DFL-M510. The complete CLI commands are
described as follows.

Commands | Description

help Getting information of all command’s usage and argument configuration

get Display all kinds of configuration information of the DFL-M510

set Set the system parameter

history Display all commands which you have used

exit Exit command shell

reboot Reboot system

reset Re;et system configuration to default settings, type “y” to load default
setting.

ping Send ICMP echo request messages
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Help Command

Help is used for getting information of other command’s usage and argument

configuration.
Main Sub Example Command description
command command
get help get Display all information of “get” command.
set help set Display all information of “set” command.
history help history Display all information of “help” command
exit help exit Display all information of “exit” command
help _ . .
reboot help reboot ([:)(l)?ra):ﬁ;na:jll information of “reboot
reset help reset Display all information of “reset” command
: . Display all information of "ping”
ping help ping corr?mgnd ping
EXAMPLE
(A) help get
>> help get

get - Get system parameters. Available commands
system - System configurations, including IP, password and etc.
time - Device clock setting
state - Device operation state
interface - Device interface configuration

(B) help set

>> help set

set - Set system parameters. Available commands
system - System configurations, including IP, password and etc.
time - Device clock setting
state - Device operation state
remote - Setup remote access configuration.

Interface - Change interface link mode

(C) help history

>> help history

history - Show all command history
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(D) help exit
>> help exit
exit - Log out
(E) help reboot
>> help reboot
reboot - Reboot system
(F) help reset
>> help reset
reset - Reset system configurations to manufacturing defaults
(G) help set

>> help ping
ping - Ping utility
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Get Command

This command will display all kinds of configuration information of the DFL-M510.

Main Sub Example Command description
command command
system get system Display system configurations, including IP,
password and etc.
get time get time Display device clock setting
state get state Display device operation state
interface get interface | Display device interface configuration
EXAMPLE

(A) get system

>> get system

Device name: Mol
MAC Address: 00:00:00:00:00:00
DFL-M510 IP Address:192.168. 80.244, netmask:255.255. 0. 0,
gateway:192.168.168.253
TCP cold start duration time: 300 seconds
YLAN function: off. VLAN ID: 1.
Detection parameters:
Maximum ping packet size: 1024.

TCP state check bypass: off.
WAN port: policy check <off> Stealth < on> max ping 10060.
LAN port: policy check <off> Stealth < on> max ping 10060.
Remote access:
HTTP:
Access: all
1 - Client IP: all Netmask: 255.255. 0.
2 - Client IP: B. 0. 0. 0 HNetmask: 255.255.255.
gSﬁ Client IP: B. B8. 0. B HNetmask: 255.255.255.

D&

Access: all

1 - Client IP: all Netmask: 255.255.255.
2 - Client IP: B. 0. D. B HNetmask: 255.255.255.
3 - Client IP: 8. 0. B. B0 HNetmask: 255.255.255.

>>

D@

(B) get time

>> get time

Current time : (GMT + 0) Mon Apr 18 08:34:37 2005
DST time : (GMT + 0) Mon Apr 18 08:34:37 2005
System duration: 0 days 0:43:10
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(C) get state

>> get state

Operation mode: In-Line

(D) get interface

>> get interface

Interface:
WAN: auto.
LAN: auto.

Set Command

Use this command to set the system’s parameter.

Main Sub .
Command description
command command
system Set system configurations, including IP, password and etc.
time Set device clock
set state Set device operation mode
remote Set remote control mode
interface Set interface link mode

“SET SYSTEM” COMMAND

R nd
Prefix 2 Example Command description
command command
. set system ip o
set system ip 192.168.80.244 Set device’s IP
set system mask .
mask 255 955 0.0 Set device’s mask
set system gateway .
gateway 192.168.80.244 Set device’s default gateway
Set administrator’'s new
passwd set system passwd
password
Set the relating arguments for
detect set system detect ISG’s outgoing and incoming

packets detection.
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Set the VLAN environment

vian set system vian related parameters
name set system name Set device’s name
Prefix 2" 3 Postfix Command
comman | Example o
command command command d description
set system
tcptimeout 20 detect fgrt]rTeCcltDion
b -2592000 teptimeout | 22
6000
set system Turn on wan
On detect policy | port’s policy
wan on check
wan
set system Turn off wan
Off detect policy | port's policy
wan off check
policy
set system Turn on lan
On detect policy | port’s policy
lan on check
lan
set system Turn off lan
Off detect policy | port’s policy
lan off check
set system wan 10~ 32‘;65(3;[&?? Set:t] a)f( \INCI\:P
detect 300000 ping | countotwa
wan 5000 port
pingmax
lan 10 - 32:&5;?;3 Set max ICMP
300000 lan 5000 count of lan port
set system Turn on TCP
on detect state bypass
stateful on yp
stateful
set system Turn off TCP
off detect state bvpass
stateful off yp
Set max
set system acceptable
pinglen 64 - 1500 gzsr‘]tglcgn Lopa ICMP size 64
-1500
set system Set TCP cold
tepcoldstart | 0 -300 detect art 250 | start timer
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Prefix c2::)dmmand gr:mmand Example Command description
on set system vlan on | Turn on VLAN function
ignsystem off set system vlan off | Turn off VLAN function
vid 1-4094 set systemvlan1 | Set VLAN ID
EXAMPLE

(A) set system ip
>> set system ip 192.168.1..245

Do you want to apply this setting immediately?
Your current ssh/http connection will be cut off. (y/n)

(B) set system mask

>> set system mask 255.255.255.0

Do you want to apply this setting immediately?

Your current ssh/http connection will be cut off. (y/n)
(C) set system gateway

>> set system gateway 255.255.255.0

Do you want to apply this setting immediately?

Your current ssh/http connection will be cut off. (y/n)
(D) set system passwd

>> set system passwd

Original password: *****

New password: *****

Retype password: *****

(E) set system detect tcptimeout

>> set system detect tcptimeout 100000
Change TCP session time out limit OK.
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(F) set system detect policy wan on
>> set system detect policy wan on
Apply policy check for wan interface OK.

(G) set system detect policy wan off
>> set system detect policy wan off
Remove policy check for wan interface OK.

(H) set system detect policy lan on
>> set system detect policy lan on
Apply policy check for lan interface OK.

() set system detect pingmax wan 100000
>> set system detect pingmax wan 100000
Change wan port maximum ping packet limit OK.

(J) set system detect pingmax lan 100000
>> set system detect pingmax wan 100000
Change lan port maximum ping packet limit OK

(K) set system detect stateful on
>> set system detect stateful on
Turn on TCP state check bypass

(L) set system detect stateful off
>> set system detect stateful off
Turn off TCP state check bypass

(M) set system detect pinglen 1024

>> set system detect pinglen 1024
Change maximum length of ping packet OK.
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(N) set system detect tcpcoldstart 250
>> set system detect tcpcoldstart 250
Change TCP cold start duration time OK.

(O) set system vlan on
>>set system vlan on
Turn on VLAN function.

(P) set system vlan off
>>set system vlan off
Turn off VLAN function.

(Q) set system vlan vid 1
>>set system vian vid 1
Set VLAN ID OK

(R) set system name
>>set system name

Press new device name: M510

“SET TIME” COMMAND

Main

Sub command | Example
command

Command description

set time set time

Set device clock

EXAMPLE
(A) set time

>> set time

Current time : (GMT + 0) Mon Apr 18 10:57:15 2005

Specify year [ 2000 — 2099 | :

Specify month[1-12]:

Specifydate [1-31]:

Specify hour [0 — 23] :

Specify minute [0 —-59 ] :

Specify second [0 —-59 ] :

Specify timezone [ -12 to +12 ] :
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Change time successfully !

Current time : (GMT + 0) Mon Apr 18 10:57:43 2005
DST time : (GMT + 0) Mon Apr 18 10:57:43 2005

System duration: 0 days 1:9:1

“SET STATE” COMMAND

nd
Prefix 2 Example Command description
command
- - Set ISG to execute normally based on its
inline Set state inline : i
configured policy
ISG only inspects and keep logs does not
Monitor Set state monitor | drop packets or disconnects on its own
accord
set state ISG will transmit all received packets to
Bypass Set state bypass | work on another port unconditionally,
which can be regarded as bridge mode.
ISG accept packets mirrored from hub or
switch mirror port and is able to reset
Span Set state span C )
network connection; two connection ports
of ISG work at this time.
EXAMPLE

(A) set state inline

>> set state inline

Set system state to In-Line mode.
(B) set state monitor

>> set state monitor

Set system state to MONITOR mode.
(C) set state bypass

>> set state bypass

Set system state to BYPASS mode.
(D) set state span

>> set state span
Set system state to SPAN mode.
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“SET REMOTE" COMMAND

Prefix 2nd 3rd Postfix o
Command description
command | command | command command
wan Enable remote access using
browser from wan port
lan Enable remote access using
browser from lan port
access Enable remote access using
all browser from wan and lan
port
. Disable remote access using
disable
set remote browser
http
1 . .
Assign specify IP can use
ip 2 XXX XXX.XXX.XXX | browser to remote access
device
3
1 . .
Assign specify subnet mask
mask 2 XXX XXX.XXX.XXX | can use browser to remote
access device
3
Prefix 2nd 3rd Postfix o
Command description
command | command | command command
Enable remote access using
wan
SSH from wan port
Enable remote access using
lan
SSH from lan port
access
all Enable remote access using
SSH from wan and lan port
. Disable remote access using
disable
set remote SSH
ssh
1 . .
Assign specify IP can use
ip 2 XXX XXX XXX. XXX [ SSH to remote access
device
3
1 . .
Assign specify subnet mask
mask 2 XXX XXX XXX.XXX [ can use SSH to remote
access device
3
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EXAMPLE
(A) set remote http access wan

>> set remote http access wan

Do you want to apply this setting immediately?

Your current ssh/http connection will be cut off. (y/n)
(B) set remote http access lan

>> set remote http access lan

Do you want to apply this setting immediately?

Your current ssh/http connection will be cut off. (y/n)
(C) set remote http access all

>> set remote http access all

Do you want to apply this setting immediately?

Your current ssh/http connection will be cut off. (y/n)
(D) set remote http access disable

>> set remote http access disable

Do you want to apply this setting immediately?

Your current ssh/http connection will be cut off. (y/n)
(E) set remote http ip 1 192.168.1.230

>> set remote http ip 1 192.168.1.230

Do you want to apply this setting immediately?

Your current ssh/http connection will be cut off. (y/n)
(F) set remote http mask 1 255.255.255.0

>> set remote http mask 1 255.255.255.0

Do you want to apply this setting immediately?

Your current ssh/http connection will be cut off. (y/n)
(G) set remote ssh access wan

>> set remote ssh access wan

Do you want to apply this setting immediately?
Your current ssh/http connection will be cut off. (y/n)
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(H) set remote ssh access lan

>> set remote ssh access lan

Do you want to apply this setting immediately?

Your current ssh/http connection will be cut off. (y/n)
() set remote ssh access all

>> set remote ssh access all

Do you want to apply this setting immediately?

Your current ssh/http connection will be cut off. (y/n)
(J) set remote ssh access disable

>> set remote ssh access disable

Do you want to apply this setting immediately?

Your current ssh/http connection will be cut off. (y/n)
(K) set remote ssh ip 1 192.168.1.230

>> set remote sship 1 192.168.1.230

Do you want to apply this setting immediately?

Your current ssh/http connection will be cut off. (y/n)
(L) set remote ssh mask 1 255.255.255.0

>> set remote ssh mask 1 255.255.255.0

Do you want to apply this setting immediately?
Your current ssh/http connection will be cut off. (y/n)
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“SET INTERFACE” COMMAND

Main command Sub command

Command description

set interface

Set interface link mode

EXAMPLE
(A) set interface

>> set interface
Interface.
WAN: auto
LAN: auto

Setup WAN port configuration :
Specify auto mode or speed [auto / 10/ 100] :
Specify stealth mode [on / off] :
Setup LAN port configuration :
Specify auto mode or speed [auto / 10/ 100] :
Specify stealth mode [on / off] :

Do you want to apply this setting immediately?
Your current ssh/http connection will be cut off. (y/n)

History Command

This command will display all commands which you have used.

Main

Sub command
command

Example

Command description

history none

history

Display all commands which you have used

EXAMPLE
(A) history
>> history

1 : get system
2 : history
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Exit Command

Use this command to exit command shell.

Main
command

Sub command

Example

Command description

exit

none

exit

Exit command shell

EXAMPLE
(A) exit

>> exit
Logout

Welcome to D-Link DFL-M510 Console Environment
Copyright (C) 2005 D-Link Corp. <www.dlink.com>
DFL-M510 login:

Reboot Command

Use this command to reboot system.

Main
command

Sub command

Example

Command description

reboot

none

reboot

Reboot system, type "y" to reboot the system.

EXAMPLE
(A) exit

>> reboot

Are you sure to reboot system? (y/n)
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Reset Command

Use this command to reset system configuration to default settings.

Main Sub command | Example | Command description
command
Reset system configuration to default settings,
reset none reset o ;
type "y" to load default setting.
EXAMPLE
(A) reset
>> reset

This will set the system configuration to the default values, and then reboot the
system.
Continue? (y/n)

Ping Command

Use this command to reset system configuration to default settings.

Main Sub command | Example Command description

command

ping XXX XXX.XXX.XXX | Ping 168.95.192.1 | Send ICMP echo request messages
EXAMPLE
(A) ping

>> ping 192.168.80.243

PING 192.168.80.243 (168.95.192.1) : 56 data bytes

--- 168.95.192.1 ping statistics ---

1 packets transmitted, 1 packets received, 0% packet loss
Round-trip min/avg/max = 2.2/2.2/2.2 ms
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APPENDIX B: GLOSSARY

Bandwidth
The transmission capacity of a given device or network

Bit
A Binary Digit (either a one or a zero); a single digit number in base-2. A bit is the
smallest unit of computerized data.

Bridge
A device that connects two different kinds of local networks, such as a wireless
network to a wired Ethernet.

Browser
A browser is an application program that provide a way to look at and interact with all
the information on the World Wide Web

CLI (Command Line Interface)
In this interface, you can use line commands to configure the device or perform
advanced device diagnostics and troubleshooting.

Console
This is a device (usually a computer) that you use to manage a networking device via
a serial port (RS232) connection.

Crossover Cable

A cable that wires a pin to its opposite pin, for example, RX+ is wired to TX+. This
cable connects two similar devices, for example, two data terminal equipment (DTE)
or data communications equipment (DCE) devices.

DNS (Domain Name System)
Domain Name System links names to IP addresses. When you access Web sites on
the Internet you can type the IP address of the site or the DNS name.

Domain Name

The unique name that identifies an Internet site. Domain Names always have two or
more parts that are separated by dots. The part on the left is the most specific and the
part on the right is the most general.

Ethernet
A very common method of networking computers in a LAN. There are a number of
adaptations to the IEEE 802.3 Ethernet standard, including adaptations with data
rates of 10 Mbits/sec and 100 Mbits/sec over coaxial cable, twisted-pair cable and
fiber-optic cable. The latest version of Ethernet, Gigabit Ethernet, has a data rate of 1
Gbit/sec.

Events
These are network activities. Some activities are direct attacks on your system, while
others might be depending on the circumstances. Therefore, any activity, regardless
of severity is called an event. An event may or may not be a direct attack on your
system.
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FCC (Federal Communications Commission)
The FCC (Federal Communications Commission) is in charge of allocating the
electromagnetic spectrum and thus the bandwidth of various communication systems.

Firewall
A hardware or software "wall" that restricts access in and out of a network. Firewalls
are most often used to separate an internal LAN or WAN from the Internet.

Flash memory
A nonvolatile storage device that can be electrically erased and reprogrammed so that
data can be stored, booted and rewritten as necessary.

FTP (File Transfer Protocol)

File Transfer Protocol is an Internet file transfer service that operates on the Internet
and over TCP/IP networks. A system running the FTP server accepts commands from
a system running an FTP client. The service allows users to send commands to the
server for uploading and downloading files.

Gateway

A gateway is a computer system or other device that acts as a translator between two
systems that do not use the same communication protocols, data formatting structures,
languages and/or architecture.

HTTP (Hyper Text Transfer Protocol)
The most common protocol used on the Internet. HTTP is the primary protocol used
for web sites and web browsers. It is also prone to certain kinds of attacks.

HTTPS (HyperText Transfer Protocol over Secure Socket Layer)

HyperText Transfer Protocol over Secure Socket Layer, or HTTP over SSL is a web
protocol that encrypts and decrypts web pages. Secure Socket Layer (SSL) is an
application-level protocol that enables secure transactions of data by ensuring
confidentiality (an unauthorized party cannot read the transferred data), authentication
(one party can identify the other party) and data integrity (you know if data has been
changed).

ICMP (Internet Control Message Protocol)

A message control and error-reporting protocol between a host server and a gateway
to the Internet ICMP uses Internet Protocol (IP) datagram, but the messages are
processed by the TCP/IP software and are not directly apparent to the application
user.

IM (Instant Messaging)
IM (Instant Messaging) refers to chat applications. Chat is real-time, text-based
communication between two or more users via networked-connected devices.

IP (Internet Protocol)

(Currently IP version 4 or IPv4) The underlying protocol for routing packets on the
Internet and other TCP/IP-based networks.
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IRC (Internet Relay Chat)
It is a way for multiple users on a system to “chat” over the network.

ISP (Internet Service Providers)

Provide connections into the Internet for home users and businesses. There are local,
regional, national, and global ISPs. You can think of local ISPs as the gatekeepers into
the Internet.

LAN (Local Area Network)

A shared communication system to which many computers are attached. A LAN, as its
name implies, is limited to a local area. LANs have different topologies, the most
common being the linear bus and the star configuration.

Logs
Logs are device information that a device is scheduled to send out.

NAT (Network Address Translation)
The translation of an Internet Protocol address used within one network to a different
IP address known within another network.

Network

Any time you connect two or more computers together, allowing them to share
resources, you have a computer network. Connect two or more networks together and
you have an internet.

NIC (Network Interface Card)
A board that provides network communication capabilities to and from a computer
system. Also called an adapter.

P2P (Peer-To-Peer)

Peer-to-peer (P2P) is where computing devices link directly to each other and can
directly initiate communication with each other; they do not need an intermediary. A
device can be both the client and the server.

Packet Filter
A filter that scans packets and decides whether to let them through or not.

Port

An Internet port refers to a number that is part of a URL, appearing after a colon (),
directly following the domain name. Every service on an Internet server listens on a
particular port number on that server. Most services have standard port numbers, for
example, Web servers normally listen on port 80.

Protocol

A “language” for communicating on a network. Protocols are sets of standards or rules
used to define, format and transmit data across a network. There are many different
protocols used on networks. For example, most web pages are transmitted using the
HTTP protocol.
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Router
A device that connects two networks together. Routers monitor, direct and filter
information that passes between these networks.

RS-232
RS-232 is an EIA standard which is the most common way of linking data devices
together.

Server
A computer, or a software package, that provides a specific kind of service to client
software running on other computers.

SSL (Secured Socket Layer)

Technology that allows you to send information that only the server can read. SSL
allows servers and browsers to encrypt data as they communicate with each other.
This makes it very difficult for third parties to understand the communications.

Subnet Mask

The subnet mask specifies the network number portion of an IP address. Your device
will compute the subnet mask automatically based on the IP Address that you entered.
You do not need to change the computer subnet mask unless you are instructed to do
SO.

Switch
A layer-2 network device that selects a path or circuit to send a data packet through.

TCP (Transmission Control Protocol)
TCP is a connection-oriented transport service that ensures the reliability of message
delivery. It verifies that messages and data were received.

Telnet

Telnet is the login and terminal emulation protocol common on the Internet and in
UNIX environments. It operates over TCP/IP networks. Its primary function is to allow
users to log into remote host systems.

Terminal
A device that allows you to send commands to a computer somewhere else. At a
minimum, this usually means a keyboard, display screen and some simple circuitry.

TFTP (Trivial File Transfer Protocol)

TFTP is an Internet file transfer protocol similar to FTP (File Transfer Protocol), but it is
scaled back in functionality so that it requires fewer resources to run. TFTP uses the
UDP (User Datagram Protocol) rather than TCP (Transmission Control Protocol).

Transparent Firewall

A transparent firewall, also known as a bridge firewall, is a device that can act as a
bridge and also filter/inspect packets. You do not have to change other network
settings when you add a transparent firewall to the network.
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URL (Uniform Resource Locator)
URL is an object on the Internet or an intranet that resides on a host system. Objects

include directories and an assortment of file types, including text files, graphics, video
and audio. A URL is the address of an object that is normally typed in the Address field
of a Web browser. A URL is basically a pointer to the location of an object.

WAN (Wide Area Networks)
WANSs link geographically dispersed offices in other cities or around the globe
including switched and permanent telephone circuits, terrestrial radio systems and

satellite systems.
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APPENDIX C: FEATURES AND SPECIFICATIONS

Hardware Specification

Ethernet 2 x 10/100 M auto-sensing auto-crossing with frog light
Other port RS232(9 pin)

LCD Module Blue background with white light LCD Panel

Power AC LINE 100-240V AC 50-60Hz 0.8A MAX
Dimension (L*D*H, mm) 440mm * 250mm * 44mm

Features Specification

Application Detection / Prevention / Management

10. Shareaza

élpazlécation Application Type | Application Name Control Points
1. Message *Instant 1. MSN Login
B g Messengers (IM) 2. Yahoo Messenger 2. Send/Receive
3. 1CQ Message
4 AM 3. Send File
5 QQ 'II:'I;/;e/Name/Size
6. IChat (MAC) Receive File
7. Odigo VolP
8. Trillian Establishment
7. Video
Establishment
8. White Board
Establishment
2. Internet File | *Peer-to-Peer 1. EzPeer 1. Connection
Sharing (P2P) 2. eDonkey Establishment
3. Skype
4. eMule
5. Kazaa
6. Limwire
7. BitTorrent
8. Grokster
9. Gnutella
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11. Morpheus

12. Bearshare

13. WimMX
3. Web Web Browser 1. Web Mail 1. Login
e ey (HTTP/HTML) 2.  Web Uploading 2.  Post/Put
Control
3.  Web Download 3. Upload
4. Web Posting 4. Download
5. Web IM 5. URL
6. Web URL Filter 6. Keyword
7. Web Content 7. Cookie Retrieval
Java Applet 1. Anti-WebPage 1. ActiveX/Java
/ActiveX : Applet Download
Application 2. Kidnap Webpage
4. File *FTP 1. FTP Applications 1. Login/Password
RIS B 2. FlashGet 2. Download File
3. GetRight 3. Upload File
4. NetTranport
5. Media *Streaming Media | 1. Media Player 1. Connection
5> RealOne Establishment
3. Winamp
Internet Audio Radio on line 1. Connection
6 Mail SMTP 1. Restricted “maill
from” Address
2. Restricted “rcpt
to”
POP3 Login/Password
IMAP4 Login/Password
Mail Content Keyword Matching
Intranet lllegal *[llegal 1. SoftEther Connection
Agent Intranet-Internet Establishment
Tunnel
Block Outgoing
Spyware Information
*Backdoor / Trojan | 1.  Backorifice Deny Replying to
2. Subseven Hacker
Troubleshooting | Victim 1. Worm affected Detect affected packet
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Helper

Identification

Hosts

Trojan affected

Hosts

Spyware/ADware
affected Hosts

Intruded Hosts

LCM Module

Main Menu

Sub-Menu

Description

Device Status

System Info.

Firmware Ver

Policy Ver

Policy Number

Current Date

Current Time

Dev. Up Time

CPU Load

Memory Usage

Current Session

Traffic Info.

WAN RX

WAN Drop

LAN RX

LAN Drop

Traffic Level

Alert Monitor

Traffic Alert

Device Config

IP Info,

Device Name

IP Address

IP Mask

Gateway IP

DNS IP

Operation Mode

Interface Info.

LAN Link Mode

LAN Stealth

131

generated by Victim




WAN Link Mode

WAN Stealth

Reset Reset Confirm

Reboot Reboot Confirm

Other Specifications
Performance: 30-40 Mbps (All function enabled), Wires peed for L3 switching

Concurrent Users: 150
Concurrent TCP Sessions: 4,000
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Mechanic & ID Design Front LED indicators

Function Naming Color | Status | LED description
Off Power off
Power Power Green
On Power on
Off Power off (System not ready)
System System Green
On System ready and running ok
Off System bypass not enable
Bypass Bypass Red
On System bypass or failed
Off Ethernet link ok, and the speed is
10Mbps
Inbound (left) | Inbound (LAN) | Green
on Ethernet link ok, and the speed is
100Mbps
Off No packet forwarding
Inbound .
(right) Yellow ON Link
Blinking | Act
Ethernet link ok, and the speed is 10
Off Mb
Outbound Outbound Green pPsS
(left) (WAN) on Ethernet link ok, and the speed is
100Mbps
Outbound Off No packets Send/Receive
Yellow On Link
(right)
Blinking | Act
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Physical Environment

Power
~ 25W Open Frame Switching Power Supply, Input AC range 100 ~ 240V
50/60Hz.

Operation Temperature
0-60

Storage Temperature
-20-70

Humidity

Operation: 10%~90% RH
Storage: 5%~90% RH
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INDEX

A

Active schedule, template 64
Administrator, email notification 25
Application block, new 102
Application blocking, supported 100
Assign Policy tab 66

B
Bypass zone, DMZ 33
Bypass, hosts/groups 35

C

Command line interface 105

Common network protocol 82
Configuring, Command Line Interface 3
Configuring, Web-based Interface 7

D
Date and time, adjust 21

E
EIM 83

F
Front view 1

H

Heath checking 82

Host database, exporting 50

Host, adding 49

Hosts, assigning to groups 53
HTTP/SSH, remote management 30

|
Interface tab 28

K
Keyword content, template 65
Keyword filter 76

L

LCM Button Description 2
Log tab 94

Log, searching for 95
Logging on the DFL-M510 7
Logs, navigating 95

M
Maintenance screen 39
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N

Network analysis 84
Network screen 23
Network Setting tab 23
Network, status 98

O
Operation mode, inline, bypass, monitor 32

P

Parameter tab 32
Pattern, user defined 68
Policy rule, by server 71
Policy rule, defining 69
Policy screen 55

Policy Setting screen 58
Policy Status tab 100
Policy Viewer tab 68
Policy, how to assign 66
Popup messages, editing 74
Ports, speed 29

Ports, stealth mode 29

R

Real Time Application, monitoring 81
Real Time Monitor screen 79

Real Time Traffic, monitoring 80
Rear View 3

Remote Access tab 29

Report tab 92

Report, interactive 92

S

Schedule screen 72

Server access, configuring 27

Server access, configuring for SSH 30
Setup Groups tab 51

Setup Wizard, run 10

SNMP, configuring 26

Status LEDs 2

System Screen 15

System, status 99

.
Template Setting tab 63
Template wizard, running 56
Template, options 63
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