How to Enable Wireless Security on DGL-4500

It is recommended to secure your wireless network. To do that you can enable encryption on
your router. As a result of this only the users who know the encryption key (“password”) you
have set on your router, could access the wireless network. It is recommended to use WPA-
Personal encryption, especially if your have 802.11n wireless card. Please kindly note that
802.11n standard on supports WPA encryption. If your wireless card does not support it, use
WEP.

To enable wireless and encryption please follow these steps:

Step 1. Open your web browser and enter the IP address of the router (http://192.168.0.1).
Enter user name and password (default username 'admin' and password is blank (nothing)).
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Log in to the router:

User Name : | Admin
Password : LogIn
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Step 2. Click on ‘WIRELESS’ button on the left side of your screen.
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Wireless Network Settings

WIRELESS )

- ﬂ(Gs Use this section to configure the wireless settings for your router. Please note that changes made on this section may also need
to be duplicated on your Wireless Client.

Save Settings Don't Save Settings

WIRELESS NETWORK SETTINGS

Enable Wireless :
Wireless Network Name : [gjnjc (Also called the 551D)

80211Band: & 5acH; O sgHz
802.11 Mode : |Mixed 802, 11n, 802.11g and 802.11b = |
Enable Auto Channel Scan: [

Wireless Channel :

Transmission Rate : IW {Mbit/s)
Channel Width : IZUMHZ vl

Visibility Status: & yighle © Invisible

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports two wireless security modes incuding:
WPA-Personal, and WPA-Enterprise. WPA provides a higher level of security. WPA-Personal does not require an authentication
server, The WPA-Enterprise option requires an external RADIUS server.

Security Mode : IWPA-Personal 'I

WPA requires stations to use high grade encryption and authentication. For legacy compatibility, use WPA or WPA2 mode. This
mode uses WPA for legacy dients while maintaining higher security with stations that are WPAZ2 capable. The strongest cipher that
the dient supports will be used. For best security, use WPA2 Only mode, In this mode, legacy stations are not allowed access with
WPA security, The AES dpher will be used across the wireless network to ensure best security,

WPA Mode : [auto (WPA or WPAZ) =]
Cipher Type : [TKIP and AES |

Group Key Update Interval : |3sgg (seconds)

PRE-SHARED KEY

Pre-Shared Key : I.........
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Step 3. Enable security and specify your security key (“password”).

Option 1: WPA-PSK (more secure)

Under Security Mode select “WPA-Personal”.

Under Pre-shared Key type in a password/key (you can just make it up). The key should be at
least 8 characters long.

Click on ‘Save Settings’

WIRELESS SECURITY MODE

To protect your privacy wou can configure wireless security Features, This device supports three wireless
security modes including: WEP, WPA-Personal, and WPA-Enterprise, WEP is the original wireless encryption
standard. WPa provides a higher level of security, WPA-Personal does nak require an authentication server,
The WPA-Enterprise opktion requires an external RADILS server,

Security Mode : . WPA-Personal W

Use WPA or WPAZ mode to achieve a balance of strong security and best compatibility. This mode uses WPA
for legacy clienks while maintaining higher security with stations that are WPAZ capable, Also the strongest
cipher that the client supports will be used. For best security, use WPAZ Only mode. This mode uses AES
{CCMP) cipher and legacy stations are not allowed access with WPA securiby, For maximum compatibility, use
WPA Only. This mode uses TEIF cipher. Some gaming and legacy devices wark only in this mode.

To achiewve better wireless performance use WPAZ Only security mode (or in other words AES cipher),

WPA Mode :

Group Key Update Interval :

PRE-SHARED KFY

Pre-Shared Key : !--------

Wireless Network Settings

IUse this section to configure the wireless settings for your router. PI
to be dyplicated on vour Wireless Client.

Don't Save Settings
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Option 2: WEP (less secure)

Under Security select “WEP”.

Under WEP Key type in the encryption key you want to use. 64-Bit encryption requires a 10
character HEX key and 128 bit encryption requires a 26 character HEX key. (HEX characters
include numbers from 0 to 9 and letters from A to F).

Click on ‘Save Settings’.

e r e e mer s s e ¢ 8 e o e s s e 8 e n 3

Security Mode : I WEP 9

If you choose the WEP security option this device will OMLY operate in Legacy Wireless
mode (802.11B,/G). This means you will NOT get 11N performance due to the fact that WEP
is not supported by the Draft 11N specification.

WEP is the wireless encrvption standard, To use it wou must enter the same kew(s) inko the router and the
wireless stations. For 64 bit kews wou musk enter 10 hex digits inkto each key box, For 128 bit kews wou musk
enter 26 hex digits into each key box, A hex digit is either a number From 0 ko 9 or a letker From A to F, For the
most secure use of WEP set the authentication bype ko "Shared Key" when WEFP is enabled.

Ywou may also enker any text string inko a WEP ke box, in which case it will be converted into a hexadecimal
keyw using the ASCII values of the charackters. A maximum of 5 kext characters can be entered For 64 bit kews,
and a maxirnurn of 13 characters Far 125 bit keys,

WEP Key Length : | 64 bit {10 hex digits)
‘64 bik (10 hes digits)
128 bit {26 hex digits)

WEP Key 2 : e ——— |

i |(Iength applies to all keys)

WEP Key 1:

WEP Key 3 : E.......... |

WEP Key 4 : %---------- |

Default WEP Key : | WEFP Key 1 |+

Authentication : |_Open w |

Wireless Network Settings

Ise this section to configure the wireless settings for your router. Pl
to be dyplicated on vour Wireless Client.

Don't Save Settings
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Step 4. Reconnect your wireless clients (computers) to the wireless network using the
specified key (“password”). Note that after applying the security on your router, your wireless
clients will lose wireless connectivity until you specify the correct key (“password”).

To reconnect to the wireless network:

On your wireless computers delete the old profile for the wireless network connection (if
present). Attempt to connect to your wireless network again. You will be prompted to enter the
encryption key (“password”) or key you have entered in Step 2. Note that the WPA/WPA2-PSK
key is case sensitive.

To delete the old profile:

D-Link Air Utility
Click on ‘Site Survey’. Highlight the WLAN profile under “Profiles” field and click on
Remove.

D DWL-GA50M Super G MIMO Technology Wireless Utility

— Available Metwark,

BSS/BSSID | 551D | WEP ~ Fefresh
§ 001E13-BE-1871  GUESTMET Mo
1 00-13-46-86-C0-28  dsi504t Yes Connect
1 O0-1E-13-EE-18-70 A001 Yes
1 00-13-46-85-556E  diirk Nao

Remove

Properties
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Windows XP Utility
Go to Start>Control panel>Network Connections folder, right-click Wireless Connection >
Properties > Wireless Networks. Highlight the profile under “Preferred networks” field and click

on Remove.
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Yiew Available Wireless Metworks
Status
Repair

Bridge Conneckions

Zreate Shortout

Fieleta

Renarme

Windows Vista

?X

-4 Wireless Metwork Connection 3 Properties

Gerral | “wfireless Metwarks ,.-_‘.,.j Anced

Jee Windows to configure my wirsless network, gettings

Auevailable networlks:

To connect to, dizconnect fram, or find out mare infarmation
about wirgless networks in range, click the button below.

[ Wiew Wireless Metwoarks ]

Preferred networlkz;

Automatically connect to available networks in the order listed
below:

idlink [Autornatic]

-,

Add...

Learn about setting up wireless network
configuration.

(0]8

J

Cancel l

Control Panel > Network and Internet > Network and Sharing Centre. Click on “Manage
wireless networks”. Right-click on the network you want to remove and select “Remove

network”.
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Ok_..) | EERE Netlwork and Sharing Center - | + | | Search

Tasks

View computers and devices = |d;|ﬂ] £ Ma_nag_e Wireless N_eh.\m tks - |‘f | | SEGI"EJ"I » |

Connect to a network

BEmnE e e Manage wireless networks that use (Wireless Network Caonnection 5)

Set up a connection or network . ) . )
Windows tries to connect to these networks in the order listed below, To change the order, drag a
Manage network connections network up or down in the list. You can alse add or remove network profiles,

Diagnose and repair To see networks that use a different wireless network adapter, click Change adapter below.

!EEI Add == Remove @ Changeadapter @ Adapter properties ,3 Profiletypes  w @

MNetworks you can view and moedify (1) %
Sis = 2100ap Securty: WPA-Personal Type: Any supported

&I.

Blugtaoth Devices

—

>

1Intemet Options

Windows Firewall

N~ |

The new profile will be created automatically after successful connection to the secured
network.

Other security options (WPA2-PSK, WPA, 802.1x)

WPA2-PSK offers even better protection but not all clients may support WPA2-PSK. Advanced
security options like WPA-Enterprise require a RADIUS server installed on a network, these
mostly used in corporate environment.
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