DI-804HYV Firmware v1.51 Screen Captures

=

The server 192.165.0.1 at DI-804HY requires a username and
password,

Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
without & secure conneckion).

Llser name: Iﬁ admin j

Password: I

[ Remember my password

D-Link
Bulimg Networks for People DI_B 04Hv
Broadband VPN Router

Status  Help

 Tools

The DI-804HV is an Ethernet Broadband VPN Router ideal for home networking
and small business networking. The setup wizard will guide you to configure the
DI-804HV to connect to your ISP (Internet Service Provider). The DI-804HV's easy
Wizard setup will allow you to have Internet access within minutes. Please follow the
setup wizard step by step to configure the DI-804HV.

—_—
WAN Launch "Run Basic Setup Wizard" : To help you easly setup up the router to Access
; internet you may lanuch the Basic setup wizard.
—_—
LAN
Run Basic Setup Wizard
e
DHCP
E Launch "Run VPN Setup Wizard"” : To help you easly setup up the WPHN policy for router you
IT may lanuch the Access Rule setup wizard.

Run VPN Setup Wizard

@

Help




Setup Wizard - Windows Internet Explorer =10] x|

D-Link DITE04H VIS etupWizard




/2 Setup Wizard - Windows Internet Explorer =10l x|
£ | htbp:ff192,168.0,1 /cgi-binfpassre=@&P A=8Pa=adminfP1=adminlrd=wiz1_2 j

DI-804HV Setupiyvizara

Set Password

Password has been changed!

_Continue |

Dane ’_ l_ l_ ’_ l_ m |@ Internet | H100% - 4
x|

£ | httpiff192,168,0,1 )wizl 1, htm?ro=82 T=122387 2420528

DI-604HVisetupivwizara

Choose Time Zone

Selectthe appropriate time zone for your location and click Next to continue.

(GMT+10:00)Canberra, Guam, Port Moresby, Viadivostok

O W w0

Back Cancel Next Exit

Ii l_ l_ l_ I_ I_ m &b Intermet | R10% -




Setup Wizard - Windows Internet Explorer 0] x|
3 -

D-Link DITE0AHVISetup Wizard

poe [ T T T T K36

Setup Wizard - Windows Internet Explorer =l
3 [~

D-Link DITE04HV Setup Wizard




Setup Wizard - Windows Internet Explorer - |EI|£|
£ htbpeff192,168.0, 1,f|:gi—I:uin,l'prim?rc=@&_x><=&_x><=&_x><=&rd=wiZDSBdF=DDB?&ai=D=j

DI-804HVioetupivvizard

Setup Complete

The Setup Wizard has completed. Click on Back to modify changes or
mistakes. Click Restart to save the current settings and reboot the
DI-304HYV.

O @ U

Back Restart Exit

Dione l_ l_ ’_ l_ l_ lﬁ |@ Internet | "", 100% = 2

D-Link

Buliimg Networks for People DI-804HV
Broadband VPN Router

T Advanced ©  Tools Status Help

The DI-804HV is an Ethernet Broadband VPN Router ideal for home networking
and small business networking. The setup wizard will guide you to configure the
DI-804HV to connect to your |15P (Internet Service Provider). The DI-804HV's easy
Wizard setup will allow you to have Internet access within minutes. Please follow the
setup wizard step by step to configure the DI-804HV.

e
WAN Launch "Run Basic Setup Wizard" : To help you easly setup up the router to Access
§ internet you may lanuch the Basic setup wizard.
—_—
LAN
Run Basic Setup Wizard
pr—
DHCP
Launch "Run VPN Setup Wizard"” : To help you easly setup up the WPHN paolicy for router you
IT may lanuch the Access Rule setup wizard.

Run VPN Setup Wizard

@

Help




Setup Wizard - Windows Internet Explorer

D-Link DI'S04H VIS etup W Zard

D-Link DITB0AHV Setup Wizar
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{ Setup Wizard - Windows Internet Explorer =100 x|

£ httpefi192.168.0, 1Il'u:gi—bin,|'|:||:|tps?RC=@|:||:|t|:|s&n:l=wi2D5&1:F%23=DDSF&I:FD=Dn&tiD=j

DI-804HVSetupiyvizara

Setup Complete

The Setup Wizard has completed. Click on Back to modify changes or
mistakes. Click Restart to save the current settings and reboot the
DI-804HV.

O @ U

Back Restart Exit |

Dorne l_ l_ l_ l_ l_ m |® Internet | H100% -

D-Link

Bulkimg Networks 1or Peopie DI-804HV
Broadband VPN Router

The device is restarting...




D-Link

Bulimg Networks for People

DI-804HV

WAN

v \ o€ gs
Please sele

¢ Dynamic IP Address
¢ StaticIP Address

@ PFPPOE

¢ Dial-up Network
¢ Others

User Name
Password

Retype Password
Senice Name

IP Address

Primary DMS Address
Secondary DNS Address
Maximum Idle Time
MTU

Connect mode select
Auto-backup

IGMP

Advanced

Broadband VPN Router

 Tools Status Help

_tiﬂe appropriate option to connect to your ISP

Choose this option to obtain an IP address automatically
from your ISP. (For most Cable modem users)

Choose this option to set static [P information provided to
you by your 1SP.

Choose this option if your ISP uses PPPoE. (For most DSL
users)

To surfthe Internet via PSTN/ASDN.
WAN Type for PPTP, L2TP connect to ISP.

@ Dynamic PPPoE ” Static PPPOE
username@myisp.com
(Optional)

 Always-on © Manual ' Connect-on-demand
" Enabled & Disabled
€ Enabled  Disabled

@ 90

Apply Cancel Help

D-Link

Bulkamg Networks for People

WAN

WAN Settings

Advanced To

DI-804HV
Broadband VPN Router

Status Help

Flease se\ecththe appropriate option to connect to your ISP.

Dynamic IP Address

)

Static IP Address

PPFOE

Dial-up Metwork
Others

0 O O

Host Name
MAC Address

Primary DMS Address
Secondary DMS Address
MTU

Auto-reconnect
Auto-backup

IGMP

Choose this option to obtain an IP address automatically
from your ISP. (For most Cable modem users)

Choose this option to set static IP information provided to
you by your ISP.

Choose this option if your ISP uses PPPoE. (For most DSL
UsSers)

To surfthe Internetvia PETNASDM.
WAN Type for PPTP, L2TP connect to ISP

I (Optional)

N A (L O ()
Clone MAC Address |

1500

@ Enabled  Disabled

" Enabled @ Disabled

" Enabled @ Disabled

@ O O

Apply Cancel Help




D-Link

Buhdmg Networks Tor People

WAN

D-Link

Bulxdmg Networks for People

VAN 5

DI-804HV
Broadband VPN Router

Please selectthe appropriate option to connect to your ISP

¢ DynamicIP Address

Static IP Address

Dial-up Metwork

@
 FPFPOE
o

 Others

P Address

IF Address

Subnet Mask

ISP Gateway Address
Primary DMNS Address
Secondary DMNS Address
MTU

WAN Keep-alive
Auto-packup

IGMP

Choose this option to obtain an IP address automatically
from your ISP. (For most Cable modem users)

Choose this option to set static IP information provided to
you by your ISP.

Choose this option if your ISP uses PPPoE. (For most DSL
users)

To surfthe Internet via PSTNASDN.
WAN Type for PPTP, L2TP connectto ISP.

=

" Enabled  Disabled
" Enabled  Disabled
" Enabled ¥ Disabled

@ 90O

Apply Cancel Help

Home

WAN ]

DI-804HV
Broadband VPN Router

Tools Status

Please seleclhthe appropriate option to connect to your ISP

Dynamic IP Address
Static IP Address

PPPGE

m O O O

Dial-up Netwark
Others

]

I- letw

Dial-up Telephone
Dial-up Account
Dial-up Password
Retype Password
Primary DNS
Secondary DNS
Assigned IP Address
Extra Settings
Authentication method
Maximum Idle Time
Baud Rate

Connect mode select

Choose this option to obtain an IP address automatically
from your ISP. (For most Cable modem users)

Choose this option to set static IP information provided to
you by your ISP

Chaoose this option if your ISP uses PPPoE. (For most DSL
users)

To surfthe Internet via PSTNASDN
WAM Type for PPTP, L2TP connect to ISP

I—
I—
[ereesseses
[ereseeeses
IF (Optional)
I—
IE_ Minutes
[57600 =] bps

" Always-on ' Manual © Connect-on-demand

@ 9 0

Apply Cancel Help




D-Link

Bulamg Metworks 1or People

Wizard

=
WAN
e |
==
_ :

DHCP

VPN

VWIAN Cattin
WAN Settings

Advanced |

DI-804HV
Broadband VPN Router

Status

‘Tools

Please selectthe appropriate option to connect to your ISP

¢~ Dynamic IP Address

Static IP Address

PPPOE

O O O

Dial-up Metwork
Others

o)

= pPTP
o L2TP

Choose this option to obtain an IP address automatically

from your ISP. (For most Cable modem users)

Choose this option to set static IP information provided to

you by your ISP.

Choose this option if your ISP uses PPPoE. (For most DSL

users)
To surfthe Internetvia PSTMASDM.

WAN Type for PPTF, L2TP connect to ISP.
(for Europe and Russia use only)

(for specificISPs use only)

" Russian PPPoE DualAccess(For Russia use only)

" Russian PPTP DualAccess(For Russia use only)

PPTP

My IP Address

My Subnet Mask

My Gateway

Primary DNS Address

Secondary DMS Address

Server IP/Name
PFTF Account

PPTP Password
Retype Password
Connection 1D
Maximum Idle Time
MTU

Connect mode select
Auto-backup

IGMP

™ DynamicIP ¥ StaticIP

|

Iusername@n‘r).risp.cum

(Optional)

]

 plways-on ¢ Manual ' Connect-on-demand
" Enabled @ Disabled

" Enabled @ Disabled

@ 9 0O

Apply Cancel

Help




D-Link

Bulidmyg Networks for People

DI-804HV
Broadband VPN Router

D-Link

Bulidmg Networks 1or Peopile

=
I WAN |
I LAN

DHCP

il

Home [CIELECCARE T Status  Help

LAN .

The IP addre-és of the DI-204HY.

IP Address |192.1EB.D.1
Subnet Mask |255.255.255.0

Domain Name |

@ 90O

Apply Cancel Help

DI-804HV
Broadband VPN Router

Tools  Status  Help

Advanced
DHCP Server -

The DI-804HV can be setup as a DHCP Server to distribute IP addresses to the LAN netwark.

DHCP Server & Enabled " Disabled
Starting IP Address 192.168.0[100

Ending IP Address 192 168.0 [19%

Lease Time |1 WEEK vl

=

c DHCP

Static DHCP is used to allow DHCP server to assign same IP to specific MAC address.

a1a

© Enabled ¢ Disabled

Mame |

IP Address 192.158.[].'
MAC Address | .| | .| | _|
DHCP Client |- select one — =] _cone |

9 90O

Apply Cancel Help

I5

IP Address MAC Address

Dynamic DHCP Clients List
Host Mame IF Address MAC Address Expired Time
Mone 192.168.0.113 00-1D-09-3C-01-22 Fri Mar 18

00:24:20 2007
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®
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VPN

D-Link

Buldmg Networks 1or People

VPN

DI-804HV
Broadband VPN Router

Advanced Tools

Item
VPN " Enable
NetBIOS broadcast I Enable

—

Max. number of tunnels

0] Tunnel Name

i
—
—
—
5 ——

-

LS R N

~ Status

Setting

Method

IKE 'Iﬂl
KE 'IM
KE =] More |
KE =] Hors |
IKE =] mors |

Previous page | Next page I
Dynamic VPN Settings.. |

L2TP Server Setting.. I PPTP Server Setting.. I

View VPN Status. |

Tunnel Mame
Aggressive Mode
Local Subnet
Local Metmask
Remaote Subnet
Remaote Metmask
Remote Gateway

IKE Keep Alive
(Ping IP Address)

Preshare Key

Extended Authentication
(xAUTH)

IPSec NAT Traversal
Auto-reconnect

Remote ID

Local ID

IKE Proposal Index
IPSec Proposal Index

@ 9 0O

Apply Cancel Help

DI-804HV

Broadband VPN Router
Tools ‘Status Help
Setting
——
" Enable
IU 0.0.0
IU 0.0.0
IU 0.0.0
IU 0.0.0
|
——

—
™ Enable

I™ Server mode Sct Local user..

I~ Client mode

UBerNameI
Fassword |

" Enable
[ Enable

Type lm

Value l—

Value I—
Select IKE Propozal. |

Select PSec Proposal.. |

QO @ VO

Back Apply Cancel Help
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D-Link

Buldmg Networks for Feople

Wizard

| |

WAN
' LAN

I DHCP

VPN

IKE Proposal index

ID Proposal Mame DH Group

DI-804HV
Broadband VPN Router
Status

Tools Help

Setting

- Empty -

Remove |

Encrypt algorithm  Auth algorithm  Life Time Life Time Unit

10

| Jeroup1 =] |30Es 7] |shat =] o |sec. =]
| |Group1 x| |3DES 7] |sHat=] o |sec. x|
| |eroup1 =] |30Es 7] |shat =] o |sec. =]
| JGroup1 =] |30Es 7] |shat =] o |sec. =]
| Jeroup1 =] |30Es 7] |shat =] o |sec. =]
| |eroup1 7] |30Es 7] |shat =] o |sec. =]
| |Group1 x| |amEs 7] |shar=] o |sec. =]
| JGroup1 =] |30Es 7] |shat =] o |sec. =]
| Jeroup1 =] |30Es 7] |shat =] o |sec. =]
| |eroup1 x| |3pes =] |stat =] o |sec. =]

Proposal ID|— select one — | Addtulpr
O 9 O O

Broadband VPN Router
 Status

Back Apply Cancel

DI-804HV

Help

Help

Item Setting
IPSec Proposal index - Empty -
Remove |

© Nama . DHOR LR agotom  agottm Tme Uk
1 Juone =] |[espx| [3DEs x|  [wone x| o |sec =]
2 | Juone x| |[espx| [3DEs x|  [wone x| o |sec =]
3 Juone =] |[espx] [sDEs x|  [wone x| o |sec =]
4 | |none =] [espx| |aoEsz]  [mene =] o |sec. =]
5 | |none =] [espx| [aoEsz]  [mene =] o |sec. =]
6 | [none  w| [espx|  |aoEs x|  [mene =] o |sec. =]
7| Inone =] [espx| [apEsz]  [mene =] o | sec. =]
g | Inone =] [espx| [abEs®|  [mene x| o | sec. =]
g | Inone =] [espx|  [30Es ®]  [nene x| o | sec. =]
10 | |none =] [espx|  [30Es®]  [wene =] o |sec. =]

Proposal ID|— seectone — v| Addto |proposalindex
O 9 O O

Back Apply Cancel

Help




Wizard

B

WAN
LAN
I DHCP I

VPN

Wizard

B

WAN

DHCP

LE

VPN

D-Link

Bulidmg Networks 1or Peopie

D-Link

Buliamg Networks for People

Tunnel Mame
Dynamic VPN
IPSec MAT Traversal
Local Subnet

Local Netmask
Freshare Key

Extended Authentication
(XAUTH)

IKE Froposal index

IPSec Proposal index

D User name

1 —
2 —
3 T
4 —
5 —
6 —
7 —
g —
g I
10 —

DI-804HV
Broadband VPN Router

[~ Enable
[~ Enable

—=

[~ Enable Server mode _ Set Local user.. |

Select IKE Proposal...

- Status

Select PSec Proposal.. |

O @ v O

Help

Back Apply Cancel

DI-804HV
Broadband VPN Router

Tools

O » © O

Back Apply Cancel

- Status

Help

Help

Help




D-Link
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I w

izard

VPN

D-Link

Bulhamg Networks for People

VPN

Item
IKE Proposal index

ID Proposal Mame DH Group

DI-804HV
Broadband VPN Router

Status 'Help

Setting
- Empty -

Remove |

Encrypt algorithm  Auth algorithm  Life Time Life Time Unit

1 |eroup1 x|  [3pes x| |sHat x| o |sec. x|
2 | |eroup1 =] [30Es =] |shar =] o |sec. =]
3 |eroup1 x|  [3pes x| |sHat x| o |sec. x|
4 | |eroup1 x| |[30Es =] |shar =] |o |sec. =]
5 | |eroup1 x| |[30Es =] |sHar =] |o |sec. =]
6 | |eroup1 =] [30Es =] |shar =] o |sec. =]
7 |eroup1 x| [30Es =] |shar =] o |sec. =]
8 | [eroup1=]  [3mEs =] [shar=] |o [sec. =]
9 | |eroup1 x| |[30Es =] |sHar =] |o |sec. =]
10 | | Group 1 7| |30es | |sHat x| o |sec. x|

ProposallDl—SeledDﬂe— 'l Add to |Proposaii|ﬂex

Q @ VO

Back Apply Cancel Help

DI-804HV

Broadband VPN Router

Help
Item Setting

IPSec Proposal index —Empty -
B o e Sl ol el
1 Jnone x| [espz] [s0Es x|  [nene x| o |ses. 7]
2 | [none x| [espx]  [30Es x| [nene x| o |sec. 7|
3| Jtone =] [esp=]  [aoEs =]  [nene =] o |sec. =]
4 | none x| [espz] [s0Es x|  [hene x| o |ses. 7]
5 | Jnone =] [espx]  [30Es®]  [nene x| o |sec. 7|
6 | Jnone x| [espz]  [aoesz]  [hene =] o |ses. =]
7 none x| [espz] [30Es x|  [nene x| |o |ses. =]
8 | Juone x| [espx]  [3oEs x| [nene x| o |sec. =]
9 | Jnone =] [esez] [soEs x|  [nene =] o |ses. 7]
10| [uone =] [espx] [a0Es =]  [mone = o [sec. =]

PropoﬁallDl—SEleane— 'l Add to |Pmpm:zﬁ'lx!ex

@ ¥ VO

Back Apply Cancel Help




D-Link

Bulomg Networks jor People

Wizard

il
p—

WAN
r LAN
I DHCP

VPN

D-Link

Bulimg Networks 1or People

DI-804HV
Broadband VPN Router

Status

Help

Advanced Tools

tem Setting
FPTF Server ¥ Enable
virtual IP of PPTF Server J1o Jo Jo 1
Authentication Protocol i pPAP © CHAP @ MSCHAP © MSCHAPYZ
MPFE Encryption Mode [¥ Enable
Tunnel Setting

—
—
—

Tunnel Mame
User Mame

Password

Q29O

Back Apply Cancel Help

Tunnel Mame User Name Password

test test 3]

DI-804HV

Device Info

VPN Status

I tive Sessions

ic

Broadband VPN Router

Home Advanced Tools Status m

VPN &
WPM status display VPN connection state.

& Pgec ©PPTP ¢ L2TP

Refresh VPN =etting...

Remaote Network Local Metwork
IP Address/ Life
MName IP Address/ Type State Drop
Subnet Mask/ Subnet Mask Time
Gateway




D-Link

Bulrdmg Networks for People

DI-804HV

Virtual Server

e

Filter

Firewall

DDNS

Routing

il

DMZ

o

Broadband VPN Router
‘Tools Status Help

ST Advanced

\Vir or
Vi el

Virtual Server is used to allow Internet users access to LAN services.

 Enabled ¢ Disabled
MName |

192.'158.[].'
ITCP "l

Private IP

Protocol Type

Frivate Fort l—
Public Port 1
Schedule ' Always
C From  Time|oo x| ]o0 =]ro 00 =]]o0 x|
dayISun 'ImISun vl

v I I )

Apply Cancel Help
Virtual Server List

Mame Private I[P Protocol Schedule
I~ virtual Server FTP 0.0.0.0 TCP21/21  always EAT|
I~ virtual Server HTTP 0.0.0.0 TCP80/80  always EAT]
I~ Virtual Server HTTPS 0.0.0.0 TCP 443/443 always 4T
I™ Virtual Server DNS 0.0.0.0 UDP53/53  always [E41]
I™ Virtual Server SMTP 0.0.0.0 TCP25/25  always [4 Tl
I™ Virtual Server POP3 0.0.0.0 TCP110/110 always [ il
I™ Virtual Server Telnet 0.0.0.0 TCP23/23  always [Tl
I IPSec 0.0.0.0 TCP 500/500 always EAT|
I PPTP 0.00.0 12531?23’ always [ fil
™ DCS-900,DCS-1000 0.0.0.0 TCP0/30  always E4]
" DCS-20000CS-5300 0.0.0.0 TCP 800/800 always 3]
UDP 5002-

™ DCs-3120 0.0.0.0 5003/5002-  always AT

5003




D-Link
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DI-804HV

: - .

irtual Server

Application

D-Link

Buldmyg Networks for People

Broadband VPN Router

m Advanced i liE Status  Help

ion
Special Application is used to run applications that require multiple connections.

" Enabled ' Disabled

Mame

Trigger Port | _|
Trigger Type ITCP hd

Public Ports

Public Type ITCP -

@ 9 0O

Apply Cancel Help

ion

Mame Trigger Public Port

[ Batte.net 5112 5112 (4T
[~ Dialpad 7175 51200-51201,51210 AT

2000-2038,2050- )
m cun 291 2051,2069,2085,3010-3030 W
] 'E‘fn“écam'”g 47624 2300-2400,28800-29000 Ed]
[~ PC-to-Phone 12053 12120,12122,24150-24220 E]
I Quick Time 554 5970-6999 4]
[T DVC-1000i2eye 1720 15328-15333 E4)

DI-804HV
Broadband VPN Router

=
=

f Routing .

m Advanced Db Status Help
Filters are used to allow or deny LAN users from accessing the Internet.
& |PFilters ¢ URL Blocking " |PSec Filter

" MAC Filters ¢~ Domain Blocking

Use IP F.ilters to deny LAM IP addresses to access the Internet.

" Enabled ¢ Disabled

IP Address | = |
Port Range | -]
Protocol Iﬂ

Schedule © Always

 From TimeIUU ‘l: 0> ToIUU '”UU 'l
dayISun vltngun 'I

Apply Cancel Help

r List

IP Range Protocol Schedule
B - TCP 20-21 always [T
| I TCP 80 always EAT]
[~ - TCP 443 always il
] : UDP 53 always ER]
B - TCP 25 always ]
E - TCP 110 always 4T
o TCP 23 always 4T
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Buldmg Networks for Peopie

Filter

DI-804HV
Broadband VPN Router

Status

m Advanced

Tools

Filters are used to allow or deny LAMN users from accessing the Internet.
CIPFilters  ® URLBlocking ¢ IPSecFilter
" MAC Filters ¢ Domain Blacking

et
mng

UR
Block those URLs which contain keywords listed below.

" Enabled @ Disabled

- Empty -

DELEI'El

9 O O

Apply Cancel Help

DI-804HV
Broadband VPN Router

QLT Advanced RITIE Status  Help

Filters are used to allow or deny LAN users from accessing the Internet.
CIPFilters ¢ URLBlocking & IPSecFilter
" MAC Filters " Domain Blocking

Use MAC address to allow or deny computers to access the IPSec Tunnel.

& Disabled IPSec Filters
= Only allow computers with MAC address listed below to access the IPSec Tunnel

" Only deny computers with MAC address listed below to access the IPSec Tunnel

Narme |
I'vIACAddressl .I _I .I _| |
DHCP Client | - select one — =] _cione |

@ O O
Apply Cancel Help

MAC Address

—




D-Link

Bulimg Networks for People DI_804HV
Broadband VPN Router

m Advanced IR LTE Status  Help

T

Filters are used to allow or deny LAN users from accessing the Internet.
CIPFiters " URLBlocking " IPSecFilter

' WAC Filters ¢ Domain Blacking

I 1, B
Virtual Server MAC Filters
Use MAC address to allow or deny computers to access the network.

I Application

i Disabled MAC Filters
= Only allow computers with MAC address listed below to access the network

Filter " Only deny computers with MAC address listed below to access the network

wacaddress[ 1 [ d - I |
DHCP Client | — select ons — =] Clnnel

Firewal
R
e 290
Apply Cancel Help
P
I DMZ
I QoS

Mame MAC Address

D-Link
Bulimg Metworks for People

DI-804HV
Broadband VPN Router

Status Help

Tools

el
Filters are used to allow or deny LAMN users from accessing the Internet.

©PFiters URLBlocking ¢ IPSecFilter
" MAC Filters ¥ Domain Blocking

1 ¢

Virtual Server Domain
% Disabled
Application € Allow users to access all domains except "Blocked Domains®.
omains
Filter I
g - Empty -
I Firewall DELETE |

SNMP s i : -
¢ Deny users to access all domains except "Permitted Domains™.

DDNS

- Empty -
Routing

DELEI'El

Ll

DMZ

™ aos 9 9O

Apply Cancel Help
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Broadband VPN Router

m Advanced BT Status  Help

Firewall Rules can be used to allow or deny traffic from passing through the DI-804HY.

" Enabled " Disabled

Mame |
Action  Allow  Deny

Interface  IP Start IP End Protocol  Port Range
Source = = | |
Destinaion |+ =| | | Jtee =] | 1
Schedule © Always

© From  Time lﬂ: 00 x|To IE”EI
dayISun vlthSun VI

= 290
: Apply Cancel Help
P

Action Name Source Destination Frotocol
f Routing [ Allow Ping WAN port WAN* WAN * ICMP *
[¥ Deny Default i LAMN * i
I oz 7 Allow Default LAN*
'
QoS

Buliting Networks 10r People

DI-804HV
Broadband VPN Router

Status  Help

ST Advanced

Tools

Use Simple Metwork Management Protocol(SMMP) for DI-804HY management purposes.

SNMP Local & Enabled  Disabled
SNMP Remote " Enabled ¥ Disabled
Get Community Jpublic

Set Community |private

P |

P2 |

IP3 |

IP4 |

SNMP Version oy yae

@ 90O

Apply Cancel Help
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Broadband VPN Router

m Advanced [T IERC BT Help

——
Dynar

N5
LUse Dynamic DMS if you want to use your DDMS account.

DDNg ' Disabled " Enabled

Provider
Virtual Server ! /
Host Name DynDNS.org{Custom)
Username / E-mail No-IP.com
Application et con —
L Password / Key dhs.org
PeanutHull
dlinkddnz.com(Free}

990

Apply Cancel Help

Firewall

il

Bulrdmg Networks for People DI-804HV
Broadband VPN Router

| Home [L.UPYFYTR Tools  Status  Help

Routing

Use the‘Routmg Table for routing purposes within your local network.

Dynamic Routing % Disable © RIPv © RIPv2

Enable Destination Subnet Mask Gateway
r | | |

@ O O

Filter Apply Cancel Help

Virtual Server

Application

Firewall

Destination Subnet Mask Gateway

SNMP

—
|
p——
—
-
—

DDNS

Routing

I DMZ

I QoS
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Application

Filter

Firewall

SNMP

DDNS

Routing

D-Link
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Firewall

DDNS

Routing

Ll

DI-804HV
Broadband VPN Router

m Advanced [RCTIE Status  Help

DMZ{Demilitarized Zone) is used to allow a single computer on the LAN to be exposed to
the Internet.

" Enabled * Disabled

IP Address 192.158.0.'

Apply Cancel Help

DI-804HV
Broadband VPN Router

m Advanced [l ERE-TETITES Help

Qo5 C ol
QoS Control allow users to control network traffic with different priority.

" Physical Port ' Network Port

" Enabled 1 Disabled
" Enabled " Disabled

Marme | <= | Select Application x|
Priarity IHigh vl
IP Start IP End Frotocol Fort Range

LAN Interface | |

1

=B =

WAN Interface | |

Schedule © Always

© From  Time lﬂ. 00 ~|To lﬂ.lﬂ
dayISun vImISun Vl

Apply Cancel Help

QoS Rules List

S LAN WAN
Mame  Priority LAM IP Range WAM IP Range BratocolBons i stacolHons




Virtual Server
Firewall
SNMP

e
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e
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Routing
ilter
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QoS
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———

Application

Virtual Server

=

QoS

Broadband VPN Router
Tools Status Help

Qo5 Control
203 Control allow users to control network traffic with different priority.

' Physical Port & Metwork Port

" Enabled  Disabled
" Enabled " Disabled

Name | == | Select Appiication x|
Priority [Hign =1

IP End Protocol Port Range
LAN Interface I— I_.I—

=

WAN Interface | |

I

Schedule 0 Always

C From  Time|00 x]{o0 *|to[o0 x| {00 =]

2 9 O

Apply Cancel Help

QoS Rules List
WAN

iy LAMN
Mame  Priority LAM IP Range WAN IP Range ProtocollPorts Protocol/Ports

Broadband VPN Router

m Advanced FillE

QoS Control
oS Control allow users to control network traffic with different priority.

" Physical Port © Network Port

" Enabled ¥ Disabled
" Enabled " Disabled

Name [ <= | Select Application x|
prorty [ = RERETE
IP Start IP End DNS (53) FPort Range
FTP (21}
LAN Interface | I ISAKMP (500 | ]
POP3 (110}
WAN Interface | | ek pes [ ]
SMTP (25)
Schedule ' Always TELNET (23)
© From  Time [00 =] {00 S{wEE (80)

day[Sun =] to[Sun =]
@ 90

Apply Cancel Help

Qo5 Rules List
WAMN

o LAM
Name PrioflyLANIP Range  WANIPRange oo ool gl e
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DI-804HV
Broadband VPN Router

| Home WVUITI'YYRE Tools  Status  Help

QoS Control

QoS Control allow users to control network traffic with different pricrity.

% Physical Port ' Metwork Port

" Enabled @ Disabled
Priority
PORT1  [Normal =]
PORT2  [Narmal =]
PORT3  [Normal =]
PORT4  [Normal =]

@ © O

Apply Cancel Help

DI-804HV
Broadband VPN Router

m Advanced L {TE Status Help

QoS Control
QoS Control allow users to control netwaork traffic with different priority.

% Physical Port © Network Port

" Enabled  Disabled

Friority
PORT 1 Nermal Vl
FORY:2 Hormal
PORT 2

PORT4 [Normal =]
9 90

Apply Cancel Help
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Home Advanced [ {717 Status  Help

Administrators can chaﬁge their login password.

Administrator (The Login Mame is "admin”)
Old Password |

Admin New Password |

Reconfirm Password |

User (The Login name is "user”)

System Mew Password |

Reconfirm Password |

[il

Firmware

lemote lagement
[r— Let administrator perform administration task from remote host.
Misc

" Enabled  Disabled

IP Address |0.D.D.D
Port |sc 80 -

@ OO

Apply Cancel Help

D-Link

Buliamg Metworks 1or People DI-804HV
Broadband VPN Router

Home Advanced k(1 Status  Help

Setthe DI-804HY system time.
Device Time : Fri Mar 16 00:43:56 2007

= Enable NTP
Default NTP Server

Inipwlmi,.c:crr- ntp1.dlink.com ;l
Time Zone
| (GHT=10:00)Canberra, Guam, Port Moresby, Viadivostok =l
Time
———— SetDevice Date and Time
System
‘r’ear:|2003 'l Month: | Jun = Day:lfIr 'l
== Hour:lﬂﬂﬂ Minute:IUDLI Second:lﬂﬂﬂ

Firmware

Daylight Saving

r )
Misc " Enable ™ Disahle
start[dan >| [01 =] Endfdan =] [01 7]

@ 9 0

Apply Cancel Help
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Home Advanced k{715 Status  Help

Save Settings To Local Hard Drive
Backup Setting I

! Admin Load Settings From Local Hard Drive
I Browse... |

' Lnadl

ime

Restore To Factory Default Settings
System Reset to Defautt |

rmware

Help

D-Link
BUlKImg Networks 10r Peopie D I_B 04HV
Broadband VPN Router

Home Advanced [ (.1 Status  Help

There may be new firmware for your DI-804HY to improve functionality and performance.
Click here to check for an upgrade on our support site.

The upgrade procedure takes about 20 seconds. Note! Do not power off the unit when it is
being upgraded. When the upgrade is done successfully, the unit will be restarted

I Admin automatically.

[ Current Firmware Version: WV1.51
- Firmware Date: Fri, Jun 27 2008
System I —sel

— @ 9 0O

Apply Cancel Help
Misc
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=

Time

System

il

Firmware

Misc

Broadband VPN Router

Advanced [ (115

est

F'ing‘:Test is used to send "RPing” packets to test if a computer is on the Internet.

Host Mame or IF address | Pingl

e

Reboots the DI-504HY.

Blo ) g

‘When you "Block WAN Ping”, you are causing the public WAN IP address on the DI-804HV to not
respond to ping commands. Pinging public WAN IF addresses is a common method used by
hackers to test whether your WAN IP address is valid.

Discard PING from WAN side ¢ Enabled ' Disabled

SPl mode

You can setup this item if you want to enable SPI mode.

" Enabled ® Disabled

Frotection

" Enabled  Disabled

W

IPnP 0

| q
You can disable or enable UPnP functions at anytime.

% Enabled  Disabled

DM Dace Thr
VN Fass- {

y an
Allows VPN connections to work through the DI-804HY.

PPTP ¥ Enabled 7 Disabled
IPSec ¥ Enabled { Disabled

OX Support
You can disable or enable XBOX functions at anytime.

" Enabled ' Disabled

Non-st;

dard FTF t
You have to setup this item if you want to access an FTP server whose port number is not 21.

Port:l

@ 9 O

Apply Cancel Help
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Advanced Tools Status m

Firmware Version: V1.51, Fri, Jun 27 2008

LAN

MAC Address 00-1B-11-8B-12-2C
IP Address 192.168.0.1
Device Info Subnet Mask 255.255.255.0

: DHCP Server Enabled
e —
: WAN
[r— W NS
MAC Address 00-1B-11-8B-12-2B

¥ FFFoE Disconnected
Connection

VPN Status IP Address 0.0.0.0
1 Connection Time -
Subnet Mask 255.255 255.255

Gateway 0.0.0.0
Domain Name Server 0.0.0.0

Dial-up Modem Mot ready

Device Time: Fri Mar 16 00:46:23 2007

Help

Buldmg Networks 1or People

DI-804HV
Broadband VPN Router

Home Advanced Tools Status m

View Log displays the activities occurring on the DI-804HV. Click on Log Settings for advance
features.

l—- First Page Last Page Previous | Next | Clear Log Settings: o
el
Page 1/26

L
25 WAN Type: PPP aver Ethernet (v1.51)

Display time: Friday March 16, 2007 00:47:02

=l
Friday March 416, 2007 00:39:02 PPPoE start to dial-up
Friday March 16, 2007 00:39:02 PADL:3com sent
f Friday March 16, 2007 00:39:02 PADI:3com sent
Friday March 18, 2007 00:39:03 PADI:3com sent
Friday March 116, 2007 00:39:09 DOD:192.168.0.113 query DNS for urs.microsoft.com
Friday March 16, 2007 00:39:09 PPPoE start to dial-up
T Friday March 16, 2007 00:39:09 PADI sent
Friday March 16, 2007 00:39:09 PADI sent
Friday March 16, 2007 00:39:10 PADI sent
Friday March 116, 2007 00:39:13 DOD:192.168.0.113 query DNS for urs.microsoft.com
Friday March 16, 2007 00:39:13 PPPoE start to dial-up
Friday March 16, 2007 00:39:13 PADL:3com sent
Friday March 16, 2007 00:39:13 PADL3com sent
Friday March 16, 2007 00:39:14 PADL:3com sent
Friday March 16, 2007 00:39:17 DOD:192.168.0.113 query DNS for urs.microsoft.com
Friday March 16, 2007 00:39:17 PPPoE start to dial-up
Friday March 16, 2007 00:39:17 PADI sent
Friday March 16, 2007 00:39:17 PADI sent
Friday March 16, 2007 00:39:18 PADI sent
Friday March 116, 2007 00:39:24 DOD:192.168.0.113 query DNS for urs.microsoft.com
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Stats

VPN Status
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BRlMImg NEtwOrks 101 People

DI-804HV
Broadband VPN Router

Logs can be saved by sending it to an admin email address orto a syslog senver.

LogType | Systemn Activity
¥ Debug Information
¥ Attacks
¥ Dropped Packets
¥ Motice

E-mail Alert

E-mail To: | Send Mail Now |
E-mail Subject: I

E-mail From:

SMTP Server/ IP Address

Username

Password

Confirm Password

Syslog Account
Syslog Server IP Address | " Enabled ' Disabled

Save Log File To Lecal Hard Drive 53‘-"3|

@ © O

Apply Cancel Help

DI-804HV

Device Info

i

Log

Stats

VPN Status

*Active Sessions

ifil

Broadband VPN Router
"Advanced Tools Status m

Traffic Statistics display Receive and Transmit packets passing through the DI-804HY.

Refresh |EI

Home

o

Help
Receive Transmit
WAN 0 Packets 0 Packets
LAN 1938 Packets 1194 Packets
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DI-804HV
Broadband VPN Router

status TN

jome Advanced Tools

VPN status display VPM connection state.
# Pgec T PPTP O L2TP
M n v Refresh VPN setting...
Device Info
- Remote Network Local Metwork
il Name S'P;‘“‘:’a“;’d IP Address/ Type State T'T:;ee Drop
_ Sl E Subnet Mask
e Gateway
Stats
VPN Status
e e
Active Sessions

D-Link

Bulsdmg Networks Tor Peopie

DI-804HV
Broadband VPN Router

il e se

Advanced

Tools

status LTI

;'\.dive -sessions ﬂisplays the current status of MAT active sessions on the DI-804HY.

Frevious | I-I&Ktl Refresh o

3 : First Page Last Page
| :
| Page 1M1
Internal Prot. External NAT Time-out

=
=

Active Sessions
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Home Advanced Tools  Status Help

Home

Setup Wizard
WAN Setftings
LAM Settings
DHCP Server
VPN

Advanced

« Virtual Server
Special Applications
Filters
Firewall Rules
SMNMP
DDNE
Raouting
DMZ

Tools
» Administrator Settings
e System Time
System Settings
Firmware Upgrade
Miscellaneous ltems

Status
& Device Information
e Log
o Traffic Statistics
s Active sessions

FAQs




