
DI-804V with Cisco Pix (no NAT) using IPSec 
 

 
On Cisco PIX, you need to have the following setup: 
 
 Configuring IPSec with IKE
  
- Create a new access list "222" to define the traffic to protect from Head Office's LAN to Branch Office's LAN  
   
  
- Creat a new transform set named "Tunnel-ESP-DES-MD5" that defines how the traffic will be protected. 
 
You can configure multiple transform sets, and then specify one or more transform sets in a crypto map entry. 
  
     
- Create a crypto map entry by performing the following steps : 
 
1. Create a new crypto map entry "ForInternet 222" in IPSec ISAKMP mode : 
 
2.Assign an access list to a crypto map entry :  
 



3.Specity the peer to which the IPSec protected traffic can be forworded :  
 
4. Specify which transform sets are allowed for this crypto map entry. 
 
List multiple transform sets in order of priority (hightest priority first). 
 
You can specify up to six transform sets. 
  
- Apply a crypto map set to an interface on which the IPSec traffic will be evaluated.   
- Specify that IPSec traffic be implicity trusted (permitted).  
   
 
 Enabling and Configuring IKE  
- Identify the policy to create. Each policy is usually identified by the priority number you saaign, and specify the 
encryption algorithm.  
 
- Specify the hash algorithm  
   
- Specify the authentication method  
 
- Specify the Diffie-Hellman group identifier  
 
- Specify the security association's lifetime (seconds)  
   
   
  Configuring IKE pre-shared keys manually  

- Specify the pre-shared key that the PIX Firewall and its peer will use for authentication and peer's 
address 

 
 



Imagine the following scenario: 
 
  Head Office got a Cisco PIX Firewall with a fixed IP 203.69.175.48/27 and had a LAN 172.16.2.0/24 by NAT 
  Branch Office got a DI-804V with a fixed IP 203.69.175.53/26 and had a LAN 192.168.2.0/24 by NAT 
 
By based on the following screen captures of the cisco pix in sequence, you should able to get the whole 
picture 
 

 
 
 

 
 



 
 

 
 

 
 



 
 

 



 
 

 
 

 



 

 
 

 
 



 
 

 


