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Package Contents

Contents of Package:

D-Link DI-808HV Broadband VPN Router
5V DC Power Adapter

Ethernet (CAT5-UTP/Straight-Through) Cable
Manual on CD

Quick Installation Guide

Note: Using a power supply with a different voltage rating than the one included with the
DI-808HV will cause damage and void the warranty for this product.

If any of the above items are missing, please contact your reseller.

System Requirements For Configuration:
B Ethernet-based Cable or DSL Modem

B Computer with Windows-, Macintosh-, or Linux-based
operating system with an installed Ethernet adapter

B Internet Explorer version 6.x or Netscape Navigator
version 6.x and above, with JavaScript enabled



Introduction

The D-Link DI-808HYV is a 8-port Broadband Router with Virtual Private Network
(VPN) functionality. It provides a complete solution for Internet and office resource
sharing, and secure access to remote corporate networks. Itis an ideal way to
extend the number and reach of computers connected to your network.

After completing the steps outlined in the Quick Installation Guide (included in
your package) you will have the ability to share information and resources.

The DI-808HV is compatible with most popular operating systems, including
Macintosh, Linux, and Windows and can be integrated into a large network.



Connections

WAN port is the
All Ethernet ports auto-sense connection for the
cable types to accommodate Ethernet cable to the
straight-through or crossover Cable or DSL modem
cable.

COM port provides LAN ports provide P o th

serial connection for connections to Ethernet- ressing the

dial-up analog modem. enabled devices. Reset Button
restores the

Features & Benefits

router to its
original factory
default settings.

Broadband modem and IP sharing
Connects multiple computers to a broadband (cable or DSL) modem to surf

the Internet

Auto-sensing Ethernet Switch
Equipped with a 8-port auto-sensing Ethernet switch

Hardware VPN Termination Device
Supports up to 40 VPN Tunnels

VPN Pass-Through supported
Supports pass-through VPN sessions and allows you to setup VPN server
and VPN clients

Firewall
Unwanted packets from outside intruders can be blocked to protect your
network

DHCP server supported
All of the networked computers can retrieve TCP/IP settings automatically
from the DI-808HV

Web-based configuration
Configurable through any networked computer’'s web browser using
Netscape or Internet Explorer



Features & Benefits continued

B Access Control supported
Allows you to assign different access rights for different users.

B Packet Filter supported
Packet Filter allows you to control access to a network by analyzing the
incoming and outgoing packets and letting them pass or halting them
based on the IP address of the source and destination.

B Virtual Server supported
Enables you to expose WWW, FTP, and other services on your LAN to be
accessible to Internet users.

B User-Definable Application-Sensing Tunnel
You can define the attributes, for instance opening special ports to allow
packets to come through, to support special applications requiring multiple
connections, such as Internet gaming, video conferencing, and Internet
telephony. The DI-808HV can sense the application type and open a multi-
port tunnel for it.

B DMZ Host supported
Allows a networked computer to be fully exposed to the Internet; this
function is used when the special “Application-Sensing Tunnel feature” is
insufficient to allow an application to function correctly.

Introduction to Broadband
Router Technology

A router is a device that forwards data packets from a source to a destination. Routers
forward data packets using IP addresses and not a MAC address. A router will forward
data from the Internet to a particular computer on your LAN.

The information that resides on the Internet gets moved around using routers. When
you click on a link on a web page, you send a request to a server to show you the next
page. The information that is sent and received from your computer is moved from your
computer to the server using routers. A router also determines the best route that your
information should follow to ensure that the information is delivered properly.

A router controls the amount of data that is sent through your network by eliminating
information that should not be there. This provides security for the computers con-
nected to your router, because computers from the outside cannot access or send
information directly to any computer on your network. The router determines which
computer the information should be forwarded to and sends it. If the information is not
intended for any computer on your network, the data is discarded. This keeps any
unwanted or harmful information from accessing or damaging your network.



Introduction to Firewalls

A firewall is a device that sits between your computer and the Internet that prevents
unauthorized access to or from your network. A firewall can be a computer using
firewall software or a special piece of hardware built specifically to act as a firewall. In
most circumstances, a firewall is used to prevent unauthorized Internet users from
accessing private networks or corporate LANs and Intranets.

A firewall watches all of the information moving to and from your network and analyzes
each piece of data. Each piece of data is checked against a set of criteria that the
administrator configures. If any data does not meet the criteria, that data is blocked
and discarded. If the data meets the criteria, the data is passed through. This method
is called packet filtering.

A firewall can also run specific security functions based on the type of application or
type of port that is being used. For example, a firewall can be configured to work with
an FTP or Telnet server. Or a firewall can be configured to work with specific UDP or
TCP ports to allow certain applications or games to work properly over the Internet.

Introduction to Local Area Networking

Local Area Network (LAN) is the term used when several computers are connected
together over a small area such as a building or a group of buildings. LANs can be
connected over large areas. A collection of LANs connected over a large area is called
a Wide Area Network (WAN).

A LAN consists of multiple computers connected to each other. There are many types
of media that can connect computers together. The most common media is CAT5
cable (UTP or STP twisted pair wire). Each computer must have a Network Interface
Card (NIC), which communicates the data between computers. A NIC is usually a
10Mbps network card, or 10/100Mbps network card, or a wireless network card.
Wireless Local Area Networks (WLANS) do not use wires; instead they communicate
over radio waves.

Most networks use hardware devices such as hubs or switches that each cable can be
connected to in order to continue the connection between computers. A hub simply
takes any data arriving through each port and forwards the data to all other ports. A
switch is more sophisticated, in that a switch can determine the destination port for a
specific piece of data. A switch minimizes network traffic overhead and speeds up the
communication over a network.

Networks take some time in order to plan and implement correctly. There are many
ways to configure your network. You may want to take some time to determine the
best network set-up for your needs.



Introduction to Virtual Private Networking

Virtual Private Networking (VPN) uses a publicly wired network (the Internet) to se-
curely connect two different networks through a secure “data tunnel.” For example, an
employee can access a corporate network from home using VPN, allowing the em-
ployee to access files, databases, and other networked resources. Here are several
different implementations of VPN that can be used.

Point-to-Point Tunneling Protocol (PPTP)

PPTP uses proprietary means of connecting two private networks over the Internet.
PPTP is a way of securing the information that is communicated between networks.

PPTP secures information by encrypting the data inside of a packet.

IP Security (IPSec)

IPSec provides a more secure network-to-network connection across the Internet or a
Wide Area Network (WAN). IPSec encrypts all communication between the client and
server whereas PPTP only encrypts the data packets.

Both of these VPN implementations are used because there is not a standard for VPN
server software. Because of this, each ISP or business can implement its own VPN
network making interoperability a challenge.



LEDS

LED stands for Light-Emitting Diode. The DI-808HV has the following LEDs
as described below:

LED LED Activity

Powicr A steady light indicates a connection to a
pOWer Source

Status Flash indicates device work properly

A solid light indicates connection on the
WAN WAN port. This LED blinks during data
transmission

A solid light indicates a connection to an

N external dial-up analog modem
LOCAL A sclid light indicates a connection to an
NETWORK Ethernet-enabled computer on ports 1-8.

(Ports 1-8) This LED blinks during data transmission




Getting Started

For additional information

about setting up a network,
see:

®
<

Networking Basics Backup Modem

Using the Configuration
Menu
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For a typical network setup in a home or small office (as shown above),

please do the following:

your home or office).

©Q0 ©0 0O

You will need broadband Internet access (a Cable or DSL subscription line into

Consult with your Cable or DSL provider for proper installation of the modem.

Connect the Cable or DSL modem to the DI-808HV wireless broadband router (see
the Quick Installation Guide included with the DI-808HV.)

If you are connecting a desktop computer to your network and you need an Ethernet
connection, you can install the D-Link DFE-530TX+ Ethernet adapter into an
available PCl slot. (See the Quick Installation Guide included with the DFE-530TX+.)

If you are connecting a laptop computer to your network, install the drivers for the
Ethernet Cardbus adapter (e.g., D-Link DFE-690TXD) into a laptop computer.(See
the Quick Installation Guide included with the DFE-690TXD.)

You may connect an analog modem (optional) to function as a backup to the DI-
808HV. To use a backup modem, you must have dial-up service.
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Using the Configuration Menu

Whenever you want to configure your network or the DI-808HV, you can access the
Configuration Menu by opening the Web browser (i.e., Internet Explorer or Netscape
Navigator) and typing in the IP Address of the DI-808HV. The DI-808HV default IP

Address is shown below:

Open the Web browser
Type in the IP Address of

Ldt  W=er ] aencbes

Ik

=1
| |

loos
L
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#

~orrens (] hittp://192.168.0.1

the DI-808HV (http://192.168.0.1)

Note: If you have changed the default IP Address assigned t
enter the correct IP Address.

The factory default User name is admin and the default
Password is blank (empty). Itis recommended that you
change the admin password for security purposes. Please
refer to Tools>Admin to change the admin password.

Home > Wizard

o the DI-808HV, make sure to
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La-iem o
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il

Take | resmaen
- I “ip

appear.

Home>Wizard screen will
Please refer to the

Quick Installation Guide for
more information regarding the
Setup Wizard.

a Clicking Apply will save changes made to the page

Apply

a Clicking Cancel will clear changes made to the page

Cancel

o Clicking Help will bring up helpful information regarding the page

Help

@ Clicking Restart will restart the router. (Necessal

Restart

ry for some changes.)
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Using the Configuration Menu
Setup Wizard

Once you have I_ogged in, the W ST -
Home screen will appear. Uroaxnand VEN Houer
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Click Run Wizard 1 )
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The welcome screen outlines the DI-HUEHVSETUD WY i Zard;
steps to complete the setup

wizard. Click Next to continue. P GOME T3 3 DR D002 Gesdp s o, The W2t W gl 38 v aiF ¢ gk
SAeAC 10 E 0 2 5 Sl 35 Je 0 3y ek o Nekt.

Glew ~ Sk e wE S are
Ghea 2. Co0cee LUl T3 2003
Hbaa A Hem ale vk ennnE thor

Sherd Rl

Click Next

GO

Ewift
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Using the Configuration Menu
Setup Wizard > Set Password

N Seiup Wisardl  #arosoll; Iniconel Feploror
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Click Next
Old Password- This information is masked.
New Password- Type in the new password for the admin account.
Reconfirm- Type in the new password again to confirm. Click Next to

continue with the Setup Wizard.
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Using the Configuration Menu

Setup Wizard > Time Zone

Select the appropriate time zone for your location-

Select the proper time zone.
Selections can be made by
clicking on the drop down list.

Click Next to continue.

EIBIE

=8 Satup Wizard - Microsoft | nternet Cxplorar
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Ge ctthz aparapr abe e 20hE T30 ICFIC Y And cllck Mest 1o cors Lz,

A UL s hs | Bz o Laracal o

| Click Next s @ d‘
Back Cancal Exit

Setup Wizard > Auto Detecting WAN

Please wait a moment while the =¥ Sctup Wizard  kicrosoft Intermet Ceplorer r__"ﬁllﬁl
DI-808HYV aUl0 deteCtS YOU I |

WAN. L=E0ER VS LURD AR I LOT L

Avto Detecting WAR

FMleasewall £ matr 2
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Using the Configuration Menu
Setup Wizard > Connection Type (WAN)

Select Your Internet Connection-

You will be prompted to select 2D Satup Wizard - Microscft Ini
the type of internet connection
for your router. Choose the D1 S8 U U S E LU N L ET

appropriate selection and click Select Internst Cannection Type (WARN)
Next to continue. Sl wnmlicabgn vecarn © pan 1820 Mol oo ne
b his opflion e obilain an 1P addiess
GO rmns e 2 Adrirass antom atlcally fiem your 150, {Car mast

Cable medsrm wsersh
Choose this opdon e setstanle [P
infermation provided to yeu by yeur 15F.

Chaoaz this apdan It yoeur 51 nzes
FFPoL. iFor most DEL nsais]
"_;: Cils -up et g Lo saarel Bhice bomhesrmae b iz P DR S TR

(- abadle I Addraes

{IPC T cuer Chhe mes

"_:,; (0| =T FHEIF and BigFand Cable,

@ W || v

Click Next Back tencel (Next] Exit

If you are unsure of which setting to select, please contact
your Internet Service Provider.

Select Others only if you use PPTP in Europe or Big Pond
Cable in Australia.
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Using the Configuration Menu
Setup Wizard > Set Dynamic IP Address

A Sctup Wizard  Microseft Intzrned Explorer

Click Next

DI:BOSHV SELUpIN Iz
Set Dynamic IP Addrezs

[fyour 2P requine wcL 1o enter 4 gpe:ific host famre ar epecific MAT
address, Flease 2aieritin. The Clome MAC Address [iutlon is Leed t2
copy the WM& addrezz of your Ethertet adapterta the 2I-202 4w Zlick
Next to Zanfinue.

Host slame | | Joptional

MACAfdress 30 ka0 o5 [or Lz oz |

| dcreMAC 2ddess |

O 9lw0

Back Cancel |[Mext| Exit

If your ISP uses Dynamic IP Address, this screen will appear: (Used mainly for
Cable Internet service.)

Host Name Host name is the section where you input the name of your
ISP. This section is optional and is not required to be filled in.

MAC Address Each network adapter has a discrete Media Access Control
(MAC) address. Note that some computer and peripherals may
already include built-in network adapter.

Clone MAC By clicking on Clone MAC Address, the DI-808HV will auto-

Address matically copy the MAC address of the network adapter in your

computer. You can also manually type in the MAC address.
Click Next to continue.
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Using the Configuration Menu
Setup Wizard > Set Static IP Address
A Setup Wizard Microsoft Infernet Explorer

DI-600H VoEIup v Zara
Set Static IP Addrzss

Enlerirt L2 sl IF irfarrnabor g cend oo bryoyoor [SPCoiclk Mexl

lu g inug,

WA P Addrazs ooon |
‘MaM Subnet Viask s5ossossn |
VAN Gatway 0000 |
PrimawOME oo |

SazondareDME 000D |

9 IV

Back Cancel lNEHt Exit

Click Next

If your ISP uses a Static IP Address, and this option is selected, then this screen will
appear.

WAN IP Address If your ISP requires a Static IP Address, and this option is se-
lected, then this screen will appear. Enter the IP address infor-
mation originally provided to you by your ISP. You will need to

complete all the required fields.

WAN Subnet Mask The subnet for the DI-808HV is preconfigured to 255.255.255.0.
Configurations can be made, but are not recommended. This

feature is for advanced users.

WAN Gateway This information is provided by your ISP.
Primary DNS The Primary DNS can be found by contacting the ISP.

Secondary DNS The Secondary DNS can be found by contacting the ISP.
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Using the Configuration Menu
Setup Wizard > PPPoE

BEES
D1-806H VLU irara
Set PPPoE
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ot e Tt 1 N A ——
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Back Cancel [Mext| Exit

Click Next

If your ISP uses PPPoE (Point-to-Point Protocol over Ethernet), and this option is se-
lected, then this screen will appear: (Used mainly for DSL Internet service.)

PPPoE Account Enter in the username provided to you by your ISP.

PPPOE Password  Enter in the password provided to you by your ISP.

PPPOE Service Enter in the name of your service provider. This is an optional
Name field and is not necessary to be filled in.
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Using the Configuration Menu
Setup Wizard > Dial-up Network

A Setup Wizard  Microseft Intzrnel Explorer

i DITEDSHV SEtip Vi Z5ra

Set Dial-up Network

Dial-up Telephone | |

Dizl-Lp Account | |

DiHI-Ur.'I Zazzwiord illll-lll-l |

F!Et'.l'r]l? 23z zwmeord Ellllll---- |

PiTar JNS 2000 |

Secancsr JMS i_:l_ﬁ._lf.l:l |

Click Next

Configure this section only if you have an analog dial-up account. Otherwise click Next
to skip.

Dial-up Enter the telephone number to connect to your ISP.
Telephone

Dial-up Account This information is provided by your ISP. The Dial-up Account is
also known as username.

Dial-up Password  Enter in the password to log into your Dial-up account.

Primary DNS The Primary DNS can be found by contacting the ISP.

Secondary DNS The Secondary DNS can be found by contacting the ISP.
19



Using the Configuration Menu
Setup Wizard > Others

A Sctup Wizard Microsoft Inicrnet Explorer

D-Link

s

DI=8U0H VISETUp Ve Zaril
SelectIntarnet Connection Type (WAN)
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U Hig=nne Cable Cre RSt SE atiy

9 J (|0

Click Next
Back Cancel |Next| Exit

Select the connection type to connect to your ISP. Choose the appropriate selection and
click Next to continue.

PPTP This is a WAN connection used in Europe.

BigPond Cable This is @ WAN connection used in Australia.

20



Using the Configuration Menu
Setup Wizard > Others > PPTP
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If your ISP uses PPTP (Point-to-Point Tunneling Protocol), and this option is selected,
then this screen will appear: (Used for Internet service in Europe.)

My IP Address Enter the IP address information originally provided to you by

your ISP. You will need to complete all the required fields.

The subnet for the DI-808HYV is preconfigured to 255.255.255.0.
Configurations can be made, but are not recommended. This

feature is for advanced users.

My Subnet Mask

Server IP Address Enter the server IP address information originally provided to

you by your ISP.

PPTP Account Enter in the username provided to you by your ISP.

PPTP Password Enter in the password provided to you by your ISP.
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Using the Configuration Menu
Setup Wizard > Others > BigPond Cable

“ Sctup Wizard  Microseft Interned Explorer

AT DIEGEHV SEtpINZETa

Set Dynamic IP Address for BigPond Cable

Account | |

Haccwad !llllllllll |

Hetvpe Pasewa'd |sassnnanns |

Lag hSepes- | icgtiona )

© 90

Back Cancel |Mext| Exit

Click Next

If your ISP uses BigPond Cable (Point-to-Point Protocol over Ethernet), and this option
is selected, then this screen will appear: (Used for Internet service in Australia.)

Account Enter in the username provided to you by your ISP.
Password Enter in the password provided to you by your ISP.
Login Server Enter in the name of your login server. This is an optional field

and is not necessary to be filled in.
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Using the Configuration Menu

Setup Wizard

D-Link DIEEUSHV SETUp VI Zard)]
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Click Restart

2} Setup Wizard - Microsaft Internel Explorer

Setup Complete

(IO

Back

Restart

Exit

Back (Restart] Exit

Click on the Back button to go back to previous page.

Click on the Restart button to finalize the settings made.

Click on the Exit button to end the Setup Wizard without saving
any changes.
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Using the Configuration Menu
Home > WAN
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Choose WAN Type

WAN stands for Wide Area Network. In this case, WAN represents the mode in which
you connect to the Internet. If you are uncertain, please ask your ISP which of the

following represents your connection mode to the Internet:

Dynamic Obtain an IP address from your ISP automatically (mainly for
IP Address Cable users)

Static IP Address  Your ISP assigns you a Static IP Address

PPPoE Some ISPs require the use of PPPOE to connect to their
services (mainly for DSL users)

Dial-up Network Dial-up users can select this option to connect to their ISP

through an analog dial-up modem if broadband connectivity
Others is unavailable.

PPTP For use in Europe only

BigPond Cable For use in Australia only
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Using the Configuration Menu
Home > WAN > Dynamic IP Address
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Most cable modem users will select this option to obtain an IP Address automatically
from their ISP (Internet Service Provider).

Host Name

MAC Address

Clone
MAC Address

Primary DNS
Address

Secondary DNS
Address

MTU

Auto-reconnect

Auto-backup

This is optional, but may be required by some ISPs. The host
name is the device name of the Router.

The default MAC Address is set to the WAN's physical interface
MAC address on the Router.

This feature will copy the MAC address of the Ethernet card, and
replace the WAN MAC address of the Router with this Ethernet
card MAC address. It is not recommended that you change the
default MAC address unless required by your ISP.

Input the primary DNS address provided by your ISP

(Optional) Input the Secondary DNS address provided by your ISP.

Maximum Transmission Unit; default is 1500; you may need to
change the MTU to conform to your ISP.

If enabled, the Broadband Router will automatically connect to
your ISP after your system is restarted or if the connection is
dropped.

Enabling this feature will connect your router to the Internet using
a dial-up service if your broadband connection becomes unavail-
able. A subscription to a dial-up service is required for the auto-
backup to work. 25



Using the Configuration Menu
Home > WAN > Static IP Address
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Apply Cancel Hela

If you use a Static IP Address, you will input information here that your ISP has provided

to you.
IP Address

Subnet Mask

ISP Gateway
Address

Primary DNS
Address

Secondary DNS
Address

MTU

Auto-backup

Input the IP Address provided by your ISP
Input the Subnet Mask provided by your ISP

Input the Gateway address provided by your ISP

Input the primary DNS address provided by your ISP

(Optional) Input the Secondary DNS address provided by your
ISP.

Maximum Transmission Unit; default is 1500; you may need to
change the MTU to conform to your ISP.

Enabling this feature will connect your router to the Internet us-
ing a dial-up service if your broadband connection becomes un-
available. A subscription to a dial-up service is required for the
auto-backup to work.
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Using the Configuration Menu
Home > WAN > PPPoE
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Most DSL users will select this option to obtain an IP address automatically from their
ISP through the use of PPPOE.

User Name

Password

Service Name

IP Address

Primary DNS
Address

Maximum
Idle Time

MTU

Your PPPOE username provided by your ISP
Your PPPoE password is provided by your ISP

(Optional) Check with your ISP for more information if they
require the use of service name.

(Optional) Enter in the IP Address if you are assigned a static
PPPOE address.

You will get the DNS IP automatically from your ISP but you
may enter a specific DNS address that you want to use instead.

(Optional) Input the secondary DNS address

Enter a maximum idle time during which Internet connection is
maintained during inactivity. To disable this feature, enable Auto-
reconnect.

Maximum Transmission Unit; default is 1492; you may need to
change the MTU to conform to your ISP.
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Using the Configuration Menu
Home > WAN > Dial-up Network
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Most dial-up users will select this option to connect to their ISP through an analog dial-
up modem. This feature can be used as a back-up when your broadband connectivity

is unavailable.
Dial-up Telephone
Dial-up Account
Dial-up Password

Primary DNS-
Secondary DNS

Assigned
IP Address

Extra Settings

Maximum Idle Time

Baud Rate

Telephone number to connect to your ISP
Username provided by your ISP

Password provided by your ISP

If the settings are configured as “0.0.0.0,” they will be auto-
matically assigned upon connection.

(Optional) Enter in the IP Address if you are assigned a static
PPPOE address.

This setting is used to optimize the communication quality
between the ISP and your analog dial-up modem. (Initializa-
tion string) - optional.

Enter a maximum idle time during which Internet connection
is maintained during inactivity. To disable this feature, en-
able Auto-reconnect.

The communication speed between the DI-808HV and your
modem. 28



Using the Configuration Menu
Home > WAN > PPTP

W Dl-808HY
Uroodoond ¥FH Rowter

el - et Tonke R e |
TTORTT
LOTITIE NN P e N RN R
PR TREEY SR Y Cazcia b ke = e Edn k- sk
Fre R e e
W fat L ] il HELH R TR S
g B P e S T 8 =R H
iy o ik g Ik L
e, PR T
[l TR N d arean
sl
(TR T T
Al ke Ve
T -
T ae T £
LR TR | niman -
irm s
ara v TRT
Aiies m Tower e
[FReree) T E e
@ 2o
hpply Canzal Hela

Point-to-Point Tunneling Protocol (PPTP) is a WAN connection used in Europe.

My IP Address Enter the IP Address

My Subnet Mask  Enter the Subnet Mask
Server IP Address Enter the Server IP Address
PPTP Account Enter the PPTP account name

PPTP Password  Enter the PPTP password

Connection ID (Optional) Enter the connection ID if required by your ISP

Maximum Enter a maximum idle time during which Internet connection is

Idle Time maintained during inactivity. To disable this feature, enable Auto-
reconnect.
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Using the Configuration Menu

Home > WAN > BigPond Cable

W DI-80BHV
Broodband ¥PH Rouwtcr

LU Advancad | Taole Satus Halp

el AT
Fheazs 4 0e0me 3 Drmprs ok ot 2 pedls o sF

fpm | Al LT P LR AN T BN TSR R LTI RS Y B
LURTRC I I B CL [ B R ER LN ] TN TR T e
- e hizd:z40 "o e qu-wl
I

TR @3ovakzl ol
Wizard ’

(LN ELR Y B N [T T T |

FHE

B DR L TP T 12 F=l"HIH =alt " Lk
i LR Y L B
b { e LY

e n BTN R TR TE0S

100 E
4

e YT |

TALET

R T T ]
=Ll L _ (A {p= i
B g | R ] wiEanikd CAllaced

Akladap ekl el

@ o O

Apply Cencwl Hela

Dynamic IP Address for BigPond is a WAN connection used in Australia.

User Name Enter in the username for the BigPond account
Password Enter the password for the BigPond account
Login Server IP (Optional) enter the Login Server name if required

Renew IP forever If enabled, the device will automatically connect to
your ISP after your unit is restarted or when the
connection is dropped.
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Using the Configuration Menu

Home > LAN
D"l.i"l}!_t DI-BOBHY LAN (Local Area
Broodband VEN Router Netw_ork). This is
(CU Pl Advanced  Tools  Status  Help considered your
s internal network.
v/_‘j Teal adsenefl-s TN These are the IP
1 A4 0 | settings of the LAN
= e EERE interface for the DI-
G _ 808HV. These
= @ cf-’l O settings may be
PR R R referred to as Private
LAKH Q
settings. You may
= change the LAN IP
address if needed.
The LAN IP address

is private to your
internal network and
cannot be seen on
the Internet.

LAN IP Address The IP address of the LAN interface.
The default IP address is: 192.168.0.1

Subnet Mask The subnet mask of the LAN interface.
The default subnet mask is 255.255.255.0.

Domain Name (Optional) The name of your local domain
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Using the Configuration Menu

Home >DHCP
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DHCP stands for Dynamic Host Control Protocol. The DI-808HV has a built-in DHCP
server. The DHCP Server will automatically assign an IP address to the computers on
the LAN/private network. Be sure to set your computers to be DHCP clients by setting
their TCP/IP settings to “Obtain an IP Address Automatically.” When you turn your
computers on, they will automatically load the proper TCP/IP settings provided by the
DI-808HV. The DHCP Server will automatically allocate an unused IP address from the
IP address pool to the requesting computer. You must specify the starting and ending

address of the IP address pool.

DHCP Server

Starting IP
Address

Ending IP
Address

Lease Time

DHCP Clients List

Enable or disable the DHCP service.

The starting IP address for the DHCP server’s IP assignment.

The ending IP address for the DHCP server’s IP assignment.
The length of time for the DHCP lease.
Lists the DHCP clients connected to the DI-808HV. Click

Refresh to update the list. The table will show the Host Name,
IP Address, and MAC Address of the DHCP client computer.
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Using the Configuration Menu

Home >VPN Settings

VPN Settings are settings
that are used to create
virtual private tunnels to
remote VPN gateways. The
tunnel technology supports
data confidentiality, data
origin, authentication, and
data integrity of network
information by utilizing
encapsulation protocols,
encryption algorithms, and
hashing algorithms.

VPN

NetBIOS broadcast

Max. number of
tunnels

Tunnel Name

Method

More
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Check here to enable VPN tunnels. When you are not
using the VPN feature, it is best to keep VPN disabled.

Enable this to allow NetBIOS braodcast over the VPN
tunnels.

Select the maximum number of allowable tunnels.

Create a name for the tunnel.

IPSec VPN supports two kinds of key-obtained methods:
manual key and automatic key exchange. Manual key
approach indicates that the two endpoint VPN gateways
require setting up authentication and encryption key by
the Administrator manually. However, IKE approach will
perform automatic Internet key exchange. Admins of both
endpoint gateways will only need to set the same
pre-shared key.

For more in depth configuration to adjust
manual key or IKE method settings, click
More.
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Using the Configuration Menu
Home >VPN Settings > Tunnel > Method>IKE
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Preshared Key
IKE Proposal index
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Current tunnel name.

Enabling this mode will accelerate establishing tunnel, but
the device will have less security.

The subnet of the VPN gateway'’s local network. It can be a
host, a partial subnet or a whole subnet.

Local netmask combined with local subnet to form a subnet
domain.

The subnet of the remote VPN gateway’s local network. It
can be a host, a partial subnet, or a whole subnet.

The subnet of the remote VPN gateway’s local network.
It can be a host, a partial subnet, or a whole subnet.

The WAN IP address of remote VPN gateway.

The first key that supports IKE mechanism of both VPN
gateways for negotiating further security keys. The pre-
shared key must be the same for both endpoint gateways.

Click the button to setup a set of frequent-used IKE proposals
and select from the set of IKE proposals for the tunnel.

Click the button to setup a set of frequent-used IPSec proposals
and select from the set of IKE proposals for the tunnel.
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Using the Configuration Menu
Home >VPN Settings > Tunnel > Method > IKE > Select IKE Proposal

W DI-B0AHYV
Brocdband ¥PH Router

Horsa hdvanced Tools Blalus Help
oot PRz, Tini - 5aIKE Fiapasl
R
’ S EE Lan Sl
[T =TS
— i ;
=
AR CRS] Tor R CoR PR T NP SR o T T PO A Tl F LI
ol el @y o S B
“ mq.l - |r:| o |r1.-' ¥ 1 .
B fewprm s [ A =
— ey G s M e -
] o PO R PP e
Jrwer # ez ow| Jarm e 0 LA m
- T [mmaE [ [ o+ =
[rapi®  [r=+ [F=T )
1 [rarE s jrops r
Pregsaead 1 <o 1 1w oo o [omv [neapaen Wb
@ @ 9 0

snck  Apphy dancel Help

IKE Proposal index A list of selected proposal indexes from the IKE proposal pool

listed below.
Proposal Name This is the name used to classify the IKE proposal.
DH Group There are three groups that can be selected: group 1
(MODP768), group 2 (MODP1024), and group 5
(MODP1536).

Encrypt algorithm  There are two algorithms that can be selected: 3DES and
DES.

Auth algorithm There are two algorithms that can be selected: SHAL and
MD5.
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Using the Configuration Menu
Home >VPN Settings > Tunnel > Method > IKE > Select IKE Proposal

Continued...
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Enter in the life time value.

There are two units that can be selected: second and KB.

The identifier of IKE proposal can be chosen for adding
corresponding proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID
to IKE Proposal index list.
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Using the Configuration Menu
Home >VPN Settings > Tunnel > Method > IKE > Select IPSEC Proposal
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A list of selected proposal indexes from the IPSec proposal
pool listed below.

This is the name used to classify the IPSec Proposal

There are three groups that can be selected: group 1
(MODP768), group 2 (MODP1024), and group 5

(MODP1536).

There are two protocols that can be selected: ESP and AH.

There are two algorithms that can be selected: 3DES and
DES.

There are two algorithms that can be selected: SHA1 and
MD5.
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Home >VPN Settings > Tunnel > Method > IKE > Select IPSEC Proposal
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Life Time Enter in a life time value.
Life Time Unit There are two units that can be selected: second and KB.
Proposal ID The identifier of IPSec proposal can be chosen for adding the

proposal to the dedicated tunnel.

Add to Click it to add the chosen proposal indicated by proposal ID
to IPSec Proposal index list.
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Using the Configuration Menu
Home >VPN Settings > Tunnel > Manual
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Current tunnel name.

Enabling this mode will accelerate establishing tunnel, but
the device will have less security.

The subnet of the VPN gateway’s local network. It can be a
host, a partial subnet, or a whole subnet.

Local netmask combined with local subnet to form a subnet
domain.

The subnet of the remote VPN gateway’s local network. It
can be a host, a partial subnet, or a whole subnet.

The subnet of the remote VPN gateway’s local network.
It can be a host, a partial subnet, or a whole subnet.

The WAN IP address of remote VPN gateway.
The set of rules applied when connecting to the VPN gateway.

The value of the local SPI should be set in hex format.

The value of the remote SPI should be set in hex format.
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Home >VPN Settings > Tunnel > Manual Continued...
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There are two protocols that can be selected: ESP and AH.

There are two algorithms that can be selected: 3DES and DES.

For DES, the encryption key is 8 bytes (16 Char.). For 3DES,
the encryption key is 24 bytes (48 Char.).

There are two algorithms that can be selected: SHA1 and MD5.

For MD5, the authentication algorithm is16 bytes (32 Char.).
For SHAL, the authentication algorithm is 20 bytes.(40 Char.).

Enter in the life time value.

There are two units that can be selected: Second and KB.
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Using the Configuration Menu
Home >VPN Settings > Dynamic VPN Tunnel
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VPN Settings - IKE

Tunnel Name

Dynamic VPN

Aggressive Mode

Local Subnet

Local Netmask

There are three parts that are necessary to setup the
configuration of IKE for the dedicated tunnel: basic setup, IKE
proposal setup, and IPSec proposal setup. Basic setup
includes the setting of following items: local subnet, local
netmask, remote subnet, remote netmask, remote gateway,
and pre-shared key. The tunnel name is derived from the
previous page of VPN setting. IKE proposal setup includes
the setting of a set of frequent-used IKE proposals and selecting
from the set of IKE proposals.

Current tunnel name.

This feature works with a VPN software client so the DI-808HV
does not need to know the IP address of the remote clients.

Enabling this mode will accelerate establishing the tunnel,
but the device will have less security.

The subnet of the VPN gateway’s local network. It can be a
host, a partial subnet, or a whole subnet.

The netmask of the VPN gateway’s local network.
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Using the Configuration Menu
Home >VPN Settings > Dynamic VPN Tunnel Continued...
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Preshared Key

IKE Proposal index

IPSec Proposal
index

The first key that supports IKE mechanism of both VPN
gateways for negotiating further security keys. The pre-
shared key must be the same for both endpoint gateways.

Click the button to setup a set of frequent-used IKE
proposals and select from the set of IKE proposals for the

dedicated tunnel.
Click the button to setup a set of frequent-used IPSec

proposals and select from the set of IKE proposals for the
dedicated tunnel.
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Home >VPN Settings > Dynamic VPN Tunnel > Set IKE Proposal
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IKE Proposal index A list of selected proposal indexes from the IKE proposal pool

Proposal Name

DH Group

Encrypt algorithm

Auth algorithm

listed below.

It indicates which IKE proposal to be focused.

There are three groups that can be selected: group 1
(MODP768), group 2 (MODP1024), and group 5

(MODP1536).

There are two algorithms that can be selected: 3DES and
DES.

There are two algorithms that can be selected: SHA1 and
MD5.
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Home >VPN Settings > Dynamic VPN Tunnel > Set IKE Proposal
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Life Time

Life Time Unit

Proposal ID

Add to

Enter in the life time value.

There are two units that can be selected: second and KB.

The identifier of IKE proposal can be chosen for adding
corresponding proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal 1D
to IKE Proposal index list.
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Home >VPN Settings > Dynamic VPN Tunnel > Set IPSEC Proposal

W DI-808HV
Broadoand ¥PH Rowlcr

IPSec Proposal
index

Proposal Name

DH Group

Encap protocol

Encrypt algorithm

Auth algorithm

UL S B Advanced | Tools Staius Help
W st 1 wed [H Y pesal
LIb]} Sdlam
braa R Ry B T
C e
E e - W FiR at * [
o 1 : et e
o] - ta i
en v -
§ e re.
o =] = T v
L a—
FI"H o Ll
|reem e e
L A
e —— 3
[Rem w] = Tw
| | 2 HEA
Propmesd B = b4 a o b Lo [Miapaca e
=
@0 o o
Zack  hpply Lancal deip

A list of selected proposal indexes from the IPSec proposal
pool listed below.

This is the name used to classify the IPSec proposal.

There are three groups that can be selected: group 1
(MODP768), group 2 (MODP1024), and group 5

(MODP1536).

There are two protocols that can be selected: ESP and AH.

There are two algorithms that can be selected: 3DES and
DES.

There are two algorithms that can be selected: SHA1 and
MD5.
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Home >VPN Settings > Dynamic VPN Tunnel > Set IPSEC Proposal
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Life Time Enter in a life time value.
Life Time Unit There are two units that can be selected: second and KB.
Proposal ID The identifier of IPSec proposal can be chosen for adding the
proposal to the dedicated tunnel.
Add to Click it to add the chosen proposal indicated by proposal ID

to IPSec Proposal index list.
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Home >VPN Settings > L2TP Server Setting
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Enable L2TP Server Click to enable the L2TP Server function.

Virtual IP of L2TP Enter your Virtual IP address to access the L2PT server.

Server

Authentication
Protocol

Tunnel Name
User Name

Password

Select one of the following authentication protocols: PAP,
CHAP, or MSCHAP.

Current tunnel name.
Enter in the username for the L2TP account.

Enter in the password for the L2TP account.
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Home >VPN Settings >PPTP Server Setting
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Click to enable the PPTP Server function.

Virtual IP of PPTP Enter your Virtual IP address to access thePPPT server.

Server

Authentication
Protocol

Tunnel Name
User Name

Password

Select one of the following authentication protocols: PAP,
CHAP, or MSCHAP.

Current tunnel name.
Enter in the username for the PPTP account.

Enter in the password for the PPTP account.
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Using the Configuration Menu
Advanced > Virtual Server
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The DI-808HV can be configured as a virtual server so that remote users accessing Web

or FTP services via the public IP address can be automatically redirected to local servers
in the LAN (Local Area Network).

The DI-808HYV firewall feature filters out unrecognized packets to protect your LAN network
so all computers networked with the DI-808HV are invisible to the outside world. If you
wish, you can make some of the LAN computers accessible from the Internet by enabling
Virtual Server. Depending on the requested service, the DI-808HV redirects the external
service request to the appropriate server within the LAN network.

Name The name referencing the virtual service.

Private IP The server computer in the LAN network that will be providing
the virtual services.

Protocol Type The protocol used for the virtual service.

Private Port The port number of the service used by the Private IP computer.

Public Port The port number on the WAN side that will be used to access

the virtual service.

Schedule Select Always, or choose From and enter the time period dur-
ing which the virtual service will be available
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Some applications require multiple connections, such as Internet gaming,
videoconferencing, Internet telephony and others. These applications have difficulty working
through NAT (Network Address Translation). Special Applications makes some of these
applications work with the DI-808HV. If you need to run applications that require multiple
connections, specify the port normally associated with an application in the Trigger
Port field, then enter the public ports associated with the trigger port into the Public
Ports field.

At the bottom of the screen, there are defined special applications. To use them,
select one from the drop down list and select an ID number you want to use. Then
click the “Copy to” button and the router will fill in the appropriate information to the
list. You will then need to enable the service. If the mechanism of Special Applications
fails to make an application work, try using DMZ host instead.

Note! Only one PC can use each Special Application tunnel.

Enabled Select to activate the policy

Trigger Port This is the port used to trigger the application. It can be either
a single port or a range of ports.

Public Ports This is the port number on the WAN side that will be used to

access the application. You may define a single port or a range
of ports. You can use a comma to add multiple ports or port
ranges.
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Use IP Filters to deny LAN IP addresses access to the internet

Enabled or Disabled
Click Enabled to apply the filter policy or click Disabled to enter an inactive filter policy
(You can reactivate the policy later.)

IP Address
Enter in the IP address range of the computers that you want the policy to apply to. If it

is only a single computer that you want the policy applied to, then enter the IP address of
that computer in the Start Source IP and leave the End Source IP blank.

Port Range

Enter in the port range of the TCP/UDP ports that you want the policy to apply to. Ifitis
only a single port that you want the policy applied to, then enter the port number in the
Start Port field and leave the End Port field blank. If you want to use all the ports, you
can leave the port range empty.

Protocol
Select the protocol type to allow or deny certain types of IP addresses.

Schedule

Select Always, or choose From and enter the time period during which the IP filter policy
will be in effect.
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MAC (Media Access Control) Filters are used to allow or deny LAN (Local Area Network)
computers from accessing the Internet and network by their MAC address.

At the bottom of the screen, there is a list of MAC addresses from the DHCP client
computers connected to the DI-808HV. To use them, select one from the drop down list.
Then click the “Apply” button and the DI-808HV will fill in the appropriate information to

the list.
Disabled MAC Filter Select this option if you do not want to use MAC filters.

Only allow computers with MAC address listed below to access the network
Select this option to only allow computers that are in the list
to access the network and Internet. All other computers will
be denied access to the network and Internet.

Only deny computers with MAC address listed below to access the network
Select this option to only deny computers that are in the list
to access the network and Internet. All other computers will
be allowed access to the network and Internet.

MAC Address Enter the MAC Address of the client that will be filtered
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Use URL Blocking to deny LAN computers from accessing specific web sites by its
URL. A URL is a specially formatted text string that defines a location on the Internet.
If any part of the URL contains the blocked word, the site will not be accessible and
the web page will not display.

Disabled URL Blocking
Select this option if you do not want to use URL Blocking.
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Use Domain Blocking to allow or deny computers access to specific Internet domains
whether it is through www, ftp, snmp, etc.

Disabled Domain Blocking
Select this option if you do not want to use Domain Blocking.

Allow users to access all domains except “Blocked Domains”
Select this option to allow users to access the specified Internet domains listed below.
Users will be denied access to all other Internet domains.

Deny users to access all domains except “Permitted Domains”

Select this option to deny users to access the specified Internet domains listed below.
Users will be allowed access to all other Internet domains.
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Firewall Rules is an advance feature used to allow or deny traffic from passing through
the device. It works in the same way as IP Filters with additional settings. You can
create more detailed rules for the device.

Enabled or Disabled
Click Enabled to apply the filter policy or click Disabled to enter an inactive filter policy
(You can reactivate the policy later).

Name
Enter the name of the Firewall Rule.

Action
Select Allow or Deny to allow or deny traffic to pass through the DI-808HV.

Source
Choose between a LAN or WAN source. An asterisk signifies the selection of both

sources.

IP Start
The starting IP address for the filter policy. Leaving the field blank selects all IPs.

IP End
The ending IP address for the filter policy. Leaving the field blank sleects all IPs.

Destination
Choose between a LAN or WAN destination. An asterisk signifies the selection of both
destinations.
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IP Address
Enter in the IP address range of the computers that you want the policy to apply to. Ifit

is only a single computer that you want the policy applied to, then enter the IP address of
that computer in the Start Source IP and leave the End Source IP blank.

Protocol )
Select one of the following protocols: TCP, UDP, or ICMP.

Port Range
Enter in the port range of the TCP/UDP ports that you want the policy to apply to. Ifitis

only a single port that you want the policy applied to, then enter the port number in the
Start Port field and leave the End Port field blank. If you want to use all the ports, you
can leave the port range empty.

Schedule

Select Always, or choose From and enter the time period during which the virtual ser-
vice will be available.
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SNMP (Simple Network Management Protocol) is a widely used network monitoring and
control protocol that reports activity on each network device to the administrator of the
network. SNMP can be used to monitor traffic and statistics of the DI-808HV. The DI-
808HYV supports SNMP v1 or v2c

Enable SNMP

Local

Remote

Get Community

Set Community

SNMP v1

SNMP v2

(Simple Network Management Protocol)

LAN (Local Area Network)

WAN (Wide Area Network)

Enter the password public in this field to allow “Read only” ac-
cess to network administration using SNMP. You can view the
network, but no configuration is possible wth this setting.

Enter the password private in this field to gain “Read and Write”
access to the network using SNMP software. The administra-
tor can configure the network with this setting.

Simple Network Management Protocol (SNMP) is an applica-
tion layer protocl that facilitates the exchange of management
information between nework devices.

Enhanced version of SNMP v1 with additional protocol opera-

tions such as UDP, IP, CLNS, DDP, and IPX.
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Advanced > DDNS
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DDNS (Dynamic Domain Name System) keeps dynamic IP addresses (e.g., IP
addresses assigned by a DHCP capable router or server) linked to a domain name.
Users who have a Dynamic DNS account may use this feature on the DI-808HV.

DDNS

Provider
Host Name
Username/Email

Password/Key

When an IP address is automatically assigned by a DHCP
server, DDNS automatically updates the DNS server. Select
Disabled or Enabled

Select from the pull-down menu

Enter the Host name

Enter the username or email address

Enter the password or key

58



Using the Configuration Menu
Advanced > Routing

D-Link

VT PG O | R DI-BOEHVY
Brogdbond YPH Rauter

[ Home EFUCTEOITR Tools
Fntivig Tabln
e B B Talve s Iegpurp =wec = ln i iz b=k
Iewncl Sed g G5 Clashlz S0 SIFe ©3 TFe
r T — ¥ Useimakn BubiEL Husk LidIkFy (L] Luuhle
| | | | ]
o 0 N N
[ | | | ]
= v I | | [ B g
! £ e [ | | L
frer—n
N Y S (s -
— — = = n
[ 5 . | | m
e =
IS 4
2 90
Routing Apply Cancel Help
oMz

Dynamic Routing Dynamic Routing Settings allow the VPN Router to route IP
packets to another network automatically. The RIP protocol
is applied, and broadcasts the routing information to other
routers on the network regularly.

By default, it is set to disable. Check to enable (RIPv1/RIPv2)

protocol.
RIP v1 Protocol in which the IP address is routed through the internet.
RIP v2 Enhanced version of RIP vlwith added features such as Au-

thentication, Routing Domain, Next Hop Fowarding, and Subnet-
mask Exchange.

59



Using the Configuration Menu
Advanced >DMZ

DI-B08HV
Broadband ¥PH Router

CETLEE Advanced B Status Help
bil
Bt |5 e L R TSR P P . P S L P T TIPS

CIEnTbes T Ilzaclzd

Ede s, FERPE |

@ 9 0

Apply Cancal Halp

If you have a computer that cannot run Internet applications properly from behind the
DI-808HV, then you can allow that computer to have unrestricted Internet access. Enter
the IP address of that computer as a DMZ (Demilitarized Zone) host with unrestricted
Internet access. Adding a client to the DMZ may expose that computer to a variety of
security risks; so only use this option as a last resort.
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You can change the admin and user passwords here. It is recommended that you
change the admin password from the default setting. The default passwords are blank

(no password).

Password

Remote
Management

IP Address

Port

To change the passwords, enter the new password twice to
confirm.

Remote Management allows the device to be configured
through the WAN (Wide Area Network) port from the Internet
using a web browser. A username and password is still
required to access the browser-based management inter-
face.

Internet IP Address of the computer that has access to the
DI-808HV. If the IP Address is set to 0.0.0.0, this allows all
Internet IP addresses to access the DI-808HV.

The port number used to access the DI-808HV.

E.g., http://x.x.x.x:8080, where x.x.x.x. is the WAN IP address
of the DI-808HV and 8080 is the port used for the Web Manage-
ment interface.
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Set the time here by entering it manually or use NTP (Network Time Protocol). NTP is
the standard protocol on the Internet that synchronizes the time settings accurately for
the DI-808HYV.

Select to enable NTP and synchronize the time settings on

Enable NTP .

your network using an NTP server
SD::\?;“ NTP If you are enabling NTP, please enter the link to the default server
Time Zone Select your time zone from the pull-down menu

Set Device Date If you are entering the time manually, select the correct Year,
and Time Month, Day, Hour, Minute, and Second

62



Using the Configuration Menu
Tools > System

DI-B0BHYV
Broadband YiPN Rowuter

Home — Advanced JERIUURN Stawus —— Help

BT R

S FrHrgs T - Hal o
- —adg fahimg

T R R B (TR U E L N T )

I U wrn

T L.al
Timm .
22719 3 7 TR AN SEH g
Syatam _ Medulnaa |
r——
Flrmnssaer s 0
Holp
e
M=o

The current system settings can be saved as a file onto the local hard drive. The
saved file or any other saved setting file created by the DI-808HV can be uploaded
into the unit. To reload a system settings file, click on Browse to search the local
hard drive for the file to be used. The device can also be reset back to factory default
settings by clicking on the Reset to Default button. Use the restore feature only if
necessary. This will erase previously saved settings for the unit. Make sure to save
your system settings to the hard drive before doing a factory reset.

Save Settings to Click Backup Setting to save the current settings to the local
Local Hard Drive Hard Drive

Load Settings from

Click Browse to find the settings file, then click Load
Local Hard Drive

Restore to Factory

: Click Reset to Default to restore the factory default settings
Default Settings
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You can upgrade the firmware by using this tool. First, check the D-Link support site for
firmware updates at http://support.dlink.com. Make sure that the firmware you want to
use is saved on the local hard drive of your computer. Click on Browse to search the
local hard drive for the firmware that you downloaded from the D-Link website to be used
for the update. Upgrading the firmware will not change any of your system settings but
it is recommended that you save your system settings before doing a firmware upgrade.

Browse After you have downloaded the new firmware, click Browse in
this window to locate the firmware update on your hard drive.

Click Apply to complete the firmware upgrade.

Note! Do not power off the unit when it is being upgraded. When the
upgrade is complete, the unit will restart automatically.
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In the open box, enter in a URL (i.e., www.dlink.com) or an IP
address and click on Ping to test your internet connection.

Click Reboot to restart the unit.

Click Enable to block the WAN ping. Computers on the Internet
will not get a reply back from the DI-808HV when it is being
“ping”ed. This may help to increase security.

When this feature is enabled, the router will record the packet
information passed through the router such as IP address, port
address, ACK, SEQ number, and so on. The router will also
check every incoming packet to detect if it is valid.

When DoS is enabled, the router will prevent Denial of Service
attacks on all computers connected to the DI-808HV.
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UPnNP is short for Universal Plug and Play which is a networking
architecture that provides compatibility among networking equip-
ment, software, and peripherals. The DI-808HV is a UPnP enabled
router and will only work with other UPnP devices/softwares. If you
do not want to use the UPnP Functionality, it can be disabled by
selecting “Disabled”.

The device supports VPN (Virtual Private Network) pass-through for
both PPTP (Point-to-Point Tunneling Protocol) and IPSec (IP Secu-
rity). Once VPN pass-through is enabled, there is no need to open
up virtual services. Multiple VPN connections can be made through
the device. This is useful when you have many VPN clients on the
LAN.

If an FTP server you want to access is not using the standard port

21, then enter in the port number that the FTP server is using in-
stead.
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Help
This screen displays information about the DI-808HV
DHCP Renew Click to refresh IP addresses sent from the DHCP server.
DHCP Release Click to release IP addreses sent from the DHCP server.
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This screen displays activities occurring on the DI-808HV.

First Page
Last Page
Previous
Next

Clear

Log Settings

Click First Page to go to the first page of the log.
Click Last Page to go to the last page of the log.
Click Previous to go to the previous page of the log.
Click Next to go to the next page of the log.

Click Clear to clear the current page of the log.

Click for advanced features (see next page).
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The DI-808HV can be set up to send the log files to a specific

email address.

Enter in the IP address of the mail server.

Enter in the email address of the recipient who will receive the

email log.

Click to send mail immediately.

Enter in the IP address of a syslog server within the network.
Click Enable to activate the policy. The DI-808HV will send all

of it's logs to the specified syslog server.

Select the types of activity to log. By default, all values are

selected.
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In Stats section, traffic statistics are displayed.

Refresh This will update the page.

Reset This will reset the packet counter to zero.

WAN- Displays Received / Transmitted packets from the WAN port.
LAN Displays Received / Transmitted packets from the LAN port.

70



Using the Configuration Menu
Help

DI-208BHV
Ercodhond YPH Router
Home  Advanced Toals Status Help
Home

LI T R ]

w wndArHnns
= L'k Erhogs
a CF2EC e
-

ury

Advanced

= tidual Hemer
Eocdalrppho s
Flkcra
Flre=sll ez
FidMF
LL M=
hLLg
LLL

LR I I R

Tools
LR ol o B B T | B
a L nre
& Lnzerdelmy
+ i e Jugrade
& L1 T e -

Shatus
& Levee ol o

+ L
+ Tiall: Tlal = =

FRGs

This screen displays the complete Help menu. For help at anytime, click the Help tab
in the Configuration menu.
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Networking Basics

Using the Network Setup Wizard in Windows XP

In this section you will learn how to establish a network at home or work,
using Microsoft Windows XP.

Note: Please refer to websites such as http://www.homenethelp.com
and http://www.microsoft.com/windows2000 for information about networking
computers using Windows 2000, ME or 98.

Go to Start>Control Panel>Network Connections
Select Set up a home or small office network

Network Setup Wizand

Welcome to the Network Setup
wWizard

Thiz wizard will help pou et up this computer to run on wour
network. With a nebwark you car:

Chare an Intermet connection

Set up Internet Connection Firewall
Share files and folders

Share a printer

LI LI ]

To continue, chok Mest.

Cancel

To Continue, Click Next.
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Please follow all the instructions in this window:
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Click Next

In the following window, select the best description of your computer. If your
computer connects to the Internet through a gateway/router, select the
second option as shown.
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o Gl

Click Next
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Enter a Computer description and a Computer name (optional.)

Click Next

el ik Sl up Wizard

Liwe thic compuber a deccaplon and name. i -.‘

( Zamahe ceevaipliong Whaay's Sonpraes ]
Erampl=# Fariv Sooam Zzmzube o <lohcas Z2mzue

[ Zomade 1A\ s ]
Eeanpl_y bald Jv o =0 CA

TAe = e mn e azme i Citea

—ear mZie abou: coTp el :mes shd ceceficliors

Enter a Workgroup name. All computers on your network should have the
same Workgroup name.

Click Next

Mulerrk Sulup ¥izdml

Mame paur netwark.

F=im= woun ebaak Ly sz mg gwajbag cope ane bz, 20 ooz e oo e b
ERTHY o FE T R R e e I sms

Wk guoa nae [ Ao

Locmmooyms: LI Al o (L 1L

[ ceeor [mer [ com ]
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Networking Basics

Please wait while the Network Setup Wizard applies the changes.
Hetwark Sedip Wizand

Aaady ta apply network esdlinpz....

I sar=od vall =peb boe dnllinns seclings |- on-ess mag sk b mnches oo nmnel=le
A e il ow e opoad

Lelhngs:

Met g, LS
| =repoles d=a-npknie Mays Compuler

Conpalm pame M

WZgroup nam ADCOINI

T+ Shaiaz Dozu-erks Zlze and = plictecs cormscied 1o th: comzuier Fave bash

shemr

noatplu s =eclings, —ick Rest

TR | Ca vzl
P i |

When the changes are complete, click Next.

Please wait while the Network Setup Wizard configures the computer.
This may take a few minutes.

HMeboork Setup Wizard

Ploasc wail_.

Fleaai wuai. vhilz e cad cordiguomes they compulen o bome _ra wl o cenedookn., Tliv
procass na lade S FEw micunes.

) el .
& ==
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Networking Basics

In the window below, select the option that fits your needs. In this example, Create a
Network Setup Disk has been selected. You will run this disk on each of the
computers on your network. Click Next.

hetarnirk Sotan fizand

Yuu'ne dlimsl dhame . lé-i‘_
3 ‘j

e koo s mmzad oosompuan: gl i nc nen e reens L van g ey

-i\.r’] g oy s Boelsok, 2zl b cand o vm pessch ol tha e palers onum
s
Ilee s 1pdowas ¥ LU o 2 Bosboork, Lebun L e,

Wha dn o werk b dn?

73 e loie Mk Selua LU ovs D dieaon o goz
b Y R s R R

Crduztfrizh chewizard | dzn' rees to ke wEand onoalhes Zonpuizis

e

Insert a disk into the Floppy Disk Drive, in this case drive A.

Mrtweark Setun Wizaed

e L Bhiog ik, pow wearl o ues,

lee=il a des b rbo L wloboea o ded Ciees annd Hoen CBCk B,
ShTlozpy A
I y=erak - lnmak ba- i <=k Foeaas Did:

| zims: Lk
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Copying...

Please wait while the wizard copies files, ..

[ ]| Cancel |

Please read the information under Here’s how in the screen below. After you complete
the Network Setup Wizard you will use the Network Setup Disk to run the Network

Setup Wizard on each of the computers on your network. To continue click Next.

Notwork Setup Wizand

To run the wizard wath the Hebtwork Selup Disk. . -"Qj

i Compete the wizaid and restart this compater. Then, use thz Network Setup Disk 1oour
\_\2 e Metwark, Selupr Wizarc ance cnoeach of the ather computers oF pour networs,

Helg's haw:
1. reel e Hebwok Selup Dizkonls Uie resl conpulz qoug vanl o nebaok,

2 Jper My Computer and then open bac Mebwods Selup Dzl
1 Dcublechick Mretietap

< Bacl:
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Networking Basics

Please read the information on this screen, then click Finish to complete the
Network Setup Wizard.

Hetwork Setup Wizand

Complcting the Notwork Sctup
% Wizard
u “ou have succeszfuly set up this compate: Far hame or small
office netwarking.

For bezlp waith boree o small aff ce nelwerking, see the
fllowing kodics in Help anc Suppart Zenter:

+ Slannn fles and falders

To zee other cormputers onvour rebwork, click Start, and ther
clck by Metwork, Places.

To chze tha wizard, click Finish.

[ < Eac< [ Finizh l

The new settings will take effect when you restart the computer. Click Yes to
restart the computer.

System Settings Change |E|
P ‘You must restart wour compuker before the new settings will take effect,
-

e

Do wou want ba restart wour computer now?

You have completed configuring this computer. Next, you will need to run the
Network Setup Disk on all the other computers on your network. After run-
ning the Network Setup Disk on all your computers, your new network will be
ready to use.
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Networking Basics
Naming your Computer

To name your computer, please follow these directions: In Windows XP:

B didkstart (in the lower left corner of the screen)

m Right-click on My Computer

B Select Properties and click

5 Inkcenct
oF - Leniel oplurer

““3 E rnall

A Sl o Expree.

——
Cemrmard 2rzmst
\! HI5H Exako

@ wnaens ezl laver

@ ‘mnZomns Mok Makce
@ Trane w'mrdrws =1

‘wiard

.d_) Py Do imenls
.:'} My Rerent Donmeents ¢
v

:_’_; My 1 H IS

__"31 My =luskc

‘g My "'h:qurl. Explzrc

Sz

G}' Crmtr-lezre | Panzoe

M Ml b D,
- =
e_;. STy Pasronaee= M=bwar ol e,

_\::! Pootes andl] G- on Niesdon

jb Fies aid Seli e Trander Lt o

B Select the Computer
Name Tab in the System
Properties window.

M You may enter a Com-
puter Description if you
wish; this field is optional.

B To rename the computer or
join a domain, Click
Change.

LS, e ]

System P onpertine

gatic Ipdaez | Remos
RE = Mdvanzad

55-sia.::rr- Rl
Ganeral

- _g ‘ihzows wzs tre faloa g nloiatizn b idencie voun compter

oy o~ ha necwack,

Lomizule dezcnzkon - B
o meAeel= "rche s ommnlett ot ey’
ol

Fulvorpus nzi e Gmoe

\workgraLE: ACCundng

To o the bowok Idoalilizatizn - zard w0 jois C Hihaxrh | 1
conan ad croabe aloed ugss azcoonk clec V2taon: =

IL.

Tu e ame thr conpater o o dawi o dick Cha y=
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Naming your Computer

B In this window, enter the
Computer name

Computer Mame Changes

At noa e e nare md o mercherebip =L B
v pole . Coagey nzy el g csyy o elacik s,

B Select Workgroup and enter
the name of the Workgroup

C:-rq:l.l_ler__nams_:
orica
B All computers on your network
must have the same Il corp-beinzms
Workgroup name. i
S
B Click OK Mzrrbaial

) L =

0 woikzmoop

syl

Lok J za

Checking the IP Address in Windows XP

The wireless adapter-equipped computers in your network must be in the same IP ad-
dress range (see Getting Started in this manual for a definition of IP address range). To
check on the IP address of the adapter, please do the following:

B Right-click on the Disable
Local Area
Connection icon

in the task bar

Fepair

Yiew Available ‘Wireless Nebwarks

Cpen Mebwork, Connections
B Click on Status
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Checking the IP Address in Windows XP

Wireles: Network Connection £ Mtatus E||E|

Gizheral |l Suopart '

This window will appear.

riernet Frctoco [TCRAP)

u Click the _
Support tab e Aasicrizd oy DHCP

[ IF Address: =2 1630 114 ]
S thnet Mazk: el e ek |
Nerait aalra= 144 TRE I

[ | Click Close

Assigning a Static IP Address in Windows XP/2000

Note: Residential gateways/broadband routers will automatically assign IP addresses
to the computers on the network, using DHCP (Dynamic Host Configuration Proto-
col) technology. If you are using a DHCP-capable gateway/router you will not need

to assign static IP addresses.

If you are not using a DHCP capable gateway/router, or you need to assign a static IP
address, please follow these instructions:

!{" Control 2arel

'_" Towr i s BP
B Goto Start @ :
< % ) Tiles and Sektings “rans"er
| Wirard
g)l llelp and Spoort

y PElI'lI ')
& Seatch

- AN

m| Lung 2l | | e S Cumpaten

13:1 Printers aid Faxes

B Double-click on
Control Panel
All Programs D
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Assigning a Static IP Address in Windows XP/2000

B Control Manc|

Fk  2d: U Staeebes Tozk Rdd:

':-__:rl' atH [ ] 1 __i-..l:':.*a ot |-|:-_' roicers | 227

mdzress B ew owd

A aadr Sdioe

. . E nlrul Fand r. It ::\-H’._:I'.M.* %
— [ [ PR, [T N Y
Double-click on B = xhte ot B 1
Network iR R T

Connections

ter filaa ot i T I

‘ w e L Ao te
[LINE SR S Wi e

Laatt e Az
?".\..l I P | B TRCT iy TR B
:‘h'\u (LN TR B PO

L

17k arl Inh-Sared Trtamst

B Right-click on Local Area
Connections

B Click on Properties
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Assigning a Static IP Address
in Windows XP/2000

B Click on Internet Protocol (TCP/IP)

B Click Properties

® In the window below, input your IP
address, subnet mask, default
gateway and DNS server address.
(The IP Addresses on your network
must be within the same range. For
example, if one computer has an IP
address of 192.168.0.2, the other
computers should have IP addresses
that are sequential, like 192.168.0.3
and 192.168.0.4. The subnet mask
must be the same for all the computers
on the network.)

IP Address:
e.g., 192.168.0.2

Subnet Mask:
255.255.255.0

Enter the LAN IP address of
the wireless router. (D-Link
wireless routers have a LAN IP
address of 192.168.0.1)

m Select Use the following DNS
server addresses.
Enter the LAN IP address of
the wireless router. (D-Link
wireless routers have a LAN IP
address of 192.168.0.1)

B Click OK

L Local Area Connection; 7 Properties

General | Advanced
Connect uzsing:
HS  D-Link DWL-AB50

Thiz connection uzes the following items:

. g[ﬁlient for Microzoft Metworks
@ File and Printer Sharing for Microzoft Nebwaorks

Dezeription

Transmizzion Control Protocol/Internet Pratocol. The default
wide area network, pratocal that provides communication
across diverse interconnected networks.

[ Show icon in notification area when connected

ok ] [ Cancel

Inde raet Brotocal [TERAE ) Properiies

Graned

o can gt P sebings ssmgned sdomaicely § vow netm ok ooppois
the capabiby. Otherrazs. pou need o sk your rekscrk, admicshator fo
e pro prladio IF satdirage

71 Dhbin an IF addwaz autonslicaly

G U= Gicvna IF adaee: )

|P adchmsn 192.€8. O 2
Subeet nh e |
[zt galeweap: 192.168. 0 . 1

rE\ Lz 1 boliowin g DNS sorear addm-m)
Eretened BHE seva:

192.168. 0 . 1

Alienats OMS zarmr
Afwsnced .

The DNS server information will be supplied by your ISP (Internet Service Provider).
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Assigning a Static IP Address with Macintosh OSX

B Go to the Apple Menu and se- m e T 8
lect System Preferences S

B Click on Network —

% B & @ 4
8o —

B Select Built-in Ethernetinthe = = & @ O
Show pull-down menu

Locewpn | Suireratic ¥
Ghioas | Bul-ie BE et +|
m Select Manually in the Con- m
figure pull-down menu e Wil
Lhing BostP

crsemsaanys L PR LANVEIN HpREAE]
F Adegman
Frevcied oy P Larvri
Subari Mz 195.195.2350

Mourar 152164011 e e O
eHCF Climre i
e

Frampir arois oo, e it s
E1haived Sdifiiss

& ek e ek preve el feribes dhonges.

X Helmea =
= AP 3@
demedl 0 Pmeip Leml Wlawl chiiom Dur
i aumznm b =}
ihaw: | ELIK11 Bthene = |

[ | Input the Static IP AddreSS, Frerm | eeear T oappemsie T Eraiee |
the Subnet Mask, and the
Router IP Address in the ap-

Cemfoire | Warnci rad

Cianmiann Hanre: Sezvrze sdpdansh

propriate fields Fodires R EO0E
Sulvch Kk 37035055 C
ol 95 ABE D Seersn EEvelns Lammara
mamie pple v e vk

Hlherarl Akt IS5 05 aecha

B Click Apply Now

N

WAk ke e e e b change kg Mo
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Selecting a Dynamic IP Address with Macintosh OSX

m
MA-mae A
B Go to the Apple Menu and select b = 2
System Preferences LS e
£ 2523 2

B Click on Network

# E &g
" =Y T
® > & & @ 4

aa
1l

. 528 3

B Select Built-in Ethernet in the
Show pull-down menu

B Select Using DHCP in the
Configure pull-down menu

12 Sid-pnes

Fatiw Bk, 252 22EIEED

Baamr ATk werth Lol LT

DRO" CiemL L.
FE T
Swrph ezl o ezl ne
41 EE ST 1
‘BB [T
TR @ d
Pad D Tedm Tems amews TeorpheL

B Click Apply Now e C =

Frome T oreece T acwe ar | rrases
al e hy 31 k=
B The IP Address, Subnet SRS _
mask, and the Router’s IP PTSTR— : 5
Address will appear in a few e A
Seconds RELITE SRR WHATS Iliw'r_
OHE? Chare E.

[ 38 SRS P 0 ik r
Bheeel e 102606 Miuks e b

P s e b bdipe T i g LTI T



Networking Basics
Adding and Sharing Printers in Windows XP

After you have run the Network Setup Wizard on all the computers in your network
(please see the Network Setup Wizard section at the beginning of Networking Basics),
you can use the Add Printer Wizard to add or share a printer on your network.

Whether you want to add a local printer (a printer connected directly to one computer),
share an LPR printer (a printer connected to a print server), or share a network
printer (a printer connected to your network through a gateway/router), use the Add
Printer Wizard. Please follow the directions below:

First, make sure that you have run the Network Setup Wizard on all of the computers
on your network.

On the following pages, we will show you these 3 ways to use the Add Printer Wizard:

1. Adding alocal printer
2. Sharing an network printer

3. Sharing an LPR printer

(Other Networking Tasks)

For help with other tasks, that we have not covered here, in home or small office net-
working, see Using the Shared Documents folder and Sharing files and folders in
the Help and Support Center in Microsoft Windows XP.
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Adding alocal printer (a printer connected directly to a computer)

A printer that is not shared on the network and is connected directly to one computer
is called a local printer. If you do not need to share your printer on a network, follow

these directions to add the printer to one computer.

B Goto
Start> " : ‘Windows Maovie Maker
Printers 3
and Faxes @ Tour Windows %P

] \Wizard

@ Motepad

All Programs D

1 & | Files and Settings Transfer

E’ Control Panel

9) Help and Support

@| Log ©FF |6| Turn OFf Computer

Printer Tasks

|=] Add aprinter

&2 5ek up Faxing

B Click on Add a printer

See Also

Skart te P. Prinker Wizard, which helps wou install a prinker,

|2] Troubleshoat printing
) Get help with printing

Other Places

@ Control Panel

3 Scanners and Cameras
[D My Documents

@ My Pictures

; My Campuker

Details

T —
g Start

.bmp - Paint




Networking Basics
Adding alocal printer

B Click Next

B Select Local printer
attached to this

computer

B (Deselect Automati-
cally detect and install
my Plug and Play
printer if it has been
selected.)

B Click Next

Bl Select Use the follow-
ing port:

B From the pull-down menu
select the correct port
for your printer

(Most computers use the LPTL: port,
as shown in the illustration.)

B Click Next

Edd Printer Wizard

Welcome to the Add Printer
Wizard

Thie wessdhelos pou imtel & prnter o1 msks prinkes
ot

= . ¥ pous have w Phug enclPlap printer that comacts
1.,) tracugh a LISE pa (o emy other hot pugpable:
peort. guch as [EEE 13596, wibwracl andsa anl. pou
da 1wl e kose s mzard. Click Cancel ko
chase thes veizesd, ancteen phagthe piers cable
it pour conpule a1 paind e prinker losard o
compute 'z inlursd ped, snd bun e pnleran
Wimdoesr pl suloreialy redsl ths minker bonvos

Tocoane, ciok Mt

=

Add Prins

Wizard

Lecal ;i Melwoik Printem
The wirsd ressrly b b which lyps of preies o gt

Gmlaci tha oplon et dexoibas [ ha prnder pou pand bo Lo
5 Lol printer st achoc ha b cons putes

[ arvafical bectorel st oy P el Pl pied
0 ngtrank prnte. o1 8 ke sl bachecl o srother compuis

2 Tosadop & nebecd ik that B ol attackd o & pink v
"-lr) sza tha "Laral pintsr” opkion

Canosl |

[ cEsck |t J
|

Snlect 3 Prinker Part
Connphles OoinrLnaca ke kit rintess thittgh potk

Bk I T 11 i o ey s S 0 i el Wbl 0 o e
o

{E3Lixwthe ooy pos

LFT1: [RaciraTdaded Prirta Pog

ot Mot conpad e wie BeLP T port b conaunicate sth & koal pinis.
The cormeiod (o i Dol shouid look, wonieloing ke thix

3 LY
P _.-r"‘| k5 et
L = =
2 Craata @ e Pt
< Back, Hew Carcel |
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Adding alocal printer

Select and highlight
the correct driver for
your printer.

Click Next

(If the correct driver is
not displayed, insert the
CD or floppy disk that
came with your printer
and click Have Disk.)

At this screen, you
can change the name
of the printer (optional).

Click Next

Select Yes, to print a
test page. A successful
printing will confirm that
you have chosen the
correct driver.

Click Next

lmst ol Paistes G altwnsn

Tha rraredactuen and reodl desesmana which pielel 0w 1D LS

) Selsct Ihe e ach s s rockel of pous pnisn B o pacds cane veih sningisiston
& - divke ook Hov e Dhiok, 1Fyeaia prinins i ook Babescl, cormtat i e 1 ok curmebstion for
crmpath e piniE i

-~

Pridmx
= I PO

5o HP Dbl at 00 (M arcchacmna]
S HP Dkl ot 420

Hddd Printer Wizasd

M ara ¥our Prises

pasi

Erinier nasies

TR

Tpew & nara for iz pm . Becesom zorem peogr
e combinations of poss hen H chasciers. € best o keepthe e sshon a8

‘rou mes ssTn & nems o thi e

wra d o ol soppol pnter and e

Pt Text Pagn

Orfed
Cihig

Ty confum i the paries i redslsd popery. v con ook & b page.

[ oo v iy ol o el e ™

4 Back Mt

Canzed
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Adding alocal printer

This screen gives you information about your printer.

Add Printer Wizard

Completing the Add Printer
Wizard

Y'ou have successfully complated the Add Printer “Wizard.
“rou specified the following printer settings:

Marne: HF Deskdet 500
Share name:  <MNot Shared:
Fart; LPT1:

tdodel: HF DeskJet 500
Drefault YVes

Test page:  Ves

To cloze thiz wizard, click Finish.

Click Finish

When the test page has printed,

HP DeskJet 500

A test page iz now being sent to the printer. Depending on the
zpeed of vour printer, it may take a minute or two before the page
iz printed,

The test page brigfly demaonstrates the printer's ability to print
araphics and text, and it provides technical information about the
printer driver.

If the test page printed, click OF.
If the test page did not print, click Troubleshoot,

’lrnuhleshnnt...

Click OK
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Adding alocal printer

B Goto Start> Printers
and Faxes

A successful installation will display
the printer icon as shown at right.

You have successfully added a local
printer.

Sharing a network printer

Printer Tasks

!El &dd a prinker
L3l See what's printing

Select printing
preferences

12y Pause printing

{2 Share this printer
Em Rename this printer
¥ Delete this printer
Q" Sek prinker properties

See Also

G0 ko manufacturer's
Weh site

Other Places

[ control Panel

% Scanners and Cameras
(L} My Docurments

uﬂ My Pickures

\} Iy Cormplter

/4 start

After you have run the Network Setup Wizard on all the computers on your network,
you can run the Add Printer Wizard on all the computers on your network. Please
follow these directions to use the Add Printer Wizard to share a printer on your

network:

B Goto Start>
Printers and Faxes

Qﬂh o) s s Mg

E—' Corernl Pansl
- % Frinbers and Fares
.@ Tour Windows WF =

Fies ard Settings Trarsfer E)I Help and Support

3 Wiz =
"-.-} Search
y, Nobepad
[; " R

Al Pringrams D

@l Log Cff |_EI'.I! Turr S Compiber
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Sharing a network printer

B Click on Printer Tasks

Add a printer [2] Add aprinter

&n Set up Faxino
. IStart the Add Printer ‘Wizard, which helps vou install a prinker. l

Add Printer Wizard

Welcome to the Add Printer
Wizard

Thiz wimard helps vou iretal 8 pinter or make prnksr
e

It pou e Plisg and Plap prirtes fhat corracts
-__r)l hiough & USE poi |oramy otber hol plugpabls
po, such == [EEE 1194, mirared, and 5o an]. wau
dora e 10 et sizand Chock Cancel o
chose the mizad, and fven plag the pinisl's ceble
o poul compuban of poird 1ha prnker lossid pou
compubsr's rlvsed pord. snd fur ibe poeksr on
efirwciosss vall suborehicalp redall fvm priveer fan pou

Toconinue, dick Hed.

B Click Next | pr | [ camat |

Add Printer Wizard

B Select Loal o Mabwoik Prinbar
NetWOfk Printer The mizard nesds (o krow which yps of pinisr o osel g,

Gadect e aotion that deserbes e printer pou veend b wse:
i Lacal prireer atiached ki campuiar

[ fomaticaly detirt anc retal my P and Flay prined
& vk, prinker_ o1 a prnken atteched In scther compuls

T sei up & neveore, pinier thal & nol stachsd o a pick aerver,
JIJ use b “Local prveer” opim

[ <pock || pewt: | [ Cored |

B Click Next
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Sharing a network printer

B Select Browse for
a printer

B Click Next

Select the printer you
would like to share

B Click Next

B Click Finish

Epecily & Pendm
¥ s ot B B s o ke 5 of e i, bou Can saanch ol apinti
10 westn i s

Whet pander da poussand [0 cormcl io?
17 Brigen o w prinkay
(23 Gorneat i this prinied |of Ko kensises o prinksr_ ostent this onton and okl Kedt
Fgwa:
Esampds: "amia’ prnda
1 Gl b0 prinked o s |ndsrst o 064 Bons gr ofioe sk
1AL
Enamplc b S v prmia ndepnd o padn

[cpsk [ rewz | [ Coed |

Erowxe fon Printar
When b kil of prinkes: appeals, ekt tha 004 pIusan K s

Pridas |\OCHHP Dishlat 50
Sharad pankas
e W ol Wb s,

CLIrK
gé 1=
=]

Fards wbanSnd
Corwsart
Slahni Fiaady Do cidrants it a

Nl Printes Wizesd

Compdeting the Add Printer
Wizard

Vioal hawe sscteslull conpiiad the A Finte 'wized
VoAl D] the Pl CeRter sl

Rlave HF Dizadelst Blon D2
Ciafard oz

Tocioss this vizsed, chok Finizh

I Festh |
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Sharing a network printer

B To check for proper
installation:

B Goto Start > Printers
and Faxes

The printer icon will appear at right,
indicating proper installation.

You have completed adding the
printer.

To share this printer
on your network:

B Remember the printer
name

B Runthe Add Printer
Wizard on all the
computers on your
network

B Make sure you have
already run the
Network Setup
Wizard on all the
network computers

After you run the Add Printer
Wizard on all the computers in the
network, you can share the printer.

@ windows Maovie Maker
@ Tour Windows P

-} Filzs and Settings Transfer
] Wizard

@ Motepad

all Programs D

15 Start

Printer Tasks

@ &dd a printer
151 5ee what's printing

Select prinking
preferences

l‘;_g' Pause printing

{2 Share this printer

Iim Rename this prinker

P Delete this prinker

Q" Set prinker properties

See Also

@ Go ko manufacturer's
Web site

Other Places

[ Control Panel

% Scanners and Cameras
E, My Documents

uﬂ My Pickures

-.} My Computer

is Start

Control Panel

& Printers and F.
=

@ Help and Support
p Search

=7 Run...

ompuker
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Sharing an LPR printer

To share an LPR printer (using a print server,) you will need a Print Server such as
the DP-101P+. Please make sure that you have run the Network Setup Wizard on
all the computers on your network. To share an LPR printer, please follow these

directions:

Add Printer Wizard

B Goto Start >

g Welcome to the Add Printer
Printers and Wizard
Faxes

. Thiz wizard helpz you install a printer or make printer
B Click on Add

connections.

a Printer

. If pou have a Plug and Play printer that connects

1 through a USE port [or any other hot pluggable
port, such az IEEE 13594, infrared, and =0 on), you
do not heed to use this wizard. Click Cancel to
cloze the wizard, and then plug the printer's cable
inbo wour computer of point the prinker toward pour
computer's infrared port, and tum the printer on.
Wwindaws will autornatically install the printer for you.

The screen to the
right will appear

To continue, click Mext.

M Click Next Carcel
Add Printer, Wizard
u Select Local or Metwork Printer ;
Local The wizard needs to know which type of printer to set up,
Printer...
Select the option that describes the printer you want to use:
[ (®iLocal printer attached ta this computer ]
[ Autornatically detect and install my Plug and Play printer
() A ngtwork. printer, or & printer attached to another computer
- To zet up a network. printer that iz not attached to a print zerver,
y uze the "Local printer'" option.
B Click Next
< Back I[ Mest > l ’ Cancel
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Networking Basics
Sharing an LPR printer

B This screen will show you
information about your

printer.

B Click Finish

B Select the printer you
are adding from the list
of Printers.

B Insert the printer driver disk

that came with your printer.

B Click Have Disk

If the printer driver is already installed, do
the following:

B Select Keep existing
driver

B Click Next

A Stasmdard TOMIP Prinler Past Wizes d |

Compieting the Add Standacd
TCRSIP Prmter Poct Wizard

“imi b pbsoled 4 o rh e bl chaankeitios
ErF Ho
Prodocod LFRLIn

Dmvc 51N
Pt Harer P15 70l 20

Ta coaplats the rewd, ik Frch

S = [

Ezatall Panter Softwas
The rusrmianhaed modd racedd delware which Dl solbase mide.

\_ Sl ihe vanilaorse e e of youl panied 1] pour prinks o mih an nilalation
gl b, cick e Dok [ pour prnker ok xied, conmud s prder docureentskan b
caratible prinksr soknas

Horsdacies = =
] = HP Dkt 400
o SFHP Deskdel 400 Momhmeed
E::..:. S HP Dkt 4300
ily - a
3 =onr —r=
oF Thibdked b el sl |.‘£“h_| Lodes 'I Firws Dk 3

[ cpsk [ Hess | [ Cowa |

Uam Exsating Driver
et s sheacly inelalied Tod i ik, Vo con e o replice the asiing
dmm

HP Dkl ml 500

10 3004 0 10 b o st ing e 0 4 e it omee
( | Emp mmbng A paccrararded] )
) Awplacs swaring dirvr

< Back Bacd & Cancal
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Networking Basics
Sharing an LPR printer

| You can rename your printer if
you choose. It is optional.

| Please remember the name of
your printer. You will need this
information when you use the
Add Printer Wizard on the
other computers on your
network.

B Click Next

[ | Select Yes, to print a test page.

[} Click Next

This screen will display information
about your printer.

M Click Finish to complete the
addition of the printer.
| Please run the Add Printer

Wizard on all the computers
on your network in order to

share the printer.

Bime Yot Frisdes
Tou st sragn eners o the parim

Tppom s b thic prindar. B 1oira pragrane oo niok Tuppar pantet and tarer
e T vl g than 1 oharaetess, § i best o ks the rares 2 shrl s
parzhla

Breidm narsa

i Lokl 5008

% k. Hust s || Larecsl I

Frind Teat Page
T o canfers that Ha panten £ notsllad prepary. voucan pant s e paga

D vt s pid § bl page?
=i

Cibg

Aidd Printer Wized

Completing the Add Printer
Wizard

tons hawm e cmisuly cosnpleiad fha fedd Prinder Waiirasd
“Vim pesoiied they kibrang Dénted seing:

Hura HP [ackdul 500
Chasnass <Hol Shawds

Pat P15 AL 0
Hadal HP Daskelui 500

Daledt frax

Tar pagec Yz

Tai oo i iz, oliok Firich

Note: You must run the Network Setup Wizard on all the computers on your network before

you run the Add Printer Wizard.
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Resetting the DI-808HYV to the
Factory Default Settings

After you have tried other methods for troubleshooting your network, you
may choose to Reset the DI-808HV to the factory default settings.

To hard-reset the D-Link DI-808HV to the Factory Default Settings, please do

the following:
|

Locate the Reset button on the back of the DI-808HV.

Use a paper clip to press the Reset button and
power on.

Hold for about 5 seconds (do not hold for too long)
and then release. (Or, release when M1 and M2
flash at the same time.)

After you have completed the above steps, the DI-808HV
will be reset to the factory default settings.
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Technical Specifications

Standards
B |EEE 802.3 10BASET-T Ethernet
B |EEE 802.3u 100BASE-TX Fast Ethernet

B |EEE 802.3x Flow Control
B ANSI/IEEE 802.3 NWay auto-negotiation

VPN Pass Through Function
m PPTP
H L2TP
B [PSec

Device Management

B Web-Based — Internet Explorer 6x or later; Netscape Navigator 6x or

later; or other Java- enabled browsers.
LEDs

WAN

LAN

M1

M2

COM
Operating Temperature

B 41°F to 131°F ( 5°C to 55°C)

Humidity

B 10-90%
Power

m 5vDC

Dimensions
B L= 9.25inches (233mm)

B W =6.5inches (165mm)
B H =1.375 inches (35mm)

Weight
B -2.00z. (9079)

Ports
B 4 x NWay 10Base-T/100Base-TX Fast Ethernet LAN (Media Auto Sensing)
B 1 x NWay 10Base-T/100Base-TX Fast Ethernet WAN (Media Auto Sensing)
B 1 COM Port (Dial-up Modem) 99



Frequently Asked Questions

Why can’t | access the Web-based configuration?

When entering the IP Address of the DI-808HV (192.168.0.1), you are not connecting
to the Internet or have to be connected to the Internet. The device has the utility built-
in to a ROM chip in the device itself. Your computer must be on the same IP subnet
to connect to the web-based utility.

To resolve difficulties accessing a Web utility, please follow the steps below.

Step 1 Verify physical connectivity by checking for solid link lights on the device. If
you do not get a solid link light, try using a different cable or connect to a different
port on the device if possible. If the computer is turned off, the link light may not be
on.

What type of cable should | be using?

The following connections require a Crossover Cable:
Computer to Computer

Computer to Uplink Port

Computer to Access Point

Computer to Print Server

Computer/XBOX/PS2 to DWL-810
Computer/XBOX/PS2 to DWL-900AP+

Uplink Port to Uplink Port (hub/switch)

Normal Port to Normal Port (hub/switch)

The following connections require a Straight-through Cable:
Computer to Residential Gateway/Router

Computer to Normal Port (hub/switch)

Access Point to Normal Port (hub/switch)

Print Server to Normal Port (hub/switch)

Uplink Port to Normal Port (hub/switch)

Rule of Thumb:
"If there is a link light, the cable is right.”
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

What type of cable should | be using? (continued)
What's the difference between a crossover cable and a straight-through
cable?

The wiring in crossover and straight-through cables are different. The two types
of cable have different purposes for different

LAN configu_rgtions. EIA/TIA 568A/568B i ———1 White.Green
define the wiring standards and allow for s ? Green
. . — 1 Whita (rang s
two different wiring color codes as [ T
illustrated in the following diagram. — 4 White-Rlur
I & Orange
. . e == i £ While-Bioam
*The wires with colored backgrounds may . I { Bivv
have white stripes and may be denoted A, LALLL LML
that way in diagrams found elsewhere. f.»*— - ; Whilss O angs
How to tell straight-through cable from _ B lnnﬁ?ir.‘:zm,,
: I G
a crossover cable: . N i e Blue
The main way to tell the difference I 6 Green

between the two cable types is to compare . o e Drove
the wiring order on the ends of the cable. If E

the wiring is the same on both sides, it is
straight-through cable. If one side has opposite wiring, it is a crossover cable.

5688 CABLE END

All you need to remember to properly configure the cables is the pinout order of
the two cable ends and the following rules:

A straight-through cable has identical ends

A crossover cable has different ends

It makes no functional difference which standard you follow for straight-through
cable ends, as long as both ends are the same. You can start a crossover cable
with either standard as long as the other end is the other standard. It makes no
functional difference which end is which. The order in which you pin the cable is
important. Using a pattern other than what is specified in the above diagram
could cause connection problems.

When to use a crossover cable and when to use a straight-through cable:

Computer to Computer — Crossover

Computer to an normal port on a Hub/Switch — Straight-through

Computer to an uplink port on a Hub/Switch - Crossover

Hub/Switch uplink port to another Hub/Switch uplink port — Crossover

Hub/Switch uplink port to another Hub/Switch normal port - Straight-through
101




Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 2 Disable any Internet security software running on the computer. Software
firewalls like Zone Alarm, Black Ice, Sygate, Norton Personal Firewall, etc. might
block access to the configuration pages. Check the help files included with your

firewall software for more information on disabling or configuring it.
I T

Step 3 Configure your Internet settings. e T
X

Go to Start>Settings>Control Panel. Double click
the Internet Options Icon. From the Security tab,
click the Default Level button to restore the
settings to their defaults.

Click to the Connection tab and set the dial-
up option to Never Dial a Connection. Click

the LAN Settings button

Nothing should be checked. Click OK

Go to the Advanced tab and click the
Restore Defaults button to restore
these settings to their facotry defaults

el |
| Ll

B
%

_LLEINAIL BB G LL
PEEE

Click OK. Go to the desktop and close any open

windows




Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 4 Check your IP address. Your computer must have an IP address in the same

range of the device you are attempting to configure. Most D-Link devices use the
192.168.0.X range.

How can | find my IP Address in Windows 95, 98, or

ME?

Step 1 Click on Start, then click on Run.

Step 2 The Run Dialogue Box will appear. Type winipcfg in the text field and

click OK.
Hum “ E
Iwaa e n ol dpngan, Juer cooanan., 371
L P R R RN T T
MNprer |.n'rh-lg ‘-J

| UF. * Laza | Eivesa I

Step 3 The IP Configuration window will appear, displaying your Ethernet
Adapter Information.

W Select your adapter from the drop down menu.

M If you do not see your adapter in the drop down menu, your adapter is

not properly installed.

P Comdigud nm
“Fland 7, adaldunain

[7== a0

SN NIORT ek hol L L Lcae
IFak | L.
tuat Has | JuL .

Lo kL oy
T I Fi-d - I Fdiaa|

A €l | R a2l I Fuclduns |

Step 4 After selecting your adapter, it will display your IP Address, subnet
mask, and default gateway.
Step 5 Click OK to close the IP Configuration window

103



Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 4 (continued) Check your IP address. Your computer must have an IP Address

in the same range of the device you are attempting to configure. Most D-Link devices
use the 192.168.0.X range.

How can | find my IP Address in Windows 2000/XP?

Step 1 Click on Start and select Run.

Step 2 Type cmd then click OK.
Run [_?__J ~

- Twpe the rame cf 3 aragrarr, “oder, docum=znt, o
2 Inbetrnek recorca, and Wincows wvill ozenik For o,

2peni cimnd |

| oK JI Cancal ]l Ercwse. .. |

Step 3 From the Command Prompt, enter ipconfig. It will return your IP
Address, subnet mask, and default gateway

End

2083 [F Conf igueal ivn
Ctlesrnet sdapter Local Ares Connection?
ecdlic DML Fullix

Step 4 Type exit to close the command prompt.
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 4 (continued) Check your IP address. Your computer must have an IP address

in the same range of the device you are attempting to configure. Most D-Link devices
use the 192.168.0.X range.

Make sure you take note of your computer’s Default Gateway IP Address. The Default
Gateway is the IP Address of the D-Link Router. By default, it should be 192.168.0.1.

How can | assign a Static IP Address in Windows XP?

Step 1

Click on Start > Control Panel > Network and Internet Connections >
Network connections.

Step 2 See Step 2 for Windows 2000 and continue from there.

How can | assign a Static IP Address in Windows 20007

Step 1 Right-click on My Network TR T ST
. o= B e o K S ]

Places and select Properties. . b .w".um..____d =

g, U o v A
Step 2 Right-click on the Local o R
Area Connection which represents s et et
your network card and select ey
Properties.

el L e e I

Tt v LA
|E| Ld AL A L1 wdL) razidizar

ok

Cymr adh o v U AR

Highlight Internet Protocol (TCP/ FroEhaiensr
IP) and click Properties. hlm .-
R | rue : =l = |

Iin-ad

BT T Iy BT EESS | TR, | LAY |
e T T T
LR RSN, EUILEE LIRS Lol L R

F flaw ar v ok samr i dn

r agn I
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

How can | assign a Static IP Address in Windows 20007?

(continued)

Click Use the following IP Address and il
enter an IP Address that is on the same loewss |
subnet as the LAN IP address on your LIl ) L b
router. Example: If the router’s LAN IP R
address is 192.168.0.1, make your IP 7Lz an oz o 2
_ L () ECY Y TSR R P

address 192.168.0.X where X = 2-99. _ R P —
Make sure that the number you choose is i P
not in use on the network. Ty FoE oo

L B TR W g PR P TS T E
Set the Default Gateway to be the e

Bt [RE ma-_ . = |
same as the LAN IP address of your S e e
router (192.168.0.1).

Cakiaral, I

Set the Preferred DNS server to be the o | e

same as the LAN IP address of your
router (192.168.0.1).

The Alternate DNS server is not needed or enter a DNS server from your ISP.

Click OK twice. You may be asked if you want to reboot your computer. Click

Yes.
How can | assign a Static IP -
Address in Windows 98/Me? SEes e el

SR SO ST TE TR T H

heabraa ke
A2L- [FE 230 FadSleac g oo 0o Fo- a1

Step 1 From the desktop, right-click on the
Network Neigborhood icon (Win ME - My

Network Places) and select Properties

-~ I o= [RrL T |

Fuo ool va bk am

Highlight TCP/IP and click the Properties ETIRRRRT ]
button. If you have more than one adapter, w
then there will be a TCP/IP “Binding” for N e

b P Lt

each adapter. Highlight TCP/IP > (your

network adapter) and then click
Properties. —ti e |
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

How can | assign a Static IP Address in Windows

98/Me? (continued)
Step 2 Click Specify an IP Address.

Enter in an IP Address that is on the same
subnet as the LAN IP Address on your router.
Example: If the router’s LAN IP Address is
192.168.0.1, make your IP Address
192.168.0.X where X is between 2-99. Make
sure that the number you choose is not in
use on the network.

Step 3 Click on the Gateway tab.

Enter the LAN IP Address of your router
here (192.168.0.1).

Click Add when finished.

Step 4 Click on the DNS Configuration tab.

Click Enable DNS. Type in a Host (can be
any word). Under DNS server search order,
enter the LAN IP Address of your router
(192.168.0.1). Click Add.

Step 5 Click OK twice.

When prompted to reboot your computer,
click Yes.

After you reboot, the computer will now have
a static, private IP Address.

Step 5 Access the Web management. Open your Web
browser and enter the IP Address of your D-Link device in
the address bar. This should open the log-in page for the

1 H Fagmbm

L cowedd | AR I
ME Snrsk aims | H-siatam o0 Tedae

S L HE T e RO TR L e oY
13 7l ) o ekl b 'Iﬂc HIH. 11
- R DR

oI wr T daun ek
LA R
e (LRI r

sdai-w TEELHE OPET. G

Jaura X H N | Wi:
O ove i e CWH G amee | e

B R EF T ) T e S ETT TR Rk TP H
s : LG B Rt PSR B

e ok.m
[ELETTT [] “h |

_onadsiEL

ardy: Sceread Az |
SRCITISICR [P [ 1L AP A e
T T

Toealoap

== [LRER

P OREHFUNGIIE ——
191,163, 0 . | rE
|1-|-.’n I R

web management. Follow instructions to log in and complete the configuration.
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Frequently Asked Questions (continued)

connection?

How can | setup my DI-808HV to work with a cable modem

Dynamic Cable connection

(i.e. Cox, Adelphia, Rogers, Roadrunner, Charter, and Comcast).

Note: Please configure the router with the computer that was last connected directly

to the cable modem.

Step 1 Log into the Web based configuration by typing in the IP Address of the

router (default:192.168.0.1) in your web browser. The username is admin (all
lowercase) and the password is blank (nothing).

e
Step 2 Click the Home tab and click the
WAN button. Dynamic IP address is the SElet
default value, however, if Dynamic IP address e O =
is not selected as the WAN type, select sl |
Dynamic IP address by clicking on the radio S i tarr T
button. Click Clone Mac address. Click on
Apply and then Continue to save the , :
changes. L Jl =

W DI-806HY I
Brovdband VP Rouler

Home (LGt BT Batus Help

s o0l vz 30pre Az 32l zn ke cznozeed 15F.

A L E S PR BEY
ﬁ S LT H e
s
AN Pl L T )
Wannmm ez 17 fuld s
al
il

=sEHr e
R aben LI

el S A v
TR P L L g sy
et

Ml -1

S Ak

Connesd a4 RGN0

T TR [ TT) S TR TR IR TR Ol I PY RSP O TIFREe] 3
e TN R TTTR PO LY 1T BT

CETH RTRTET I N RTEITEN R R b ]

CRSTIECIREESTEN BT TR R RN B L I um-l 2t
nekx1

Iz il wa-laal! R EH
FETF v 3nFene macly

Wt

R A N

I L L

[

nmn |

Irl

I P e PP T

S ah=d @Eheasar
2 20
#Apply Lancel Heip
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Frequently Asked Questions (continued)

How can | setup my DI-808HV to work with a cable modem
connection? (continued)

Step 3 Power cycle the cable modem and router:

First turn the cable modem off. Then turn the router off Leave them off for 2 minutes.**
Next turn the cable modem on. Wait until you get a solid cable light on the cable
modem, and then turn the router on. Wait 30 seconds.

** |f you have a Motorola (Surf Board) modem, leave off for at least 5 minutes.

Step 4 Follow step 1 again and log back into the web configuration. Click the Status
tab and click the Device Info button. If you do not already have a public IP Address

under the WAN heading, click on the DHCP Renew and Continue buttons.

Static Cable Connection
Step 1 Log into the Web-based configuration by typing in the IP address of the
router (default:192.168.0.1) in your Web browser. The username is admm (all

lowercase) and the password is blank (empty).

Step 2 Click the Home tab and click the WAN R Y 4|
button. Select Static IP Address and enter your s —
static settings obtained from the ISP in the fields sttt
provided. - =

If you do not know your settings, you must

contact your ISP.
DI-B0BEHY
Broadbxad YPH Rauko

LU Atvonacd Teala Bhirtuin Holp

7 #__‘ m.n;.:!;'-: RIRE AL FREE WD § % [HFTH
"’A : L TR ] .Tl",‘;'_"_r:"*,‘,.", a.:T- ek
W E TRt B TN "l' \.}:'\rlrunl el rIJ'\-I.v'r
Step 3 Click on Apply and then - - .Ir'\:-\. FUPTEYE BRI 1uewen
click Continue to save the changes. s S
Step 4 Click the Status tab and ovc— B R S
click the Device Info button. Your | e o
IP Address information will be i o
displayed under the WAN heading. e
@ @ 0
Apaly Zarce Halp
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Frequently Asked Questions (continued)

How can | setup my DI-808HV to work with Earthlink DSL or any
PPPoOE connection?

Make sure you disable or uninstall any PPPoE software such as WinPoet or Enternet
300 from your computer or you will not be able to connect to the Internet.

Step 1 Upgrade Firmware if needed.

(Please visit the D-Link tech support website at: http://support.dlink.com for the latest
firmware upgrade information.)

Step 2 Take a paperclip and perform a hard reset. With the unit on, use a paperclip
and hold down the reset button on the back of the unit for 10 seconds. Release it and
the router will recycle, the lights will blink, and then stabilize.

Step 3 After the Router stabilizes, open your browser and enter 192.168.0.1 into the
address window and hit the Enter key. When the password dialog box appears, enter
the username admin and leave the password blank. Click OK.

If the password dialog box does not come up repeat Step 2.
Note: Do not run Wizard.
Step 4 Click on the WAN tab on left-hand side of the screen. Select PPPoE.

Step 5 Select Dynamic PPPoE (unless your ISP supplied you with a static IP
Address).

Step 6 In the username field enter ELN/username@earthlink.net and your
password, where username is your own username.

For SBC Global users, enter username@sbcglobal.net.
For Ameritech users, enter username@ameritech.net.
For BellSouth users, enter username@bellsouth.net.

For Mindspring users, enter username@mindspring.com.
For most other ISPs, enter username.

Step 7 Maximum Idle Time should be set to zero. Set MTU to 1492, unless
specified by your ISP, and set Autoreconnect to Enabled.

Note: If you experience problems accessing certain websites and/or email issues,

please set the MTU to a lower number such as 1472, 1452, etc. Contact your ISP for
more information and the proper MTU setting for your connection.
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Frequently Asked Questions (continued)

How can | setup my DI-808HV to work with Earthlink DSL or any
PPPoE connection? (continued)

Step 8 Click Apply. When prompted, click Continue. Once the screen refreshes,
unplug the power to the D-Link Router.

Step 9 Turn off your DSL modem for 2-3 minutes. Turn back on. Once the modem
has established a link to your ISP, plug the power back into the D-Link Router. Wait
about 30 seconds and log back into the router.

Step 10 Click on the Status tab in the web configuration where you can view the
device info. Under WAN, click Connect. Click Continue when prompted. You should
now see that the device info will show an IP Address, verifying that the device has
connected to a server and has been assigned an IP Address.

Can | use my DI-808HV to share my Internet connection provided by
AOL DSL Plus?

In most cases yes. AOL DSL Plus may use PPPoE for authentication bypassing the
client software. If this is the case, then our routers will work with this service. Please
contact AOL if you are not sure.

To set up your router:

Step 1 Log into the Web-based configuration (192.168.0.1) and configure the WAN
side to use PPPOE.

Step 2 Enter your screen name followed by @aol.com for the user name. Enter your
AOL password in the password box.

Step 3 You will have to set the MTU to 1400. AOL DSL does not allow for anything
higher than 1400.

Step 4 Apply settings.

Step 5 Recycle the power to the modem for 1 minute and then recycle power to the
router. Allow 1 to 2 minutes to connect.

If you connect to the Internet with a different Internet Service Provider and want to use
the AOL software, you can do that without configuring the router’s firewall settings.
You need to configure the AOL software to connect using TCP/IP.

Go to http://www.aol.com for more specific configuration information of their software.
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Frequently Asked Questions (continued)

| have two DI-808HV Routers, how can | set them up to work with
each other?

Step 1 Log into the web based [ErrErrsErmrasy L
configuration of the router by typing in
the IP address of the router (default:
192.168.0.1) in your web browser. By
default the username isadmin and there
is no password. LI-200 ¥

Lkar it £ =drin En |

Pecsvord |

_Imzrker e asseod

N

Step 2 Click the VPN button on the left W
column, select the checkbox to Enable v

the VPN, and then in the box next to Max. _ Wame T R PR L) e (T

LPH Fai

number of tunnels, enter the maximum g - ” —_—
numbers of VPN tunnels that you would TR =
like to have connected. —_— MR ;

= . fp—

ot SH

Step 3 In the space provided, enter the
Tunnel Name for ID number 1, select IKE, m‘:ﬁjﬁ:"-’w

and then click More. Homa
. e Follm,
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Frequently Asked Questions (continued)

each other?(continued)

I have two DI-808HV Routers, how can | set them up to work with

Step 4 Inthe Local Subnetand Local
Netmask fields enter the network
identifier for the local DI-808HV's LAN
and the corresponding subnet mask.

Step 5 In the Remote Subnet and
Remote Netmask fields enter the
network identifier for the remote DI-
808HV’'s LAN and the corresponding
subnet mask.

Step 6 Inthe Remote Gateway field
enter the WAN IP address of the remote
DI-808HV and in the Preshare Key field,
enter a key which must be exactly the
same as the Preshare Key that is
configured on the remote DI-808HV.

Step 7 Click Apply.
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Frequently Asked Questions (continued)

I have two DI-808HV Routers, how can | set them up to work with
each other? (continued)

Step 8 The device will restart. Click on
the Continue button. el
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Step 9 Click on Select IKE Proposal. P
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Step 10 Enter a name for proposal ID w
number 1 and select Group 1, 2, or 5 Rracetband ¥PH Arseter

from the DH Group dropdown menu. il oo st
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Frequently Asked Questions (continued)

each other?(continued)

I have two DI-808HV Routers, how can | set them up to work with

Step 11 Select DES or 3DES as the
Encryption Algorithm.

Step 12 Select SHA-1 or MD5 as the
Authentication Algorithm.

Step 13 Enter a Lifetime value of 2800
and then either select Sec. or KByte as
the unit for the lifetime value.
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Frequently Asked Questions (continued)

I have two DI-808HV Routers, how can | set them up to work with
each other? (continued)

Step 14 Select 1 out of the Proposal

ID dropdown menu and click Add To, W ,mﬂfff:::m

which will add the proposal that was just i Hidp
configured to the IKE Proposal Index. 2

Click Apply. | e I_
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Step 15 The device will restart. Click
on the Continue button.Then click Back. At
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Frequently Asked Questions (continued)

each other?(continued)

I have two DI-808HV Routers, how can | set them up to work with

Step 17 Enter a name for proposal ID
number 1 and select Group 1, 2, 5, or
None from the DH Group dropdown
menu.

Step 18 Select ESP or AH as the
Encapsulation Protocol.

Step 19 Select DES or 3DES as the
Encryption Algorithm.
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Frequently Asked Questions (continued)

| have two DI-808HV Routers, how can | set them up to work with
each other? (continued)

Step 20 Select SHA-1, MD5, or None w
as the Authentication Algorithm. Mrpeafhand YF Antor

Mnme  [TULT Tiranln St xtun Hrdn

o | —

Step 21 Enter a Lifetime value and then :
either select Sec. or KB as the unit for W Doy

the lifetime value. Gl Advanced | Tomib Stwrun M

e O noao- E‘qu M
Step 22 Select 1 out of the Proposal
ID dropdown menu and click Add To, LR
which will add the proposal that was just Hramn
configured to the IPSec Proposal Index. q« i
. . I i £ .
Click Apply and the device will restart. T L —
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Frequently Asked Questions (continued)

I have two DI-808HV Routers, how can | set them up to work with
each other?(continued)

Step 23 Follow these instructions to configure your other DI-808HV using the exact
same settings for the IKE Proposal and the IPSec Proposal. Also make sure that
Step 4 is configured to reflect the LAN settings for what is now the Local DI-808HV
and that Steps 5 & 6 are configured to reflect the Subnet and WAN IP of what is now
the remote DI-808HV

Step 24 To establish the connection, open a command prompt and ping an IP
address of a computer on the remote LAN. Once you receive replies the tunnel has
been established.

How can | set up my DI-808HV to work with a DI-804V or DI-804HV Router?

You need to first configure your DI-808HV router.

Step 1 Log into the Web-based Reliilills 8 EyaEE Hel
configuration of the router by typing in ;

the IP address of the router (default:
192.168.0.1) in your web browser. By
default the username is “admin” and there
is no password. CI-200) 1

Uzer name | £ arr W

Ez=avn-i |

[JRemerbet vy pasword

L J[ zrcal J

Step 2 Click the VPN button on the left
column, select the checkbox to Enable
the VPN, and then in the box next to
Max. number of tunnels, enter the
maximum numbers of VPN tunnels that
you would like to have connected.
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Frequently Asked Questions (continued)

How can | set up my DI-808HV to work with a DI-804V or DI-804HV Router?
(continued)

Step 3 In the space provided, enter the W DI-B08HY .
Tunnel Name for ID number 1, select IKE, P

;
and then click More. e "m SR e R e SN
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Step 4 Inthe Local Subnetand Local
Netmask fields enter the network | nmimrm
identifier for DI-808HV's LAN and the Mome Lo LA T S
corresponding subnet mask. %ﬂ# bl ' -
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Step 5 In the Remote Subnet and
Remote Netmask fields enter the LR

network identifier for the DI-804V or DI- Mame.

804HV’s LAN and the corresponding e = ”
subnet mask. Click Apply. : e
= | e
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| .
el | el
bl o [T
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Frequently Asked Questions (continued)

How can | set up my DI-808HV to work with a DI-804V or DI-804HV Router?
(continued)

Step 6 The device will restart. Click on P
: DI-B0BHY
the Continue button. S i A

LCTLSCRTTTE 5 )

[fmiteric]
Step 7 In the Remote Gateway field
enter the WAN IP address of the remote Claiild

DI-804V or DI-804HV and in the Home
Preshare Key field, enter a key which sy i il
must be exactly the same as the

(LT LR

arn an

Preshare Key that is configured on the — [Ekzl g
DI-804V or DI-804HV. el
T
Step 8 Click Apply and then click on =
Select IKE Proposal... . I
Step 9 Enter a name for proposal 1D @ 9

number 1 and select Group 2 from the
DH Group drop down menu.

Step 10 Select 3DES as the
Encryption Algorithm and SHA-1 as the

Authentication Algorithm.
o W CI-808HY I
Step 11 Enter a Lifetime value of 28800 Hreachianclv1'H Bouler

and then select Sec. as the unit for the e
lifetime value. gl 5 s
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Frequently Asked Questions (continued)

How can | set up my DI-808HV to work with a DI-804V or DI-804HV Router?
(continued)

Step 12 Select 1 out of the Proposal ID
dropdown menu and click Add To, which AR
will add the proposal that was just

configured to the IKE Proposal Index. *
Click Apply. '
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Step 13 The device will restart. Click
: DI-808HY
on the Continue button. Erandiend VTHRSr

LLRCH RN F

Step 14 Click Back and click on )
Select IPSec Proposal.

Step 15 Enter a name for proposal ID

number 1 and select None from the DH P
DI-B0BHY
Group drop-down menu. Tzt e WPH Reser
Hinme

Step 16 Select ESP as the ﬁ:ﬂ"x
Encapsulation Protocol. '
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Frequently Asked Questions (continued)

How can | set up my DI-808HV to work with a DI-804V or DI-804HV Router?
(continued)

Step 17 Select 3DES as the w
Encryption Algorithm and MD5 as the Mrcadtand VoK An e
Authentication Algorithm. Click Apply. -l
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Y

Step 18 Enter a Lifetime value of 3600
and then select Sec. as the unit for the Adtad
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Step 19 Select 1 out of the Proposal

ID dropdown menu and click Add To, W CBadbldd

which will add the proposal that was QLI drvnncen Tenis  Satun | Heelp
just configured to the IPSec Proposal ‘,fp* L el

Index. Click Apply. The device will g
restart. Click on the Continue button. =il
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Frequently Asked Questions (continued)

How can I set up my DI-808HV to work with a DI-804V or DI-804HV Router?
(continued)

Next you need to configure the DI-804V or DI-804HV Router.

Step 1 Access the router’'s web configuration by entering the router’s IP address in
your web browser. The default IP address is 192.168.0.1. Login using your password.
The default username is “admin” and the password is blank.

Step 2 Click on Basic Setup and then select Device IP Settings on the left.

Step 3 Change the LAN IP address so D-Link VPN Romler
that it is on a different subnet than the wodimiron fE0EE IETTHN NNE UG awe
LAN of the DI-808HV. R . cE s 1F 3ETTIRGE

TIRC AETHIMGE

Step 4 Click Next until you reach the m
Save & Restart screen. Click Save & |EAHLLE
restart and then click Basic Setup once
until the unit has rebooted.
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Step 5 Click on VPN Settings.
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Step 6 Name your VPN connection and D-Li wru Amuter EULL)
. & t k‘ OV R L= A A PE EFRTPR
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Step 7 In Remote IP Network and
Remote IP Netmask fields enter the &

network identifier and corresponding [
subnet mask of the DI-808HV’s LAN. T

Step 8 In the Remote Gateway IP field =
enter the WAN IP address of the DI- [isiass

808HV and make sure that the Network [
Interface is set to WAN Ethernet.

Step 9 Verify that Secure Association is set to IKE and that Perfect Forward Secure is
Disabled.
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Frequently Asked Questions (continued)

(continued)

How can | set up my DI-808HV to work with a DI-804V or DI-804HV Router?

Step 10 Verify the Encryption Protocol
is set to 3DES and enter in your

Preshared Key.

Note: The Preshared Key needs to be
identical to the one configured on the
DI-808HV.

Step 11 Leave the Key Life and IKE Life
Time values at their default levels and click
SAVE.

Step 12 Click Next and then click on
Save & Restart
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After you have configured both routers, you need to establish a connection.

Step 1 Open a command prompt and
from a computer on the internal LAN of
the DI-808HV and ping the IP address of
a computer that is on the internal LAN
of the DI-804V or DI-804HV, or vice
versa.

Step 2 Once you begin to receive
replies, the VPN connection has been
established.

i TF dCoamf A peat o
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Frequently Asked Questions (continued)

How can | set up my router to work with a DI-804V or DI-804HV router?
(continued)

Step 3 To view the Status of the VPN D-Link e Bouter SLLNITL)
on the DI-804V or DI-804HV, click on e T bas [T ]
DeV|Ce Status Ealn sanna UEwILE I aius

WaN Cihurmml

HER

Step 4 From the Device Status screen
click on VPN Status.

Step 5 When the VPN has been
established the Status will be Active.
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How can | set up my DI-808HV to work with a DFL-300 Firewall?

You need to first configure your DI-808HV router.

Step 1 Log into the web based configuration of the router by typing in the IP address of
the router (default: 192.168.0.1) in your web browser. By default the username is “admin”
and there is no password.

Step 2 Click the VPN button on the left column, select the checkbox to Enable the
VPN, and then in the box next to Max. number of tunnels, enter the maximum numbers
of VPN tunnels that you would like to have connected.
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Frequently Asked Questions (continued)

How can | set up my DI-808HV to work with a DFL-300 Firewall?
(continued)

Step 3 In the space provided, enter the w
Tunnel Name for ID number 1, select IKE, MrcntanGEH Boirier

and then click More. ; “"“"" [Advancen | Foole  Sfalui | Hewp |
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Step 4 Inthe Local Subnetand Local
Netmask fields enter the network e
identifier for DI-808HV’s LAN and the Home
corresponding subnet mask. ﬁr—* e . .
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Step 5 In the Remote Subnet and P
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Remote _Netm_ask fields enter tfle bl
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Frequently Asked Questions (continued)

How can | set up my DI-808HV to work with a DFL-300 Firewall?
(continued)

Step 6 In the Remote Gateway field
enter the WAN IP address of the remote
DFL-300 and in the Preshared Key field,
enter a key which must be exactly the
same as the Preshared Key that is
configured on the DFL-300.

Step 7 Click Apply. The device will
restart. Click on the Continue button and 3
then click on Select IKE Proposal. wrn LREL R

Step 8 Enter a name for proposal ID number 1 and select Group 2 from the DH Group
dropdown menu.

Step 9 Select 3DES as the Encryption Algorithm and SHA-1 as the Authentication
Algorithm.

Step 10 Enter a Lifetime value of 28800
and then select Sec. as the unit for the S DesoaHv

lifetime value.  Home
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Frequently Asked Questions (continued)

(continued)

How can | set up my DI-808HV to work with a DFL-300 Firewall?

Step 11 Select 1 out of the Proposal
ID dropdown menu and click Add To,
which will add the proposal that was just
configured to the IKE Proposal Index.
Click Apply. The device will restart. Click
on the Continue button and then click
Back.

Step 12 Click on Select IPSec
Proposal.

Step 13 Enter a name for proposal ID
number 1 and select None from the DH
Group dropdown menu.
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Step 14 Select ESP as the Encapsulation Protocol.

Step 15 Select 3DES as the Encryption Algorithm and MD5 as the Authentication

Algorithm.

Step 16 Enter a Lifetime value of 28800
and then select Sec. as the unit for the
lifetime value.

DI-80BHY
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Frequently Asked Questions (continued)

How can | set up my DI-808HV to work with a DFL-300 Firewall?
(continued)

Step 17 Select 1 out of the Proposal
ID dropdown menu and click Add To, i
which will add the proposal that was just LR Advanced Tl Stawe _Heip

configured to the IPSec Proposal Index. *fﬂ”‘
Click Apply and then click Restart. "
=l

L]

Step 18 The device will restart. Click
on the Continue button. et

LCECH BTN P

it |

Next you need to configure the DFL-300 firewall.

Step 1 Access the configuration .
screen of the DFL-300 by opening a bl Frifie Eirgwral
web browser such as Internet Explorer
and type the IP address of the DFL-
300 in the address bar (192.168.1.1).

Step 2 Enter the username (admin)

]
Tr% ey Femr

and the password (admin). Click OK. :’:.'E::!;':_!f! :"':_ -
Step 3 Click on Configuration and take ‘"_“ :

note of the IP address that your ISP has Frp e
assigned you. £l
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Frequently Asked Questions (continued)

How can | set up my DI-808HV to work with a DFL-300 Firewall?
(continued)

Step 4 Click on Policy and verify that
you have an Outgoing policy configured.
If not, click on New Entry, accept the
default values, and click OK.

Ofice Firewall
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Step 5 Click on VPN and then click | g i N e G BT
New Entry.

uw S

Step 6 Give the VPN connection a nhame with no spaces.

Step 7 Enter the network identifier and subnet mask of the Internal interface.

Step 8 In the To Destination section, select either Remote Gateway—Fixed IP or
Remote Gateway—Dynamic IP. Enter the WAN IP address of the DI-808HYV if Remote
Gateway—Fixed IP is selected.

Step 9 Enter the network identifier corresponding subnet mask of the DI-808HV's LAN.

Step 10 Enter a Preshared Key. The Preshared Key needs to be identical to the one
configured on the DI-808HV

Step 11 Select Data Encryption and Authentication as the Encapsulation and click
OK.
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Frequently Asked Questions (continued)

How can | set up my DI-808HV to work with a DFL-300 Firewall?
(continued)

Office Firewall
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After you have configured both the router and firewall, you need to establish a
connection.

Step 1 Open a command prompt and
from a computer connected to the Inter-
nal interface of the DFL-300 and ping the
IP address of a computer that is on the
internal LAN of the DI-808HV, or vice
versa.

Step 2 Once you begin to receive replies, the VPN connection has been established.
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Frequently Asked Questions (continued)

How do | open ports on my DI-808HV?

To allow traffic from the internet to
enter your local network, you will S DLsoaHv

need to open up ports or the router o rvanees BT T
will block the request. S|

“—.—"-‘-" CJERSPRT I}
Step 1 Open your Web browser and G

enter the IP Address of your D-Link
router (192.168.0.1). Enter username
(admin) and your password (blank by
default). P
Step 2 Click on Advanced on top
and then click Virtual Server on the Soat g
left side. L R i
Step 3 Check Enabled to activate '
entry.

il

Step 4 Enter a name for your virtual server entry.

Step 5 Next to Private IP, enter the IP Address of the computer on your local
network that you want to allow the incoming service to.

Step 6 Choose Protocol Type - either TCP, UDP, or both. If you are not sure, select
both.

Step 7 Enter the port information next to Private Port and Public Port. The private
and public ports are usually the same. The public port is the port seen from the WAN
side, and the private port is the port being used by the application on the computer
within your local network.

Step 8 Enter the Schedule information.
Step 9 Click Apply and then click Continue.

Note: Make sure DMZ host is disabled. If DMZ is enabled, it will disable all Virtual
Server entries.

Because our routers use NAT (Network Address Translation), you can only open a
specific port to one computer at a time. For example: If you have 2 web servers on
your network, you cannot open port 80 to both computers. You will need to configure
1 of the web servers to use port 81. Now you can open port 80 to the first computer
and then open port 81 to the other computer.
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Frequently Asked Questions (continued)

What is DMZ?

Demilitarized Zone:

In computer networks, a DMZ (demilitarized zone) is a computer host or small
network inserted as a neutral zone between a company’s private network and the
outside public network. It prevents outside users from getting direct access to a
server that has company data. (The term comes from the geographic buffer zone that
was set up between North Korea and South Korea following the UN police action in
the early 1950s.) A DMZ is an optional and more secure approach to a firewall and
effectively acts as a proxy server as well.

In a typical DMZ configuration for a small company, a separate computer (or host in
network terms) receives requests from users within the private network for access to
Web sites or other companies accessible on the public network. The DMZ host then
initiates sessions for these requests on the public network. However, the DMZ host is
not able to initiate a session back into the private network. It can only forward packets
that have already been requested.

Users of the public network outside the company can access only the DMZ host. The
DMZ may typically also have the company’s Web pages so these could be served to
the outside world. However, the DMZ provides access to no other company data. In
the event that an outside user penetrated the DMZ hosts security, the Web pages
might be corrupted but no other company information would be exposed. D-Link, a
leading maker of routers, is one company that sells products designed for setting up

a DMZ

How do | configure the DMZ Host?

The DMZ feature allows you to forward all incoming ports to one computer on the local
network. The DMZ, or Demilitarized Zone, will allow the specified computer to be
exposed to the Internet. DMZ is useful when a certain application or game does not
work through the firewall. The computer that is configured for DMZ will be completely
vulnerable on the Internet, so it is suggested that you try opening ports from the
Virtual Server or Firewall settings before using DMZ.

Step 1 Find the IP address of the computer you want to use as the DMZ host.
To find out how to locate the IP Address of the computer in Windows XP/2000/ME/9x

or Macintosh operating systems please refer to Step 4 of the first question in this
section (Frequently Asked Questions).
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Frequently Asked Questions (continued)

How do | configure the DMZ Host? (continued)

Step 2 Log into the web based configuration
of the router by typing in the IP Address of the

Conneel fo 1972168001
= -

router (default:192.168.0.1) in your web Efy

browser. The username is admin (all W

lowercase) and the password is blank

(empty). L5322
User niames £ =coin |
L Anhe: [

_NE=mzmbzr e zeszezre
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Step 3 Click the Advanced tab and then click on the DMZ button. Select Enable
and type in the IP Address from step 1.
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Step 4 Click Apply
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effective. Remember,
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Frequently Asked Questions (continued)

How do | open arange of ports on my DI-808HV using Firewall rules?

Step 1 Access the router's web configuration by entering the router’'s IP Address in
your web browser. The default IP Address is 192.168.0.1. Login using your password.
The default username is “admin” and the password is blank.

If you are having difficulty accessing web management, please see the first question
in this section.

Step 2 From the web management Home page, click the Advanced tab then click
the Firewall button.

Step 3 Click on

D-Link

Enabled and type in a moiggfp:l:mm

name for the new rule. BT Advanced
= # e .ru:ql.ﬁn.nl-;:u FER T | Y TN IO Y e o B TR eI T Y | R RTCN CERAY |l R

Step 4 Choose WAN "’( CErazer iLlzbzd

as the Source and = = i

enter a range of IP = T L .

Addresses out on the w i :!'n:rl‘!u.. F£lz= N :FErd ) o] 2RI

internet that you would wmabn | L R EEE

like this rule applied Sl

to. If you would like e G l"".::!.'.‘..‘fj'_f.“__::. B mE

this rule to allow all e E e Y ;

internet users to be ,ﬁ. Lﬁ,, E:,

able to access these

ports, then put an Ca— T L) AT S

Asterisk in the first == i il A i H:

box and leave the “ o i g o

second box empty.

Step 5 Select LAN as the Destination and enter the IP Address of the computer on
your local network that you want to allow the incoming service to. This will not work

with a range of IP Addresses.
Step 6 Enter the port or range of ports that are required to be open for the incoming
service.

Step 7 Click Apply and then click Continue.

Note: Make sure DMZ host is disabled.

Because our routers use NAT (Network Address Translation), you can only open a
specific port to one computer at a time. For example: If you have 2 web servers on
your network, you cannot open port 80 to both computers. You will need to configure
1 of the web servers to use port 81. Now you can open port 80 to the first computer

and then open port 81 to the other computer.
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Frequently Asked Questions (continued)

What are virtual servers?

A Virtual Server is defined as a service port, and all requests to this port will be
redirected to the computer specified by the server IP. For example, if you have an FTP
Server (port 21) at 192.168.0.5, a Web server (port 80) at 192.168.0.6, and a VPN
(port 1723) server at 192.168.0.7, then you need to specify the following virtual server
mapping table:

21 192.168.0.5 X
80 192.168.0.6 X
1723 192.168.0.7 X

How do | use PC Anywhere with my DI-808HV?

You will need to open 3 ports in the Virtual Server section of your D-Link router.
Step 1 Open your web browser and enter the IP Address of the router (192.168.0.1).

Step 2 Click on Advanced at the

top and then click Virtual Server P
H DIi-B0BHY
on the left side. " derraddf

] . [ o PURSILR Tools Rtohes | Walp |
Step 3 Enter the InfOI'matlon as -'Ew";v "-t‘-1'l-J'I. S TARAAS AR L
. . sl
seen below. The Private IP is the &” e e
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Frequently Asked Questions (continued)

How do | use PC Anywhere with my DI-808HV? (continued)

Step 6 Create a second entry as

shown here:

Step 7 Click Apply and then
click Continue.

Step 8 Create a third and final
entry as shown here:

Step 9 Click Apply and then
click Continue.

Step 10 Run PCAnywhere from the remote site and use the WAN IP Address of the
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Frequently Asked Questions (continued)

How can | use eDonkey behind my DI-808HV?

You must open ports on your router to allow incoming traffic while using eDonkey.
eDonkey uses three ports (4 if using CLI):

4661 (TCP) To connect with a server

4662 (TCP) To connect with other clients

4665 (UDP) To communicate with servers other than the one you are connected to.
4663 (TCP) *Used with the command line (CLI) client when it is configured to allow
remote connections. This is the case when using a Graphical Interface (such as the

Java Interface) with the client.

Step 1 Open your web
browser and enter the IP DI-BOHHY
Address of your router Broodband VPH Rouler
(192.168.0.1). Enter BTN Advanced
username (admin) and ein oo T B S S e
your password (leave V Py
b|ank). ...... T ledonkey .

[wisaten |

ETRTT] - iy
rlves Foor rr. “wivia Py Rargs

Step 2 Click on
Advanced and then
click Firewall. e TH o

L TR O e R PR

Caaloebss AN % 1921680100 x| 661 4665)

Step 3 Create a new e
firewall rule: Apply Cancel Hzp
Click Enabled. ol Hrsarall Hali

Lombany At Lsals rba [ LT BT
Enter a name (edonkey). ¥ omlye sl T s el 13 1337001 KR L]
Click Allow. p— FAEEP T St W E4l
Next to Source, select | e T 1

WAN under interface. In
the first box, enter an *.
Leave the second box
empty.

Next to Destination,
select LAN under interface. Enter the IP Address of the computer you are running
eDonkey from. Leave the second box empty. Under Protocol, select *. In the port
range boxes, enter 4661 in the first box and then 4665 in the second box. Click

Always or set a schedule.

Step 4 Click Apply and then Continue.
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Frequently Asked Questions (continued)

How do | set up my DI-808HV for SOCOM on my Playstation 2?

To allow you to play SOCOM and hear audio, you must download the latest firmware
for the router (if needed), enable Game Mode, and open port 6869 to the IP Address of
your Playstation.

Step 1 Upgrade firmware (follow link above).

Step 2 Open your web browser and enter the IP Address of the router (192.168.0.1).
Enter username (admin) and your password (blank by default).

Step 3 Click on the Advanced tab and then click on Virtual Server on the left side.

Step 4 You will now create a new Virtual Server entry. Click Enabled and enter a
name (socom). Enter the IP Address of your Playstation for Private IP.

Step 5 For Protocol Type select Both. Enter 6869 for both the Private Port and
Public Port. Click Always. Click Apply to save changes and then Continue
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Step 6 Click on the Toolstab and then Misc on the left side.

Step 7 Make sure Gaming Mode is Enabled. If not, click Enabled. Click Apply
and then Continue.
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Frequently Asked Questions (continued)

How can | use Gamespy behind my DI-808HV?

Step 1 Open your web browser and enter the IP Address of the router (192.168.0.1).
Enter admin for the username and your password (blank by default).

Step 2 Click on the Advanced tab and then click Virtual Server on the left side.

Step 3 You will create 2 entries.

. DI-B0BHY
Step 4 Click Enabled and enter @ Tzt ¥PH Rosalne

Settings: SCITN Advences

NAME - Gamespyl

Mowrw O
s  gamespyr
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Frequently Asked Questions (continued)

How do I configure my DI-808HV for KaZzaA and Grokster?

The following is for KaZaA, Grokster, and others using the FastTrack P2P file sharing
system.

In most cases, you do not have to configure anything on the router or on the Kazaa
software. If you are having problems, please follow steps below:

Step 1 Enter the IP Address of your router in a web browser (192.168.0.1).
Step 2 Enter your username (admin) and your password (blank by default).
Step 3 Click on Advanced and then click Virtual Server.

Step 4 Click Enabled and then enter a Name (kazaa for example).

Step 5 Enter the IP Address of the computer you are running KaZaA from in the
Private IP box. Select TCP for the Protocol Type.

Step 6 Enter 1214 in the Private and Public Port boxes. Click Always under
schedule or set a time range. Click Apply.
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Make sure that you did not enable proxy/firewall in the KaZaA software.
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Frequently Asked Questions (continued)

How do I configure my DI-808HV to play Warcraft 3?

To hose a Warcraft 3 game, you must open ports on your router to allow incoming
traffic. To play a game, you do not have to configure your router.

Warcraft 3 (Battlenet) uses port 6112.

For the DISO8SHV: W Di-a08HY l
Brasdeand VTH Raobar

Ll Tanie | stwtun | nsip |
Step 1 Open your web browser and RS 2 e

enter the IP Address of your router ﬁ—* D ..,,‘,,— T
(192.168.0.1). Enter username (admin) EET e v i
and your password (leave blank). et i

= | oo
Step 2 Click on Advanced and then = T
click Virtual Server. i e

| 299
Step 3 Create a new entry: Click el S S e ——
Enabled. Enter a name (warcraft3). e s R e
Private IP - Enter the IP Address of smRG LE  SmwEe ,]:
the computer you want to host the stdcaiias Loyl Delnloes P
game. Select Both for Protocol Type s el i

Enter 6112 for both Private Port and
Public Port Click Always or set a schedule.

Step 4 Click Apply and then Continue.

Note: If you want multiple computers from you LAN to play in the same game that
you are hosting, then repeat the steps above and enter the IP Addresses of the other
computers. You will need to change ports. Computer #2 can use port 6113, computer
#3 can use 6114, and so on.

You will need to change the port information within the Warcraft 3 software for
computers #2 and up.

Configure the Game Port information on each computer:
Start Warcraft 3 on each computer, click Options > Gameplay. Scroll down and you
should see Game Port. Enter the port number as you entered in the above steps.
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Frequently Asked Questions (continued)

How do | use NetMeeting with my DI-808HV?

Unlike most TCP/IP applications, NetMeeting uses DYNAMIC PORTS instead of
STATIC PORTS. That means that each NetMeeting connection is somewhat different
than the last. For instance, the HTTP web site application uses port 80. NetMeeting
can use any of over 60,000 different ports.

All broadband routers using (only) standard NAT and all internet sharing programs like
Microsoft ICS that use (only) standard NAT will NOT work with NetMeeting or other
h.323 software packages.

The solution is to put the router in DMZ.

Note: A few hardware manufacturers have taken it on themselves to actually provide
H.323 compatibility. This is not an easy task since the router must search each
incoming packet for signs that it might be a netmeeting packet. This is a whole lot
more work than a router normally does and may actually be a weak point in the
firewall. D-Link is not one of the manufacturers.

To read more on this visit http://www.HomenetHelp.com

How do | set up my DI-808HV to use iChat? -for Macintosh users-

You must open ports on your router to allow incoming traffic while using iChat.
iChat uses the following ports: 5060 (UDP), 5190 (TCP), and File Sharing 16384-
16403 (UDP) to video conference with other clients

Step 1 Open your web browser and enter the IP Address of your router

(192.168.0.1). Enter username (admin) and your password (leave blank).

Step 2 Click on Advanced and then click Firewall.
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Frequently Asked Questions (continued)

(continued)

How do | set up my DI-808HV to use iChat? -for Macintosh users-

Step 3 Create a new firewall
rule:

Click Enabled.

Enter a name (ichatl).
Click Allow.

Next to Source, select
WAN under interface.

In the first box, enter an *.

Leave the second box
empty.

Next to Destination,
select LAN under
interface.

Enter the IP Address of
the computer you are
running iChat from.
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Leave the second box empty. Under Protocol, select UDP. In the port range boxes,

W DI-B08HY
Uroodbond ¥FH Rauber

enter 5060 in the first box and
leave the second box empty.
Click Always or set a
schedule.

Step 4 Click Apply and then
Continue.

Step 5
Repeat steps 3 and 4 enter
ichat2 and open ports 16384-

16403 (UDP).
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Frequently Asked Questions (continued)

How do I set up my DI-808HV to use iChat? -for Macintosh users-
(continued)

For File Sharing:

Step 1 Click on Advanced and w
then Virtual Server. Diroedhond ¥PH Bauter

[ sinnc PESRRRR Too- s Heip |
Step 2 Check Enabled to 2 e et 18 R e AR
activate entry. L _ Eionl .
Step 3 Enter a name for your = :u:_' e W I
virtual server entry (ichat3). e e
Step 4 Next to Private IP, enter -
the IP Address of the computer on @ 00

your local network that you want
to allow the incoming service to.

LEEERER

Step 5 Select TCP for Protocol
Type.

Step 6 Enter 5190 next to Private
Port and Public Port.

Stsp 7 Click Always or configure a schedule.

Step 8 Click Apply and then Continue.

If using Mac OS X Firewall, you may need to temporarily turn off the firewall in
the Sharing preference pane on both computers.

To use the Mac OS X Firewall, you must open the same ports as in the router:

Step 1 Choose Apple menu > System Preferences.

Step 2 Choose View > Sharing.

Step 3 Click the Firewall tab.

Step 4 Click New.

Step 5 Choose Other from the Port Name pop-up menu.

Step 6 In the Port Number, Range or Series field, type in: 5060, 16384-16403.
Step 7 In the Description field type in: iChat AV

Step 8 Click OK.
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Frequently Asked Questions (continued)

How do | send or receive a file via iChat when the Mac OSX firewall
is active? -for Macintosh users- Mac OS X 10.2 and later

The following information is from the online Macintosh AppleCare knowledge base:

“iChat cannot send or receive a file when the Mac OS X firewall is active in its default
state. If you have opened the AIM port, you may be able to receive a file but not send
them.

In its default state, the Mac OS X firewall blocks file transfers using iChat or America
Online AIM software. If either the sender or receiver has turned on the Mac OS X firewall,
the transfer may be blocked.

The simplest workaround is to temporarily turn off the firewall in the Sharing preference
pane on both computers. This is required for the sender. However, the receiver may keep
the firewall on if the AIM port is open. To open the AIM port:

Step 1 Choose Apple menu > System Preferences.

Step 2 Choose View > Sharing.
Step 3 Click the Firewall tab.
Step 4 Click New.

Step 5 Choose AOL IM from the Port Name pop-up menu. The number 5190
should already be filled in for you.

Step 6 Click OK.

If you do not want to turn off the firewall at the sending computer, a different file sharing
service may be used instead of iChat. The types of file sharing available in Mac OS X are
outlined in technical document 106461, "Mac OS X: File Sharing" in the AppleCare Knowl-
edge base online.

Note: If you use a file sharing service when the firewall is turned on, be sure to click the

Firewall tab and select the service you have chosen in the "Allow" list. If you do not do
this, the firewall will also block the file sharing service. “
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Frequently Asked Questions (continued)

What is NAT?

NAT stands for Network Address Translator. It is proposed and described in RFC-
1631 and is used for solving the IP Address depletion problem. Each NAT box has a
table consisting of pairs of local IP Addresses and globally unique addresses, by
which the box can “translate” the local IP Addresses to global address and vice versa.
Simply put, it is a method of connecting multiple computers to the Internet (or any
other IP network) using one IP Address.

D-Link’s broadband routers (ie: DI-808HV) support NAT. With proper configuration,
multiple users can access the Internet using a single account via the NAT device.

For more information on RFC-1631: The IP Network Address Translator (NAT), visit
http://www.faqgs.org/rfcs/rfc1631.html
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Contacting Technical Support

You can find the most recent software and user documentation on the D-Link website.

D-Link provides free technical support for customers within the United States for the
duration of the warranty period on this product.

U.S. customers can contact D-Link technical support through our web site,
or by phone.

D-Link Technical Support over the Telephone:
(877) 453-5465
24 hours a day, seven days a week.

D-Link Technical Support over the Internet:
http://support.dlink.com

When contacting technical support, you will need the information below. (Please look
on the back side of the unit.)

B Serial number of the unit
B Model number or product name

B Software type and version number
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Warranty and Registration

Subject to the terms and conditions set forth herein, D-Link Systems, Inc. (“D-Link”) provides this Limited
warranty for its product only to the person or entity that originally purchased the product from:

B D-Link or its authorized reseller or distributor and
B Products purchased and delivered within the fifty states of the United States, the District of

Columbia, U.S. Possessions or Protectorates, U.S. Military Installations, addresses with an
APO or FPO.

Limited Warranty: D-Link warrants that the hardware portion of the D-Link products described

below will be free from material defects in workmanship and materials from the date of original retail

|gurt_:hase of the product, for the period set forth below applicable to the product type (“Warranty
eriod”), except as otherwise stated herein.

1-Year Limited Warranty for the Product(s) is defined as follows:

B Hardware (excluding power supplies and fans) One (1) Year
B Power Supplies and Fans One (1) Year
B Spare parts and spare kits Ninety (90) days

D-Link’s sole obligation shall be to repair or replace the defective Hardware during the Warranty Period
at no charge to the original owner or to refund at D-Link’s sole discretion. Such repair or replacement will
be rendered by D-Link at an Authorized D-Link Service Office. The replacement Hardware need not be
new or have an identical make, model or part. D-Link may in its sole discretion replace the defective
Hardware (or any part thereof) with any reconditioned product that D-Link reasonably determines is
substantially equivalent (or superior) in all material respects to the defective Hardware. Repaired or
replacement Hardware will be warranted for the remainder of the original Warranty Period from the date
of original retail purchase. If a material defect is incapable of correction, or if D-Link determines in its sole
discretion that it is not practical to repair or replace the defective Hardware, the price paid by the original
purchaser for the defective Hardware will be refunded by D-Link upon return to D-Link of the defective
Hardware. All Hardware (or part thereof) that is replaced by D-Link, or for which the purchase price is
refunded, shall become the property of D-Link upon replacement or refund.

Limited Software Warranty: D-Link warrants that the software portion of the product (“Software”)
will substantially conform to D-Link’s then current functional specifications for the Software, as set forth
in the applicable documentation, from the date of original retail purchase of the Software for a period of
ninety (90) days (“Warranty Period”), provided that the Software is ]prolgerly installed on approved
hardware and operated as contemplated in its documentation. D-Link further warrants that, during the
Warranty Period, the magnetic media on which D-Link delivers the Software will be free of physical
defects. D-Link’s sole obligation shall be to replace the non-conforming Software (or defective media)
with software that substantially conforms to D-Link’s functional specifications for the Software or to
refund at D-Link’s sole discretion. Except as otherwise agreed by D-Link in writing, the replacement
Software is provided only to the original licensee, and is subject to the terms and conditions of the
license granted by D-Link for the Software. Software will be warranted for the remainder of the original
Warranty Period from the date or original retail purchase. If a material non-conformance is incapable of
correction, or if D-Link determines in its sole discretion that it is not practical to replace the non-
conforming Software, the price paid by the original licensee for the non-conforming Software will be
refunded by D-Link; provided that the non-conforming Software (and all copies thereof) is first returned
{o D;Lirgk. The license granted respecting any Software for which a refund is given automatically
erminates.

Non-Applicability of Warranty: The Limited Warranty provided hereunder for hardware and software
of D-Link’s products will not be applied to and does not cover any refurbished product and any product
purchased through the inventory clearance or liquidation sale or other sales in which D-Link, the sellers,
or the liquidators expressly disclaim their warranty obligation pertaining to the product and in that case,
the product is being sold “As-Is” without any warranty whatsoever including, without limitation, the
Limited Warranty as described herein, notwithstanding anything stated herein to the contrary.

Submitting A Claim: The customer shall return the product to the original purchase point based on its
return policy. In case the return policy period has expired and the product is within warranty, the
customer shall submit a claim to D-Link as outlined below:

B The customer must submit with the product as part of the claim a written description of the
I—Aardware defect or Software nonconformance in sufficient detail to allow D-Link to confirm
the same.
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B The original product owner must obtain a Return Material Authorization (“‘RMA”) number from
the Authorized D-Link Service Office and, if requested, provide written proof of purchase of
the product (such as a copy of the dated purchase invoice for the product) before the
warranty service is provided.

B After an RMA number is issued, the defective product must be packaged securely in the
original or other suitable shipping package to ensure that it will not be damaged in transit, and
the RMA number must be prominently marked on the outside of the package. Do not include any
manuals or accessories in the shipping package. D-Link will only replace the defective portion
of the Product and will not ship back any accessories.

B The customer is responsible for all in-bound shipping charges to D-Link. No Cash on Delivery
(“COD?”) is allowed. Products sent COD will either be rejected by D-Link or become the
property of D-Link. Products shall be fully insured bé/ the customer and shipped to D-Link
Systems, Inc., 53 Discovery Drive, Irvine, CA 92618. D-Link will not be held responsible
for any packages that are lost in transit to D-Link. The repaired or replaced packages will be
shipped to the customer via UPS Ground or any common carrier selected by D-Link, with
shipping charges prepaid. Expedited shipping is available if shipping charges are prepaid by
the customer and upon request.

D-Link may reject or return any product that is not packaged and shipped in strict compliance with the
foregoing requirements, or for which an RMA number is not visible from the outside of the package. The
product owner agrees to pay D-Link’s reasonable handling and return shipping charges for any product
that is not packaged and shipped in accordance with the foregoing requirements, or that is determined
by D-Link not to be defective or non-conforming.

What Is Not Covered: This limited warranty provided by D-Link does not cover: Products, if in D-Link’s
judgment, have been subjected to abuse, accident, alteration, modification, tampering, negligence, misuse,
faulty installation, lack of reasonable care, repair or service in any way that is not contemplated in the
documentation for the product, or if the model or serial number has been altered, tampered with, defaced
or removed; Initial installation, installation and removal of the product for repair, and shipping costs;
Operational adjustments covered in the operating manual for the product, and normal maintenance;
Damage that occurs in shipment, due to act of God, failures due to power surge, and cosmetic damage;
Any hardware, software, firmware or other products or services provided by anyone other than D-
Link; Products that have been purchased from inventory clearance or liquidation sales or other sales in
which D-Link, the sellers, or the liquidators expressly disclaim their warranty obligation pertaining to the
product. Repair by anyone other than D-Link or an Authorized D-Link Service Office will void this
Warranty.

Disclaimer of Other Warranties: EXCEPT FOR THE LIMITED WARRANTY SPECIFIED HEREIN, THE
PRODUCT IS PROVIDED “AS-IS” WITHOUT ANY WARRANTY OF ANY KIND WHATSOEVER INCLUDING,
WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
AND NON-INFRINGEMENT. IF ANY IMPLIED WARRANTY CANNOT BE DISCLAIMED IN ANY TERRITORY
WHERE A PRODUCT IS SOLD, THE DURATION OF SUCH IMPLIED WARRANTY SHALL BE LIMITED TO
NINETY (90) DAYS. EXCEPT AS EXPRESSLY COVERED UNDER THE LIMITED WARRANTY PROVIDED
HEREIN, THE ENTIRE RISK AS TO THE QUALITY, SELECTION AND PERFORMANCE OF THE PRODUCT IS
WITH THE PURCHASER OF THE PRODUCT.

Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK IS NOT LIABLE
UNDER ANY CONTRACT, NEGLIGENCE, STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE THEORY
FOR ANY LOSS OF USE OF THE PRODUCT, INCONVENIENCE OR DAMAGES OF ANY CHARACTER,
WHETHER DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING, BUT NOT LIMITED TO,
DAMAGES FOR LOSS OF GOODWILL, LOSS OF REVENUE OR PROFIT, WORK STOPPAGE, COMPUTER
FAILURE OR MALFUNCTION, FAILURE OF OTHER EQUIPMENT OR COMPUTER PROGRAMS TO WHICH D-
LINK'S PRODUCT IS CONNECTED WITH, LOSS OF INFORMATION OR DATA CONTAINED IN, STORED ON,
OR INTEGRATED WITH ANY PRODUCT RETURNED TO D-LINK FOR WARRANTY SERVICE) RESULTING
FROM THE USE OF THE PRODUCT, RELATING TO WARRANTY SERVICE, OR ARISING OUT OF ANY
BREACH OF THIS LIMITED WARRANTY, EVEN IF D-LINK HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES. THE SOLE REMEDY FOR A BREACH OF THE FOREGOING LIMITED WARRANTY IS
REPAIR, REPLACEMENT OR REFUND OF THE DEFECTIVE OR NON-CONFORMING PRODUCT. THE MAXIMUM
LIABILITY OF D-LINK UNDER THIS WARRANTY IS LIMITED TO THE PURCHASE PRICE OF THE PRODUCT
COVERED BY THE WARRANTY. THE FOREGOING EXPRESS WRITTEN WARRANTIES AND REMEDIES
é_I'F’ETIa)%%II_QUYSIVE AND ARE IN LIEU OF ANY OTHER WARRANTIES OR REMEDIES, EXPRESS, IMPLIED OR
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Governing Law: This Limited Warranty shall be governed by the laws of the State of California. Some
states do not allow exclusion or limitation of incidental or consequential damages, or limitations on how
long an implied warranty lasts, so the foregoing limitations and exclusions may not apply. This limited
warranty provides specific legal rights and the product owner may also have other rights which vary
from state to state.

Trademarks: D-Link is a registered trademark of D-Link Systems, Inc. Other trademarks or registered
trademarks are the property of their respective manufacturers or owners.

Copyright Statement: No part of this publication or documentation accompanying
this Product may be reproduced in any form or by any means or used to make any
derivative such as translation, transformation, or adaptation without permission from
D-Link Corporation/D-Link Systems, Inc., as stipulated by the United States Copyright
Act of 1976. Contents are subject to change without prior notice. Copyright® 2003 by
D-Link Corporation/D-Link Systems, Inc. All rights reserved.

CE Mark Warning: Thisis a Class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.

FCC Statement: This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates, uses, and
can radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communication. However, there is no guarantee that interference
will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is encouraged
to try to correct the interference by one or more of the following measures:

B Reorient or relocate the receiving antenna.

B Increase the separation between the equipment and receiver.

B Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

B Consult the dealer or an experienced radio/TV technician for help.

Register online your D-Link product at http://support.dlink.com/register/
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