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Package Contents

\,\meu-‘;ﬁ p—

Contents of Package:
D-Link AirPlus G DI-824VUP High-Speed Enhanced 2.4GHz
Wireless VPN Router
Power Adapter — 5V DC / 2.5A
Manual on CD
Quick Installation Guide

Note: Using a power supply with a different voltage rating than the one included with
the DI-824VVUP will cause damage and void the warranty for this product.

If any of the above items are missing, please contact your reseller.

System Requirements For Configuration:

Ethernet-Based Cable or DSL Modem

Computer with Windows, Macintosh, or Linux-based
operating system with an installed Ethernet adapter

Internet Explorer version 6.0 or Netscape Navigator
version 6.0 and above, with JavaScript enabled



Introduction

The D-Link AirPlus G DI-824VUP Wireless VPN Router is an 802.11g high
performance, wireless router with two printer ports, one parallel and one USB.
It is an ideal way to extend the reach and number of computers connected to
your wireless network.

Unlike most 802.11g routers, the DI-824VUP is capable of data transfer speeds
up to 54 Mbps* (compared to the standard 11 Mbps) when used with other
D-Link AirPlus G products such as the DWL-G650 and DWL-G520 Wireless
Adapters.

After completing the steps outlined in the Quick Installation Guide (included in
your package) you will have the ability to share information and resources, as
well as share a printer wirelessly on your network.

The DI-824VUP is compatible with most popular operating systems, including
Macintosh, Linux and Windows, and can be integrated into a large network.
This Manual is designed to help you connect the Router and D-Link AirPlus
2.4GHz Wireless Adapters into a network in Infrastructure mode. Please take
a look at the Getting Started section in this manual to see an example of an
Infrastructure network using the DI-824VUP.

*Maximum wireless signal rate based on IEEE Standard 802.11g specifications. Actual data throughput will
vary. Network conditions and environmental factors, including volume of network traffic, building materials
and construction, and network overhead lower actual data throughput rate.



Connections

Features & Benefits

All ports (both LAN and WAN)
auto-sense cable types to
accomodate straight-through or
cross-over cable.

Pressing the
Reset Button
restores the
router to its
original factory
default settings.

COM port provides serial
connection for a backup analog
dial-up modem.

The LPT port or USB port is LAN ports provide Receptor
used to connect to your local connections to Ethernet- for the
printer. enabled devices. Power

Adapter.

WAN port is the connection
for the Ethernet cable to the
Cable or DSL modem.

Connects multiple computers to an Ethernet Broadband (Cable or DSL)
modem to share the Internet connection

Supports VPN pass-through, providing added security
Advanced Firewall features for added network security

DHCP server support enables all networked computers to automatically
receive |IP addresses

Wireless connection of up to 54Mbps
Web-based interface for Management
Access Control to manage users on the network

Maximum reliability, throughput and connectivity with automatic data rate
switching

Stronger network security with 256-bit encryption

Printer port enables connection to a network printer

WAN and LAN ports auto detect cable types (straight-through or cross-over)
UPNP supported

Note: Please refer to the Resetting the DI-824VUP to the Factory
Defualt Settings section in this manual for instructions on how to use
the Reset button.




LEDS

LED stands for Light-Emitting Diode. The DI-824VUP has the following LEDs
as described below:

LED LED Activity

Power A steady light indicates
a connection to a power source

A solid light indicates connection on the
WAN WAN port. This LED blinks during data
transmission

Flashes once per second to indicate the

Status o )
unit is working properly

COM A steady light indicates a connection to a
back-up dial-up modem.

USB A steady light indicates a connection to a USB
printer.

LPT A steady light indicates a connection to a

parallel printer port

A blinking light indicates that the wireless
WLAN segment is ready. This LED blinks during
wireless data transmission.

LOCAL A solid light indicates a connection to an
NETWORK Ethernet-enabled computer on ports 1-4. This
(Ports 1-4) LED blinks during data transmission.

Wireless Basics

D-Link AirPlus wireless products are based on industry standards to provide easy-to-use
and compatible high-speed wireless connectivity within your home, business, or public
access wireless networks. Strictly adhering to the IEEE standard, the D-Link AirPlus
wireless family of products will allow you to securely access the data you want, when
and where you want it. You will be able to enjoy the freedom that wireless networking
delivers.

Awireless local area network (WLAN) is a cellular computer network that transmits and
receives data with radio signals instead of wires. Wireless LANs are used increasingly
in both home and office environments, and public areas such as airports, coffee shops,
and universities. Innovative ways to utilize WLAN technology are helping people to work
and communicate more efficiently. Increased mobility and the absence of cabling and
other fixed infrastructure have proven to be beneficial for many users.



Wireless Basics

Wireless users can use the same applications they use on a wired network.
Wireless adapter cards used on laptop and desktop systems support the same
protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices
to link to a conventional Ethernet LAN in order to use servers, printers, or an
Internet connection supplied through the wired LAN. A Wireless Router is a
device used to provide this link.

People use wireless LAN technology for many different purposes:

Mobility - Productivity increases when people have access to data in any
location within the operating range of the WLAN. Management decisions based
on real-time information can significantly improve worker efficiency.

Low Implementation Costs — WLANs (Wireless Local Area Networks)
are easy to set up, manage, change, and relocate. Networks that frequently
change, both physically and logically, can benefit from WLANs ease of
implementation. WLANs can operate in locations where installation of wiring
may be impractical.

Installation Speed and Simplicity - Installing a wireless LAN system
can be fast, easy, and can eliminate the need to pull cable through walls and
ceilings.

Network Expansion - Wireless technology allows the network to go where
wires cannot.

Scalability — Wireless Local Area Networks (WLANSs) can be configured in
a variety of topologies to meet the needs of specific applications or existing
infrastructure. Configurations are easily changed and range from peer-to-peer
networks suitable for a small number of users to larger infrastructure networks
to accommodate hundreds or thousands of users, depending on the number
of wireless devices deployed.



Wireless Basics

The DI-824VUP is compatible with other D-Link AirPlus G 802.11g products,
which include:

¢+ Enhanced 2.4GHz Wireless Cardbus Adapters used with laptop
computers (DWL-G650)

¢+ Enhanced 2.4GHz Wireless PCI cards used with desktop computers
(DWL-G520)

Standards-Based Technology

Based on the IEEE 802.11g standard, the DI-824VUP is interoperable with
existing compatible 2.4GHz wireless technology with data transfer speeds of
up to 54Mbps (with the D-Link AirPlus G family of wireless devices,) as well as
standard 802.11b technology ( the D-Link Air family of wireless devices), with
speeds of up to 11Mbps.

Installation Considerations

The D-Link AirPlus G DI-824VUP lets you access your network, using a wireless
connection, from virtually anywhere. Keep in mind, however, that the number,
thickness, and location of walls, ceilings, or other objects that the wireless
signals must pass through may limit the range. Typical ranges vary depending
on the types of materials and background RF (radio frequency) noise in your
home or business. The key to maximizing wireless range is to follow these
basic guidelines:

1. Keep the number of walls and ceilings between the DI-824VVUP and
your receiving device (e.g., the DWL-G650) to a minimum-each wall or
ceiling can reduce your D-Link AirPlus wireless product’s range from 3-90
feet (1-30 meters.) Position your receiving devices so that the number of
walls or ceilings is minimized.

2. Be aware of the direct line between routers and computers. A wall that is
1.5 feet thick (.5 meters), at a 45-degree angle appears to be almost 3 feet
(1 meter) thick. At a 2-degree angle it looks over 42 feet (14 meters) thick!
Try to make sure that devices are positioned so that the signal will travel
straight through a wall or ceiling for better reception.

3. Building Materials make a difference - a solid metal door or aluminum

studs may have a negative effect on range. Try to position wireless
devices and computers with wireless adapters so that the signal passes
through drywall or open doorways and not other materials.

4. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical
devices or appliances that generate RF noise.



Getting Started

With its default settings, the DI-824VUP will connect with other
D-Link Air or AirPlus products, right out of the box.

With a single IP Address from your Broadband Internet Service provider you
can share the Internet with all the computers on your local network, without
sacrificing speed or security, using D-Link Air networking products.

a IP ADDRESS )

Note: If you are using a DHCP-capable router in your network setup, such
as the DI-824VUP, you will not need to assign a static IP Address.

If you need to assign IP Addresses to the computers on the network, please
remember that the IP Address for each computer must be in the same
IP Address range as all the computers in the network, and the Subnet
Mask must be exactly the same for all the computers in the network.

For example: If the first computer is assigned an IP Address of 192.168.0.2
with a Subnet Mask of 255.255.255.0, then the second computer can be
assigned an IP Address of 192.168.0.3 with a Subnet Mask of 255.255.255.0,
etc.

IMPORTANT: If computers or other devices are assigned the same IP
Address, one or more of the devices may not function properly on the
network.

\ _/

An Infrastructure wireless network contains an Access Point. The
Infrastructure Network example, shown here, contains the following D-Link
network devices:

A wireless Broadband Router -
D-Link AirPlus G DI-824VUP

A laptop computer with a wireless adapter -
D-Link AirPlus G DWL-G650

A desktop computer with a wireless adapter -
D-Link AirPlus G DWL-G520

A Cable modem -
D-Link DCM-201



Getting Started

Please refer to the following
sections of this manual for
additional information about
setting up a network:

Networking Basics - learn
how to check and assign
your IP Address; share

printers and files. @

Using the Configuration

Menu - learn the settings for
the DI-824VUP, using the Computer 1
web-based interface. .

®
: ““‘inl-azwup en o

Desktop PC or Laptop

. I Computer 2
Troubleshooting - learn k:

how to check for common
installation issues and other
tips for troubleshooting.

Please remember that D-Link AirPlus wireless devices are pre-configured to
connect together, right out of the box, with their default settings.

For a typical wireless setup at home (as shown above), please do the
following:

You will need broadband Internet access (a Cable or DSL subscription line
into your home or office).

Consult with your Cable or DSL provider for proper installation of the modem.

Connect the Cable or DSL modem to the DI-824VUP wireless broadband
router (See the Quick Installation Guide included with the DI-824VUP.)

If you are connecting a desktop computer to your network, you can install the
D-Link AirPlus G DWL-G520 wireless PCI adapter into an available PCI slot.
(See the Quick Installation Guide included with the DWL-G520.)

If you are connecting a laptop computer to your network, install the drivers for
the wireless cardbus adapter (e.g., D-Link AirPlus G DWL-G650) into a laptop
computer.(See the Quick Installation Guide included with the DWL-G650.)
(See the Quick Installation Guide included with the DWL-650+.)

Connect your printer to the printer port on the DI-824VUP. Please refer to
the quick installation guide for loading the print server software.
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Using the Configuration Menu

Whenever you want to configure your network or the DI-824VUP, you can access the
Configuration Menu by opening the web-browser and typing in the IP Address of the

DI-824VUP. The DI-824VUP default IP Address is shown below:

[ ] Open the web browser
[ | Type in the IP Address of

the DI-824VUP

File Edit View Favorites Tools Help

Q- O [x & ¢ |

address | €] http://192.168.0.1

Note: if you have changed the default IP Address assigned to the DI-824VUP, make sure to

enter the correct IP Address.

The factory default User name is admin and the default

Password is blank (empty). It is recommended that you | oiszume
change the admin password for security purposes. Please | ueme @ 0 v
refer to Tools > Admin to change the admin password. Eeeal 1

Home > Wizard

W AirPlus G |
High-Speed 2.4GHz Wireless VPN Router

Home [LUVELLED Toals Status Help
Dl820vUP |
A o
Tha DIAXMVUP ju an Etharnet Wirslees RRoutar idaal fer hamas natwarking and

sanall business networking, The sotup wizard will guide you 1o configure the DI
Wizard BZAVUF fo connect ta your ISP Intermet Sarvics Pravider). The DEAZIVUP'S sasy
setup will allow you 1o have Iiermet access within mimites. Ploase follow the

W satup wizard siep by step to configure the T B2AVUP.

[[Iremember my password

e =]

The Home>Wizard screen will
appear. Please refer to the
Quick Installation Guide for
more information regarding
the Setup Wizard.

| (Favint )

o] o

el "

== |

a Clicking Apply will save changes made to the page.

Apply

d Clicking Cancel will clear changes made to the page.

Cancel

Clicking Help will bring up helpful information regarding the page.

I-ielp

@ Clicking Restart will restart the router. (Necessary for some changes.)

Restart

1



Using the Configuration Menu

Home > Wireless
D-Link

SSID

Channel

WEP

BUINGINg Networks for People A""pl us" G
High-Speed 2.4GHz Wireless VPN Router
[T O Advanced | Tools Status Help

DI-824VUP I

{

Wizard

Wireless

WAN

LAN

DHCP

il

VPN

WEP Encryption

Keys 1-4

64-bit
128-bit
256-bit

These are the wireless seftings for the AP(access Point) portion

Network IDESSID) [etaun |
Channel 6

WEP OEnabled & Disabled

WEP Encryption |B4Bt |

WEP Key1 @ |

Kkeyd O [
Keys O [

|
kay2 O | |
|
|

O Enabled @ Disabled
Encryption Key Lenath | gngth O 64 bits © 128 hits © 256 bits
Lifetimg | & Minutes ~

RADIUS Server 1 P [
Port [
Shared Secret
@ 90O

Apply Cancel Help

default is the default setting. All devices on the network must
share the same SSID. If you change the default setting, the
SSID may be up to 32 characters long.

6 is the default channel. All devices on the network must share
the same channel.

Click Enabled or Disabled (default).
Select the level of encryption desired: 64, 128, or 256-bit.

Requires 10 digits
Requires 26 digits
Requires 58 digits

Input up to 4 WEP keys using Hexadecimal format; select the
one you wish to use.

Hexadecimal digits consist of the numbers 0-9 and the letters A-F.

A

WEP (Wired Equivalent Privacy) If you enable encryption on the
DI-824VUP, make sure to also enable encryption on all 802.11b and

802.11g wireless clients, or wireless connection will not be established.

12



Using the Configuration Menu

Home > Wireless (Continued)

802.1x

W AirPlus G I
High-Speed 2.4GHz Wireless VPN Router

Home [TIETTTT RIS SF1H Status Help

Tresa are the winnless sefings & e AP{Access Poinf) portion
Nt ED(ESID)

Channsl

selnl

WER
WEP Encrson

Fnabied 7 Désablod
CER
WIP ey 1 &

Hiy2 O

By O

By d O

DEnabied © Disabied
Encrrstion Ky Lengih Langin € 64 bits © 178 s

Liteime S Mmtes
FADHE Gtrver 1 [

3266 s

o
slamiicd
smiaial
sl
i
il

Pont
Enaned Becral

@ 20

Apply Cancel Help

The 802.1x is an authentication method which is designed to
compliment the existing WEP encryption. During the authentication
process, the server verifies the identity of the client attempting to
connect to the network. With the proper client account and encryption
key, access to the network is granted. Unfamiliar encryption key or
clients are denied from accessing the wireless network. This feature
will help safe guard a Local Area Network (LAN) from unwanted
visitors.

To take the full advantage of the 802.1x in DI-824VUP, all of the
wireless devices on your network must be 802.1x compatible and
must have the 802.1x feature enabled to communicate with the
router. (Note: Windows 2000 users will find a few downloads to
enable 802.1x clients on the Microsoft website.)

Encryption Key Selection for Encryption Key

* Dynamic Keying is a
technique for changing
the WEP Key used
between the supplicant
(wireless client) and the
access point.

RADIUS Server

64 bits — This will generate a 10 digit Dynamic Key value for
encryption.

- 128 bits — This will generate a 26 digit Dynamic Key value
for encryption.

- 256bits — This will generate a 58 digit Dynamic Key value
for encryption.

- Lifetime — Select the period of time before a new Dynamic
Key is generated.

Enter the IP address and port number of the RADIUS server that

will be used as the 802.1x authenticator. Enter the secret key that

has also been entered into the RADIUS server’s configuration.

13



Using the Configuration Menu

Home > WAN
D-Link

Bulkdmg Networks for People

DI-824VUP ]

Wizard

il

Wireless

WAN

DHCP

\LE

VPN

Choose WAN Type

AirPlus G

High-Speed 2.4GHz Wireless VPN Router
Home [LUVETT-CLEEES 101 Status Help

Please selectthe approptiate option to connect to your ISP

@ Dynamic IP Address Choose this option to obtain an IP address automatically
fram your ISP, (For most Cable modern users)

() gtatic IP Address Choose this option to set static IP information provided to
yau by your ISP,

() PRPoE Choose this aption ifyour ISP uses PPPoE. (For most DSL
users)

() Dial-up Network Tao surfthe Internet via PSTRASDN

() Others FPPTP and BigPond Cable.

HostName |roptionany

MAC Address ;bu leo |lca lcz Lleo 75»544

Primary DNS Address 1

Secondary DME Address )

MTU [1300

Auto-reconnect @ Enagled O Disabled

Auto-backup O Enabled @ Disabled

a A M

WAN stands for Wide Area Network. In this case WAN represents the mode in which
your ISP connects to the Internet. If you are uncertain, please ask your ISP which of

the following represents your connection mode to the Internet:

Dynamic
IP Address

Static IP Address
PPP over Ethernet

Dial-up Network

Others
PPTP

Big Pond Cable

Obtain an IP address from your ISP automatically (mainly for
Cable users).

Your ISP assigns you a Static IP Address.

Some ISPs require the use of PPPoE to connect to their
services (mainly for DSL users).

Dial-up users can select this option to connect to their ISP
through an analog dial-up modem if broadband connectivity
is unavailable.

For use in Europe only.

For use in Australia only.

14



Using the Configuration Menu
Home > WAN > Dynamic IP Address

D-Link
Buliing Networks for People Ai"pl us" G
High-Speed 2.4GHz Wireless VPN Router

Home LUVETT-T B f 1 E Status Help
DI-624VUP |
o i‘i Please select the appropriate option to connect to your ISP,
@ Dynamic P Address Choose this option to obtain an IP address automatically
frorn your ISP, (For miost Cable moderm users)
Wizard 7y Static IP Address Choose this option to set static IP infarmation provided to
you by your ISP
l_ O FPPoE Choose this option ifyour ISP uses PPPoE. (For most DSL
Wireless users)
(7 Dial-up Netwark To surfthe Internet via PSTRASDN
WAN ) Others PPTF and BigPond Cable
LAN i
Host Name [ | Optional)
BT MAC Address oo lao LI 1 Llep Llas
DHCP (00 }80 p[8 €2 [P0 fdd |
VPN Primary DNS Address .:DDUD
Secondary DNS Address |nono
MTU [1s00 ]
Auto-reconnect @ Enabled O Disabled
Auto-backup 3 Enabled & Disabled
&% ko

Most Cable modem users will select this option to obtain an IP Address automatically
from their ISP (Internet Service Provider).

Host Name This is optional, but may be required by some ISPs. The host
name is the device name of the Router.

Renew IP Forever Enable this feature to allow the router to automatically
reconnect to the ISP if the connection drops.

MAC Address The default MAC Address is set to the WAN’s physical
interface MAC address on the Router.

Clone This feature will copy the MAC address of the Ethernet card

MAC Address from the computer that is logged into the router, and replace
the WAN MAC address of the Router with this Ethernet card
MAC address. It is not recommended that you change the
default MAC address unless required by your ISP.

15



Using the Configuration Menu

Home > WAN > Static IP Address

D-Link

Buldmg Networks lor People

DI-824VUP l

Wizard

Wireless

il

WAN

DHCP

CE

VPN

AirPlus G

High-Speed 2.4GHz Wireless VPN Router
(TP Advanced = Tools | Status Help

Please selectthe appropriate option to connect to your ISP,

¢ Dynamic IP Address Choose this option to obtain an IP address autormatically
fram your ISP. {Far maost Cable modem users)

() Static IP Address Choose this option to set static IP information provided to
you by your ISP

() PPPOE Chooge this option ifyour ISP uses PPPoE. (For most DSL
users)

) Dial-up Netwark To surfthe Internetvia PSTMASDM.

(@] Others PPTP and BigPond Cahle

P Address [on0o 1

Subnet Mask (52528850 |

ISP Gateway Address ‘B-.D"U"U. '

Prifnary DNS Address 0000 .

Secandary DNG Address ]

MTU (E

Auto-backup CEnabled ® Disabled

If you use a Static IP Address, you will input information here that your ISP has provided

to you.

WAN IP Address

WAN Subnet Mask

WAN Gateway

Primary DNS

Secondary DNS

MTU

Auto-backup

Input the IP Address provided by your ISP.

Input the Subnet Mask provided by your ISP.

Input the Gateway address provided by your ISP.

Input the primary DNS address provided by your ISP.

(Optional) Input the Secondary DNS address provided by
your ISP.

Maximum Transmission Unit; default is 1500; you may need to
change the MTU to conform to your ISP.

Enabling this feature will connect your router to the Internet
using a dial-up service if your broadband connection becomes
unavailable. A subscription to a dial-up service is required for

the auto-backup to work.

16



Using the Configuration Menu

Home > WAN > PPPoE

Most DSL users will
select this option to
obtain an IP address
automatically from
their ISP through the
use of PPPoE.

User Name
Password
Service Name

IP Address
Primary DNS

Secondary DNS

Maximum
Idle Time

MTU

Auto-reconnect

Auto-backup

W AirPius G
High-Speed 24GHz Wireless VPN Router

LT B Advanced . Tools Status Help
uwvu:| .
a ‘m Please select the appropriste option to connet 1o your ESP.
) Dmamic 1P Agdeuss Chooge this opion IMW n e nn Lﬂc e ally
from VU r ISP (For most Cal III mModen %)
izara- "
Wizard ) Static IP Address Choose this option o 521 stac I\’IFN maton provided 1o
yeu by your ISP,
m @& PPPOE Chodss this apion Ifyour ISP uses FPPOE (For most DSL
wsors)
) Diskug Hebwork Ta surfthe Inbernet via PATRISON
WAN  Cthers PPTP and igland Catile
ﬁ & Dynamic PPPoE (' Static PPPOE
User Name
=l
Password  ssessseses
“ RetwoPasswird  [senesansas
uuuuu Name {Cobonaly
IP Address
Primary DNS Addreds
Becondary DNE Address
Wiz Idle Tirre o Wt
NTY 482
Auto-reconnect 1 & Enablge O Disabied
Aup-hackup ClEnablee & Dissbled

Your PPPoE username provided by your ISP.
Your PPPoE password provided by your ISP.

(Optional) Check with your ISP for more information if they
require the use of service name.

(Optional) Enter in the IP Address if you are assigned a static
PPPoE address.

You will get the DNS [P automatically from your ISP but you
may enter a specific DNS address that you want to use instead.

(Optional) Input the secondary DNS address.

Enter a maximum idle time during which Internet connection
is maintained during inactivity. To disable this feature, enable
Auto-reconnect.

Maximum Transmission Unit, default is 1492; you may need to
change the MTU to conform to your ISP.

If enabled, the Broadband Router will automatically connect to
your ISP after your system is restarted or if the connection is
dropped.

Enabling this feature will connect your router to the Internet
using a dial-up service if your broadband connection becomes
unavailable. A subscription to a dial-up service is required for
the auto-backup to work.

17



Using the Configuration Menu
Home > WAN > Dial-up Network

Most Dial-up users will
selectthis option to connect
to their ISP through an
analog dial-up modem.
This feature can be used
as a back-up when your
broadband connectivity is
unavailable.

Dial-up Telephone

Dial-up Account
Dial-up Password

Primary DNS/
Seconday DNS

Assigned
IP Address

Extra Settings

Maximum Idle Time

Baud Rate

Auto-reconnect

D-Link

BUIIMg Networks for People

AirPlus G
High-Speed 2.4GHz Wireless VPN Router

Advanced Tools Status Help

DI-824VUP l

Flease selectthe approptiate option to conhect to your ISP,

(» Dynamic P Address Chonse this option to obtain an IP address automatically
from your [SP. (For most Cable modemn users)

Static IP Address Choose this option to set static IP information provided to
you by your ISP

Chonse thiz option ifyour ISP uses PPPoE. (For most DSL
users)

To surfthe Internet via PSTRNASDN
PPTP and BigPond Cable.

Wizard [2)

PPPGE

[E ¢

<
(& Dial-up Netwark
o}

WAN Others

Dial-up Telaphone
DHCP Diakup Account
Dial-up Passward

JCE

VPN Retpe Password

Primary DNS [oo0n
Secondary DNS 0.00.0

Assigned IP Address nano ‘(Ommnal)
Extra Settings )
Maximum Idle Time o IMinutes
Baud Rate 57600~ |bps

OEnabled & Disabled

®@Enabled O Disabled

Disahle auto-dial

Auto-reconnect

Telephone number to connect to your ISP

Username provided by your ISP

Password provided by your ISP

If the settings are configured as “0.0.0.0,” they will be
automatically assigned upon connection.

(Optional) Enter in the IP Address if you are assigned a
static PPPoE address.

This setting is used to optimize the communication
quality between the ISP and your analog dial-up modem.
(Initialization string) - optional.

Enter a maximum idle time during which Internet
connection is maintained during inactivity. To disable this
feature, enable Auto-reconnect.

The communication speed between the DI-824VUP and
your modem.

If enabled, the Broadband Router will automatically connect
to your ISP after your system is restarted or if the connection

is dropped.
18



Using the Configuration Menu

Home > WAN > Others > PPTP

Home [UICLTTT] Tools Status Help
Dis24vUP ] .
qi ’ Pleas Athe 2 iy optican b your ISP
3 Dymamic IP Addross Choose this oplion to obtain an 1P address sutomatically
E from your ISP, (For most Cable modem users)
MWizara ) Static 1P Addiess Choose this option to ot static IP infarmation provded to
i YOU by YOur ISP
— ¢y PPPGE Choose his option if your IEP yses PPROE, (For most DEL
Wirsless users)
) Diakup Mtwark To surf the Irfermet via PETRASON
WAN & Oners PPTF and BigPond Cable,
@ PPTF ffar EUrope use anty)
f -
O BigPond Catle (for Aysiralis use onh)
e
DHCP
My IP Address 0000
| P § 552953
VBN My Subnet Mask 2B
Server IP Address Q000
PPTP Actount
PPTP Passwon 4 ssssssssss
Rutme Passward — [sssssssens
Zonmection ID (Optionat
Mazimum il Time o Minutes
Ayto-reconnict @ Enastes (O Disatlea
Aut-backup CYEnabled & Disatied

AirPlus G
W High-Speed 2 4GHz Wireless VPN Router

Point-to-Point Tunneling Protocol (PPTP) is a WAN connection used in Europe.

My IP Address

My Subnet Mask
Server IP Address

PPTP Account
PPTP Password

Connection ID

Maximum
Idle Time

Auto-reconnect

Auto-backup

Enter the IP Address.
Enter the Subnet Mask.
Enter the Server IP Address.

Enter the PPTP account name.
Enter the PPTP password.

(Optional) Enter the connection ID if required by your ISP.

Enter a maximum idle time during which Internet connection
is maintained during inactivity. To disable this feature, enable
Auto-reconnect.

If enabled, the Broadband Router will automatically connect
to your ISP after your system is restarted or if the connection
is dropped.

Enabling this feature will connect your router to the Internet
using a dial-up service if your broadband connection becomes
unavailable. A subscription to a dial-up service is required for
the auto-backup to work.
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DI-824VUP i

=
=
WAN
il
il

Home

Advanced

Using the Configuration Menu

Home > WAN > Others > BigPond Cable

AirPlus G

Tools Status Help

Please selact the appropriate option to connect to your ISP,

y Dynamic IP Address
() Static [P Address
() PPPOE

@] Dial-up Netwark
@ Otners

O PPTP
® BigPond Cakle

User Mame
Fassward
Retype Password
Login Server IP

Auto-reconnect

Chaoose this option to obtain an IP address automatically
fram your ISP. (For most Cable madem users)

Choose this option to set static [P information provided to
you by your [SP.

Chaoose this option ifyour ISP uses PPPOE. (For most DSL
users)

Tao surfthe Internetvia PETRISDN.

FPPTF and BigPond Cable
(for Europe use anly)

(for Australia use only)

[ |
: | (Optionaly
® Enabled O Disabled

High-Speed 2.4GHz Wireless VPN Router

Auto-backup () Enabled & Disabled

Dynamic IP Address for BigPond is a WAN connection used in Australia.

User Name

Password

Login Server IP

Auto-reconnect

Auto-backup

Enter in the user name for the BigPond account.

Enter the password for the BigPond account.

(Optional) Enter the Login Server IP if required.

If enabled, the Broadband Router will automatically connect
to your ISP after your system is restarted or if the connection

is dropped.

Enabling this feature will connect your router to the Internet
using a dial-up service if your broadband connection becomes
unavailable. A subscription to a dial-up service is required for

the auto-backup to work.

20



Using the Configuration Menu
Home > LAN

D-Link

Buliimg Networks for Peopie Ai"lpl us'. G
High-Speed 2.4GHz Wireless VPN Router
Home [UUELTSN Tools Status Help
The IP address of the DI-824VUP.
IP Address 19216501 |
Subnet Mask [285 2553850 |

Damain Name

|
@ O 0O

Apply Cancel Help

LAN is short for Local Area Network. This is considered your internal network. These are
the IP settings of the LAN interface for the DI-824VVUP. These settings may be referred
to as Private settings. You may change the LAN IP address if needed. The LAN IP
address is private to your internal network and cannot be seen on the Internet.

IP Address The IP address of the LAN interface.
The default IP address is: 192.168.0.1.
Subnet Mask The subnet mask of the LAN interface.

The default subnet mask is 255.255.255.0.

Domain Name (Optional) The name of your local domain.
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Using the Configuration Menu

Home > DHCP

D-Link
BUIKINg Networks ot Peapie Ai"pl I..IS" G
High-Speed 2.4GHz Wireless VPN Router

LT Advanced = Tools Status Help

DI-824VUP h

-
=l
=
|
o

The DI-824VUP can be setup as a DHCP Server to distribute IP addresses ta the LAN network.

DHCEEeRE, @Enabled O Disabled
Wizard Statting IP Address 192.169.0/100
Ending I Address 102168.0/198

Wireless Lease Time TWEEK v

WA Static DHCP is used to allow DHCP server to assign same |P to specific MAC address

© Enabled O Disabled

Mame

DHCP IP Address  192.168.0,
MAC Address O L ]
RN DHCP Client | - select one v

@ O 0

Apply Cancel Help
Name IP Address MAC Address

Host Name IP Address MAC Address Expired Time

Tue Sep 30
u 182.168.0.119 00-00-38-A3-51-32 00:13:30 2003

DHCP stands for Dynamic Host Control Protocol. The DI-824VUP has a built-in DHCP
server. The DHCP Server will automatically assign an IP address to the computers on
the LAN/private network. Be sure to set your computers to be DHCP clients by setting
their TCP/IP settings to “Obtain an IP Address Automatically.” When you turn your
computers on, they will automatically load the proper TCP/IP settings provided by the
DI-824VUP. The DHCP Server will automatically allocate an unused IP address from the
IP address pool to the requesting computer. You must specify the starting and ending

address of the IP address pool.
DHCP Server Enable or disable the DHCP service.

Starting IP Address The starting IP address for the DHCP server’s IP assignment.

Ending IP Address The ending IP address for the DHCP server’s IP assignment.

Lease Time The length of time for the DHCP lease.

Static DHCP Used to allow the DHCP server to assign the same IP adress to
a specific MAC address. Enter the name, IP address, and MAC
address into the fields. Select which DHCP client to clone.

DHCP Clients List Lists the DHCP clients connected to the DI-824VUP. Click
Refresh to update the list. The table will show the Host Name,
IP Address, and MAC Address of the DHCP client computer.
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Using the Configuration Menu
Home > VPN Settings

VPN Settings are settings
that are used to create

D-Link

. . Butmng Networks for veopie AirPlus G
virtual private tunnels to High-Speed 2.4GHz Wireless VPN Router
remote VPN gateways. The L CPTSl Advanced | Tools | Status Help
tunnel technology supports et | -
data confidentiality, data “gs— - -
origin, authentication, and ettt SEE:
data integrity of network S— N ;
information by utilizing . — -
encapsulation protocols, e : [ ' W v ()
encryption algorithms, and 2 _ e v
hashing algorithms. | 2 [

4 IKE ~ | [More
[ Dynamic PN Settings | [ L2TP Server Setting | [ PPTP Server Setting ]
@ OO
Apply Cancel Help
VPN Click Enable to enable VPN tunnels. When you are not

using the VPN feature, it is best to keep VPN disabled.

NetBIOS broadcast Enable this to allow NetBIOS braodcast over the VPN
tunnels.

Max. number of Select the maximum number of allowable tunnels.
tunnels

Tunnel Name Create a name for the tunnel.

Method IPSec VPN supports two kinds of key-obtained methods:
manual key and automatic key exchange. Manual key
approach indicates that the two endpoint VPN gateways
require setting up authentication and encryption key by
the Administrator manually. However, IKE approach will
perform automatic Internet key exchange. Admins of both
endpoint gateways will only need to set the same
pre-shared key.

More For more in depth configuration to adjust manual key or
IKE method settings, click More.
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Using the Configuration Menu
Home > VPN Settings > Tunnel > Method >IKE

D-Link

Bulaing Networks 1or Beopie

DI-824VUP |

Wireless

DHCP

Tunnel Name

Aggressive Mode
Local Subnet
Local Netmask
Remote Subnet
Remote Netmask
Remote Gateway

Preshared Key

IKE Proposal index

IPSec Proposal
index

AirPlus G

High-Speed 2.4GHz Wireless VPN Router
Home [UTUETLTT RS CTIEY Status Help
Item Setting
Tunnel Name l—
Aggressive Mode I~ Enable
Local Subnet pooo
Local Netrask pooo
Remate Subnet pooo
Rernote Netmask pooo
Remote Gateway |
Preshare Key i
IKE Proposal index Select IKE Proposal. .. |
IPSec Proposal index Select IPSec Proposal... |
Q@ v O

Current tunnel name.

Enabling this mode will accelerate establishing tunnel, but
the device will have less security.

The subnet of the VPN gateway’s local network. It can be a
host, a partial subnet or a whole subnet.

Enter the Subnet Mask for the Local Network of the router.

The subnet of the remote VPN gateway’s local network. It
can be a host, a partial subnet, or a whole subnet.

The Subnet Mask of the remote VPN gateway’s Local
Network.

The WAN IP address of remote VPN gateway.

The first key that supports IKE mechanism of both VPN
gateways for negotiating further security keys. The pre-shared
key must be the same for both endpoint gateways.

Click the button to setup a set of frequent-used IKE proposals
and select from the set of IKE proposals for the tunnel.
Click the button to setup a set of frequent-used IPSec

proposals and select from the set of IPSec proposals for the
tunnel.
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Using the Configuration Menu
Home > VPN Settings > Tunnel > Method > IKE > Select IKE Proposal

W AirPlus G I
High-Speed 24GHz Wireless VPN Router

Home [UITURCTREES T0Y Status Help
- e e
WE Proposal index - Empty -
i
Whireless :
0 Propossl Neme DH Oroup  Encryol sbgosithen Auth algorithm Life Time Lifk Time Unil
'T 1 Croup | 65w Sl w a fhe
2 Group = NS - AL v 9 Sec,
ﬁ 3 Groupt ¥ TES v gu ¥ o sec. W
4 i XE3 ¥ THAI o Sec. W
™ oHer B e WES - ] S ¥
B Croup 1 ¥ 2065w Al w a Sae
VPN T Group 1 ¥ i Al w0 Sec, =
] Groupt W W0ES s v o See. ™
L] Gl XET v SHAY ¥ (] Sec. ¥
10 L WES w0 B W
Proposalil) - seiect one - v || Add b | Proposal index
@ 0O
Back Apply Cancel Help

IKE Proposal index A list of selected proposal indexes from the IKE proposal pool

listed below.
Proposal Name This is the name used to classify the IKE proposal.
DH Group There are three groups that can be selected: group
1 (MODP768), group 2 (MODP1024), and group 5
(MODP1536).

Encrypt algorithm  There are two algorithms that can be selected: 3DES and DES.

Auth algorithm There are two algorithms that can be selected: SHA1 and MD5.
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Using the Configuration Menu
Home > VPN Settings > Tunnel > Method > IKE > Select IKE Proposal

W AirPlus G |
High-Speed 24GHz Wireless VPN Router

Continued...

P
Wizard
Wireles:

Al

LAN

DHCP

VPN

{1l

Home [UITURCTREES T0Y Status Help

Mem Setting

E Proposal index “Empty -

0 Propossl Neme DH Oroup  Encryol sbgosithen Auth algorithm Life Time Lifk Time Unil
1 Croup | 65w Sl w a fhe
2 o] v WES Al w0 Sec. w
3 Group1 ¥ TES ¥ ] Sec. ¥
4 D] XE3 ¥ SHAI & a Sec. W
5 [ WES =l e 0 e W
B Croup 1 ¥ 2065w Al w a Sae
T Group 1 W0e5 - Al - L] Sec, =
a Group1 ™ WES W SHaT W o Sec. W
L) Trop 1 ¥ XET v SHAY & 0 Sec. ¥
10 L WES ¥ w0 Sec. ¥

Propasal il -~ seect one | [ A1 | proposal indax

P 0O

Back Apply Cancel Help

Life Time

Life Time Unit

Proposal ID

Add to

Enter in the life time value.

There are two units that can be selected: second and KB.

The identifier of IKE proposal can be chosen for adding the
corresponding proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID
to IKE Proposal index list.
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Using the Configuration Menu
Home > VPN Settings > Tunnel > Method > IKE > Select IPSEC Proposal

W AirPlus G I
High-Speed 24GHz Wireless VPN Router

Home [UITTLCTREE 11 Status Help
Dh824VLP | : .
%—r/ mam Sefting
W Proposal indé Emgty -
M wizara
M wwrotess
D Proposal Mame OH Groun  Encrypd algorithm - Aufh algarithen Lif Tirme. Life Tima Unit
Jn—— 1 Group 1 v €5 A S, ¥
? Ceopt ¥ HET - = vl o Sec
TS AN ] Groap ¥ 085 @a v o Sec. v
4 gt > E ETE) See. w
T osce 5 Geoug IEE ETORC Bec
6 Gropt ¥ S v sw v o S W
VPN T Gropt ¥ AES v cHal w0 S v
] Grom I0ES v Al v 0 Sec. ¥
9 Gt ¥ WS v s v 0 S W
m Gamt v HES =l w0 See
Propesal I - select o - % E-’_WE Froposal index
Back Apply Cancel Help

IPSec Proposal
index

Proposal Name

DH Group

Encap protocol

Encrypt algorithm

Auth algorithm

A list of selected proposal indexes from the IPSec proposal
pool listed below.

This is the name used to classify the IPSec Proposal

There are three groups that can be selected: group
1 (MODP768), group 2 (MODP1024), and group 5

(MODP1536).

There are two protocols that can be selected: ESP and AH.

There are two algorithms that can be selected: 3DES and
DES.

There are three algorithms that can be selected: SHA1,
MD5, and None.
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Using the Configuration Menu

Home > VPN Settings > Tunnel > Method > IKE > Select IPSEC Proposal
Continued...

W AirPlus G |
High-Speed 2.4GHz Wireless VPN Router

Life Time

mw|

=l
=

VPN

LT U Advanced . Tools Status Help

Setting

IKE Progogal indi Bty

0 Proposal Name DHGroup  Encrypt sigomihm Auth alporthin Lita Time Lie Time Unit
1 Group 1w WEE » EE fee
7 Croup 1 WEE v SHAL [ [0 oo
a Croup 1w ;e EE oo
4 Group 1 ¥ I0ES ¥ ] I
5 Gowl v 3065 ¥ R S, ¥
3 Group1 & S ¥ sia o s v
T Group1 LS W SHAY W L] See, W
@ Group1 WEG W SHAY W ] Sec, W
q Croup 1w WEE > EE feo
m Croup 1w WES ] fee

PropesaliD - ssecions  ~ [39% | proposal index

Q90O

Back Apply Cancel Help

Life Time Unit

Proposal ID

Add to

Enter in a life time value.

There are two units that can be selected: second and KB.

The identifier of IPSec proposal can be chosen for adding
the corresponding proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID
to IPSec Proposal index list.
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Using the Configuration Menu

Home > VPN Settings > Tunnel > Manual

D-Link

BuiKImg MEtWOrES Tor Peopi

DI-824VUP

Wizard

Wireless

WA

DHCP :

-
i
p—
—

N

VPN

Tunnel Name

Aggressive Mode
Local Subnet
Local Netmask

Remote Subnet

Remote Netmask

Remote Gateway

Method
Local SPI

Remote SPI

AirPlus G
High-Speed 2.4GHz Wireless VPN Router

LT B Advanced = Tools Status Help

Item
Tunnel Name

Setting

—

™ Enable
T
T —

Rermote Gateway [
Method MANUAL

Local SP1 DX]D[I]D

Remote 5P 0-4o000

Encapsulation Protocal ESP =

3DES =
——

(for 3DES ONLY)
—

(for 3DES ONLY)
Authentication Algorithm NONE v]
Authentication Key [

Aggressive Mode
Local Subnet
Local Netmask
Remote Subnet

Remate Netmask

Encryption Algorithm

Encryption Key
(For ESP Only)

Current tunnel name.

Enabling this mode will accelerate establishing tunnel, but
the device will have less security.

The subnet of the VPN gateway’s local network. It can be a
host, a partial subnet, or a whole subnet.

Enter the Subnet Mask for the Local Network of the router.

The subnet of the remote VPN gateway’s local network.
Enter in a valid Netmask IP address of the remote router.

The Subnet Mask of the remote VPN gateway’s Local
Network.

The WAN IP address of remote VPN gateway.

The set of rules applied when connecting to the VPN
gateway.
The value of the local SPI should be set in hex format.

The value of the remote SPI should be set in hex format.
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Using the Configuration Menu

Home > VPN Settings > Tunnel > Manual Continued...

D-Link

BEIMY NEtworks 107 Peopie

Encapsulation
Protocol

Encryption
Algorithm

Encryption Key

Authentication
Algorithm

Authentication Key

Life Time

Life Time Unit

Item
Tunnel Name
Agagressive Mode
Local Subnet
Local Netmask
Remote Subnet
Remote Netrmask
Remote Gateway
Method
Local SPI
Remote SPI
Encapsulation Protocol
Encryption Algorithm

Encryption Key
(For ESP Cnly)

Authentication Algorithm

Authentication Key

AirPlus G

High-Speed 2.4GHz Wireless VPN Router

Home [[UUET TS0 Tools Status Help

Setting

—

™ Enable

T ——
pooo
T —
T
I

MANUAL
N —
N
[esp =]
e =l

—
(for 3DES ONLY)
—

(for 3DES ONLY)
NONE =]

There are two protocols that can be selected: ESP and AH.
There are two algorithms that can be selected: 3DES and
DES.

For DES, the encryption key is 8 bytes (16 Char.).
For 3DES, the encryption key is 24 bytes (48 Char.).

There are two algorithms that can be selected: SHA1 and MD5.

For MD5, the authentication algorithm is16 bytes (32 Char.).For
SHA1, the authentication algorithm is 20 bytes.(40 Char.).

Enter in the life time value.

There are two units that can be selected: Second and KB.
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Using the Configuration Menu

Home > VPN Settings > Dynamic VPN Tunnel

D-Link

Buldmg Networks for People

DI-824VUP }

I w

izard
Wireless

WAN

Ll

LAN

i

DHCP

VPN

VPN Settings - IKE

Tunnel Name
Dynamic VPN

Aggressive Mode

Local Subnet

Local Netmask

AirPlus G
High-Speed 2.4GHz Wireless VPN Router

Home [LUVET -1 B 101 15 Status Help
ftem Setting
Tunnel Narme |
Diynarnic WP [1 Enahle
Local Bubnet UD 00
Local Netmask |nooo
Preshare kKey [

IPSec Proposal index

[ Select IPSec Propossl... ]

Q% VO

Back Apply Cancel Help

There are three parts that are necessary to setup the
configuration of IKE for the dedicated tunnel: basic setup,
IKE proposal setup, and IPSec proposal setup. Basic setup
includes the setting of following items: local subnet, local
netmask, remote subnet, remote netmask, remote gateway,
and pre-shared key. The tunnel name is derived from the
previous page of VPN setting. IKE proposal setup includes the
setting of a set of frequent-used IKE proposals and selecting
from the set of IKE proposals.

Current tunnel name.

This feature works with a VPN software client so the
DI-824VUP does not need to know the IP address of the
remote clients.

Enabling this mode will accelerate establishing the
tunnel, but the device will have less security.

The subnet of the VPN gateway’s local network. It can be a
host, a partial subnet, or a whole subnet.

The netmask of the VPN gateway'’s local network.
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Using the Configuration Menu
Home > VPN Settings > Dynamic VPN Tunnel Continued...

D-Link

Bulmg Networks jor People

Preshared Key

IKE Proposal index

IPSec Proposal
index

Home [LUVETT--T: ME .10 Status Help

tem

Tunnel Name
Dynamic YPM
Local Subnet
Local Metmask
Preshare Key

IKE Proposal index

IFPSec Proposal index

AirPlus G
High-Speed 2.4GHz Wireless VPN Router

Setting
[ Enable
[pooa |
[onon ]
Select KE Proposal...

[ Select IPSec Proposal.. ]

@ @ v O

Back Apply Cancel Help

The first key that supports IKE mechanism of both VPN
gateways for negotiating further security keys. The pre-shared
key must be the same for both endpoint gateways.

Click the button to setup a set of frequent-used IKE proposals
and select from the set of IKE proposals for the dedicated

tunnel.
Click the button to setup a set of frequent-used IPSec

proposals and select from the set of IPSec proposals for the
dedicated tunnel.
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Using the Configuration Menu
Home > VPN Settings > Dynamic VPN Tunnel > Set IKE Proposal
D-Link

Sunmg erworss for Feope AirPlus G
High-Speed 2.4GHz Wireless VPN Router

L LT R Advanced  Tools Status Help

tem Setting
IKE Proposal index - Ermpty -

Wizard
eeeee

—_—

Wirel
sl 1D Proposal Mame DH Group  Encrypt algorithm  Auth algarithm Life Time  Life Time Unit

1 | ot ] [wesw] [smm ] (e 9]

{ili§
I

2| | [oowr ] [wes vl [ ] [se v
'T 3 | [Group1 | EEE B I ‘m
4| | [orout w|  [a0Es ¥ [sHat v [sec_ ]
- s [oewiy] [Pmv  [wmy] [ ] e v
s [ [feewrv] [wew o fmmiv] o] [ ]
VPN 7 | [orowp1 v|  [apEs v [shea v o | [see ¥
N | [erowt |  [a0es v Er e
9 [ | [oow1 ¥ [s0es ¥ [smt v o | [se
wl J(eewiy] [wsy [y p ] |

Proposal ID !:—— sslect ons - ¥ ‘ Proposal index
O oo
Back Apply Cancel Help

IKE Proposal index Alist of selected proposal indexes from the IKE proposal
pool listed below.

Proposal Name It indicates which IKE proposal to be focused.

DH Group There are three groups that can be selected: group
1 (MODP768), group 2 (MODP1024), and group 5
(MODP1536).

Encrypt algorithm  There are two algorithms that can be selected: 3DES and DES.

Auth algorithm There are two algorithms that can be selected: SHA1 and MD5.
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Using the Configuration Menu
Home > VPN Settings > Dynamic VPN Tunnel > Set IKE Proposal

Continued...

D-Link

Bulidmg Networks for People

DI-824VUP i

e |
|
—

Wizard

WAN

DHCP

EE

Life Time

Life Time Unit

Proposal ID

Add to

AirPlus G
High-Speed 2.4GHz Wireless VPN Router

Home [LUIVETLE-T RS 1 1ES Status Help

Item Setting

IKE Proposal index - Empty -

IO ProposalMame DH Group  Encrypt algorithm  Auth algorithm  Life Time  Life Time Unit
1] | [orompt v|  [a0es | ER e
2 | |fommt v [sesv]  [swely] o] [se v
3| | [oroupt w| [0S w| [shet v o] [mee |
4 | [orowpt w|  [30es | [srar @] o ] [zee. ¥
5 [ ] [oowt ¥ [s0Es ¥ ER
e |fopr @ [ [pw@E ] =@
7 | [orowt w]|  [30es ¥| Er R REE
8 | [oront v|  [apes v s Z’ [sec. ]|
9 [ ] [erowt ~| [z ¥ ER
10 | |fooptv]  [aesv]  [smmv] B s 9]

Proposal ID |- selectone - (v | Proposal index

O @ 0O

Back Apply Cancel Help

Enter in the life time value.

There are two units that can be selected: second and KB.

The identifier of IKE proposal can be chosen for adding the
corresponding proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID
to IKE Proposal index list.
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Using the Configuration Menu
Home > VPN Settings > Dynamic VPN Tunnel > Set IPSEC Proposal

D-Link

BUIKITg NeTworks 101 People

DI-824VUP ]

i
P
—

Wizard

Wireless

WAN

DHCP

LE

VPN

IPSec Proposal
index

Proposal Name

DH Group

Encap protocol

Encrypt algorithm

Auth algorithm

AirPlus G
High-Speed 2.4GHz Wireless VPN Router

L0 Gl Advanced . Tools Status Help

ftem
IPSec Proposal index

Setting

- Empty -

Remove

Froposal
D
MName

Auth Life Life Time
algorithm  Time Unit

Encap
protocol

Encrypt

Elaeimny algorithm

[a0es w]|  [one ] [ |

=

[s0es %]  [none ] [o

|s0es »] |

eS|

[s0es »| |

E=E

B

ES v

[soes w] |

E=E

Proposal ID | - select one - ~| Proposal index
@ @ O O

Back Apply Cancel Help

A list of selected proposal indexes from the IPSec proposal
pool listed below.

This is the name used to classify the IPSec proposal.

There are three groups that can be selected: group
1 (MODP768), group 2 (MODP1024), and group 5
(MODP1536).

There are two protocols that can be selected: ESP and AH.

There are two algorithms that can be selected: 3DES and
DES.

There are three algorithms that can be selected: SHA1,
MD5, and None.
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Home > VPN Settings > Dynamic VPN Tunnel > Set IPSEC Proposal
Continued...

Life Time

D-Link

Buldmg Networks for People

DI-824VUP |

siisaad
szl
—

Wizard

Wireless

WAN

DHCP

LE

VPN

Life Time Unit

Proposal ID

Add to

AirPlus G

High-Speed 2.4GHz Wireless VPN Router

LT Advanced . Tools Status Help

Item Setting

IPSec Proposal index — Empty -

1 e B o G g el Dot

1 |[mone ~] [ese ] [aoes v| [nene ¥ [0

2 |[monew] [ese w]  [apes v| [wone v |

3 |[mone  w| [ese ~]  [apes w| [wone

4 |[mone w| [ese w]  [apes v| [wone

5 | |none ~] [esp v [apEs v| [wome

6 |[mone ~| [ese v [apes v| [woe

7 |[mone  w| [ese ~] [apes w| [woe

g |[more | [esp v [soes v| [wone

9| [[Mone w| [ese v| [aoes v [nene

0| |[mone ] [esp v] [soes v| [nene v| [0

Proposal ID [ select one - 1] Proposal index

O @ 9O
Back Apply Cancel Help

Enter in a life time value.

There are two units that can be selected: second and KB.

The identifier of IPSec proposal can be chosen for adding
the corresponding proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID
to IPSec Proposal index list.
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Using the Configuration Menu
Home > VPN Settings > L2TP Server Setting

D-Link

BuiKimg NeEworks 1or People Ai’.plus" G
High-Speed 2.4GHz Wireless VPN Router
TP M Advanced Tools @ Status Help
n|-824VUPi -
W ftem Setting
L2TP Server [JEnatle
Yirtual IP of L2TP Server oo h J1
) Authentication Protocol @pap O CHAP O MSCHAP
=
Tunnel Setting
IT Turnel Marme |
3 User Mame | |
f LAN Password
e O 9 w0 O
Back Apply Cancel Help
VPN Tunnel Mame User Mame Password
Enable L2TP Click to enable the L2TP Server function.
Server
Virtual IP of Enter your Virtual IP address to access the L2TP server.
L2TP Server
Authentication Select one of the following authentication protocols: PAP,
Protocol CHAP, or MSCHAP.
Tunnel Name Current tunnel name.
User Name Enter in the username for the L2TP account.
Password Enter in the password for the L2TP account.
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Using the Configuration Menu
Home > VPN Settings > PPTP Server Setting
D-Link

Bulkimg Networks Tor People Ai"plus" G
High-Speed 2.4GHz Wireless VPN Router

Home .U VET LT B 701 FS Status Help
DI-824VUP ‘ -
3 ttem Setting
PRTF Server [l Enable
virtual IP of PPTP Server [0 o |[o 11
Authentication Protacal @ pap O CHAP (O MSCHAP
(v
Wireless
Tunnel Setting

WA Tunnel Name |

User Name |

ik

LAN Password | j

pom— 99 0o

Back Apply Cancel Help

VPN Tunnel Mame User Name Password
Enable PPTP Click to enable the PPTP Server function.
Server
Virtual IP of Enter your Virtual IP address to access the PPTP server.
PPTP Server
Authentication Select one of the following authentication protocols: PAP,
Protocol CHAP, or MSCHAP.
Tunnel Name Current tunnel name.
User Name Enter in the username for the PPTP account.

Password Enter in the password for the PPTP account.



Using the Configuration Menu

Advanced > Virtual Server
D-Link

Sumg e orPeope AirPlus G
High-Speed 2.4GHz Wireless VPN Router

| Home [UFEITEEN Tools | Status Help
nl-suvupl
ﬁ'. \ - Virtual Server is used to allow Internet users access to LAN services.
OEnabled O Disabled
Virtual Server Name
Private IP 192.168.0
.Ipplil:-tinn Protocol Type TcP v_
Private Port
Filter Public Port
Schedule O Always
" rirewan O From  Time [0 w00 viro[o0 wl[oo v
nav‘:éu"\ * |to| Sun ”7\
9 90
Apply Cancel Help
Name Private [P Protocol Schedule
Virtual Server FTP 0.000 TCP2II2 always 45
Virtual Server HTTP 0.00.0 TCPEOIBD  always E)i]
Virtual Server HTTPS 0.000 TOP 4431443 always [T
Virtual Server DNG 0.000 UDF&3i53  always A%
Virtual Server GMTP 0.000 TCP25/25  always 4]
Virhial Benrer PAPA nnan TRR AN alwars ATl

The DI-824VUP can be configured as a virtual server so that remote users accessing
Web or FTP services via the public IP address can be automatically redirected to local
servers in the LAN (Local Area Network).

The DI-824VUP firewall feature filters out unrecognized packets to protect your LAN
network so all computers networked with the DI-824VUP are invisible to the outside
world. If you wish, you can make some of the LAN computers accessible from the Internet
by enabling Virtual Server. Depending on the requested service, the DI-824VUP redirects
the external service request to the appropriate server within the LAN network.

Name The name referencing the virtual service.

Private IP The server computer in the LAN network that will be providing
the virtual services.

Protocol Type The protocol used for the virtual service.

Private Port The port number of the service used by the Private IP com-

Public Port The port number on the WAN side that will be used to access

the virtual service.

Schedule Select Always, or choose From and enter the time period
during which the virtual service will be available.
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| Home W.UIFTLECE Tools | Status Help
DI-824VUP l

Special Application is used to run applications that require multiple connections

O Enabled O Disabled
Mame

Virtual Server

sl

Trigger Port

Application Trigger Type | TCp v
Public Ports
Filter Public Type |Tcp i
T @ O O
Firewall
- Apply Cancel Help
I
SNMP L
Mame Trigger Fublic Port
e Batle.net 8112 6112 [
DDNS =
Dialpad 7175 51200-61201,51210 [EL]
2000-2038,2050- B
T ! I
Routing eun 019 2041,2069,2085,301 0-3030 L]
;"USHNEGam‘"g 47624 2300-2400,28800-29000 2]
e =
PCo-Phone 12083 12120,12122,24150-24220 L]
Quick Time 554 6370-6080 [E4i]
DVC-1000 iZeye 1720 1532815333 Eq]

Some applications require multiple connections, such as Internet gaming, video
conferencing, Internet telephony, and others. These applications have difficulties
working through NAT (Network Address Translation). Special Applications makes
some of these applications work with the DI-824VUP. If you need to run applications that
require multiple connections, specify the port normally associated with an application
in the Trigger field, then enter the public ports associated with the trigger port into the
Incoming Ports field.

At the bottom of the screen, there are already defined special applications. To use them,
select them from the list by clicking a check mark next to the application name. Users
may configure the special applications by clicking the Edit icon next to the application.
If the mechanism of Special Applications fails to make an application work, try using
DMZ host instead.

Note! Only one PC can use each Special Application tunnel.

Enabled Select to activate the policy.

Trigger Port This is the port used to trigger the application. It can be
either a single port or a range of ports.

Public Ports This is the port number on the WAN side that will be used
to access the application. You may define a single port or a
range of ports. You can use a comma to add multiple ports
or port ranges.
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Advanced > Filter > IP Filter

Use IP (Internet Protocol) filters to ""‘t“' _ 3
allow or deny computers access W | e Cmeen
to the Internet based on their IP =
address. Fappaceson s e
—| | -
=l | - =N
= 9 90
=l ot
ﬁ P Rangs Protecsl Schadule
= TGP 20-20 atwars )]
ﬁ TCP B0 atwany 18
TEP ae) bk 4%
uoe 41 b 49
TeP 246 il =) )
P10 ahways 48
PN e 9
IP Filter

Use IP Filters to deny LAN IP addresses access to the internet.

Enabled or Disabled
Click Enabled to apply the filter policy or click Disabled to enter an inactive filter policy.
(You can reactivate the policy later.)

IP Address
Enter in the IP address range of the computers that you want the policy to apply to. Ifit

is only a single computer that you want the policy applied to, then enter the IP address
of that computer in the Start Source IP and leave the End Source IP blank.

Port Range

Enter in the port range of the TCP/UDP ports that you want the policy to apply to. If it
is only a single port that you want the policy applied to, then enter the port number in
the Start Port field and leave the End Port field blank. If you want to use all the ports,
you can leave the port range empty.

Protocol
Select TCP or UDP as the protocol type.

Schedule

Select Always, or choose From and enter the time period during which the IP filter
policy will be in effect.
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ST Advanced [T Status Help

DI-824VUP j

.
s
e

Filters are used to allow or deny LAN users from accessing the Internet
O IPFiters O URL Blocking
@ MAC Filters © Domain Blocking
Virtual Server -
Uze MAC adﬁress 1o allow or deny computers access fo the netwark.
Application
@ Disabled MAC Filters
Filter © Onlyallow computers with MAC address listed below to access the network
3 Onlydeny computers with MAC address listed below to access the network

Firewal

Mame |
SNMP MAC Address

DHGF Client | - select one — ¥

DDNS 9 OO

Apply Cancel Help
Routing

MName MAC Address

-2

Lilil

N

Performance

MAC (Media Access Control) Filters are used to allow or deny LAN (Local Area Network)
computers from accessing the Internet and network by their MAC address.

At the bottom of the screen, there is a list of MAC addresses from the DHCP client
computers connected to the DI-824VUP. To use them, select one from the drop down
list. Next click the “Clone” button. Then click the “Apply” button and the DI-824VUP will
fill in the appropriate information to the list.

Disabled MAC Filter
Select this option if you do not want to use MAC filters.

Only allow computers with MAC address listed below to access the network
Select this option to only allow computers that are in the list to access the network
and Internet. All other computers will be denied access to the network and Internet.

Only deny computers with MAC address listed below to access the network
Select this option to only deny computers that are in the list to access the network
and Internet. All other computers will be allowed access to the network and Internet.

MAC Address
Enter the MAC Address of the client that will be filtered.
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Advanced > Filter > URL Blocking
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BT Advanced RCTE Status Help
DI-824VUP |

Filter
Filters are used to allow or deny LAN users from accessing the Internet
C|P Fiters & URL Blocking

© MAC Filters € Domain Blocking

Virtual Server
URL Blocking
Block those URLs which contain keywaords listed below

¢

Application

€ Enabled @ Disabled

Filter
Firewall I £
- Empty -
SNMP DELETE

Routing a @ o

Apply Cancel Help

BEEC

Use URL Blocking to deny LAN computers from accessing specific web sites by its
URL. A URL is a specially formatted text string that defines a location on the Internet.
If any part of the URL contains the blocked word, the site will not be accessible and
the web page will not display.

Disabled URL Blocking
Select this option if you do not want to use URL Blocking.
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Advanced > Filter > Domain Blocking
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BT Advanced T Status Help
DI-824VUP }

T S = Fi\iers are used to allow or deny LAN users from accessing the Internet.
W OIPFilters O URL Blocking

O MAC Filters & Domain Blocking
==
T

& Disabled
lication
App O Allow users to access all domains except"Blocked Domains”

O Deny users to access all domains except"Permitted Domains”

Filter

Empty -
Empty -
oz
Performance -

Apply Cancel Help

Use Domain Blocking to allow or deny computers access to specific Internet domains
whether it is through www, ftp, snmp, etc.

Disabled Domain Blocking
Select this option if you do not want to use Domain Blocking.

Allow users to access all domains except “Blocked Domains”
Select this option to deny users to access the specified Internet domains listed below.
Users will be allowed access to all other Internet domains.

Deny users to access all domains except “Permitted Domains”

Select this option to allow users to access the specified Internet domains listed below.
Users will be denied access to all other Internet domains.
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Advanced > Firewall
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BT Advanced ETH Status Help
DI-824vUP |
% Firewall Rules can be used to allow or deny traffic from passing through the DI-824WUP.
CEnabled O Disabled
5
Virtual Server Nama L
Action O allow O Deny
T T
Interface 1P Star IP End Profocol  PortRange
Source i | 1
) - T P
T Filter Destination ~ TR v
Schedule O Always
Firowall O Fram Tine 55 00 o[ @ 7]
| Zun |
—
K
— Apply Cancel Help
DDNS
Action Name Source Destination Protocol
Routing =5
Allow Allowto Ping WAN port WAN* LAN192168.01 ICMP * J rﬂ
LAN,- =
'_ " * % I
DMz DefiyiDefallt 19216601 )
Allow Default LAN® +.19216801 =7 [EX]
(r—

Firewall is an advance feature used to allow or deny traffic from passing through the
device. It works in the same way as IP Filters with additional settings. You can create
more detailed rules for the device.

Enabled or Disabled
Click Enabled to apply the filter policy or click Disabled to enter an inactive filter policy
(You can reactivate the policy later).

Name
Enter the name of the Firewall Rule.

Action
Select Allow or Deny to allow or deny traffic to pass through the DI-824VUP.

Source

Choose between a LAN or WAN source. An asterisk signifies the selection of both
sources.

IP Start

The starting IP address for the filter policy. Leaving the field blank selects all IPs.

IP End
The ending IP address for the filter policy. Leaving the field blank selects all IPs.

Destination
Choose between a LAN or WAN destination. An asterisk signifies the selection of both
destinations.
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Advanced > Firewall Continued
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[ Home .CIENITEN Tools Status

Firewall Rules can be used to allow or deny trafic from passing through the DI-824VUP.

Help

DI-824VUP j

Enabled O Disabled

Virtual Server Name

Action Cralow O Deny

i

Protocol  Port Range

Application \nlerfaFe‘ .\P Start : IP End
Source 12 B | |
'T Diestination |+ _~%‘. TP v
Schedule O Always
Firewall OFrom  Time[00 v v [ v

day[Sun vt

@ O 0O
Apply Cancel Help
DDNS

Action Mame Source Destinatian Protocal

Routing

Ll

Allow Allow 1o Ping WAN port  WAN,* LAN,182.168.0.1 ICMP,* EL]

LAN- I

: e |
DMZ Ceny Default 192.168.01 f J ﬂ
Allow Default LAN® *1921680.1 =7 ELT]

Performance

IP Address
Enter in the IP address range of the computers that you want the policy to apply to. Ifit

is only a single computer that you want the policy applied to, then enter the IP address
of that computer in the Start Source IP and leave the End Source IP blank.

Protocol
Select one of the following protocols: TCP, UDP, or ICMP.

Port Range

Enter in the port range of the TCP/UDP ports that you want the policy to apply to. Ifit
is only a single port that you want the policy applied to, then enter the port number in
the Start Port field and leave the End Port field blank. If you want to use all the ports,
you can leave the port range empty.

Schedule

Select Always, or choose From and enter the time period during which the virtual
service will be available.

46



Using the Configuration Menu

Advanced > SNMP

DI-824VUP l

Virtual Server

Application

Filter

Firewall

SNMP

DDNS

Routing

DMz

|

Performance

D-Link

Bulidmg Networks for People

EEE ¢
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AirPlus G
High-Speed 2.4GHz Wireless VPN Router

| Home [WUIELEELE Tools Status Help
Use Simple Netwark Management Pratocol(SNMP) for DI-824VUP management purposes.
SNMP Local @ Enabled O Disabled
SNMP Remote O Enabled @ Disabled
Get Community public
Set Community pﬁvate
1P 1
P2
IP3
IP 4
SNMP Version Owt Ovae
Apply Cancel Help

SNMP (Simple Network Management Protocol) is a widely used network monitoring
and control protocol that reports activity on each network device to the administrator of
the network. SNMP can be used to monitor traffic and statistics of the DI-824VUP. The
DI-824VUP supports SNMP v1 or v2c.

Enable SNMP

Local
Remote

Get Community

Set Community

SNMP v1

SNMP v2

(Simple Network Management Protocol.)

LAN (Local Area Network).
WAN (Wide Area Network).

Enter the password public in this field to allow “Read only”
access to network administration using SNMP. You can view
the network, but no configuration is possible wth this setting.

Enter the password private in this field to gain “Read and Write”
access to the network using SNMP software. The administrator
can configure the network with this setting.

Simple Network Management Protocol (SNMP) is an application
layer protocol that facilitates the exchange of management
information between nework devices.

Enhanced version of SNMP v1 with additional protocol
operations such as UDP, IP, CLNS, DDP, and IPX.
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Advanced > DDNS
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[ Home UIYTIYE Tools | Status Help
DI-824VUP j -
LJSE Oynamic DNS ifyou want {o use your DDNS account.
DDNE ® Disabled O Enabled
Virtual Server Provider 1DynDNS org(Dynamic) | i
Host Name | |
Avplication Usermame ! E-mail | |
Password / Key | |
0000000
il
Firewall Apply Cancel Help

[

i

bmz

Performance

[

DDNS (Dynamic Domain Name System) keeps dynamic IP addresses (e.g., IP addresses
assigned by a DHCP capable router or server) linked to a domain name.
Users who have a Dynamic DNS account may use this feature on the DI-824VUP.

DDNS When an IP address is automatically assigned by a DHCP
server, DDNS automatically updates the DNS server. Select
Disabled or Enabled.

Provider Select from the pull-down menu.

Host Name Enter the Host name.

Username/Email Enter the username or email address.

Password/Key Enter the password or key.
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Advanced > Routing

e [ Home WFULER Tools  Status  Help |
Static routes can be added 5 = | v o
if you require specific routes O g © Dstie O v © Pz
within your internal network. s e
These routes will not apply to e : :
the WAN (Internet) network. rwter y =
=l | o
6 [m]
— L ]
2 © O
| Apply Cancel Help
oMz
=

Dynamic Routing

RIP v1
RIP v2

Destination

Subnet Mask

Gateway

Hop

Enable

W AirPlus G
High-Speed 24GHz Wireless VPN Router

Dynamic Routing Settings allow the VPN Router to route IP
packets to another network automatically. The RIP protocol is
applied, and broadcasts the routing information to other routers
on the network regularly.

By default, itis set to disable. Check to enable (RIPv1/RIPv2)
protocol.

Protocol in which the IP address is routed through the internet.

Enhanced version of RIP viwith added features such as
Authentication, Routing Domain, Next Hop Fowarding, and
Subnet-mask Exchange.

Enter in the IP of the specified network that you want to
access using the static route.

Enter in the subnet mask to be used for the specified net
work.

Enter in the gateway IP address to the specified network.

Enter in the amount of hops it will take to the specified
network.

Select this option for the specified static route to take effect.

Hop Count - In a transmission path, each link is terminated at a network device
such as a router or gateway. The number of hops equals the number of routers or

gateways that data must pass through before reaching the destination.
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Advanced > DMZ

D-Link
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T Advanced JETH Status Help
DI-824VUP ] =
e e DMZ({Demilitarized Zone) is used to allow a single computer on the LAN 1o be exposed to
- the Internat
Enabled @ Disabled
=
IP Address 192.168.0] |
= 00
= Filter Apply Cancel Help
Firewall

DDNS

il

Routing

Performance

If you have a computer that cannot run Internet applications properly from behind the
DI-824VUP, then you can allow that computer to have unrestricted Internet access. Enter
the IP address of that computer as a DMZ (Demilitarized Zone) host with unrestricted
Internet access. Adding a client to the DMZ may expose that computer to a variety of
security risks; so only use this option as a last resort.
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Firewall

DDNS

Routing

DMZ

Performance

Beacon Interval

DTIM interval

TX Rates

Wireless Mode
Mixed Mode

G Mode

L

BT Advanced [JRETTE Status Help
These are the Wireless Performance features for the AP{Access Faint) portion
Beacon Interval [_100 _|tmsec, range:1~1000, default 100)
DI Interval |3 | {range: 1~65534, default 3)
TH Rates [Buto ¥ laps)
Wireless Mode @ mixed mode O G mode
Authentication Type (2 Open System O Shared Key & Both
SSID broadeast (# Enahle O Disable
83 @ Enable O Disable

Apply Cancel Help

Beacons are packets sent by an Access Point to synchronize a
wireless network. Specify a value. 100 is the default setting and
is recommended.

(Delivery Traffic Indication Message) 3 is the default setting. ADTIM
is a countdown informing clients of the next window for listening to
broadcast and multicast messages.

Select the data rate. Default is Auto.

Select either mix mode or G mode.

The DI-824VUP will use either B or G mode depending on which
mode has a stronger frequency.

The DI-824VUP will only use G mode.
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Advanced > Performance (Continued)

D-Link
BulKImg NETWOrKs 107 PEople Ai"pl u5- G

DI-§24VUP ]

—

Virtual Server
Application
Filter
Firewall
SNMP
DDNS
Routing
DMz

Performance

Authentication
Open System

Shared Key

Both

SSID Broadcast

8x

High-Speed 2.4GHz Wireless VPN Router

LT Advanced JRETIE Status Help
These ate the Wireless Performance features for the AP(Access Point) portion
Beacon Interval 100 (msec, range:1~1000, default 100)
DTIM Interal ‘3_ (range: 1~B5535, default 33
TH Rates Auto % [(Mhps)
Wireless Mode & mived mode £ G mode
Authentication Type (2 Open System O Shared Key () Both
551D broadcast @ Enable O Disable
8x @ Enable O Disable

Apply Cancel Help

Select Open system, Shared Key or Both.

The DI-824VUP will be visible to all devices on the network. This
is the default setting.

In this mode, in order to access the DI-824VUP on the network,

the device must have the same encryption as the router in order
to communicate.

In this mode, all devices on the network can access the
DI-824VUP.

Enable is the default setting. Choose Enable to broadcast the
SSID across the network. All devices on a network must share the
same SSID (Service Set Identifier) to establish communication.
Choose Disable if you do not wish to broadcast the SSID over
the network.

Enable 8X Mode on the wireless client and the DI-824VUP to
increase data transmission speed. 8X Mode will only work with
wireless devices that also support 8X Mode.
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Home  Advanced Tools Status Help

Administrators can change their login password.

DI-824VUP l

{;,

Administrator {The Login Name is "admin™

Mew Password [eewssses
Admin 5
Reconfirm Password seesssss

Uszer (The Login name is "user")
New Passwird |esesssss

System
Reconfirm Password |sssseswes

Let administrator perform administration task from remote host.

il

Misc
) Enabled @ Disabled

IP Address [0.0.00

Port[so30 v

@ © 0

Apply Cancel Help

You can change the administrator and user passwords here. It is recommended that
you change the administrator password from the default setting.The default password
is blank (nothing).

Password To change the administrator or user password, enter the new
password twice to confirm.

Remote Remote Management allows the device to be configured through

Management the WAN (Wide Area Network) port from the Internet using a web
browser. A username and password is still required to access the
browser-based management interface.

IP Address Internet IP Address of the computer that has access to the
DI-824VUP. If the IP Address is set to 0.0.0.0, this allows all Internet
IP addresses to access the DI-824VUP.

Port The port number used to access the DI-824VUP.
Example:http://x.x.x.x:8080, where x.x.x.x. is the WAN IP address of
the DI-824VUP and 8080 is the port used for the Web Management
interface.
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Home |Advanced [l i7" Status = Help
nl-szwup] _

Betihe Dl-824%UIP systemn time
Device Time : Tue Sep 30 00:52:31 2003
(%) Enable NTP

Diefault NTP Server ‘ !(Optiunal)

Time Zane ‘ (GhT-05:00)Pacific Time (US & Canadsa) el

() Set Device Date and Time

I 1 T 1 T
| 2003 (| | Sep v <130 |»
[ System ear: | V| Month:[Sep V| Day: |32 v

— — —
Hour: |00 ¥ Minute: |00 5| Second: |00 Bl

@ O 0O
- Apply Cancel Help

You will need to set the time zone corresponding to your location. The time can be
set manually or the device can connect to a NTP (Network Time Protocol) server to
retrieve the time.

Enable NTP (Network Time Protocol). Select to synchronize the time on the
DI-824VUP to an NTP server.

Set Device Date You can manually set the time on your network here.
and Time

NTP is short for Network Time Protocol, an Internet standard protocol
that assures accurate synchronization to the millisecond of computer
clock times in a network of computers.
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Home Advanced Tools Status Help
DI-824VUP l -
Save Seftings To Laocal Hard Drive
Load Settings From Local Hard Crive
It | (Browse.. ]
Restore To Faclary Default Settings

Help

The current system settings can be saved as a file onto the local hard drive. The saved
file or any other saved setting file created by the DI-824VUP can be uploaded into the
unit. To reload a system settings file, click on “Browse” to search the local hard drive
for the file to be used. The device can also be reset back to factory default settings by
clicking on “Reset to Default” button. Use the restore feature only if necessary. This will
erase previously saved settings for the unit. Make sure to save your system settings
before doing a factory restore.

Save Settings to Click Save to save the current settings to the local Hard Drive.
Local Hard Drive

Load Settings from  Click Browse to find the settings file, then click Load.
Local Hard Drive

Restore to Factory  Click Reset to Default to restore the factory default settings.
Default Settings
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There may be new firrmware for your DI-824VUP to improve functionality and performance
The upgrade procedure takes about 20 seconds. Motel Do not power off the unitwhen it is
being upgraded. When the upgrade is done successfully, the unit will be restarted

i X
- automatically.
- Current Firmware Version: 1.00
Firmware Date: Tue, Sep 30 2003
I Systom | (Bmmse ]

m—— 9 90O

Apply Cancel Help

You can upgrade the firmware of the device using this tool. Make sure that the firmware
you want to use is saved on the local hard drive of the computer. Click on “Browse” to
search the local hard drive for the firmware to be used for the update. Upgrading the
firmware will change the system settings of the router back to the default mode. It is
recommended that you save your system settings before doing a firmware upgrade.
Please check the D-Link support site for firmware updates at http://support.dlink.com.

Browse After you have downloaded the new firmware, click Browse in
this window to locate the firmware update on your hard drive.
Click Apply to complete the firmware upgrade.

Note! Do not power off the unit when it is being upgraded. When the
upgrade is complete, the unit will be restarted automatically.
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Port
Apply Cancel Help
Ping Test In the open box, enter in a URL (i.e., www.dlink.com) or an IP

address and click on Ping to test your internet connection.

Restart Device Click Reboot to restart the unit.

Block WAN Ping Click Enable to block the WAN ping. Computers on the Internet
will not get a reply back from the DI-824VUP when it is being
“ping”ed. This may help to increase security.

SPI Mode When this feature is enabled, the router will record the packet
information passed through the router such as IP address, port
address, ACK, SEQ number, and so on. The router will also
check every incoming packet to detect if it is valid.

DoS When DoS is enabled, the router will prevent Denial of Service
attacks on all computers connected to the DI-824VUP.
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UPnP is short for Universal Plug and Play which is a networking
architecture that provides compatibility among networking
equipment, software, and peripherals. The DI-824VUP is a UPnP
enabled router and will only work with other UPnP devices/
softwares. If you do not want to use the UPnP Functionality, it can
be disabled by selecting “Disabled”.

The device supports VPN (Virtual Private Network) pass-through
for both PPTP (Point-to-Point Tunneling Protocol) and IPSec (IP
Security). Once VPN pass-through is enabled, there is no need to
open up virtual services. Multiple VPN connections can be made
through the device. This is useful when you have many VPN clients
on the LAN.

If an FTP server you want to access is not using the standard

port 21, then enter in the port number that the FTP server is using
instead.
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Using the Configuration Menu

Status > Device Info

D-Link
BuIaMg NETWOrks 10r Peopie Air'pl us" G
High-Speed 2.4GHz Wireless VPN Router

| Home Advanced ' Tools Status m
DI-824VUP | :
Firmware Version: 1.00, Tue, Sep 30 2003
LAN
MAC Address 00-80-G8-23-5C-9F
Device Info
1P Address 192.168.0.1
Subnet Mask 255255 255.0
Log DHCP Server Enabled

—
MAC Address 00-80-C8-23-5C-9E
- Comnoction DHCP Conneciins...
DHCP Renew | [ DHCP Release |

Remaining Lease Time 00:00:00
IP Address 0.0.0.0
Subnet Mask 0.0.0.0
Gateway 0000
Domain Name Server 0.0.0.0

Wireless
MAC Address 00-80-CB-23-5C-9F
ESSID default
WEP Disahle
Channel &
Peripheral

Printer(DB25) Mot ready
Printer(USBO0) Mot ready

Device Time: Tue Sep 30 00:56:43 2003

o

Help

This screen displays information about the DI-824VUP such as WAN, LAN, and
Wireless status.

DHCP Renew  Use this button to reconnect to your ISP, if your WAN connection
is set up for DHCP.

DHCP Release Use this button to disconnect from your ISP, if your WAN connection
is set up for DHCP.
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Using the Configuration Menu
Status > Log

D-Link

EBulidmg Networks for People Aipplus“' G
High-Speed 2.4GHz Wireless VPN Router
S i _ Advanced = Tools Status m
= — V\e.\v\; Lug. displays the activities occurring on the DI-824YUP. Click on Log Settings for advance
%/ features
e O
Hel
Page 151 "
Log
wisM Type: Dynamic IP Address (1.00)
Display time: Tue Sep 30 00:57:41 2003
=i
This screen displays activities occurring on the DI-824VUP.
First Page Click First Page to go to the first page of the log.
Last Page Click Last Page to go to the last page of the log.
Previous Click Previous to go to the previous page of the log.
Next Click Next to go to the next page of the log.
Clear Click Clear to clear the entire log.
Log Settings Click for advanced features (see next page).

60



Using the Configuration Menu
Status > Log > Log Settings

D-Link
by esworapionss AirPlus G

High-Speed 2.4GHz Wireless VPN Router
- H Advanced Tool Stat
osomie | aols us CCTIN
= Lng's can ’he saved by sending it to an admin email address or to a syslog server
E-mail Alert
ey SMTP Server/IPAddress| |
i Emmail Address | | [_send vail Mow
=3 E-mail Subject | ]
Syslog
- Syslog Server IP Address 1921680 | © Enakled @ Disabled
Log Type [#] Systern Activity
J s [#] Debug Information
Wireless Attacks
[¥] Dropped Packets
[#] Motice
Apply Cancel Help
E-Mail Alert The DI-824VUP can be set up to send the log files to a specific
email address.
SMTP Server IP Enter in the IP address of the mail server.
Email Address Enter in the email address of the recipient who will receive
the email log.
Send Mail Now Click to send mail immediately.
IP Address of the Enter in the IP address of a syslog server within the network.
Syslog Server Click Enable to activate the policy. The DI-824VUP will send
all of it’s logs to the specified syslog server.
Log Type Select the types of activity to log. By default, all values are

selected.

61



Using the Configuration Menu

Status > Stats

D-Link

Bulidimg Networks 1or People

DI-824VUP ]

Device Info

Log

Stats

1

Wireless

In the Stats section,
Refresh

Reset

WAN

LAN

AirPlus G
High-Speed 2.4GHz Wireless VPN Router

| Home Advanced Tools status LT

Trafiic Statistics display Receive and Transmit packets passing through the D-824VUP.

Help
Receive Transrmit
WAN 0 Packets 116 Packets
LAN 1290 Packets 1371 Packets
Wireless 215 Packets 311 Packets

traffic statistics are displayed.

This will update the page.

This will reset the packet counter to zero.
Displays Received / Transmitted packets from the WAN port.

Displays Received / Transmitted packets from the LAN port.
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Using the Configuration Menu
Status > Wireless

D-Link

Buliimyg Networks 1or People Ai’.plusﬂ G
High-Speed 2.4GHz Wireless VPN Router

Tools Status m

The Wireless Client table helow displays Wireless clisnts Connected to the AP (Access Point)

Home Advanced

Help
Connected Time MAC Address
P Tue Sep 30 00:56:34 2003 00-40-05-C5-BA-TE
Stats
Wireless

This screen displays the connection time and the MAC Address of the connected
wireless clients. Click on Refresh for the most recent information.
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Using the Configuration Menu

Help

D-Link

Bulwdmg Networks for People

Advanced

Home

Setup Wizard
Wireless
WAk Settings
LAR Setlings
DHCP Gerver
WP

Advanced

Wirtual Server

Special Applications
Filters

Firewall Rules

SMMP

DOME

Routing

Dz

‘Wireless Performance

Tools
= Administratar Settings

Systern Time
Systern Bettings
Firmware Upgrade
Miscellaneous tems

Status

Device Infarmation
Log

Traffic Statistics
Wireless

FAQs

AirPlus G
High-Speed 2.4GHz Wireless VPN Router
Status

Tools Help

This screen displays the complete Help menu

in the Configuration menu.

. For help at anytime, click the Help tab
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Installing the Print Server Software

Insert the installation CD-ROM into the CD-ROM drive. The following window will be
shown automatically. If it is not, please run “autorun.exe” on the CD-ROM.

Click Install Print
Server Software

Select your Windows
operating system

D-Link T
Building Networks for People DI-824VUP  ZAirPlus G
4-Port Wireless
Broadband VPN
Wit guide you through th 0
YOL are of men i Ru Uter
Link Networking Prod.

Thank You for Purchasing Your D-Link Product

Install Print Server Software

View Quick Installation Guide
View Manual

Install Acrobat Reader

Visit Your Local D-Link Support

D-Link

Building Networks for People D-82avUP  GAirPlus G

4-Port Wireless
Broadband VPN

Router

Purchasing Your D-Link Product

P Windows 98SE/ME
P Windows 2000/XP
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Installing the Print Server Software (continued)

Wait until the following Welcome
dialog appears.

Click Next

USB Print Server Setup E

‘Welcome to the InstallShield Wizard for
Broadband Router USB Print Server

Wielcome to the Broadband Router Print Server diiver
Setup program. This program will instal Print Server on your
computer.

Select the destination folder.

Click Next

USB Print Server Setup

Choose Destination Location
Select folder where Setup will instal files

Setup wil install Broadband Router USB Print Server in the following folder.

Tomstal to this folder. click Next. Toinstal to a different folder. click Browse and select
another folder.

Destination Folder

E:\...\Bioadband Router LISB Print Server

Browse..

Then, the setup program will begin
to install the programs into the
destination folder.

When the following window is
displayed.

Click Fin-

—— s

| I

USB Print Server Setup
InstallS hield Wizard Complete

The InstallShield Wizard has successfully installed Broadband
Router USE Print Server. Click Finish to exit the wizard

After rebooting your
computer, the software
installation procedure is

=)

‘You must reboot your PC for all changes to take effect.

o ;‘r‘sc, I want to restart my computer nove,|

" Mo, | will restart my computer later,

' Click OK

finished.

T 1)
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Configuring on Windows 98se/Me Platforms

After you finish the software installation
procedure, your computer will be capable
of network printing provided by the
DI-824VUP. For convenience, we call the
printer connected to the printer port of the
DI-824VUP a printer server. On a Windows
95/98 platform, open the Printers window
in the My Computer menu.

Now, you can configure the print server of
the DI-824VUP:

Find out the corresponding icon of your
printer, for example, the HP LaserJet 6L.
Right click on that icon, and then select
Properties.

The following screen appears:

Click on the

B Printers [_ O] %]
File Edit \iew Help
Add Pinter  HF Casedell HPLassretf...
L ELIFCL) | Chineze)
‘ 4 object(s) o

HP Laserlet 6L [PCL) Properties

Genziel | Ditais | Sharing | Paper | Print Quaity | Faris | Device Options |
,\‘g HP Laseaet EL [FTL)

Lemment: I

Separalor page: !!nunee] -'I Erowse .. |

Print Test Page |

Cancel |

OF l
HP Lasex/et 2200 Series PCL 6 Properties

| flein ]

2l

Aoply

Details tab

Choose the “PRTmate: (All-in-1)”
from the list attached at the Print To
item. Be sure that the Printer Driver
item is configured to the correct driver
of your printer server.

or Managemert| | | ] ] |

Fririt to the following port:
lF’HT (Print Server)

=] AddPor
Delete Port
=] NewDiiver

e |

Piint using the following diiver
JHP Laserlet 2200 Series PCL 6

Ceplure Printer Porl.._|

Timeaut setting:

15 seconds
Transmissior petry: |45 szcands

SERERE CRERT

Not gelected

Click Port Settings

Choose your printer interface.
Type in the IP address of the DI-824VUP.

Click OK

Printer Position H

Cancel

Help

All-in-1 IP-Sharer's [P

192.168.01




Configuring on Windows 2000/XP Platforms

'Click Port ,

&% HP LaserJet 6L Proverties

The configuration procedure for a
Windows 2000/XP platform is similar to
that of Windows 95/98 except the screen
of printer Properties.

Click Configure Port

bpivasoed Pocts | Ritvanced | Secuity | Devios Settings |
i% HP Laseclet 6L

Perd o the (elkang poet|s). Dacumerts vall pank ba b (st rse
checked poit

Pt | Description | Piiet |
O come: Seial Peort
OcoMz Serial Port
Oromz S etiall Post
O coms Serial Port
mp Prirt o Fil:

S FR T mate

|

Addpay, | Delete Fon | Canfigus Pal..

I Envbike bidectional suppant
I E e piriter paoling

Choose your printer interface.
Type in the IP address of the DI-824VUP.

Click OK )

Allin-1 IP-Sharer's [P :

[152.168.0.1

)

(Note: Screen shots are taken in Windows 2000,
similar screens will appear in Windows XP.)
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Networking Basics

Using the Network Setup Wizard in Windows XP

In this section you will learn how to establish a network at home or work,
using Microsoft Windows XP.

Note: Please refer to websites such as http.//www.homenethelp.com
and http.//www.microsoft.com/windows2000 for information about networking
computers using Windows 2000, ME or 98.

Go to Start > Control Panel > Network Connections
Select Set up a home or small office network

Network Setup Wizard

Welcome to the Network Setup
% Wizard

Thiz wizard will help you zet up thiz computer ba run an pour
network. With a netwaork, you carn:

Share an Intermet connection

Set up Intermet Connection Firewall
Share filez and folders

Share a printer

- LI I ]

To continue, click Mest.

Mext '[ Cancel

When this screen appears, Click Next.
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Networking Basics

Please follow all the instructions in this window:

Hetwork Setup Wizard

Before you continue. ..

Before you continue, review the checklist for creating a network.

Then, complete the following steps:

+ Install the network. cards, modems, and cables.

+ Turn on all computers, printers, and external modems.
+ Connect bo the Intermet.

Wihen you click Mest, the wizard will zearch for a shared Intermet connection on your netwark.

i oo ]

Click Next.

In the following window, select the best description of your computer. [If
your computer connects to the internet through a gateway/router, select the
second option as shown.

Network Setup Wizard

Select a connection method.

Select the statement that best dezcribes thiz computer:

(O Thiz computer connects directly ta the Internet. The other computers on my netwark connect
ta the Intermet through this computer.

‘iew an example.

() Thiz computer connects ta the Intemet through another computer an my netwark. or through
a rezidential gateway.

"igw an example.

O

Learm mare about home or small office network configurations.

< Back I'I Hext » “'[ Cancel

Click Next.



Networking Basics

Enter a Computer description and a Computer name (optional).

Network Setup Wizard
Give this computer a description and name.

( LComputer description: | Mary's Computer J'

E xamples: Family Room Computer or Monica's Computer

( Computer hame: | Office |)
Examples: FAMILY ar MOMICA

The curment computer name iz Office

Learn more about computer names and descriptions.

BTN T

Click Next.

Enter a Workgroup name. All computers on your network should have the
same Workgroup name.

Network Setup Wizard

Mame your network.

Marme your netwark by specifying a warkaroup name below. All computers on your netwark
should have the same warkaroup name.

Wworkgroup namme: Accounting
Esanicles HOME oo QFFICE

< Back Mest » l [ Cancel

Click Next.



Networking Basics

Please wait while the Network Setup Wizard applies the changes.

Network Setup Wizard

Ready to apply network settings...

The wizard will apply the following settings. This process may take a few minutes to complete
ahd cannot be interupted.

Settings:
Metwork settings: A
Computer description; Mary's Computer
Computer name: Office
Workgroup name: Accounting
The Shared Documents folder and any printers connected ta this computer have been
shared.
bl

To apply these settings, click Mext.

’ < Back II Mext > ][ Cancel
——

When the changes are complete, click Next.

Please wait while the Network Setup Wizard configures the computer.
This may take a few minutes.

Network Setup Wizard

Please wait...

Pleaze wait while the wizard configures this computer for home ar zmall office netwaorking. Thiz
process may take a few minutes,

5 ™
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Networking Basics

In the window below, select the option that fits your needs. In this example, Create
a Network Setup Disk has been selected. You will run this disk on each of the

computers on your network. Click Next.

Network Setup Wizard
You're almost done...

i You heed to run the Metwark Setup Wizard once an each of the computers on yaur
\\‘) network, Town the wizard on computers that are not running Windows *P. pou can use
the Windows =P CD or a Metwork Setup Digk,

“what do pou want to do?

(®)iCreate a Netwoark Setup Diski

() Use the Metwark Setup Disk | already have

(0 Use my Windows P CD

() Just finish the wizard; | don't need to run the wizard on other computers

e

Insert a disk into the Floppy Disk Drive, in this case drive A.

Network Setup Wizard
Insert the disk you want to use.

Inzert a dizk the into the following disk drive, and then click Nest.

3% Floppy [4:)

If you want ta farmat the disk, click Format Disk.

< Back




Networking Basics

Please wait while the wizard copies files. ..

[ ) Zancel |

Please read the information under Here’s how in the screen below. After you complete the
Network Setup Wizard you will use the Network Setup Disk to run the Network Setup

Wizard once on each of the computers on your network. To continue click Next.

Metwork Setup Wizard
To run the wizard with the Hetwork Setup Disk___ %

i Complete the wizard and restart this computer. Then, uze the Metwork Setup Disk to run
W) the Metwark Setup Wizard once on each of the ather computers on your nebwork.

Here's how:

1. Inzert the Network Setup Disk into the next computer youw want to network.
2. Open My Computer and then open the Metwork Setup Dizk.
3. Double-click "netsetup.”

< Back
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Networking Basics

Please read the information on this screen, then click Finish to complete the
Network Setup Wizard.

Network Setup Wizard

Completing the Network Setup
Wizard

You have succeszsfully zet up this computer for home or zmall
affice netwarking.

For help with home or small office netwarking, see the
fallowing topics in Help and Support Center:

+ Uszing the Shared Documnents folder
+ Shanng hles and holders

Ta zee other computers on paur nebwark, click Start, and then
click My Metwork, Places.

To cloge thiz wizard, click Finish.

| <Back || Fiish |

The new settings will take effect when you restart the computer. Click Yes to
restart the computer.

System Settings Change |E|
P You musk reskart yaur computer before the new setkings will take effect,
-
o

Do wou want ba restart your compuber now'?

You have completed configuring this computer. Next, you will need to run the
Network Setup Disk on all the other computers on your network. After running
the Network Setup Disk on all your computers, your new wireless network will
be ready to use.
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Networking Basics
Naming your Computer

To name your computer, please follow these directions: In Windows XP:
B Click Start (in the lower left corner of the screen).
B Right-click on My Computer.

B Select Properties and click.

/ Internet ___! My Documents
Inkernet Explarer

W) E-mail bMy Recent Documents
UJ Outlock Express B
'__! My Pictures

Command Prompk ) My Music
‘, MSM Explorer ‘g Ay (i
- Open
) ) “Q My Network  Explore
Windows Media Player Search...

i B’ Control Pane|  Manage
\& Windows Movie Maker

Map Metwork Drive. ..
e_-; et U Disconnact Mekbwark Drive, ..

@ Tour Windows XP -
|:é Printers and F - Show on Desktop

y| Filzs and Settings Transfer Rename

Wizard @) Help and Sup@‘

B Select the Computer System Properties
Name Tab in the System
Properties window.

atic: Updates Remaote

General | Comnputer Mame Hardware Advanced

Q Windows uzes the following information o identify your computer
on the network.

Computer description:

B You may enter a

computer Description ED.;:T.B:&E;"J"B: "Kitchen Computer' or "Mary's
if you wish; this field is '
. Full computer name:  Office

optional.
ok group: Accounting
To uze the Netwark |dentification Wizard to join a Wetwork D
domain and create & local user account, click Metwaork ==

m To rename the c_ompqter D
and join a domain, Click
Change Tao rename this computer or join a domait, click Change.
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Networking Basics
Naming your Computer

B |n this window, enter the
Computer name.

B Select Workgroup and enter
the name of the Workgroup.

B All computers on your
network must have the same
Workgroup name.

B Click OK.

Computer Name Changes

You cat change the name and the membership of this
carmputer. Changes may affect access to network resources.

Computer name:
Office |

Full computer name:

Office
I ember of
(O Domair:
| |
(®) Workgroup:
| Accounting |

OK l Cancel

Checking the IP Address in Windows XP

The wireless adapter-equipped computers in your network must be in the same IP
Address range (see Getting Started in this manual for a definition of IP Address Range).
To check on the IP Address of the adapter, please do the following:

B Right-click on
the Local Area
Connection icon

in the task bar. Repair

B Click on Status.

Disabie

Vieww Awailable Wireless Nebworks

Cpen Mebwork, Connections
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Networking Basics
Checking the IP Address in Windows XP

This window will appear. Wirzless szt

2X)

Connection / Status

Generau Support |
. Internet Pratocal (TCR/AIF)
| Click the _
Support tab. Addrezs Type: Azzighed by DHCP
[ IP Address: 192.168.0.114 ]
Subnet Mask: 2RR 2RR 2B 0
Default Gateway: 192.168.0.1
Repair
e =— ]
[ | Click Close.
——

Assigning a Static IP Address in Windows

XP/2000

Note: Residential Gateways/Broadband Routers will automatically assign

IP Addresses to the computers on the network,

using DHCP (Dynamic Host

Configuration Protocol) technology. If you are using a DHCP-capable Gateway/
Router you will not need to assign Static IP Addresses.

If you are not using a DHCP capable Gateway/Router,
IP Address, please follow these instructions:

or you need to assign a Static

@ Tour Windows ¥P

B  Goto Start.

E‘g Paink

? Files and Settings TransFer
u Double-click on Wizard

Control Panel.
All Programs D

| '-r Conkral Panel

|::é Printers and Faxes

@ Help and Suppart

Search

=] Run...

ﬁ| Log CFff rﬁ) | Turn CFF Computer
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Networking Basics
Assigning a Static IP Address in Windows XP/2000

#- Control Panel

File ~Edit Wiew Favarites Tools Help
\ &N @ .
< </ LI 7 Search “_ Folders
Address E} Cantrol Fanel
. 15 Accessibilty Options
. ﬂr- Control Panel 3 .; A:: s
. DOUb|e-C|ICk *;;;n .or Rem.ove Programs
E} Switch to Category View i Administrative Tools
on Network 35Date and Time
Connections.
See Also
‘ Wi Uy 7 Game Controllers
Help and Suppart ",Internet Options
3 Keyboard
_aPrinters and Faxes
@ regional and Language Options
i, Taskbar and Start Menu
g User Accounts
"% Network Connections
Fle Edt ¥ew Favorites Tools Advanced Help
Qo - O F POoach [ rolders
@& Hetwork Comnections
A Name
Network Tasks LAN or High-5peed Internet
Create anew
~ connection Disable
i i % Setupah ]
B Right-click on Local Area Mo e o
H @ Disable this netwark
Connections. descs Erdge Connectons

8, Repalr this connection
- Create Shartout
®]| Rename this connection 7 g

) View status of this i
connection

(Change sattings of this
connection

B Single-click on
P ro pel'ties . Other Places

O Control Panel |
€ 1y Network Places

Iy Documents

W My Computer

Detail:
etails A

work Connections
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Networking Basics
Assigning a Static IP Address
in Windows XP/2000

B Click on Internet
Protocol (TCP/IP).

B Click Properties.

Input your IP address and
subnet mask. (The IP
Addresses on your network
must be within the same
range. For example, if

one computer has an IP
Address of 192.168.0.2,
the other computers should
have IP Addresses that are
sequential, like 192.168.0.3
and 192.168.0.4. The subnet
mask must be the same for
all the computers on the
network.)

Input your DNS server
addresses. (Note: If you
are entering a DNS server,
you must enter the IP
Address of the Default
Gateway.)

The DNS server information will be supplied

by your ISP (Internet Service Provider).

m  Click OK.

- Local Area Connection 7 Properties @E|

General | Advanced

Connect using:

B  D-Link DWL-AB50

This connection uzes the following items:

5 Cliert for Microgoft Metworks
.@ File and Printer Sharing for Microsoft Networks

Inatall...

[rescription

Transmizsion Contral Protocaol/lntemet Protocal. The default
wide area netwark protocol that provides communication
across diverse interconnected netwark.s.

[ 5how icon in notification area when connected

e |

oK ] [ Cancel

Internet Protocol (TCP/IP) Properties
General
“You can get [P settings assigned avtarmatically if your netwark. supparts

thiz capability. Otherwize, vou need to azk your network, administrator for
the appropriate [P settings.

(C) Obtain an IP address automatically
(@ Uzge the following IP address:)
P address:

192168 . 0 . 2
Subret mask: 255 0285 285 . 0

Defaul gateway:

(@ Use the following DNS server addresses:)

Preferred DMS server

Alernate DMS server

=)
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Networking Basics

Assigning a Static IP Address with Macintosh OSX

B Gotothe Apple Menu and select
System Preferences.

B Click on Network.

Select Built-in Ethernet in the
Show pull-down menu.

[-X:] Svtem Praferences =]
« E 4@ 3
Shew A Cripleys Sound Metwark  Seartus Dik
Peracnal
m = | e E @
[ Dok Cenerad Irteinatienal ven S Usewarial
Asgeiy
Hardware
= . @ 9 4
ol Dapls Gy Saee  Keybaard  Moute Sownd
Internet & Netyg
L () (&
Ietarrat * sk Time Shurng
System
& ® § H L
Chanic Ducs & Tome  Folfreare S st Divk L
uedste
‘ee Wetwark =
Show All  Displays Sound Metwork  Startup Dusk
Location | Automatic =
Show:  Bullt=in Ethernet ?1

Select Manually in the
Configure pull-down
menu.

Configure  Using DHCP
Using BoatP

avame Servers (Opcional)

1P Address:
Frovided by DHCF Server)

Subnet Mask: 255.255.255.0

Search Domaing IDptianal)

Router: 19216801
DHCP Client 1D:
(Optienat)
Fuampl Hlink -
Ethernet Address: il

{3) Click the lock ta prevent further changes.

‘86 Network =
e [ &
Show All D\‘S_n\_a;(s Sound Network Startup Disk
Location: | Automatic E.
Show: | Built-in Ethernet a
u InPUt the Static IP Address, frcene eeroe | AppleTalk | proies |
the Subnet Mask and the -
. Configure:  Manually v
Router IP Address in the
. f. Id Domain Name Servers (Optienal)
approprlate lelas. IP Address:  192.168.0.2
Subnet Mask:  255.255.255.0
Rotten Tez18801 Search Domains (Optional)
Ethernet Address: 00:09:93:75:de:5a Sxarpleappieonicaiinket
B Click Apply Now.
@ Click the lock to prevent further changes. " Apply Now
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Networking Basics

Selecting a Dynamic IP Address with Macintosh OSX

B Go to the Apple Menu and select .

System Preferences.

B Click on Network.

B Select Built-in Ethernet in the

Show pull-down menu.

B Select Using DHCP in the
Configure pull-down menu.

B Click Apply Now.

B The IP Address, Subnet
mask, and the Router’s IP
Address will appear in a few
seconds.

=] 9 m S
Internes & Nermodk
® @) a
Syvien
g y @® § H L
e L e T ey o
‘88 Network (=]
« ma@ O
Show All  Displavs Sewnd Merwork Sramup Désk
Location: _Automaric a
'Shm\- Buile-in Ethernet E’

+ Using DHCP
g nootn

ame Servers iGutsonall

P Address:
(Pravided by DWCP Servert

Subnet Mask: 255.255.255.0

Router: 192.168.0.1 e

OHCP Client 10-

IDptianall

Example: apple.com, earthlink.net
Ethernet Address szl

(&) Ciick the tock to pravent further changes,

en Network (=]

« =A@ O

Show AN Displays Sound Metwork  Startup ik

Lecation: | Autamatie a
Show: [ Bullt-in Ethernet i)
[FrerEY eeeoe | appleTatk | proies |
Configure: | Using DHCP [ ]

Domain Name Servers (Oprionall

IF Address. 1521680160
throrided by DHCP Serven

Subnet Mask: 255.255.255.0

Router- 192 168.01 Search Domains ipuiznal

DHCP Client 10:
A0ptionall

Lxample: agple.com, earthlink.met
Ethernet Address: 00.06:96:79.de.5a

{@) Click the lock to prevent further thanges.
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Networking Basics
Checking the Wireless Connection by Pinging in Windows XP and 2000

B Go to Start > Run > [ - -
[-]

®P

type emd. A window &5 cﬁggf-iﬁ:dwgs—még 2:5&%'%5?-3?
yp
Sim“ar to th is one [F:\Documents and Settings\lab4>ping 192.168.@.58

Pinging 192.168.8.50 with 32 bytes of data:

will appear' Type Reply from 192.168

Reply from 192.168

PING XXX.XXX.XXX. et
XXX, where xxx is 3

the IP Address of the
Wireless Router or i EEraracEstrane i
Access Point. A good
wireless connection
will show four replies
from the Wireless
Router or Acess
Point, as shown.

Checking the Wireless Connection by Pinging in Windows Me and 98

B Go to Start > Run EEEETT
> type command.
A window similar
to this will appear.
Type ping XXX.XXX.
XXX.XXX where xxx
is the IP Address of
the Wireless Router
or Access Point.
A good wireless
connection will show
four replies from the
wireless router or
access point, as
shown.
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Networking Basics
Adding and Sharing Printers in Windows XP

After you have run the Network Setup Wizard on all the computers in your network
(please see the Network Setup Wizard section at the beginning of Networking Basics),
you can use the Add Printer Wizard to add or share a printer on your network.

Whether you want to add a local printer (a printer connected directly to one computer),
share an LPR printer (a printer connected to a print server), or share a network printer
(a printer connected to your network through a Gateway/Router), use the Add Printer
Wizard. Please follow the directions below:

First, make sure that you have run the Network Setup Wizard on all of the
computers on your network.

On the following pages, we will show you these 3 ways to use the Add Printer
Wizard:

1. Adding a local printer
2. Sharing an network printer

3. Sharing an LPR printer

(Other Networking Tasks)

For help with other tasks, that we have not covered here, in home or small office
networking, see Using the Shared Documents folder and Sharing files and folders
in the Help and Support Center in Microsoft Windows XP.
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Networking Basics
Adding a local printer (a printer connected directly to a computer)

A printer that is not shared on the network and is connected directly to one computer
is called a local printer. If you do not need to share your printer on a network, follow

these directions to add the printer to one computer.

| GO to Start @ 1 i
i i onkrol Panel
Printer Windows Movie Maker B,

and Faxes & Printers and Faxes
Tour Windows %P =
QQ Files and Settings Transfer 9) Help and Support

Wizard ~

@ Mokepad
=7 Run...

All Programs D

@| Log OFF |E‘ Turn OFF Computer

1y Start

| Printer Tasks

(5] 4dd 2 printer

i i & Set up Faxinn
u CIICk onAdd a prlnter' Start the Add Printer Wizard, which helps vou install a printer.

See Also

L_?j Troubleshoot printing
) Get help with printing

Other Places

[@ Contral Panel
% Scanners and Cameras
ﬂ My Documents

@ Iy Pickures
} My Computer

Details

—
15 Start i% 1.bmp - Pairt - nd Eaxes




Networking Basics
Adding a local printer

B Click Next.

B Select Local printer
attached to this

computer.

B (Deselect
Automatically detect
and install my Plug
and Play printer if it
has been selected.)

B Click Next.

B Select Use the
following port:

B From the pull-down
menu select the correct

port for your printer.

(Most computers use the LPT1: port,
as shown in the illustration.)

Bl Click Next.

Add Printer, Wizard

Welcome to the Add Printer
Wizard

This wizard helps you install a printer or make printer
connections.
i It you have a Plug and Play printer that connects
. I) thraugh a lJSE port (or any other hot pluggable
port, zuch az IEEE 1394, infrared, and o on), you
do not need to use this wizard, Click Cancel to
cloze the wizard, and then plug the printer's cable
into your computer or paint the printer toward pour
computer's infrared port, and turn the: printer on,
Windows will automatically install the printer for you

To continue, click Next.

Add Printer

Local or Network Printer
The wizard needs to know which type of printer to zet up.

Select the option that describes the printer you want to use:

(%) Local printer attached to this computer

[ éutomatically detect and install my Plug and Play printer

(0 & network printer. or a printer attached to another computer

To get up a network printer that is not attached to a print server,
usze the "Local printer” option.

d y

< Back l Hext » ' Cancel

Add Printer Wizand
@
el

Select a Printer Port
Computers communicate with printers through ports,

Select the port you wank your printer to use. |f the port is not listed, pou can create a
news port.

(%) Use the following port:

MNote: Most computers use the LPT1: port to communicate with a local printer
The connector for this port should look something like this:

(O Create a new port

< Back ! Mest > ' Cancel
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Networking Basics
Adding a local printer

Select and highlight
the correct driver for

your printer.

Click Next.

(If the correct driver is
not displayed, insert the
CD or floppy disk that
came with your printer
and click Have Disk.)

At this screen, you can
change the name of

the printer (optional).

Click Next.

Select Yes, to print a
test page. A successful
printing will confirm that
you have chosen the

correct driver.

Click Next.

Add Printer Wizard
Install Printer Software O

The manutacturer and model determine which printer software to use.
s Select the manutacturer and model of vour printer. If yaur printer came with an installation
‘-\-ﬁ disk, click Have Digk. If pour printer is not lisked, consult pour printer documentation far

hle nrinter saftware
ble printer softwars,

Marufacturer ] Printers Lo’
Fuitsu S HP DeskJet 400
ECC 37HF’ Dresket 400 [Monochrame]
ENETIC CE
Gestether B ESkJEt 4
HP v ‘ v

I Wwindows Update ] [ Have Digk... ]

< Back ' Mext » ' Cancel

Add Printer Wizard
Name Your Printer ‘G\

“r'ou must azsign a name to this printer.

Type a name far this printer. Because some programs do not support printer and server
name combinations of more than 31 characters, it is best to keep the name as short as
possible.

[EgF This driver is digitally signed.
Tell me vabw driver sianing s important

Printer name:

e (e ]

Add Printer Wizard
Print Test Page O

Ta confirm that the printer iz installed properly, you can print a test page.

Do pou wart to print a test page?

< Back l Mest » '
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Networking Basics
Adding a local printer

This screen gives you information about your printer.

Add Printer, Wizard

Completing the Add Printer
Wizard

“V'ou hawe successfully completed the Add Printer wizard.
“V'ou gpecified the following printer settings:

Mame: HF Desklet 500
Share name:  <Mot Shared:
Port: LPT:

Model: HF Desklet 500
Drefault: ez

Testpage: Yes

To cloge this wizard, click Finish,

Click Finish.
When the test page has printed,

HP Desklet 500

A test page is now being sent ta the printer. Depending on the
zpeead of vour printer, it may take a minute or bwo before the page
iz printed.

The tezt page briefly demanstrates the printer's ability ta print
araphics and text. and it provides technical information about the
printer driver.

If the test page printed, click OF.
If the test page did nat print, click Troubleshonot,

’Iru:lul:uleshn:lnt...

Click OK.



Networking Basics
Adding a local printer

B Go to Start > Printers
and Faxes.

A successful installation will display
the printer icon as shown at right.

You have successfully added a local
printer.

Sharing a network printer

P Desklet SO0

Printer Tasks

[£] Add a printer
£5] See what's printing

Select printing
preferences

.::;’ Fause printing

E-Qé Share this prinker
mifi Rename this printer
¥ Delete this printer

\g Sek printer properties

See Also

@ 50 ko manufacturer's
Weh site

Other Places

[3 control Panel
Fﬁ. Scanners and Cameras
[} My Dacuments

@ Iy Pictures
i§ My Computer

After you have run the Network Setup Wizard on all the computers on your network,
you can run the Add Printer Wizard on all the computers on your network. Please
follow these directions to use the Add Printer Wizard to share a printer on your

network:

B Go to Start >
Printers and Faxes

@ windows Maovie Maker E’ Cantral Panel
@ Tour Windows P

3 | Files and Settings Transfer 9/] Help and Support

Wizard —
,'.) Search
@ Motepad
=7 Run...

T - Sp——
Al

Turn O

s start
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Networking Basics
Sharing a network printer

B Click on Printer Tasks @
Add a printer. [2] Add a printer

S et up faxioa
E ]Start the Add Printer \Wizard, which helps wou install a prinker, l

Add

Bl Click Next.

Printer, Wizard

Welcome to the Add Printer
Wizard

This wizard helpz you install a printer or make printer
connections.

through a USE port [or ang other hot pluggable
port, such as IEEE 13594, infrared, and so on), you
do not need to use this wizard. Click Cancel to
close the wizard, and then plug the printer's cable
into your computer or point the printer toward pour
computer's infrared port, and tum the printer on.
wiindows will automatically inztall the printer for you.

il) If you have a Plug and Play printer that connects

To continue, click Next.

[ Mexst> |[ Cancel

Add Printer W d

B Select
Network Printer.

B Click Next.

Local or Metwork Printer
The wizard needs to know which type of printer to set up.

Select the option that describes the printer you want to use:

(O Local printer attached to thiz computer

(£) & ngtwork printer, or a printer attached to another compiter

.. To zet up a network. printer that is not attached to a print server,
‘-ll) uge the "Local printer'’ option,

< Back “ Mest » ][ Cancel
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Networking Basics
Sharing a network printer

B Select Browse for
a printer.

B Click Next.

B Select the printer you
would like to share.

B Click Next.

B Click Finish.

Add Printer Wi

“what printer do you want to connect 07

Browse for a printe

(O Connect to this printer [or to browse for a printer, select this option and click Nest)
Narne:
Example: “hserverprinter
(2 Connect ta a printer on the Intemet or on a home o office network
URL:

Example: hitp:¢#server/printers/myprinter/. prinker

Specily a Printer
If you dan't know the name or address of the printer, you can search for a printer
that meets your needs

[ <Back [ Mewts | [ Concel

Browse for Printer
W'hen the list of printers appears, select the one you want to use.

Printer, | MWECIHP Desklet 500

Shared printers
¢t Microsoft Windows Network

#B DLINK
@g

ncz

10C3

Printer information
Comment:
Stabus Fieady Documents waiting: 1]

Add Printer Wizard

[ < Back H Hext > I[ Cancel

Add Printer, Wizard
Completing the Add Printer
@ Wizard

‘You have successtully completed the Add Printer wizard.
‘rou specified the following printer settings;

Narne: HF DeskJet 500 on 1QC3
Default: Yes

Location:

Comment:

To clase this wizard, click Finish

Finish
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Networking Basics
Sharing a network printer

B To check for proper
installation:

B Go to Start > Printers
and Faxes.

The printer icon will appear at right,
indicating proper installation.

You have completed adding the
printer.

To share this printer
on your network:

B Remember the printer
name.

B Runthe Add Printer
Wizard on all the
computers on your
network.

m Make sure you
have already run
the Network Setup
Wizard on all the
network computers.

After you run the Add Printer
Wizard on all the computers in the
network, you can share the printer.

Contral Panel

@ Sindows Movie Maker
& Printers and
Tour Windows %P =
;| Files and Settings Transfer 9) Help and Support

Wizard =
,'.) Search
@ Motepad
=7 Run...

15 Starl

Printer Tasks

Add a prinker

See what's printing

Select printing
preferences

Pause prinking
Share this printer
Rename this printer
Delete this printer

Set printer properties

el

See Also

Go bo manufacturer's
‘Web site

Other Places

[ Control Panel
"‘:-_5 Scannets and Cameras
5y My Documents

@ My Pictures
_’] Iy Computer

14 Start
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Networking Basics
Sharing an LPR printer

To share an LPR printer (using a print server,) you will need a Print Server such as the
DP-101P+. Please make sure that you have run the Network Setup Wizard on all the

computers on your network. To share an LPR printer, please follow these directions:

Add Printer Wizard

B Go to Start >
Printers and
Faxes.

B Click on Add
a Printer.

1

Welcome to the Add Printer
Wizard

This wizard helps you install a printer or make printer
connechions.

If you have a Plug and Play printer that connects
through a USE port [or any other hot pluggable

The screen to the
right will appear.

H Click Next.

m Select
Local
Printer.

B Click Next.

part, such as [EEE 1394, infrared, and so on). you
do not need to use thiz wizard, Click Cancel to
cloze the wizard, and then plug the printer's cable
into your computer or point the printer taward pour
computer's infrared part, and tum the printer an.
windows will automatically inztall the printer for you.

To continue, click Nest.

Cancel

Add Printer Wizard

Local or Metwork Printer
The wizard needs to know which type of printer to zet up.

(23]
Ed

Select the optian that describes the printer you want to use:

( (®iLocal printer attached ta this computer@]
] Automaticaly detect and install my Plug and Play printer

() A ngtwork, printer, or a printer attached to anather computer

i To zet up a network. printer that iz not attached to a prink server,
\\) uze the "Local printer’" option.

< Back | Meut » I Cancel

——
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Networking Basics
Sharing an LPR printer

Add Printer Wizand

m Select Create a new port. At Coneoie e i e iough ps .

Select the port you want your printer to use. 1f the port is not listed, you can create @

m From the pull-down menu, newporl
SeleCt standard TCPIIP (O Uss the following port:

Port, as shown.

() Create a new part
Type of part:

) r—
B Click Next. = ) [
\e—

Welcome to the Add Standard
TCP/IP Printer Port Wizard

“You uge this wizard to add a port far a networl: printer.

B Please read the
instructions on this

screen.

Before continuing be sure that
1. The device is tumed on.
2. The network iz connected and configured.

To continue, click Next

m Click Next. =

Add Standard TCP/IP Printer Port Wizard E‘
i Add Por
. E nter the P rl nter I P For u:h\ch device do you want to add a port?
Address and the Port
Name as s hOWI’] Enter the Printsr Name or IP address, and a port name for the desired device.

Prirker MName or IP Address: 192170.0.20

Eort Name: IP_192.170.0.20

B Click Next. = [
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Networking Basics
Sharing an LPR printer

Add Standard TCPJIP Printer Port Wizard

Additional Port Information Required
The device could not be identified.
B nthis
screen, The detected device is of unknown type. Be sure that:
1. The device iz properly configured.
Select 2. The address on the previous page is comect.
CUStom . Either comect the addrezs and perform another zearch on the network by returning to the
previous wizard page or select the device type if you are sure the address is comect.
Device Type
() Standard
B Click [ Bl
Settings.
[ < Back “ Mext > ] [ Cancel ]
Configure Standard TCPSIP Port Monitor
Pt Settingz
B Enter the Port Port Mame: IP_192.170.0.20
Name and the :
Printer Name Printer Name or [P Address: 192170.0.20
or Fratocol
IP Address. O Raw @LPrR
Fiaw Settings
B Select LPR. Biarl Nt
|
M Entera LFR Settings
Queue ([ Qusue Hame: o )

Name (if your
Print-Server/
Gateway has ] SNMP Status Enabled
more than
one port,
you will need
a Queue

name).

[T]LPR Eyte Counting Enabled

B Click OK. [ok [ cancel |
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Networking Basics
Sharing an LPR printer

B This screen will show you
information about your

printer.

Click Finish.

Select the printer you
are adding from the list

of Printers.

Insert the printer driver disk
that came with your printer.

Click Have Disk.

If the printer driver is already installed, do
the following:

B Select Keep existing
driver.

B Click Next.

Add|Standard TCPJIP Printer Port Wizard

Completing the Add Standard
TCP/IP Printer Port Wizard

“fou have selected a port with the following characteristics,

SHMP: Mo
Protocal LPR. Ip
Device: 132.170.0.20

Fot Mame:  IP_132.170.0.20

Adapter Type:

To complete this wizard, click, Finish,

Add Printer Wizard
]
B

<]

Install Printer Software
The manufacturer and model detemine which printer software to use.

)\ Select the manufacturer and model of your printer. If your printer came with an installation
S disk, click Have Disk If your printe is not listed, consull your printer dacumentation for
compatible printer software:

Matutacturer o @ o

Fuiitsus SFHP Desklet 400

EEE ¥ HP Deskl et 400 [Manochiome)

eneiic =

Bostutrer :.*HP DeskJet 420

e, o P rvvev-emrarrey i
b This dhiver is digiall signed Windows Update l

Tell e whw driver signing is important

[ < Back ” Mest > I[ Cancel ]

Add Printer Wizard

Use Existing Driver
A driver is alieady installed for this printer. You can use or replace the existing
driver.

HP Desklet 500

Do yau want ko keep the evisting driver or use the new one?
(@ieep existing driver (lecommended}

O Beplace sxisting driver

<Back |

) [ cancel

Nest >

96



Networking Basics
Sharing an LPR printer

Add Printer Wizard

W Youcanrename your printerif | weveeme &
you choose. It is optional.

Type a name for this printer. Because some programs do not suppoit printer and server
hame combinations of mare than 31 characters, itis best to keep the name as short a5
possible.

[ | Please remember the name
of your printer. You will need
this information when you use
the Add Printer Wizard on
the other computers on your
network.

Printer name:

[ | Click Next. e (e Cancel

S —
Add Printer Wizard

Print Test Page
To confirm that the printer is installed propery, pou can print a test page. 3
]

Do you want to print a test page?
@iYed
OMg

[ | Select Yes, to print a test page.

| Click Next. < Back. Mewt > Cancel

This screen will display informa- A Printey Wizard

tion about your printer_ Completing the Add Printer

Wizard

You have successfully completed the 4dd Printer ‘wizard.
“You specified the fallowing printer settings:

Name: HP DeskJet 500

Share name:  <Mot Shared>

Port IP_182170.0.20

Model HP Desklet 500

Default Yes

[ Click Finish to complete the
addition of the printer.

B Please run the Add Printer e e
Wizard on all the computers

on your network in order to - To close this wizard, click Finish

share the printer. l_
< Back i Finish . Cancal

Note: You must run the Network Setup Wizard on all the computers on your network before
you run the Add Printer Wizard.
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Resetting the DI-824VUP to the
Factory Default Settings

After you have tried other methods for troubleshooting your network, you
may choose to Reset the DI-824VUP to the factory default settings.

To hard-reset the D-Link DI-824VUP to the Factory Default Settings, please
do the following:

B Locate the Reset button on the back of the DI-824VUP.

B Use a paper clip to press the Reset button and
power on.

B Hold for about 5 seconds (do not hold for too
long) and then release. (Or, release when the
status LEDflashes.)

B After you have completed the above steps, the DI-824VUP
will be reset to the factory default settings.
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Technical Specifications

Standards
B |EEE 802.11b
m |EEE 802.3
B |EEE 802.3u 100BASE-TX Fast Ethernet
B |EEE 802.11g
B USB1.1
VPN Pass Through Function
m PPTP
m L2TP
B IPSec

LEDs
Power

WAN
LAN
WLAN
Status
COM
USB
LPT

Operating Temperature
B 32°Fto 131°F (0°C to 55°C)
Humidity
B 10-90%
Power
m 5VDC/25A
Dimensions

B L= 9.25inches (233mm)
B W=6.5inches (165mm)
m H=1.375inches (35mm)

B ~2.00z. (9079)

B 4 x10/100 LAN Ports (MDI/MDIX)
B 1x10/100 WAN Port (MDI/MDIX
m 1 COM Port (Dial-up Modem)

W 1 Parallel Port (DB25)

m 1 USB Port
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Frequently Asked Questions

Why can’t | access the Web-based configuration?

When entering the IP Address of the DI-824VUP (192.168.0.1), you are
not connecting to the Internet or have to be connected to the Internet.
The device has the utility built-in to a ROM chip in the device itself. Your
computer must be on the same IP subnet to connect to the web-based utility.

To resolve difficulties accessing a Web utility, please follow the steps below.

Step 1 Verify physical connectivity by checking for solid link lights on the device. If
you do not get a solid link light, try using a different cable or connect to a different port
on the device, if possible. If the computer is turned off, the link light may not be on.

What type of cable should | be using?

The following connections require a Crossover Cable:
Computer to Computer

Computer to Uplink Port

Computer to Access Point

Computer to Print Server

Computer/XBOX/PS2 to DWL-810
Computer/XBOX/PS2 to DWL-900AP+

Uplink Port to Uplink Port (hub/switch)

Normal Port to Normal Port (hub/switch)

The following connections require a Straight-through Cable:
Computer to Residential Gateway/Router

Computer to Normal Port (hub/switch)

Access Point to Normal Port (hub/switch)

Print Server to Normal Port (hub/switch)

Uplink Port to Normal Port (hub/switch)

Rule of Thumb:
”If there is a link light, the cable is right.”
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

What type of cable should | be using? (continued)

What's the difference between a crossover cable and a straight-through
cable?

The wiring in crossover and straight-through cables are different. The two
types of cable have different purposes
for different LAN configurations. EIA/TIA

. L 1 White-Green
568A/568B define the wiring standards 2 Green
and allow for two different wiring color 3 Pite-Orange
codes as illustrated in the following g g'-:gi;;flue
diagram. ) 7 White-Brown
e wires with colored backgrounds may 8 Brown
have white stripes and may be denoted 568A CABLE END
that way in diagrams found elsewhere. ; White-Orange
. Orange
How to tell straight-through cable from 3 White.Green
a crossover cable: ; E}ﬂet B
. . ne-oliue
The main way to tell the difference 6 Green
between the two cable types is to 7 Bihite-Brown

compare the wiring order on the ends
of the cable. If the wiring is the same on
both sides, it is straight-through cable. If one side has opposite wiring, it is a
crossover cable.

5688 CABLE END

All you need to remember to properly configure the cables is the pinout order of
the two cable ends and the following rules:

A straight-through cable has identical ends

A crossover cable has different ends

It makes no functional difference which standard you follow for straight-through
cable ends, as long as both ends are the same. You can start a crossover cable
with either standard as long as the other end is the other standard. It makes no
functional difference which end is which. The order in which you pin the cable

is important. Using a pattern other than what is specified in the above diagram
could cause connection problems.

When to use a crossover cable and when to use a straight-through cable:
Computer to Computer — Crossover

Computer to an normal port on a Hub/Switch — Straight-through

Computer to an uplink port on a Hub/Switch — Crossover

Hub/Switch uplink port to another Hub/Switch uplink port — Crossover
Hub/Switch uplink port to another Hub/Switch normal port — Straight-through

101



Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 2 Disable any Internet security software running on the computer. Software
firewalls like Zone Alarm, Black Ice, Sygate, Norton Personal Firewall, etc. might block
access to the configuration pages. Check the help files included with your firewall
software for more information on disabling or configuring it.

ittt ik}
Step 3 Configure your Internet settings. ot T o el

ek 3 contort e e ipocky 81 S5y et
1

Go to Start > Settings > Control Panel. Double click g v
the Internet Options Icon. From the Security tab, g
click the Default Level button to restore the settings : _E%}:?ﬁ'::x
to their defaults.

E=EEEEE

v | Sy | Pocucy | Coriers Comactons | Pagm | Aduanced

.ﬂ Jaet bt corvechon chck =

Click to the Connection tab and set the dial-up P
option to Never Dial a Connection. Click the A — —'I
LAN Settings button. ‘W

el

i
[P —
v T s B0 s Jo#

SO} Tew sreene

ocal Area Weiwoed [LAN) Solting

gt corfupasin
Hescrpc. e sl T "
oprortsdpomrasim b wwarge 1o ma!

T tamaicaly driect sesrgd

Nothing should be checked. Click OK. e

Py s
e rven fox et LAN [Tharwe swrgy sl nok sgcdy i
L e

=== les |

| Ecoey ! sice]

G| Sty | Prvncy | Lortert| Corvachors | Fropams Advanied
g

r

Go to the Advanced tab and click the
Restore Defaults button to restore

these settings to their facotry defaults.

OEREEEE00NREE 700
q §F

Click OK. Go to the desktop and close any open
windows. —
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 4 Check your IP address. Your computer must have an IP address in the same range of
the device you are attempting to configure. Most D-Link devices use the 192.168.0.X range.

How can | find my IP Address in Windows 95, 98, or ME?

Step 1 Click on Start, then click on Run.

Step 2 The Run Dialogue Box will appear. Type winipcfg in the text field and click OK.

Type the name of & program, folder, or document, ahd
whindows will open it for yoL.

Open: |winipcfg j

ok i Cancel | Browse... |

Step 3 The IP Configuration window will appear, displaying your Ethernet
Adapter Information.

M Select your adapter from the drop down menu.
M If you do not see your adapter in the drop down menu, your adapter is
not properly installed.

IP Configuration = 3

i~ Ethernet Adapter Information

|PPP Adapter.
PPP Adapter.
Adapter sddiess [0 ik DFE-55012 10,100 Adapter

IP &ddress 0.0.00
Subnet Mask 00.oo
Default Gateway ,7

[0]:4 I Felease | (Fl= = |

Fieleaze Al | Fienew Al | tore Info > |

Step 4 After selecting your adapter, it will display your IP Address, subnet
mask, and default gateway.

Step 5 Click OK to close the IP Configuration window
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 4 (continued) Check your IP address. Your computer must have an IP Address
in the same range of the device you are attempting to configure. Most D-Link devices
use the 192.168.0.X range.

How can | find my IP Address in Windows 2000/XP?

Step 1 Click on Start and select Run.
Step 2 Type cmd then click OK.
Run [?j:ﬁfﬁ

i Twpe the name of a program, folder, document, or
Internet resource, and Windows will open it For wou.

Qpern; | crnd | e

[ (0] 4 ]I Cancel ]I Browse, .. ]

Step 3 From the Command Prompt, enter ipconfig. It will return your IP
Address, subnet mask, and default gateway

WINNT system32' CMD.EXE

osoft Windows 2888 [Uersion 6.
{C» Copyright 1985-280@ Microsoft Corp.

D:~>ipconfig

Mindows 200A 1P Configuration

Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix

IP AdAEESS. o « o o o o = = = « . : 192.168.8.174
Subnet Mask @ 255.255.255.08

Default Gateway = 192 _168.8.1

Step 4 Type exit to close the command prompt.
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 4 (continued) Check your IP address. Your computer must have an IP address
in the same range of the device you are attempting to configure. Most D-Link devices
use the 192.168.0.X range.

Make sure you take note of your computer’s Default Gateway IP Address. The
Default Gateway is the IP Address of the D-Link Router. By default, it should be
192.168.0.1.

How can | assign a Static IP Address in Windows XP?

Step 1
Click on Start > Control Panel > Network and Internet Connections >
Network connections.

Step 2 See Step 2 for Windows 2000 and continue from there.

How can | assign a Static IP Address in Windows 20007
Step 1 Right-click on My Network

Fial - o - 5| Ploewdh Apadn 3 W% X o O

Places and select Properties. b B s e e
] H 9 %
Step 2 Right-click on the Local Network and Distvp oo i [
Area Connection which represents
your network card and select i
Properties. s
General |
Connect using:
I B3 D-Link DFE-530T PCI Fast Ethernet Adapter
Components checked are used by this connection:
Highlight Internet Protocol (TCP/IP) o ooiiavoks 2]
and click Properties. | | J:f
Install Uninsial | Fuopeties |
- Dese
Transmission Control ProtocolAntemet Protocol. The default
wide area netwark protocol that provides communication
across diverse inteiconnected networks.
¥ Show icon in taskbar when connected
Ok Cancel
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

How can | assign a Static IP Address in Windows 20007?

(continued)

Click Use the following IP Address and
enter an |IP Address that is on the same
subnet as the LAN IP address on your
router. Example: If the router’s LAN IP
address is 192.168.0.1, make your IP
address 192.168.0.X where X = 2-99.
Make sure that the number you choose is
not in use on the network.

Set the Default Gateway to be the same
as the LAN IP address of your router
(192.168.0.1).

Set the Preferred DNS server to be
the same as the LAN IP address of your
router (192.168.0.1).

Internet Protocol {TCP/IP) Properties 21x|
General
“You can get IP settings assigned automatically if your network supports
this capability. Otherwize, you need to ask pour network: administrator for
the appropriate IP settings.
" Dbtain an P address automatically
—(% Uss the following IF addiess:
1P address: 192.168. 0 . B5
Subnet mask. 285 .2585.255. 0
Default gateway: 192.7168. 0O 1
1 Obtain DS server address autamatically
% Usg the following DNS server addresses
Ereferred DNS server: 192 .168. 0 1
Alternate DNS server. 4 .2 .2 2

The Alternate DNS server is not needed or enter a DNS server from your ISP.

Click OK twice. You may be asked if you want to reboot your computer. Click

Yes.

How can | assign a Static IP
Address in Windows 98/Me?

Step 1 From the desktop, right-click on the
Network Neigborhood icon (Win ME - My

Network Places) and select Properties

Highlight TCP/IP and click the Properties
button. If you have more than one adapter,
then there will be a TCP/IP “Binding”

for each adapter. Highlight TCP/IP >

(your network adapter) and then click

Properties.

Network

Configuration | denification | Access Control|

The following network components are installed

Client for Micrasoft Metwarks
D-Link DFE-530T% PCI Fast Ethernet Adapter (Rev &)

Remove |

Add | e ies

Primary Metwork Logon,

[l tor Microsof Networks |
File and Print Sharing
Desciption
TCPAP is the protocal you use ta cannect ta the Intemet and
widerarea netuiorks:
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

How can | assign a Static IP Address in

Windows 98/Me? (continued)
Step 2 Click Specify an IP Address.

Enter in an IP Address that is on the same
subnet as the LAN IP Address on your
router. Example: If the router’s LAN IP
Address is 192.168.0.1, make your IP
Address 192.168.0.X where X is between
2-99. Make sure that the number you choose
is not in use on the network.

Step 3 Click on the Gateway tab.

Enter the LAN IP Address of your router
here (192.168.0.1).

Click Add when finished.

Step 4 Click on the DNS Configuration tab.

Click Enable DNS. Type in a Host (can
be any word). Under DNS server search
order, enter the LAN IP Address of your
router (192.168.0.1). Click Add.

Step 5 Click OK twice.

When prompted to reboot your computer,
click Yes.

After you reboot, the computer will now
have a static, private IP Address.

Step 5 Access the Web management. Open your Web
browser and enter the IP Address of your D-Link device in
the address bar. This should open the log-in page for the

Hedegn | Adeweed | wemos |
ONS Contiursion | Gateway | WS Conbeuation [P kdes:

et e ol aik

e etk ki porieny
the space bekow

1 [Jblion an P ks dcmalcaly
“~ s

A
SubemiMuk  [755 755255, 1

[ | o |

Brdegs | Adenced | NemiDs
DHS Conligurstion Gammay | WING o0 | P Addwat
B o

machines ae uted

blews gatemny:
o
It gyl

T2 1 01 Fwoom

o ] owa |

Hodog | Adenced | NeBIOS
NS Cordgpration | G | WINS Contigantin | [P Admss
" Disable DHS

£ Enabls NS

Hodt [rttry Um—x|

(L

il!!.lﬁﬂ. [ I |

L1} L

|

oK I wl

web management. Follow instructions to log in and complete the configuration.
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Frequently Asked Questions (continued)

How can | setup my DI-824VUP to work with a cable modem
connection?

Dynamic Cable connection
(i.e. Cox, Adelphia, Rogers, Roadrunner, Charter, and Comcast).

Note: Please configure the router with the computer that was last connected directly
to the cable modem.

Step 1 Log into the Web based configuration by typing in the IP Address of the
router (default:192.168.0.1) in your web browser. The username is admin (all

lowercase) and the password is blank (nothing). Connect 10492 168,01

e
Step 2 Click the Home tab and click the -
WAN button. Dynamic IP address is the default DI-824VLP
value, however, if Dynamic IP address is not R '@ adon 3
selected as the WAN type, select Dynamic — |

IP address by clicking on the radio button.
Click Clone Mac address. Click on Apply

and then Continue to save the changes.

[] Remember my password

) (o ]

D-Link

Buldmg Networks lor Peaple

AirPlus G

High-Speed 2.4GHz Wireless VPN Router
Home [LUVELGEL RSN (GEES Status Help
DIB24VUP | e
W- Flease.se.lectthe appropriate option to cannect to vaur 1SP.
(o] Dynamic IP Address Choose this option to obtain an IP address automatically
- fram your ISP. (For most Cahle modem users)
Wizard @] Static IP Address Choose this option to set static IP infarmation provided to
you by your ISP
’_ O FFFoE Choose this option if your ISP uses PPPoE. (For most DEL
Wireless users)
) Dialup Network To surfthe Internet via PSTRISDMN.
WAN () Others FPTP and BigFond Cahle.
LAN -
Host Mame [ | (Optionaly
MAC Address [ 1] [ L P
DHCP m Lo tles bee Lo [ee

Clone MAC Address

jnooo |

[

Primary DNS Address

VPN
Secondary DMS Address 0000 1
WL EC
Auto-reconnect & Enabled O Disabled
Auto-hackup ) Enabled (& Disabled

9 © O

Apply Cancel Help
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Frequently Asked Questions (continued)

How can | setup my DI-824VUP to work with a cable modem
connection? (continued)

Step 3 Power cycle the cable modem and router:

First turn the cable modem off. Then turn the router off Leave them off for 2
minutes.** Next turn the cable modem on. Wait until you get a solid cable light on the
cable modem, and then turn the router on. Wait 30 seconds.

** If you have a DCM-201modem, leave off for at least 5 minutes.

Step 4 Follow step 1 again and log back into the web configuration. Click the
Status tab and click the Device Info button. If you do not already have a public IP

Address under the WAN heading, click on the DHCP Renew and Continue buttons.

Static Cable Connection
Step 1 Log into the Web-based configuration by typing in the IP address of the
router (default:192.168.0.1) in your Web browser. The username is admin (all

lowercase) and the password is blank (empty).

Step 2 Click the Home tab and click the WAN
button. Select Static IP Address and enter your
static settings obtained from the ISP in the fields
provided.

If you do not know your settings, you must

contact your ISP.
AirPlus G
High-Speed 2.4GHz Wiraless VPN Router

e | Home
‘i _ PiBB“ SalEtl.l.M approprigte apbon b connect 10 your ISP
(% Dynamis IP Address ‘Enr.a'.l' ﬂ:gr‘np!nn!nndgl:n.m IP.;MM# Ayt mascaly
. o Your (For most e modem Uses)
Step 3 Click on Apply and then @ BatcIP Address tnhuu?”TQﬂ;:Iﬁu;hnuwad;lubcIl’mfmmdlunnrrvmedb
click Continue to save the changes. o P ’mm..'...n-m,.s.-mm Formontose
(o] Didkup Nsdwork: To surf tha st via PETNEIDN.
Step 4 Click the Status tab and = L i
click the Device Info button. Your e -
IP Address information will be Sunetask s
displayed under the WAN heading. ﬁ e bas
Primary DNE Address 0000
Secondary DNS Address Qoo
Auto-backup '.'.}-nr_\'.od £ 4 abiad
@ o 0
Apply Cancel Help
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Frequently Asked Questions (continued)

How can | setup my DI-824VUP to work with Earthlink DSL or any
PPPoE connection?

Make sure you disable or uninstall any PPPoE software such as WinPoet or Enternet
300 from your computer or you will not be able to connect to the Internet.

Step 1 Upgrade Firmware if needed.

(Please visit the D-Link tech support website at: http://support.dlink.com for the latest
firmware upgrade information.)

Step 2 Take a paperclip and perform a hard reset. With the unit on, use a paperclip
and hold down the reset button on the back of the unit for 10 seconds. Release it and
the router will recycle, the lights will blink, and then stabilize.

Step 3 After the Router stabilizes, open your browser and enter 192.168.0.1 into
the address window and hit the Enter key. When the password dialog box appears,
enter the username admin and leave the password blank. Click OK.

If the password dialog box does not come up repeat Step 2.
Note: Do not run Wizard.
Step 4 Click on the WAN tab on left-hand side of the screen. Select PPPoE.

Step 5 Select Dynamic PPPoE (unless your ISP supplied you with a static IP
Address).

Step 6 In the username field enter ELN/username@earthlink.net and your
password, where username is your own username.

For SBC Global users, enter username@sbcglobal.net.
For Ameritech users, enter username@ameritech.net.
For BellSouth users, enter username@bellsouth.net.

For Mindspring users, enter username@mindspring.com.
For most other ISPs, enter username.

Step 7 Maximum Idle Time should be set to zero. Set MTU to 1492, unless
specified by your ISP, and set Autoreconnect to Enabled.

Note: If you experience problems accessing certain websites and/or email issues,

please set the MTU to a lower number such as 1472, 1452, etc. Contact your ISP for
more information and the proper MTU setting for your connection.
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Frequently Asked Questions (continued)

How can | setup my DI-824VUP to work with Earthlink DSL or any
PPPoE connection? (continued)

Step 8 Click Apply. When prompted, click Continue. Once the screen refreshes,
unplug the power to the D-Link Router.

Step 9 Turn off your DSL modem for 2-3 minutes. Turn back on. Once the modem
has established a link to your ISP, plug the power back into the D-Link Router. Wait
about 30 seconds and log back into the router.

Step 10 Click on the Status tab in the web configuration where you can view the
device info. Under WAN, click Connect. Click Continue when prompted. You should
now see that the device info will show an IP Address, verifying that the device has
connected to a server and has been assigned an |IP Address.

Can | use my DI-824VUP to share my Internet connection provided by
AOL DSL Plus?

In most cases yes. AOL DSL Plus may use PPPoE for authentication bypassing the
client software. If this is the case, then our routers will work with this service. Please
contact AOL if you are not sure.

To set up your router:

Step 1 Log into the Web-based configuration (192.168.0.1) and configure the WAN
side to use PPPoE.

Step 2 Enter your screen name followed by @aol.com for the user name. Enter
your AOL password in the password box.

Step 3 You will have to set the MTU to 1400. AOL DSL does not allow for anything
higher than 1400.

Step 4 Apply settings.

Step 5 Recycle the power to the modem for 1 minute and then recycle power to the
router. Allow 1 to 2 minutes to connect.

If you connect to the Internet with a different Internet Service Provider and want
to use the AOL software, you can do that without configuring the router’s firewall
settings. You need to configure the AOL software to connect using TCP/IP.

Go to http://www.aol.com for more specific configuration information of their software.
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Frequently Asked Questions (continued)

Routers?

How do | establish a VPN connection between two DI-824VUP

Step 1 Log into the web based
configuration of the router by typing in
the IP address of the router (default:
192.168.0.1) in your web browser. By
default the username is admin and
there is no password.

Step 2 Click the VPN button on the left
column, select the checkbox to Enable
the VPN, and then in the box next to Max.
number of tunnels, enter the maximum
numbers of VPN tunnels that you would
like to have connected.

Step 3 In the space provided, enter the
Tunnel Name for ID number 1, select
IKE, and then click More.

Connect to 192.168.0.1

=
Tﬂ IL_‘

DI-824vUP

Password:

User name:

| _E_admin J bt

[T remember my passward

| o

) Cooen ]

W AirPlus G l
High-Speed 2.4GHz Wireless VPN Router

2
a

B
z

{

(T TN Advanced  Tools Status Help
= Semng

bin = Enatie

iEI0S brostcast [ Enatie.
M. rmbet of enaty L

o Tonnet o Method

' )

] C ]

3 )

' ()

5 e | i)

=
[ oS tery | MirSevwSemng. |
Apply Cancel Help

W AirPlus G .
High-Speed 2.4GHz Wirsless VPN Router

Home [TIETECTIEE SR Status Help

wem ‘Satiing

WP ] Emabie

HHBICS Brosseas [ Enabie

Mo numaen of hureals ]

0 Ternet Hasma M

' e )

2 3]

] v [am)

. L ..|"‘_:|

[ W e

v e et oo |

Oyranc P Setrgn | [ Lt i derg | [ WP i wseerg |

@ 00
Apply Cancel Help
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Frequently Asked Questions (continued)

Routers? (continued)

How do | establish a VPN connection between two DI-824VUP

Step 4 In the Local Subnet and
Local Netmask fields enter the network
identifier for the local DI-824VUP’s LAN
and the corresponding subnet mask.

Step 5 In the Remote Subnet and
Remote Netmask fields enter the network
identifier for the remote DI-824VUP’s LAN
and the corresponding subnet mask.

Step 6 In the Remote Gateway field
enter the WAN IP address of the remote
DI-824VUP and in the Preshare Key
field, enter a key which must be exactly
the same as the Preshare Key that is
configured on the remote DI-824VUP.

Step 7 Click Apply.

W AirPlus G |
High-Speed 24GHz Wirsless VPN Router

Home [UITTETCIS [F1H Status Help
w L) Setting
Tunred Nare: e VPN
wnsara AgQres L Made [l Eratie
Local Susnal 182 160,00
Wirnieas Local Matmas * 255 255 288 0
— Fumate Eubnet 000
Ramols Netmagk onon
[r— Remule Gateway
P
KR
=l el
IFS6: Proposal indes Snbect P Byopoes
— @9 Lo
Back Apply Cancel Help

W AirPlus G |
High-Speed 2.4GHz Wireless VPN Router

Home [UUCTLTTREES OF1H Status Help

oeee]
%’/ = satting
Tunned Harme Haw VPR
wizara Aggrasse Modn [CIEnsein
Local Subsat TITTTy
e
Wirciess Local Mstmagk EETET
uuuuuu Sutngt 1m0
™ wan
Fumale Nutmask 205 258 265 1
——— Famale Gateway
iy Prusnare iy
= ==
IFSet Fraposal mdim Celeel PLo Propual ]
- [l <IN+
Back Apply Cancel Help

AirPlus G

High-Speed 2.4GHz Wirsless VPN Router

Home [ L AR ] Status Help
%"/ em Seting
Tunned Name Hew VP
Wizard AQrESEND Mo Clenatte
Local Suteel 15216000
= | . ==
Ramate Subnet 197 168 20
v Famate Nebnask a8
— Aot Gateway EEET
...... - =
1K Proposal ind
izl =]
L e [ Semct¥sechopossl |
e
e 2 9 O
Back Apply Cancel Help

113




Frequently Asked Questions (continued)

Routers? (continued)

How do | establish a VPN connection between two DI-824VUP

Step 8 The device will restart. Click on

the Continue button.

Step 9 Click on Select IKE Proposal.

Step 10 Enter a name for proposal ID
number 1 and select Group 1, 2, or 5
from the DH Group dropdown menu.

W AairPlus G .
High-Speed 2.4GHz Wircless VPN Router

The device is restarting

[ Contion|

W AirPlus G I
High-Speed 2.4GHz Wireless VPN Router

ULT U B Advanced  Tools Status Help
DHEAVUP | '
w o Sattinng
Tenne Name e VPN
Wizard Aeggrenism Mode Dlanasie
Lo Suteat 18800
M wnrotoss pTT— 25298380
'T Remaote Subnet e 20
Famate Novmask 82820
e Tt Rerrate O ateway xxxox
Frashiee Koy 13847
OHCP |—‘ = - ]
pos [ omaremro_]
VPN
Q2w o
Back Apply Cancel Help

W AirPlus G l
High-Speed 2.4GHz Wireless VPN Router

Home

Dha2avUP |

I Praposm s

CHEME SHEREAHE S0 416001 3
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Frequently Asked Questions (continued)

Routers? (continued)

How do | establish a VPN connection between two DI-824VUP

Step 11 Select DES or 3DES as the
Encryption Algorithm.

Step 12 Select SHA-1 or MD5 as the
Authentication Algorithm.

Wizard

JEEDE ¢

Step 13 Enter a Lifetime value of 2800
and then either select Sec. or KByte as
the unit for the lifetime value.

Dla24vUP |

wizara

wirniess
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WAN

1

LAN

oHEP

[

W AirPlus G l
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Frequently Asked Questions (continued)

How do | establish a VPN connection between two DI-824VUP
Routers? (continued)

Step 14 Select 1 out of the Proposal )
ID dropdown menu and click Add To, o ,A""m':L ‘:ffmw

which will add the proposal that was just | [T Advanced  Tools  Status  Holp
co_nﬁgured to the IKE Proposal Index. | - ” e
Click Apply. Perse— —
Wicard L@_v:
L] DH Geoup Life Time Lit Time Lisit
“m 1 E Pregoesl Grapl - AT - Al W e e W
7 a1 W AL v A W o e W
3 o X5 - Pt v -
e : =l =8 ol i =8
L Grow 1 XS - s w0 e v
Ve T Grag 1 WL v AL W 0 . W
[] Group 1 WEG v Pl v [
=8 =l Gud i =8
Propesal v (5552 proposat maex
Q9 o
Back Apply Cancel Help
Step 15 The device will restart. Click on W
the Continue button.Then click Back. "y A
The device s restarting
s |

Step 16 Click on Select IPSec
Proposal. "W%“mg qunww

Home [CITTTETREES ST Status Help
e}
k L Seong
Tunnwl Mame -
Local Seenet aieon
Wireless Local Netmask HEMLIED
Fremote Subnet 1R8I0
WaN f
ot helmask 152951550
o Rmote Gatewiay 0202020
Fuobiary ey 12ms7
“” IKE Progessal inde Sewct BE Prpoas |
PPac Propeaal inde [_Sect P Pripean
= <) )
Back Apply Cancel Help
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Frequently Asked Questions (continued)

Routers? (continued)

How do | establish a VPN connection between two DI-824VUP

Step 17 Enter a name for proposal ID
number 1andselectGroup 1,2,5,orNone
from the DH Group dropdown menu.

Step 18 Select ESP or AH as the
Encapsulation Protocol.

Step 19 Select DES or 3DES as the
Encryption Algorithm.
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Frequently Asked Questions (continued)

How do | establish a VPN connection between two DI-824VUP

Routers? (continued)
W AirPlus G l
High-Speed 2.4GHz Wireless VPN Router

| LT DB Advanced  Tools Status Help

Step 20 Select SHA-1, MD5, or None
as the Authentication Algorithm.
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Step 21 Enter a Lifetime value and
then either select Sec. or KB as the unit
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Step 22 Select 1 out of the Proposal
ID dropdown menu and click Add To,
which will add the proposal that was just

configured to the IPSec Proposal Index. o — - .
Click Apply and the device will restart. Rem oo Fotions
Wizard '_EI
Wieless
e TN L RS A O o
o = ol N Wb
e | =8 ol =l 8 a8
PN (] Hora ¥ I ¥ LS ¥ form ¥ 0 e ¥
T torm ¥ L x0T v Horm ¥ 0 e v
Proposai i | v (5320 propsat e

W AirPius G I
High-Speed 2.4GHz Wireless VPN Router

Ll Acvanced Tools —Status— — Help |
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Frequently Asked Questions (continued)

How do | establish a VPN connection between two DI-824VUP
Routers? (continued)

Step 23 Follow these instructions to configure your other DI-824VUP using the exact
same settings for the IKE Proposal and the IPSec Proposal. Also make sure that Step 4 is
configured to reflect the LAN settings for what is now the Local DI-824VVUP and that Steps
5 & 6 are configured to reflect the Subnet and WAN IP of what is now the remote DI-824VUP.

Step 24 To establish the connection, open a command prompt and ping an IP address
of a computer on the remote LAN. Once you receive replies the tunnel has been
established.

How can establish a VPN connection between my DI-824VUP and a
DI-804V or DI-804HV Router?

You need to first configure your DI-824VVUP router.

Step 1 Log into the Web-based
configuration of the router by typing in
the IP address of the router (default:
192.168.0.1) in your web browser. By
default the username is “admin” and
there is no password. DI-824VUP

User name: | € admin -

Password: |

[CIremsmber my password

[ 0K ]L Cancel J

Step 2 Click the VPN button on the left
column, select the checkbox to Enable
the VPN, and then in the box next
to Max. number of tunnels, enter the
maximum numbers of VPN tunnels that
you would like to have connected.
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Frequently Asked Questions (continued)

How can establish a VPN connection between my DI-824VUP and a
DI-804V or DI-804HV Router? (continued)

Step 3 In the space provided, enter the w
Tunnel Name for ID number 1, select High-Spood 2.4GHz Wirsloss VPN Routar

IKE, and then click More. P L
e ] wnssu
[ e p—— O enssie
| of ennets
L] Tinved Hame
WAN
LAN £l
DHCP ;
Coyruwes PN Seftrgt J| e sever somng || TP Serew Semrg. |

@ 9 0

Apply Cancel Help

Step 4 In the Local Subnet and Local
Netmask fields enter the network AirPlus G
High-Speed 2.4GHz Wireless VPN Router

identifier for DI-824VUP’s LAN and the | Home
corresponding subnet mask. || B
P 9 V Hom Satng
P e Dltnste
=l | e s
| o =
o [
T W Poposat s =T
IF3er Proposal indes e |
@ QOO
Back Apply Cancel Help

Step 5 In the Remote Subnet and
Remote Netmask fields enter the W AirPlus G l
High-Speed 2.4GHz Wireless VPN Router

network identifier for the DI-804V or

R Home
DI-804HV’s LAN and the corresponding | " Setie Tl
subnet mask. Click Apply. & T = i
Aggresiiee Mode [Clenats
= | e s
— Remote Subnet 192168,
v
n":. IKE Frogosal inge: fakact MI Progaesl
IPEec Proposal index: [ St e Provonni.
— Q9 Lo
Back Apply Cancel Help
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Frequently Asked Questions (continued)

How can establish a VPN connection between my DI-824VUP and a
DI-804V or DI-804HV Router? (continued)

Step 6 The device will restart. Click on =
the Continue button. e S e

| contus]

Step 7 In the Remote Gateway
field enter the WAN IP address of the AirPlus G

. High-Speed 2.4GHz Wireless VPN Router
remote DI-804V or DI-804HV and in | Home
the Preshare Key field, enter a key )
which must be exactly the same as the e b -
Preshare Key that is configured on the S prerrey S
DI-804V or DI-804HV. sl =3

Fremae bt I

Step 8 Click Apply and then click on il | -~ ——
Select IKE Proposal. = | - =
Step 9 Enter a name for proposal ID 290060
number 1 and select Group 2 from the

DH Group drop down menu.

Step 10 Select 3DES as the
Encryption Algorithm and SHA-1 as
the Authentication Algorithm.

Step 11 Enter a Lifetime value of )
28800 and then select Sec. as the unit e

for the lifetime value. (P Advanced | Tools | Status | Help
w o Satong
HE Proposal index ety -
el =
ﬁ D Freposad Name DHGroup  Encrypl algerthen. Auth algerthm Life Tima Life Time Ung
1 KE Proposal Grami ¥ aES ¥ SHal ¥ =0 Lo
M wan
H Gt MES - Sl W o
] ot ¥ xEs > s o S ¥
i Gromi MES ¥ SHAl v a Sae. W
ﬁ 5 oot ¥ [we= w9 b . %
6 Grapl W kS ¥ Ml W o e
veH T Gt ] (345 i ¥ B =
L reml v XES ¥ v o . ¥
8 Gromt v NES ¥ SHAl v o Sae. W
10 Groum ¥ WES ¥ SHat % o See. W
Propmnl 0] - ssectone - [ 5511 | propusal st
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Frequently Asked Questions (continued)

How can establish a VPN connection between my DI-824VUP and a
DI-804V or DI-804HV Router? (continued)

Step 12 Select 1 out of the Proposal
ID dropdown menu and click Add To, W AirPlus G l
High-Speed 2.4GHz Wircless VPN Router

which will add the proposal that was just | [T Advanced  Tools  Status  Holp
configured to the IKE Proposal Index. o '
C“Ck Apply M""‘M"‘m.:" WE Propossl e
| Rescve |
=
L DH Geoup Life Time Lit Time Lisit
- 1 E Pregoesl Grap1 XET v S o e W
7 G 1 E B w0 e,
] Group 1 A5 v AL v Sec. w
= [} a1 0z ¥ mu % o P
= : S k=
Proposal b 1  [(555 | Proposal monx
< N
Back Apply Cancel Help

Step 13 The device will restart. Click D-Link
on the Continue button. .

AirPilus G
High-Speed 2.4GHz Wireless VPN Router

The device s restarting

Step 14 Click Back and click on —

Select IPSec Proposal.

Step 15 Enter a name for proposal ID
number 1 and select None from the DH
Group drop-down menu.

Step 16 Select ESP as the W Hlans:;ﬂﬂ:.ll:ﬂl:::swumm l

Encapsulation Protocol. o] Home

mam Setting
IFec Pioposal indes Tretr

:

Remowe

LR

Fropasal Encap Encemt At Life Life Time
15 Name DHOMU  pogscol  akone  sgohm Tew Unt
1 Wi | [ 9 (e 9] (%es @ mew 9 B .

) 1=l T BT ]

1 * e TS v Hone ¥ D

v Ewow (xesw| [nne w
v el (e [mee = o
¥ B x (xesw [mmew o
v o] (%65 w|  [Mone v
v mF e (mes v [Mne v

A HERE A NS

| | | 0 e el 1R

5
1
T o
(] ]
] v Emw  mESw  [Nne w
0

10 v e (wes v e ¥

{ NI

0| - ssiectore - [ A | ivopesal index
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Frequently Asked Questions (continued)

How can establish a VPN connection between my DI-824VUP and a
DI-804V or DI-804HV Router? (continued)

Step 17 Select 3DES as the W
Encryption Algorithm and MD5 as the e B

Authentication Algorithm. Click Apply. — Home
V — kem Satting
e =
[Fmeve |
T Piopotal Encan  Enent A Lt LTime
"Hm PH O L) apommm Tk Undt
LaN 3 : zv: ii‘s' : : :
4 terw A {0 xS ¥ MNow ¥ 0 St ¥
5 Nerm v w8% [ T W
N 1] hore P - W - Mone & Sac
Step 18 Enter a Lifetime value of 3600
and then select Sec. as the unit for the maﬁf‘l’lus‘ qu
lifetime value. Lot Home
- - I
=l " ==
Lfewows |
—
e B e e S Sl e o
1 e Progoesl | Nona - (=3 s v e VD e, W
e | - o=m
'F : o - ::: NEE Nw-r: o et
vew : e =l ad i =&
¢ o e e e
10 Worm e - kS v MNow w0 T3
Preposali | = [(F1  proposal e

Step 19 Select 1 out of the Proposal
ID dropdown menu and click Add To, W AirPlus G l
High-Speed 2.4GHz Wircless VPN Router

which will add the proposal that was | e
just configured to the IPSec Proposal o j e e
Index. Click Apply. The device will e e———. ——
restart. Click on the Continue button. i =}
Wirnloss
o PEDBl e ENGD O Eet A Ufs Uit Time
P =i o B = [
: ) B @ Gl E ] bl
= | =5 3 =8 nli =3
YoH L] P . £ - NES ¥ Mo 0 i
T L = xS W Mae W0 e W
: = f ol =l el =3
Propesalio | (2555 ] Proposal e
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Frequently Asked Questions (continued)

How can establish a VPN connection between my DI-824VUP and a
DI-804V or DI-804HV Router? (continued)

Next you need to configure the DI-804V or DI-804HV Router.
To configure the DI-804V router:

Step 1 Access the router’s web configuration by entering the router’s IP address
in your web browser. The default IP address is 192.168.0.1. Login using your
password. The default username is “admin” and the password is blank.

Step 2 Click on Basic Setup and then select Device IP Settings on the left.

Step 3 Change the LAN IP address so D-Link VPN Router
that it is on a different subnet than the K amee,, oo WETTH e Sopm e

LAN of the DI-824VUP. Main menu

TIME SETTINGS

The device LAN IP address and subnet Mask settings
Step 4 Click Next until you reach the m o address: [z o T
Save & Restart screen. _Cllck Save & [TITE 17 Subnet sk [ [ [T
restart and then click Basic Setup once [t
. . SETTINGS
until the unit has rebooted.

DEVICE LAN IP SETTINGS

Step 5 Click on VPN Settings.

el‘r‘l"l':ua MOTE: Please click "Next' to accept the settings.

SAVE & RESTART

Copyright & 2000

Step 6 Name your VPN connection [SgSs VPN Router
and click ADD. DLANK ooee oo mrmm poe v e

Main menu

VPN SETTINGS
TIME SETTINGS

Step 7 In Remote IP Network and PSS  comvciontame  [ewver 488
Remote IP Netmask fields enter the RS
network identifier and corresponding ki
subnet mask of the DI-824VUP’s LAN. [ttt
< ac | |Mexr >

SAVE & RESTART

Step 8 In the Remote Gateway IP
field enter the WAN IP address of
the DI-824VUP and make sure that
the Network Interface is set to WAN
Ethernet.

Copyright @ 2000

Step 9 Verify that Secure Association is set to IKE and that Perfect Forward Secure
is Disabled.
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Frequently Asked Questions (continued)

How can establish a VPN connection between my DI-824VUP and a
DI-804V or DI-804HV Router? (continued)

Step 10 Verify the Encryption Protocol is D-Link wP Router QISLLLD
setto 3DES and enter in your Preshared  pfllatiast OB FET s Lol o

Key- D (= VPN SETTINGS

FNESETINGS Connection Name New VPN
Note: The Preshared Key needs to be | litill  Localeseciienitier [l
. . - Remote IPSEC ldentifier |Remote
identical to the one configured onthe [Til oL e
DI'824VU P. ISP ADDITIONAL Remote 1P Netmask lﬁ '25— '—
COUCO oo Gatewaye [0 fim fin fio
Network Interface 'W

MODEM
SETTINGS
Secure Association & KE  Manual
Perfect Forward Secure  C Enabled & Disabled

Step 11 Leave the Key Life and IKE | aefia ] roeeiomsan < o

Life Time values at their default levels [atdaaaddl  riosioea ey [rems

. Key Life 3600 Seconds
and click SAVE. IKE Life Time 28500 Seconds USANED

ﬂglgl

Step 12 Click Next and then click on
Save & Restart.

To configure the DI-804HYV router:

Step 1 Log into the web based g .
. . . . Connect to 192.168.0.1

configuration of the router by typing in i

the IP address of the router (default: ‘Tf?

192.168.0.1) in your web browser. By R

default the username is “admin” and

there is no password. DI-B24VUP

User name: |E adrmin W |

Password: | i

[ Iremember my password

[ oK ]L Cancel J

Step 2 Click the VPN button on the left column, select the checkbox to Enable the
VPN, and then in the box next to Max. number of tunnels, enter the maximum numbers
of VPN tunnels that you would like to have connected.
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Frequently Asked Questions (continued)

DI-804V or DI-804HV Router? (continued)

How can establish a VPN connection between my DI-824VUP and a

Step 3 In the space provided, enter the
Tunnel Name for ID number 1, select
IKE, and then click More.

DHGP

neee ¢

VBN

Step 4 In the Local Subnet and Local
Netmask fields enter the network
identifier for DI-804HV’'s LAN and the
corresponding subnet mask.

4

Wizard

IEE

DHCP

Step 5 In the Remote Subnet and
Remote Netmask fields enter the
network identifier for the DI-804V’s LAN
and the corresponding subnet mask.

Wizard

10 ¢

WAN
LAN

DHCP

Home [LUIETTED)
/PN Settings
tem
VN
NEBIOS Broadeast

Max number of turnels

Tunned Name:
[ —
—
—
—
—

Frovows poge | Mert page

Home

PN Settings - Tunnel
mem

Tunnel Narne
Aggressive Mods
Local Subnet
Local Nelmask
Remole Subnel
Romale Notmask
Ramate Gataway
Prechare Key
E Proposal indox

IPBet Proposal index

Home |LUIZLLTT

nem
Tunnel Mama
Apgressive Mode
Loeal Subnet
Local Metmask
Remate Suonet
Remole Netmask
Remole Gateway
Freshar ey
IKE Proposal indax

IFSec Froposal index

DI-804HV
Broadband Hardware VPN Router

Tools Status Help

W Enabse
™ Enatee

e

DI-804HV
Broadband Hardware VPN Router

Advanced Tools

Status Help

Setting
fowwmn
I Enabie
[seieann
[0
r—
| I
[T —
—
Select KE Progorel.
Select PSec Progosal .
N+

P
Back Apply Cancel Help

Restart
Click Reatan1o save thanges

DI-804HV
Broadband Hardware VPN Router

Tools Status Help

‘Setting
fewvmn
I Enatie
| CIEI
5252550
i
[ezsmsn
—
——
Seioct KE Proposal.
Select Pec Prapasal_

@ % 00O

Back Apply Cancel Help
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Frequently Asked Questions (continued)

DI-804V or DI-804HV Router? (continued)

How can establish a VPN connection between my DI-824VUP and a

Step 6 In the Remote Gateway field
enter the WAN IP address of the remote
DI-804V and in the Preshared Key field,
enter a key which must be exactly the
same as the Preshared Key that is
configured on the DI-804V.

—_—

Wizard

K

WAN

DHCP

i

VPN

hem
Tunnel Name
Aggessive Mode
Lotal Subnet

Loes Netmask
Remate Subnet
Remate Natmask
Rernatz Oateway
Prashare Koy

IKE Propassl indax
1PGet Progosal index

Step 7 Click Apply and then click on Select IKE Proposal...

Setting
formn—

™ Enable

[
=
[
[
fowewm

DI-804HV
Broadband Hardware VPN Router

LU U Advanced | Tools Status LET

Step 8 Enter a name for proposal ID number 1 and select Group 2 from the DH Group

drop down menu.

Step 9 Select 3DES as the Encryption Algorithm and SHA-1 as the Authentication

Algorithm.

Step 10 Enter a Lifetime value of
28800 and then select Sec. as the unit
for the lifetime value.

Wizard

WAN

EEE €

DHCP

VPN

LT Gl Advanced | Tools Status Help
VPN Settings - Tunnel 1 - Set IKE Proposal
tom Setting
IKE Proposal index
Loz |

ID Progosal Name DH Group  Encryplalgoithm  Auth algorithen Life Time Life Time Undt
3 [eeeid [msE EwE B e
[ Fewd REEd Fwd B
s [wd [FEd Fwd B B O
[ Fwd FEm " B
9 Qoo t = %65 7 E B R

—_

DI-804HV
Broadband Hardware VPN Router
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Frequently Asked Questions (continued)

How can establish a VPN connection between my DI-824VUP and a
DI-804V or DI-804HV Router? (continued)

Step 11 Select 1 out of the Proposal

DI-804HV

ID dropdown menu and click Add To, ' SoadbaiaiHadire Ve Rovler
which will add the proposal that was just (L0 Advanced | Toals  Status  Help
configured to the IKE Proposal Index. ? [
Click Apply and then click Back. 1 Proposalndex F
Wizard [

Step 12 Click on Select IPSec © st | s gt e
Proposal... 2 werd EEd W P Fed

i ewd [F=d Fwa B R
Step 13 Enter a name for proposal ID == N
number 1 and select None from the DH ESSSCUE L e
Group dropdown menu. s Fwd EEd EeE F 3

W[ Gemd [Fes  Ewa F Fea

Step 14 Select ESP as the Peveeat o N =1 141 | eworat e

Encapsulation Protocol.

Step 15 Select 3DES as the Encryption Algorithm and MD5 as the Authentication
Algorithm.

Step 16 Enter a Lifetime value of 3600
and then select Sec. as the unit for the el
lifetime value. [T CN Advanced | Tools Status Help

WP Seftings - Tunnel 1- Set IPSEC Proposal

nem
IFSec Propusalindex
—
Wizara

[K

WAN

jp Propesal oo Encap  Enot A Lifa  Life T
Name profacol  algorithm slgorithm  Time Uit

i e d Bd FEd FedF o I

[ e [d med Fed b =l
e o [Fd FEd Red b =

Ve EN e o W o B o o ) el |
L — e = B e B e |

CN e o W o o o el

Proposal D[~ zectcne — =] A3 [Proposal index
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Frequently Asked Questions (continued)

How can establish a VPN connection between my DI-824VUP and a
DI-804V or DI-804HV Router? (continued)

Step 17 Select 1 out of the Proposal
ID dropdown menu and click Add To, W o by

which will add the proposal that was just TS Advanced | Tools | Status | Help
co_nflgured to the IPSec Prqposal Index. V . -
Click Apply and then click Restart.
= =
o T
A [ =] [l [@esEl [we =l i [Se
K s e =l [Fd [@8a [eed b Fea
e[ [ = [ [FEs feesd B e
Proposal m [N =] 34 |proposal index

After you have configured both routers, you need to establish a connection.

Step 1 Open a command prompt and
from a computer on the internal LAN of
the DI-824VUP and ping the IP address
of a computer that is on the internal
LAN of the DI-804V or DI-804HV, or
vice versa.

Step 2 Once you begin to receive
replies, the VPN connection has been
established. Hin inun
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Frequently Asked Questions (continued)

router? (continued)

How can | set up my DI-824VUP to work with a DI-804V or DI-804HV

Step 3 To view the Status of the VPN
on the DI-804V or DI-804HYV, click on
Device Status.

Step 4 From the Device Status screen
click on VPN Status.

Step 5 When the VPN has been
established the Status will be Active.

VPN Router

ADVANCED
SETTINGS

Main menu
WAN Ethernet

Modem Dialup:

Device IP:

Modem Backup

LAN

VPN STATUS
WAN Ethernet: Mo Connection Active
Asynchronous: No Connection Active

DHCP LOG

LAN [P: 192.168.0.100 . MAC: 00:50:BA:CI:ES:3C

Copyright @ 2080

DFL-300 Firewall?

How can | establish a VPN connection between my DI-824VUP and a

You need to first configure your DI-824VVUP router.

Step 1 Log into the web based configuration of the router by typing in the IP address
of the router (default: 192.168.0.1) in your web browser. By default the username is

“admin” and there is no password.

Step 2 Click the VPN button on the left column, select the checkbox to Enable the
VPN, and then in the box next to Max. number of tunnels, enter the maximum numbers
of VPN tunnels that you would like to have connected.
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Frequently Asked Questions (continued)

DFL-300 Firewall? (continued)

How can | establish a VPN connection between my DI-824VUP and a

Step 3 In the space provided, enter the
Tunnel Name for ID number 1, select
IKE, and then click More.

Step 4 In the Local Subnet and Local
Netmask fields enter the network
identifier for DI-824VUP’s LAN and the
corresponding subnet mask.

Step 5 In the Remote Subnet and
Remote Netmask fields enter the
network identifier for the DFL-300"s
Internal interface and the corresponding
subnet mask.

W AirPlus G
High-Speed 2.4GHz Wirsless VPN Router

LD B Advanced  Tools Status Help
ol
- -
[[e—— o [ Tnstae
Wizara HNef00S brosdc sl [ fnatss
Wan rumbes of unnels o
Wicsiens
L Tunme! Name
‘ e
" " | (e
: . e
- ; Ca—
OHCP 5 I ‘@
VPN
e e e |
Apply Cancel Help

W AirPlus G I
High-Speed 2.4GHz Wirsless VPN Router

Home [EITTTTTHEE FTTH Status Help

Seve]
v aen St
Tunnel Haew ]
= | oo e
et Gutnet el T
Wirshoas Local Peatrmasd 295 255 295 0
Fremate Subnet
=
Famote Netmask 0000
Femate G ateway
™ oan 3
Preshare Kiry
Jr— E Bropsasl Indes [Emarz o
it Woes Proposal inde [ eearescrwas |
VPN
Q@ 9@ O
Back Apply Cancel Help

W AirPlus G
High-Speed 2.4GHz Wirsless VPN Router

Home [TITTTTTHES 7MY Status Help
vz | :
v - Sontng
Tinnal Nume Faws PR
M wisara Aggresiie Mad Dlensvia
Locs Suteel 1R800
Wireleas Loca Netmais 52552550
Farmole SBuonel 192168 20
—
Lt Framots Netmask 246398 2480
—— Ramate Gateway
i
DHCP l—l
PRet Propessl indes et Fiac Propeest
veH
e % v O
Back Apply Cancel Help
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Frequently Asked Questions (continued)

How can | establish a VPN connection between my DI-824VUP and a
DFL-300 Firewall? (continued)

Step 6 In the Remote Gateway field
enter the WAN IP address of the remote W AirPlus G I
High-Speed 2.4GHz Wireless VPN Router

DFL-300 and in the Preshared Key Hiie

field, enter a key which must be exactly |
the same as the Preshared Key that is e Tevateme. s g
configured on the DFL-300. . S

Step 7 Click Apply. The device will
restart. Click on the Continue button and
then click on Select IKE Proposal.

LEE
13
:
i

Step 8 Enter a name for proposal ID number 1 and select Group 2 from the DH Group
dropdown menu.

Step 9 Select 3DES as the Encryption Algorithm and SHA-1 as the Authentication
Algorithm.

Step 10 Enter a Lifetime value of
28800 and then select Sec. as the unit W AirPlus G l
High-Speed 2.4GHz Wireless VPN Router

for the lifetime value. Home
- e Soimg
L d B
Remeve |

] OH Grup Lite Tuma L Time Unt

1 KEFropose Oroup i W AES ¥ Al v o
Crow | WET ¥ SHAY & o

il

—

HE¥
«

O XL - CO ]

2
]
[ Grap1 ¥ X3 ¥ s w o
5

ot xas » ]
VPN T o v xes ¥ ]

ST AN RAE AR 20 {0
1 e el 1! el el

L] ol W xeT - S

0 Grapl v xes v ]

Propesal i - seectons - | 4398 | Propesal index
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Frequently Asked Questions (continued)

How can | establish a VPN connection between my DI-824VUP and a
DFL-300 Firewall? (continued)

Step 11 Select 1 out of the Proposal

ID dropdown menu and click Add To, W wﬁ;ﬂ‘xfmm
which will add the proposal that was just [P Advanced  Tools  Status  Help
configured to the IKE Proposal Index. '
Click Apply. The device will restart.

Click on the Continue button and then

&
click Back. o
—

Hom satting
IKE Propossl mden HE Propuanl

£
i
§
g
§
i
=K

LHERE 20 204 2 2

1 repors

Step 12 Click on Select IPSec
Proposal.

ifiineied
i
£

Step 13 Enter a name for proposal ID
number 1 and select None from the DH o =T
Group dropdown menu. @

Back  Apply

Fl
£
§
<
[
£
<

i

Step 14 Select ESP as the Encapsulation Protocol.

Step 15 Select 3DES as the Encryption Algorithm and MD5 as the Authentication
Algorithm.

Step 16 Enter a Lifetime value of W
: AirPlus
28800 and then select Sec. as the unit ek L

for the lifetime value. T Acvanced | Tools | Status | Help
%I e =
IKE Pregusal indin [ B
izl -
ID Propesal Name DH Oeovp Erenpt algorthm  Auth slgorthm Life Temw Lt Time Uil
1 ME Proposs Group i w aes s - 000 Sec W
2 Gt v |xEs .‘_:_ v Sec
Grep & e U W D Zee.
s el e e v o £
E 5 e sw v o Sae
Grap 1 = 63 s o .
VPN T Oroup 1 W 0ES SHAY W o See.
] Oroup 1 = S Hal W o e
2 Oreap 1 e A v o e, W
10 Group i 65 AT W o Soc. ¥
Propossl i -~ select ore - | A39% | Brogesal indew
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Frequently Asked Questions (continued)

DFL-300 Firewall? (continued)

How can | establish a VPN connection between my DI-824VUP and a

Step 17 Select 1 out of the Proposal
ID dropdown menu and click Add To,
which will add the proposal that was just
configured to the IPSec Proposal Index.
Click Apply and then click Restart.

Step 18 The device will restart. Click
on the Continue button.

W AirPlus G I
High-Speed 2.4GHz Wireless VPN Router

UL T8 Advanced  Tools Status Help
v Rom Satting
et Propsial inse —
Wizard
| Remcren
——
e — P o Eeiap Enenpt A Lo UsTime
Marme prutesel wgarmnm wgtntten  Tima W
ﬁ 1 o | o ¥ [ 8] [wE S [ @ 0 e v
o oy (xes v hee ¥ 0 e v
1 s BF¥  Xes v (W ¥ 0 S >
M ¥ I W XES ¥ bore ¥ 0 Sec W
Nre v I W XE5 ¥ More w0 Sec. W
Nra ¥ PP W XES bere W0 Spe w
N
Mow ¥ PSP W XET W Nerm o Sec
B e ¥ (e o] (me [ o e
L] L L - tore w0 Sec
10 e v B W XET w Vv W See
Propesal I - et ore - % | 43980 | Prepossl nde:

ArPlus G
High-Speed 2,4GHz Wircless VPN Router

The device is restarting

=]

Next you need to configure the DFL-300 firewall.

Step 1 Access the configuration
screen of the DFL-300 by opening
a web browser such as Internet
Explorer and type the IP address
of the DFL-300 in the address bar
(192.168.1.1).

Step 2 Enter the username (admin)
and the password (admin). Click OK.
Step 3 Click on Configuration and take
note of the IP address that your ISP has
assigned you.

Office Firewall

© Transparent Mode
& NAT Mode

P Rdaress

Hetmask

© PPPSE [ADSL Lser)
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Frequently Asked Questions (continued)

How can | establish a VPN connection between my DI-824VUP and a
DFL-300 Firewall? (continued)

Step 4 Click on Policy and verify that _
you have an Outgoing policy configured. Office Firewall
If not, click on New Entry, accept the BRI R R T T
default values, and click OK. :

HewEriy

Statisties

Status

Step 5 Click on VPN and then click

m Gateway IP | Destination Subnet
New Entry.

New Enty

Step 6 Give the VPN connection a name with no spaces.
Step 7 Enter the network identifier and subnet mask of the Internal interface.

Step 8 In the To Destination section, select either Remote Gateway—Fixed IP or Remote

Gateway—Dynamic IP. Enter the WAN IP address of the DI-824VVUP if Remote Gateway—
Fixed IP is selected.

Step 9 Enter the network identifier corresponding subnet mask of the DI-824\VVUP’s LAN.

Step 10 Enter a Preshared Key. The Preshared Key needs to be identical to the one
configured on the DI-824VUP.

Step 11 Select Data Encryption and Authentication as the Encapsulation and click OK.
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Frequently Asked Questions (continued)

How can | establish a VPN connection between my DI-824VUP and a
DFL-300 Firewall? (continued)

DFL-300
Office Firewall -

| ndsinistration |
m Mame i FH

| Adiress | From Source & Intermal ©  DMZ

Subnet | Mask hazisein | TR
_ 7 Remobs Gateway - Fixed F

Pussehary M Subnet [ Mazk 1921 JES5 2552551

m ~ Remote Gatewry — Chymamic I#
Subrwt [ Mask | | TR
 Remote Chert — Fixed P of Dyniamic P
Authentication Methed |Freshem =]
m Preshared Hey hazeew
EET Encapsulation

& Data Encryplion + Authentication

T Athenbication Onby

 Perfect Forsmrd Secrecy
FSec Lifetime 20 Seconds
ok ] Corcal

After you have configured both the router and firewall, you need to establish
a connection.

Step 1 Open a command prompt 8 ,

and from a computer connected to the [ 080 1P Conf igur
Internal interface of the DFL-300 and
ping the IP address of a computer that
is on the internal LAN of the DI-824VUP,
or vice versa.

Step 2 Once you begin to receive replies, the VPN connection has been established.
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Frequently Asked Questions (continued)

How do | open ports on my DI-824VUP?

To allow traffic from the internet to W AirPlus G l
enter your local network, you will HeotJpoed Zdutls Wirdives N Rovoy

need to open up ports or the router o e
WiIl block the request. Yirkaal Server 15 used 10 Allow Mlemel usevE AccEEs 1 LAN sereces.

CrEnatind O Dissoled
Hume
Frivatn 1521680,
Protonol T | TCP

Step 1 Open your Web browser
and enter the IP Address of your
D-Link router (192.168.0.1).

Enter username (admin) and your

Frevaa ol

wloow

ieaoeEgn ¢
i

password (blank by default). @ OO0

Apply Cancel Help

Step 2 Click on Advanced on top ot sonan o

and then click Virtual Server on the il e e B

left side. sane  Leeeies Jj-:i

anan TEPIEIHE  whwiy |

Step 3 Check Enabled to activate 8000 TEPIGIID wwans 3
entry.

Step 4 Enter a name for your virtual server entry.

Step 5 Next to Private IP, enter the IP Address of the computer on your local
network that you want to allow the incoming service to.

Step 6 Choose Protocol Type - either TCP, UDP, or both. If you are not sure, select
both.

Step 7 Enter the port information next to Private Port and Public Port. The private
and public ports are usually the same. The public port is the port seen from the WAN
side, and the private port is the port being used by the application on the computer
within your local network.

Step 8 Enter the Schedule information.
Step 9 Click Apply and then click Continue.

Note: Make sure DMZ host is disabled. If DMZ is enabled, it will disable all Virtual
Server entries.

Because our routers use NAT (Network Address Translation), you can only open a
specific port to one computer at a time. For example: If you have 2 web servers on
your network, you cannot open port 80 to both computers. You will need to configure
1 of the web servers to use port 81. Now you can open port 80 to the first computer
and then open port 81 to the other computer.
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Frequently Asked Questions (continued)

What is DMZ?

Demilitarized Zone:

In computer networks, a DMZ (demilitarized zone) is a computer host or small
network inserted as a neutral zone between a company’s private network and the
outside public network. It prevents outside users from getting direct access to a
server that has company data. (The term comes from the geographic buffer zone
that was set up between North Korea and South Korea following the UN police action
in the early 1950s.) A DMZ is an optional and more secure approach to a firewall and
effectively acts as a proxy server as well.

In a typical DMZ configuration for a small company, a separate computer (or host in
network terms) receives requests from users within the private network for access
to Web sites or other companies accessible on the public network. The DMZ host
then initiates sessions for these requests on the public network. However, the DMZ
host is not able to initiate a session back into the private network. It can only forward
packets that have already been requested.

Users of the public network outside the company can access only the DMZ host. The
DMZ may typically also have the company’s Web pages so these could be served

to the outside world. However, the DMZ provides access to no other company data.
In the event that an outside user penetrated the DMZ hosts security, the Web pages
might be corrupted but no other company information would be exposed. D-Link, a
leading maker of routers, is one company that sells products designed for setting up

a DMZ.

How do | configure the DMZ Host?

The DMZ feature allows you to forward all incoming ports to one computer on the
local network. The DMZ, or Demilitarized Zone, will allow the specified computer
to be exposed to the Internet. DMZ is useful when a certain application or game
does not work through the firewall. The computer that is configured for DMZ will be
completely vulnerable on the Internet, so it is suggested that you try opening ports
from the Virtual Server or Firewall settings before using DMZ.

Step 1 Find the IP address of the computer you want to use as the DMZ host.
To find out how to locate the IP Address of the computer in Windows XP/2000/ME/9x

or Macintosh operating systems please refer to Step 4 of the first question in this
section (Frequently Asked Questions).
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Frequently Asked Questions (continued)

How do | configure the DMZ Host? (continued)

Step 2 Log into the web based configuration
of the router by typing in the IP Address
of the router (default:192.168.0.1) in your
web browser. The username is admin (all

lowercase) and the password is blank (empty).

Connect to 192,168.0.1

DI-B24v1P

User name:

Password:

|ﬁ admin b
|
[Iremember my password

I_ oK ] L Cancel J

Step 3 Click the Advanced tab and then click on the DMZ button. Select Enable and

type in the IP Address from step 1.

Step 4 Click Apply
and then Continue
to save the changes.

D-Link

Bulimg Networks for People

DI-824VUP i

Note: When DMZ is
enabled, Virtual Server
settings will still be
effective. Remember,
you cannot forward the
same port to multiple
IP Addresses, so the
Virtual Server settings
will take priority

over DMZ settings.

the Intermet

Virtual Server |F Address
.lpplicaﬁon‘
= Filter

Firewall

SNMP

DDNS

DEDOERES

DMz

Performance

[

BUTTT Advanced [T

DMZiDermilitarized Zone) is used to allow a single computer on the LAN to be exposed to

O Enabled @ Disabled
192.162.0]

AirPlus G
High-Speed 2.4GHz Wireless VPN Router

Status Help

@ O 0O

Apply Cancel Help
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Frequently Asked Questions (continued)

How do | open a range of ports on my DI-824VUP using Firewall rules?

Step 1 Access the router’s web configuration by entering the router’s IP Address in
your web browser. The default IP Address is 192.168.0.1. Login using your password.
The default username is “admin” and the password is blank.

If you are having difficulty accessing web management, please see the first question
in this section.

Step 2 From the web management Home page, click the Advanced tab then click

the Firewall button.

D-Link ) ]
s.tep 3 ClICk on BUININg NETWOTKS 101 People Alf'plus G
Enabled and type in a High-Speed 2.4GHz Wireless VPN Router

name for the new rule. [ Home PYIZEYPTTN Tools | Status Help

DI-824VUP l

Firewall Rules can be used to allow or deny trafic from passing thraugh the D-824YUP,

OEnabled O Disabled

Step 4 Choose WAN
as the Source and Vitual Server Niig

00

enter a range Of IP e I?’:IDW CI\PDE?:; IP End Protocol - PortR
Applicn!inn nterface el n rotocol 0 ange
Addresses out on the sce [ @ _ _
internet that you would Filter Destinaton [+ v] T v
like this rule applied to. Seharule O Ao e ,
Firewall C Fram  Time|00 ¥ {00 v':TD...UU w00 v

If you would like this i Ny

rule to allow all internet Snmp - ' 9 OO0
users to be able to Apply Cancel Help
access these ports,

DDNS

Ll

then put an Asteriskin Routing RHBRIETE Source Destinaion  Pratocol N

th f- t b d I Allow Allow to Ping WAN port AN LAM192.168.0.1 ICMP* J [ﬂ
e first box and leave — A, P 55

the second box empty. il Defaul Lant ~As31B001 = (470

Performance

[

Step 5 Select LAN as the Destination and enter the IP Address of the computer on
your local network that you want to allow the incoming service to. This will not work

with a range of IP Addresses.
Step 6 Enter the port or range of ports that are required to be open for the incoming

service.
Step 7 Click Apply and then click Continue.

Note: Make sure DMZ host is disabled.

Because our routers use NAT (Network Address Translation), you can only open a
specific port to one computer at a time. For example: If you have 2 web servers on
your network, you cannot open port 80 to both computers. You will need to configure
1 of the web servers to use port 81. Now you can open port 80 to the first computer

and then open port 81 to the other computer.
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Frequently Asked Questions (continued)

What are virtual servers?

A Virtual Server is defined as a service port, and all requests to this port will be
redirected to the computer specified by the server IP. For example, if you have an
FTP Server (port 21) at 192.168.0.5, a Web server (port 80) at 192.168.0.6, and a
VPN (port 1723) server at 192.168.0.7, then you need to specify the following virtual
server mapping table:

Ceoerron | s | ra

21 192.168.0.5 X
80 192.168.0.6 X
1723 192.168.0.7 X

How do | use PC Anywhere with my DI-824VUP?

You will need to open 3 ports in the Virtual Server section of your D-Link router.
Step 1 Open your web browser and enter the IP Address of the router (192.168.0.1).
Step 2 Click on Advanced at the top and then click Virtual Server on the left side.

Step 3 Enter the information as seen below. The Private IP is the IP Address of the
computer on your local network that you want to connect to.

W AirPlus G I
High-Speed 2.4GHz Wireless VPN Router

l m Advanced BT Status Help
v—_; itua usedto o LAM semvices,
® Enabled () Disabied
X . e Hama peanywherel
Step 4 The first entry will read as P s
|— Froweoi Toe [TEP %
shown here: e
Schedue © Mways
. . ""“""" CFmm  Tima/00 w0 % a0 ¥m @
Step 5 Click Apply and then click el Fulon B
Continue. gu — 2-
" m i : Piivata © Protocal Schadule
Virtual Seever FTP 0080 TEPHIH v a0
™ omz Vinus! Serve HTTR 0080 TCPEIED  awars Ty
Vitusl SenerHTTPE 0000 TCRA4IIA4T Shwivs E) ]
|y Vitual Server DS a0 VOB EIIED  shways a9
............. sy i kil =|4 1



Frequently Asked Questions (continued)

How do | use PC Anywhere with my DI-824VUP? (continued)

Step 6 Create a second entry as
shown here: %ns:wmtzsmm

m Advanced RO Status Help

usedty 1 LA sanices

® Enabied () Disahied

A

Hamg peanywhere2
Privile 1P TELTERD
Application PromeciTpe TP
Frivale Borl
Putlic Part
Sehegus L

San Cmm Tima|00 %[00 %o 00 ¥ {0 ¥

Step 7 Click Apply and then click == e 0e

il

Continue. oONS doply. Cancal. Help
ing Thame P ®  Pratocal Sehadule

Vitusl Server £TP [TTT TEEIIE sways =} ]

Virtual Serves HTTR 0080 TCREIE  sways =} ]

Vitusl Sere MTTRE 00,00 TEP A431443 ahwiays L4%d

o Vit Seeves DS [T R TR R L%

Step 8 Create a third and final
entry as shown here: Hmnaﬁﬂ‘ﬁfmm

e} LT Avvances

v usedio o LA sanices
® Enabled () Disahied
& Hameg peanywhere2
Provate 1P (AT
Frvate Port
L Praslic Purt
Schedue -
——e Hways

O From  Tima |00 00 % Ta 00 00 W

| p— sy (S M SN v

==l @ 90
=] o
—

Rauting Mams Piivatn © Piotoeal Schaduly

Virtual Eeeves TP LTLY TEEHIH  awars £y ]
- Vit e kT 0,080 LT TE - a4
Vifusl SeveeHTTEE .00 TCP 4431443 abvars £} ]

M natormsece: VInus! St DNG w000 WOREIIET s 19

Step 9 Click Apply and then click Continue.

Step 10 Run PCAnywhere from the remote site and use the WAN IP Address of the
router, not your computer’s IP Address.
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Frequently Asked Questions (continued)

How can | use eDonkey behind my DI-824VUP?

You must open ports on your router to allow incoming traffic while using eDonkey.

eDonkey uses three ports (4 if using CLI):

4661 (TCP) To connect with a server

4662 (TCP) To connect with other clients

4665 (UDP) To communicate with servers other than the one you are connected to.
4663 (TCP) *Used with the command line (CLI) client when it is configured to allow
remote connections. This is the case when using a Graphical Interface (such as the
Java Interface) with the client.

Step 1 Open your web browser and r
enter the IP Address of your router AirPlus G
(192.168.0.1). Enter username — m_m:""“""“

(admin) and your password (leave . Fred ) " e
- wawal Rules can be used 1o sliow or dery trafic fom passing through the Dk
blank). | =

& Enabied " Disabled
Step 2 Click on Advanced and ezt
then click Firewall. | PRk, Petrne
Destnsson [G = [veenie [ [or = e e
. . Firawall Scheduis Al
Si;ep 3 Create a new firewall rule: _ plaing BT —
Click Enabled. sl wlo Hnfo B
Enter a name (edonkey). = 2 99
Click Allow. rautg
Next to Source, select WAN under Adortlams - Souss Dwseain P
interface. In the first box, enter an *. mhpel N e anamoiae: RS
E I Deny Detautr 187 18801 25 |

Leave the second box empty.

F Aiow Default LA TAEBEDY YT 49
Next to Destination, select LAN under interface. Enter the IP Address of the computer

you are running eDonkey from. Leave the second box empty. Under Protocol, select *.
In the port range boxes, enter 4661 in the first box and then 4665 in the second box.

Click Always or set a schedule.

Step 4 Click Apply and then Continue.
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Frequently Asked Questions (continued)

How do | set up my DI-824VUP for SOCOM on my Playstation 2?

To allow you to play SOCOM and hear audio, you must download the latest firmware
for the router (if needed), enable Game Mode, and open port 6869 to the IP Address
of your Playstation.

Step 1 Upgrade firmware (follow link above).

Step 2 Open your web browser and enter the IP Address of the router
(192.168.0.1). Enter username (admin) and your password (blank by default).

Step 3 Click on the Advanced tab and then click on Virtual Server on the left side.

Step 4 You will now create a new Virtual Server entry. Click Enabled and enter a
name (socom). Enter the IP Address of your Playstation for Private IP.

Step 5 For Protocol Type select Both. Enter 6869 for both the Private Port and
Public Port. Click Always. Click Apply to save changes and then Continue

AirPlus G
High-Speed 2.4GHz Wireless VPN Router

m Advanced Dl Status Help

Vinual Server is used to allow Internet users access to LAN senvices

& Enabled ¢ Disabled

|+ ¢

Mame [socom
Private IP 192 1680100
PSRy Protocal Type  [TCP =)
Private Port Eﬁ
Filter
Public Part @
Firewall Schedule & Always

 From T:me'w_..'_lmm[@@
dayISun vl},g Sun =

DDNS a a 0

Apply Cancel Help

Routing

Ll

Name Private IP  Protocal Schedule

oMz = Virtual Server FTP 0000 TCP N /21 abways ) |
I Virtual Server HTTP 0000 TCPBO/B0 abways 4t

Performance I Virtual Server HTTPS 0000 :ESP 443/ always B8
I Virtual Server DNS 0000 UDP 53753 aways £} |

Step 6 Click on the Tools tab and then Misc on the left side.

Step 7 Make sure Gaming Mode is Enabled. If not, click Enabled. Click Apply and
then Continue.
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Frequently Asked Questions (continued)

How can | use Gamespy behind my DI-824VUP?

Step 1 Open your web browser and enter the IP Address of the router
(192.168.0.1). Enter admin for the username and your password (blank by default).

Step 2 Click on the Advanced tab and then click Virtual Server on the left side.

Step 3 You will create 2 entries.

Step 4 Click Enabled and enter W
Settings: High-Speed 2.4GHz Wircless VPN Routor

[ Home FYVRTTE Tools | Status Help
NAME - Gamespy1 % |_ | T [P
® Enabled ) Dasabled
PRIVATE IP - The IP Address S
of your computer that you are L] o)
running Gamespy from. p— e
PROTOCOL TYPE - Both D | [ R —
| — Sy|Sun ¥jg S0 v
200
PRIVATE PORT - 3783 299
W Mars Privatn # Protocol Schadule
Vittual Berver FTP 0000 TCR I atwans 48
E Virtus! Benver HTTR 0080 TCREOIEn  ahwive Tyl
Virysl Seeves HTTPE 0.00.0 TCP 4437443 shwivt ’J‘l
VINus! Sevte BNE [TET VDR EIIET  ahways _1I

Click Apply and then continue

Step 5 Enter 2nd entry:
Click Enabled AirPlus G
High-Speed 2.4GHz Wircless VPN Router

m val Tools Status Hel|
NAME - Gamespy2 | —— .
PRIVATE IP - The IP Address i i 2w Conie
of your computer that you are —— P smoim
running Gamespy from. Phevicrion Sabuiron: [l
Puslic Pod
PROTOCOL TYPE - Both R =
— o mEEEEEHEE
PRIVATE PORT - 6500 900
PUBLIC PORT - 6500 it
W Nams Private Protocal Schadule
SCHEDULE - Always. Mitaow G we 4w
E :z:lxmws [T TP 4431443 My‘; j:
|presrem—— Vinusi Seevee DNE noan T iy )

Click Apply and then continue. @ === 1 oom
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Frequently Asked Questions (continued)

How do | configure my DI-824VUP for KaZaA and Grokster?

The following is for KaZaA, Grokster, and others using the FastTrack P2P file sharing
system.

In most cases, you do not have to configure anything on the router or on the Kazaa
software. If you are having problems, please follow steps below:

Step 1 Enter the IP Address of your router in a web browser (192.168.0.1).
Step 2 Enter your username (admin) and your password (blank by default).
Step 3 Click on Advanced and then click Virtual Server.

Step 4 Click Enabled and then enter a Name (kazaa for example).

Step 5 Enter the IP Address of the computer you are running KaZaA from in the
Private IP box. Select TCP for the Protocol Type.

Step 6 Enter 1214 in the Private and Public Port boxes. Click Always under
schedule or set a time range. Click Apply.

W AirPlus G I
High-Speed 2.4GHz Wircless VPN Router

[ Home FEWYRYTR Tools | Status Help

Dsae|
B i uzed iy to LA sanices
® Enabled () Disabied
a kaz:
" Hama azaa
Prvate 1P var16e0, 100
Frivate Bort 6859
——
PublicPod case
— Schetue @ Aways
sntdial N
=l = e
w Name Privatn®  Proiocal Sthaduly
Wiriyal Serer TP 0000 TERIIH aways 48
ﬁ Virtual Server HTTE 0080 TEP S awans i
Vitusl S HTIPE 0000 TCP 4437443 byt £y ]
| presT— Vinlusi Seever DNE noan LOEEI16T sways Iy
................... anan amAriar i i

Make sure that you did not enable proxy/firewall in the KaZaA software.
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Frequently Asked Questions (continued)

How do | configure my DI-824VUP to play Warcraft 3?

To hose a Warcraft 3 game, you must open ports on your router to allow incoming
traffic. To play a game, you do not have to configure your router.

Warcraft 3 (Battlenet) uses port 6112.

For the DI-824VUP:
W AirPlus G I
High-Speed 2 4GHz Wireless VPN Router

Step 1 Open your web browser - sk
and enter the IP Address of fasa | LT avercos I

Vitual Seeer TP 0000 TEPHIH  aways

Enabled. Enter a name (warcraft3).
Private IP - Enter the IP Address

of the computer you want to host
the game. Select Both for Protocol
Type Enter 6112 for both Private
Port and Public Port Click Always
or set a schedule.

4
Virtual Seever HTTP 0080 TCPEOIeD  sways 4
Vitusl e HTTPE 0000 TGP 443443 sbways 41
Virtusl Seever DNE noan UDe 6T ahwiys i |

"‘N_... uged to alow | o LAN services.

your router (192.168.0.1). Enter D ——

username (admin) and your Vi v Ny =

password (leave blank). == febien [l

Step 2 Click on Advanced and Rl Tt o EEE

then click Virtual Server. = s E 990
ﬁ Apply Cancel Help

Step 3 Create a new entry: Click = s RO —
=

Step 4 Click Apply and then Continue.

Note: If you want multiple computers from you LAN to play in the same game that
you are hosting, then repeat the steps above and enter the IP Addresses of the other
computers. You will need to change ports. Computer #2 can use port 6113, computer
#3 can use 6114, and so on.

You will need to change the port information within the Warcraft 3 software for
computers #2 and up.

Configure the Game Port information on each computer:

Start Warcraft 3 on each computer, click Options > Gameplay. Scroll down and you
should see Game Port. Enter the port number as you entered in the above steps.
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Frequently Asked Questions (continued)

How do | use NetMeeting with my DI-824VUP?

Unlike most TCP/IP applications, NetMeeting uses DYNAMIC PORTS instead of
STATIC PORTS. That means that each NetMeeting connection is somewhat different
than the last. For instance, the HTTP web site application uses port 80. NetMeeting
can use any of over 60,000 different ports.

All broadband routers using (only) standard NAT and all internet sharing programs
like Microsoft ICS that use (only) standard NAT will NOT work with NetMeeting or
other h.323 software packages.

The solution is to put the router in DMZ.

Note: A few hardware manufacturers have taken it on themselves to actually provide
H.323 compatibility. This is not an easy task since the router must search each
incoming packet for signs that it might be a netmeeting packet. This is a whole lot
more work than a router normally does and may actually be a weak point in the
firewall. D-Link is not one of the manufacturers.

To read more on this visit http://www.HomenetHelp.com

How do | set up my DI-824VUP to use iChat? -for Macintosh users-

You must open ports on your router to allow incoming traffic while using iChat.
iChat uses the following ports: 5060 (UDP), 5190 (TCP), and File Sharing 16384-
16403 (UDP) to video conference with other clients.

Step 1 Open your web browser and enter the IP Address of your router

(192.168.0.1). Enter username (admin) and your password (leave blank).

Step 2 Click on Advanced and then click Firewall.
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Frequently Asked Questions (continued)

(continued)

How do | set up my DI-824VUP to use iChat? -for Macintosh users-

Step 3 Create a new firewall rule:
AirPlus G
High-Speed 2.4GHz Wireless VPN Router

Click Enabled.

Enter a name (ichat1).
Click Allow.

Next to Source, select WAN
under interface.

In the first box, enter an *.
Leave the second box empty.
Next to Destination, select
LAN under interface.

Enter the IP Address of the
computer you are running
iChat from.

I Advancod

Firewall Rules can be used bo all

or deny raffic

Tools Status Help

hitaigh the D A24VLP.

@ Enabiea O Disabed
Namie ichat1

Action @ aligw CDary
Intertace 1 St 1P Eng Pratocol  Por Range
Sourte WAN w | 192.168.0.100
Destnaton AN = B
chaduls ® Ky
C From Tieng 00 %[00 wire 00 %00 v
day/sn v mian »

Action Hame

Source Destination Profocol
Alow Allw in Fing WAN porl - WAN," LAN, 1216801 ICNP,® Han
LAN: %
Deny Detut - s A i} |
Mllow Detaut Lans =A9216804 ** 46

Apply Cancel Help

Leave the second box empty. Under Protocol, select UDP. In the port range boxes,
enter 5060 in the first box and leave the second box empty.

Click Always or set a schedule.

Step 4 Click Apply and then
Continue.

Step 5
Repeat steps 3 and 4 enter
ichat2 and open ports 16384-

16403 (UDP).

W AirPlus G
High-Speed 2.4GHz Wircless VPN Router

| Home WUIZLEUE Tools Status Help
Figwall Rules can be used b allow or deny kafle thrsugh the DHBZAVUP.
@ Enabiea O Disabled
Nams ichat2
Action ® aigw COury
Intertace 1P Start I* Eng Frotocol  Porl Range
Source WAN = 192.168.0.100
Dwstnation  LAN e w
chaduls ® Avars
C From Tieng 00 %[00 wire 00 %00 v
day|Sun ¥t S v
@ 9 0

Action Hame

Source
Allow Alow 1o Fing WAN pert VAN,
Deny Defaut
Mliow Detaut Lanis

¥ LAN,192168.0.1 ICNP* Han
LN ¥
16801 ey

Apply Cancel Help

Destination Profocol

=A9216804 ** 46
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Frequently Asked Questions (continued)

How do | set up my DI-824VUP to use iChat? -for Macintosh users-
(continued)

For File Sharing:
Step 1 Click on Advanced and then w
Virtual Server. High-Specd 24GHz Wiroless VPN Router

orszeve | m (T Tools | Status Help
Step 2 Check Enabled to activate : : e P
p W ® Enabled () Disahied
entry. — ichats
, o | e v
Step 3 Enter a name for your virtual
H T Pubslic Pard 5190
server entry (ichat3). —~ T
W ) From Tima 00 % (00 % Ta 00 - 00 &
. s Gy SN ¥ jn SN v
Step 4 Next to Private IP, enterthe IP [zl 9 00
Address of the computer on your local oons Apply Cancel Holp
network that you want to allow the il s e i
incoming service to. aal Mt GoAh  TOW 2
Virlusl Sever HTTPE 0000 TGP 4431443 atwyy F) ]
|presrem—— Vinusi Seevee DNE noan LOR 36 awiys iy )
Step 5 Select TCP for Protocol Type. =l | o s e

Step 6 Enter 5190 next to Private Port and Public Port.
Stsp 7 Click Always or configure a schedule.

Step 8 Click Apply and then Continue.

If using Mac OS X Firewall, you may need to temporarily turn off the firewall in
the Sharing preference pane on both computers.

To use the Mac OS X Firewall, you must open the same ports as in the router:

Step 1 Choose Apple menu > System Preferences.

Step 2 Choose View > Sharing.

Step 3 Click the Firewall tab.

Step 4 Click New.

Step 5 Choose Other from the Port Name pop-up menu.

Step 6 In the Port Number, Range or Series field, type in: 5060, 16384-16403.
Step 7 In the Description field type in: iChat AV

Step 8 Click OK.
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Frequently Asked Questions (continued)

How do | send or receive a file via iChat when the Mac OSX firewall is
active? - for Macintosh users - Mac OS X 10.2 and later

The following information is from the online Macintosh AppleCare knowledge base:

“iChat cannot send or receive a file when the Mac OS X firewall is active in its default
state. If you have opened the AIM port, you may be able to receive a file but not send
them.

In its default state, the Mac OS X firewall blocks file transfers using iChat or America
Online AIM software. If either the sender or receiver has turned on the Mac OS X firewall,
the transfer may be blocked.

The simplest workaround is to temporarily turn off the firewall in the Sharing preference
pane on both computers. This is required for the sender. However, the receiver may
keep the firewall on if the AIM port is open. To open the AIM port:

Step 1 Choose Apple menu > System Preferences.
Step 2 Choose View > Sharing.

Step 3 Click the Firewall tab.

Step 4 Click New.

Step 5 Choose AOL IM from the Port Name pop-up menu. The number
5190 should already be filled in for you.

Step 6 Click OK.

If you do not want to turn off the firewall at the sending computer, a different file sharing
service may be used instead of iChat. The types of file sharing available in Mac OS X
are outlined in technical document 106461, “Mac OS X: File Sharing” in the AppleCare
Knowledge base online.

Note: If you use a file sharing service when the firewall is turned on, be sure to click

the Firewall tab and select the service you have chosen in the “Allow” list. If you do not
do this, the firewall will also block the file sharing service. “
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Frequently Asked Questions (continued)

What is NAT?

NAT stands for Network Address Translator. It is proposed and described in
RFC-1631 and is used for solving the IP Address depletion problem. Each NAT box
has a table consisting of pairs of local IP Addresses and globally unique addresses,
by which the box can “translate” the local IP Addresses to global address and vice
versa. Simply put, it is a method of connecting multiple computers to the Internet (or
any other IP network) using one IP Address.

D-Link’s broadband routers (ie: DI-824VUP) support NAT. With proper configuration,
multiple users can access the Internet using a single account via the NAT device.

For more information on RFC-1631: The IP Network Address Translator (NAT), visit
http://www.fags.org/rfcs/rfc1631.html
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Contacting Technical Support

You can find the most recent software and user documentation on the D-Link
website.

D-Link provides free technical support for customers within the United States for the
duration of the warranty period on this product.

U.S. customers can contact D-Link technical support through our web site,
or by phone.

D-Link Technical Support over the Telephone:
(877) 453-5465
24 hours a day, seven days a week.

D-Link Technical Support over the Internet:
http://support.dlink.com

When contacting technical support, you will need the information below. (Please
look on the back side of the unit.)

B Serial number of the unit
B Model number or product name

B Software type and version number
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