DS-60x VPN to DIR-130

Confiquration of DIR-130

Step 1: Open your web browser and type in the IP address of the router (192.168.0.1 by
default). Enter the username (admin by default) and password (blank by default), and then

click OK.

Step 2: Click on SETUP and select VPN SETTINGS. Choose IPSec from the ADD VPN
PROFILE dropdown menu and click Add.

INTEIRMET

YPM SETTINGS

IPSec ]

20 - ¥PN PROFILE :

Mame Type
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Step 3: Configure the IPSec VPN as followed:

Enable: check box to enable

Name: enter a name for the VPN

Local Net/Mask: enter the local network and subnet mask
Remote IP: select Remote User

Authentication: enter your desired Pre-shared Key

Local ID: leave as Default

Remote ID: leave as Default

Phase 1 Main Mode: selected
NAT-T Enable: untick the box

Keep Alive/ DPD: select none

DH Group: select 2-modp 1024-bit
IKE Proposal List:

Cipher #1: select 3DES

Hash: #1: select SHA

IKE Lifetime: enter 28800 (default)

Phase 2:

PFS Enable: tick the box (default)

PFS DH Group: select 2-modp 1024-bit
IPSec Proposal List:

Cipher #1: select 3DES

Hash #1: select SHA1

IPSec Lifetime: enter 3600 (default)
Click Save Settings then Continue
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Product Page: DiR-1z0

| SETUP | ADYANCED MAINTENANCE STATUS

Internet

VPN - IPSEC

LIser this section to create and configure your YWPN-IPSec page.
VPN Settings
Save Jettings I Don't Save Settings |

IPSEC SETTING :

W Enable
Mame : |DIR-130_IPSec

Local Met frask : [152.168.0.0/24

Remote P @ Remote User © Site to Site |
Rernote Local LAN Met fMask . |
Authentication : ™ Pra-shared Key |123456?8

3,500 Certificate

Local Identity |D-Link Dermo 'I
Certificates | vI
™ xauTH

& corver mode

Authentication database IPF‘TP_users 'I

 Cilent mode

Lser Name |

Password |
Local D ;| Default = |
Remote ID: | Defaul =

PHASE 1 :

@ Main mode  © Aggressive mode
MAT-T Enable: T
Keep &live fOPD: & pmone € keep alive © DPD (Dead Peer Detection)
DH Group @ |2 - modp 1024-bit = |
IKE Proposal List :
Cipher Hash
#1. Iﬁ, SHA -
#2: [30Es =] MDS =
#3: [3065s =] MDS -
#4: [30E5 =] MDS =

IKE Lifetime @ [25800  Seconds

PHASE 2 :

PFS Enable: W perfect Forward Secrecy PFS
PFS DH Group ;| 2 - modp 1024-bit = |
IPSec Proposal List :
Cipher Hash
#1 [aes =] [shar =]
#2: [30es =] MDS 8
#3: [306s =] MDS =
#4: [aEs =] MDS -

IPSec Lifetime :  |3600  Seconds
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The IPSec Tunnel should now appear in the VPN PROFILE list below.

DIR-130 |

SETUP | ADYAMNCED MAINTENAMNCE S5TATUS

WPMN Settings

Confiquration of

VPN SETTINGS

Ise this section to create and configure your YPM settings.

ADD ¥PN PROFILE :

I Select a bype ;I Add
25 - ¥YPN PROFILE :
Enable MName Type
=3 DIR-130_IPSec rsec

DS-601/605 client VPN software

Step 1: Click Configuration and select Profile Settings.

"D b tink VoI

Conneckion | Configuraktion Log  Window  Help

Prafile : Profile Settings - Outzide Line

DFL-1500 [ Extended Firewall Settings ‘ |

iJukside Line Prefix

Logon Oplions
Prafile Settings Backup

Connect

Disconnect ! D-Link

Statistics:
Titne online:
Data (Tx) in Byte:
Data (Fx in Byte:
Speed (KBvteis):

000000 Timeout (zec), O

0 Direction: out
0 Link Type: Com
0,000 Encryption:

Step 2: Click New Entry to create a profile for the DIR-130.
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Profile Settings

—Avallable Prafile

Prafile Names Phone Mumber/Link Type Caonfigure

'DFL-1500 [Modem] * <PhoneMumber:
DFL-200 LAk A wiLak Mew Entry
DFL-500 [PPPoE] #D5L [PPFoE] _
DFL-500 LAt A LA Duplicate
DFL-700 [Modem] <PhoneMumber:
DFL-20 LAt A LAk Delete
DFL-300 Lt A LA
DI-804k [PPFoE] w051 [FPPoE] Help
DI-B04ky LAt A LAk
DI-B24vup+ Lt A LA Cancel

ok |
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Step 3: Name the profile DIR-130 and click Next.

Assistant for new profile

Connection M ame
Enter the name aof the connechion

D-Link

The connection may be given a descriptive name; enter a name in the following figld.

* M ame of the connection ;
< |DIR-13d

£ Back

Hewt >

Cancel

Step 4: Select the type of Communication media for the Local side and click Next.

Assistant for new profile

Link type [Dial up configuration]
Select the media type of the connection,

appropriate modernm,

@ Communication media : L& [aver P
16

Determine how the connection to the corporate network, should be established. If the intermet iz
ta be uzed via modenn, et the communication media ta "modem’ and then zelect the

¢ Back

Hewt >

Cancel
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Step 5: Enter the Remote Gateway and click Next.

The IP can normally be found in the Status page of the DIR-130.

=

¥PMW gateway parameters - i)
T o which Y¥PM gateway zhould the connection be established D-I lln

Enter the DS name [i.e. wpnzerver.domain.com] or the official [P address (e, 2121017.29) of
the WPM gateway vou want b connect ko,

IJzing E stended Authentication [=AUTH] you can enter the Uzernmame and Paszward for the
authentication. |f no authentication data are entered they will be requested when establizhing the
connection,

Gateway :
' |56.140.140.140

[ Usze extended authentication BaUTH]

@ zername :
l

Pazsword ; Paszward [Confirm] ;

l

¢ Back Hewt > Cancel |

Step 6: Enter the Pre-shared Key in both the Shared secret and Confirm secret and click
Finish.

=

Pre-shared key . @
Common secret for data encreption - ln

& shared secret or pre-zhared key iz uzed to enciypt the connection; this then needs to be
indentically konfigured on bath zsides VPN client and WP gateway).

Enter the appropriate value for the IKE |0 according bo the selected [D type.

Pre-zhared key —
2 Shared zecret : Canfirm secret

e ']xxxxxx

> Addr

¢ Back Einizh Cancel
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Step 7: Select the DIR-130 profile and click Configure.

"Profile Settings

—Available Profile

Frofile MNames Phore Murmber/Link. Type Canfigure
DFL-1500 [k odem) <PhoneMumber:

DFL-200 LAM / wiLAN New Entry
DFL-B00 [PPPaE] xD5L [PPPaE] :
DFL-500 L&M /WLAN Duplicate
DFL-700 [Madern] <PhaneMurmber:

DFL-280 LAM /wLAN Delete
DFL-900 LAM /wLAN

DI-804hy [PPPaE] xD5L [PPPaE) Help
DI-804hw LAM /wLAN

Dl-824vup+ LAk A wiLa, Lancel

[ DIR-130 3N A

ak.

Step 8: Select IPSec General Settings and select DH-Group 2 (1024 Bit ) from the

dropdown menu under Advanced options / PFS group.

"Profile Settings

DIR-130

B aszic Sethings

|PSec General Settings
| dentities

IP Address Azsignment
Femate Metwarks
Firewall Settings

®

— IPSec General Settings

Gateway

|EB.14III.14EI.1 40

Puolicies

Advanced oplions

|K.E palicy I autarnatic mode

IPSec policy |aut|:|mati|: mode

Palicy lifetimes ..

Exch. mode : IMain b ade

PFS group :

[ Usze P compression
[ Disable DPD [Dead Peer Detection|

Help

ak

LCancel

D-Link
TechSupport
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Step 9: Select Policy editor, expand the 1KE Policy list and select New Entry.

"IPSec Configuration e |

=-H71 IKE Palicy
T DFL-800
%1 DIR-130
T DFL-300 [3DES-SHA-DHZ]
T DFL-1500 [3DES-5HA-DHZ] Duplicate
T DFL-200 I
T DFL-G00 [3DES-SHA-DHZ] Delete
+- 1 IFSec Palicy
Help
Cloze

Step 10: Configure the IKE Policy as followed:

Name: enter a name for the policy (DIR-130 in this example)
Encryption: Triple DES

Hash: SHA

DH Group: DH-Group 2 (1024 Bit)

Click OK.

['IKE Policy

Mame : |DIR-130

Authentication I E ncroption | Hazh I DH Group I

Prezhared ey Triple DES SHA DH-Group 2 [1024 Bit]
Suthentication : IF‘rE!E:hared Key L‘ Add
Encryption ; ITripIe DES ;I B g
Hagh | SHA R
DH Group :

Help | ok LCancel
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Step 11: Expand the IPSec Policy and select New Ent

, IPSec Configuration

----- %7 DIR-130 2y Configure

----- %7 DFL-900 [3DES-SHA-DHZ] —

----- WT DFL-1500 [3DES-SHA-DHZ] : New Enitry

----- %T DFL-200 —

----- WT DFL-500 [3DES-SHA-DHZ] Duplicate

----- %T DIR-130 i
IPSec Palicy Delet

o

..... ¥7 DFL-300
..... ¥7 DFL-900 [3DES SHA] Help

..... ¥T DFL-1500 [3DES-SHA]
..... ¥7 DFL-200
..... ¥T DFS-500 [3DES-SHA]

@ Cloze

Step 12: Configure the IPSec policy as followed:

Name: entry a name for the policy(DIR-130 in this example)
Transform: Triple DES
Authentication: SHA
Click OK and Close.
'IPSec Policy

Mame : |DIR-130
Pratocol | Tranzform I Mone I
ESP Triple DES SHa
Pratocal ; I ESE L‘ &dd
Tranzform : I Triple DES ;‘ T
Authentication ;
Help | ok Cancel
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Step 13: The IPSec General Settings should be configured as followed:

Gateway: WAN IP address of the remote router

IKE policy: select DIR-130 from the dropdown menu
IPSec policy: select DIR-130 from the dropdown menu
Exch. mode: select Main mode

PFS group: select DH-Group 2 (1024 Bit)

Profile Settings DIR-130
Basic Getfings — IPSec General Settings

|IPSec General Settings b :
| dertities Gateway : IEB.1 40,140,140

[P &ddress Assignrment =5
Remate Metworks Falicies

Firewall Settings % |KE palicy ; |D|H-13EI ;!

|PSec paolicy ; E01R-130

Palicy lifetimes .. Folicy editar ... |

Advanced oplions
Exch. maode IMain b ode ;I
© BRSgoup: InH-Group 2 (1024 Bit) -
[ UszelP compression
[ Disable DPD [Dead Peer Detection|

Help | oK LCancel

Step 14: Select Identities and enter the pre-shared key next to Shared secret and Confirm
secret.

Profile Settings DIR-130

— |dentities

B azic Settings

|PSec General Settinis

IP Address Azsignment
Remote Metworks
Firewall Settings

Local identity

Tupe IIF' Address ;I
ID: |

¥ Use pre-shared key
Shared secret ; Ixxxxxx

% Enn[irm =ecrel |xxxxxx
[ Use extended authentication [AUTH]

m Uszermame : I
Paszwiord |

Help | oK LCancel

NOTE: The Preshared Key must be identical to the one configured on the router.
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Step 15: Select IP Address Assignment and configure it according to your settings. It is
recommended to keep the default settings.

'Profile Settings DIR-130

- 2 — IP Address Assi b
B azic Settings f et L]

IPS BC eneral Settings

] " Use |KE Config Mode
| dentities

EIP A, ianment __ & Use local IP address
Remate Netwarks 7 Marual IP address
Firewall Settings =
IF address : |0o.0.o
Subnet mazk : |255.255.255.EI

[T DNS A WINS servers
P DMS zerver |EI.I:I.EI.EI

| WINS server [N

Help | oK LCancel

Step 16: Select Remote Networks and configure as followed:

Network addresses: enter the remote network (192.168.0.0 in this example)
Subnet masks: enter the remote subnet mask (255.255.255.0 in this example)

'Profile Settings DIR-130 =

Hasic Setinigs — Remote Hetworks

IPSec General Settings Ertter the [P netwarks the tunnel should be used for,

:SEESEES fasi Without entries tunneling will always be used.

ress Aszignrment

Rermate Mebworks

Firewall Settings ] :
Metwork addreszzes : Subnet mazks
|192.166.0.0 | 255.255.255.0
|0.0.00 |n.nna
|0.0.00 |nnno
|0.0.0.0 D000
|0.0.00 |0.0.0.0
I Apply tunneling security for lozal networks

Help | oK LCancel
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Step 17: Select Firewall Settings and set the Enable Stateful Inspection to when

connected. Click OK to save the settings and then click OK again to go back to the connection

screen.

- 2 Fi Il 5 etti
B azic Settings St

|PSec General Seftings
|dentities

IP Address Azsignment
Remate Mebworks

With firewall zettingz activated packets from other
hosgtz will be discarded.

Firewall Settings Enable Stateful Inzpection : | when connectad

[ Only cormmunication within the tunnel permitted

hep [ oK

LCancel

Connection  Configuration  Log  Window  Help
Frafile : Qutzide Line
DIR-130

e
Connechion 1z
Client Server
] -
peomes | D-LiNK

Statistics:
Time online: oo:00:09 Timeout (zec) 0 sec
Data(Tx)inByte: 0O Direction: oLt
Data (Rx)in Byte: 0 Link Type: LARMNLARN
Speed (KByteis) 0,000 Encryption: Triple DE=
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