How to Setup PPTP VPN Between a Windows PPTP Client and the DIR-130.

Note: DIR-130 FW:1.21

This setup example uses the following network settings:

192.168.10.254

Modem/Router
with VPN passthrough

DIR-130 Windows built-in

WAN Interface: PPTP VPN Client
/ 202.129.109.84 @

LAN Interface:
192.168.1.1

IP Address: 192.168.10.115
Subnet Mask: 255.255,255.0
Default Gateway: 192.168.10.254

LAN
192.168.1.0/24
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Configuration of DIR-130

Step 1: Open your web browser and type in the IP address of the router (192.168.0.1 by default). Enter the username
(admin by default) and password (blank by default), and then click OK.

Step 2: Click on Advanced tab->User Group. Select Groupl then click on EDIT Button. Enter the desired PPTP
username and password. Click Save Settings button then click Continue.

Product Page: pir-130

DIR-130 SETUP | ADYAMNCED | MAINTENANCE STATUS

USER GROUP SETTINGS :

This section allws you to easily create user names and passwords for different groups of Lisers.
These groups can access your router through a YPR tunnel,

Save Settings I Don't Save Settings I

USER SETTINGS :

‘Grnup Mame : [PPTP_users

‘ Clear the lisk below. .. I

|User Marmne |F‘asswu:urd

’_
1. [k [ai
’?“Userz “userz
el [
T [

Step 3: Click on SETUP tab->VPN SETTINGS and select PPTP/L2TP from the ADD VPN PROFILE dropdown list
and click Add.

ADD YPN PROFILE :

PRTPALZTP ||

20 - ¥PN PROFILE :

Name Type
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Step 4: Configure the PPTP server as followed:

Enable Settings: check box to enable

Name: enter a VPN name

Connection type: select PPTP

VPN Server IP: enter an IP address for the VPN Server (It is recommended to use the LAN IP of the DIR-
130.)

Remote IP Range: assign a range of IP to be assigned to the PPTP client (The range must be on the same
subnet as the VPN Server IP.)

Authentication Protocol: select desired authentication protocol (PAP/CHAP/MSCHAP v2)

MPPE Encryption Mode: select desired level of encryption (40 bit/128 bit)

Authentication Database: select the PPTP user group that you modified from Step 2.

User Name 1: enter a desired username

Password 1: enter a desired password

Click Save Settings then Continue.

Product Page: DIR-120

DIR-130 | SETUP || ADYANCED | MAINTENAMCE STATUS

Inkernet

¥PN - PPTP/L2TP SERYER

Lse this section to configure your YPN-PPTRIL2TP Server settings,
WPM Settings

3ave Settings | Dion't Save Setkings |

PPTP/L2TP SETTING :

Enable setting : W
Mame ; ||:'Dt|:'test

Cornection type: & ppTp @ L2TP € L2TP over IPSec
VPN Server IP: [192.168.0.1

Rermote IP range . [192.168.0.2 - 30
Luthentication Protocol : € pap © cHap @ MSCHAR w2

MFPE Encryption Mode : R4 € Mone © 40bit % 128 hit

Authentication database ; |PPTP_users v|

The PPTP server should now appear in the VPN PROFILE list below.
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Froduct Page: DIk-1z0

Internet

VPN Setkings

SETUP | ADYANCED MAINTEMANCE STATUS

VPN SETTINGS

Lise this section to create and configure your WPM settings,

| Select a bype ;I Add

ADD YPN PROFILE :

25 - VPN PROFILE :

Enable Mame Type
& pptptest PRTP Eqg]
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Configuration of Virtual Private Network

Note: These instructions are for WinXP

Step 1: Click on Start and right-click My Network Places. Select Properties.

.‘ My Documents
lare :
..... : ﬁ My Pictures
=\ Motepad
ﬁ My Music
Paint ‘:I My Computer

= My Metwork Places

QOpen

Explare
Control Panel Search for Computers. ..
. Set Program Access an Map Metwork Drive. ..

Disconnect Mebwork Drive, .

Show on Desktop
Rename

All Programs

(g | Log OFf @ Shut Cown

S
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Step 2: Select Create a new connection.
File Edt Yiew Favorites  Tools  Advanced  Help

J 'ﬁl f ) Search || Folders

Address & Metwork Connections

Metwork Tasks

Internet Connection
| Connectked
. | Internet Connection

B Create a new conneckion

Set up a home or small
office netwark,

& Change Windows Firewall
setkings

ch Local Area Conneckion 2
‘See Also e y Zonnected

T M D-Link Secure Client Adapter
jrj Mebwark Troubleshooker

[} Conkrol Panel
"'*J My Metwork Places
[j'_J My Documents
o My Computsr

Step 3: Click Next on the New Connection Wizard.

Mew Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps you:
* Connect o the Internet,

* Connect ko a private netwaork, such as your workplace
network.

To continue, click Mest,

MEHU |[ Cancel
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Step 4: Select Connect to the network at my workplace and click Next (notice the keyword VPN).

Mew Connection Wizard

Metwork Connection Type
What do you want bo do’?

(") Connect to the Intemnet
Connect ta the Internet 20 vou can browse the \Web and read email.

{(*)Connect to the network at my workplace

Connect to a buginess netwark [uzing dial-up or YPMH] g0 wou can wark from home,
a field affice, or anather location.

() 5et up an advanced connection

Connect directly to anather computer using your senal, parallel, or infrared port, or
zet up this computer =0 that other computers can connect to it

[ < Back ” Mest » l[ Cancel ]

Step 5: Select Virtual Private Network connection and click Next.

Mew Connection Wizard

Metwork Connection
How do pou want bo connect to the nebwork, at your work place?

Create the following connechion:

(") Dial-up connection

Connect uzing a modem and a regular phone line ar an Integrated Services Digital
Metwark [1S0M] phone line.

(=) ¥irtual Private Network connection

Connect to the network, using a wirtual private network YPH] connection aver the
Interniet.

< Back ” Mest » l[ Cancel
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Step 6: Enter a Company Name (optional) and click Next. The connection name will be Virtual Private Network by

default if this field is left blank.

Mew Connection Wizard

Connection Hame
Specify a name for thiz connection ta your workplace.

Type a name for thiz connection in the fallowing box.

Compaty Hame

Far example, you could type the name of vaur warkplace ar the name of a server yau
will connect to.

[ < Back ” Mest » ][ Cancel ]

Mew Connection Wizard

Public Metwork
Windows can make sure the public network; iz connected first,

YWindows can autamatically dial the initial connection to the [nternet or ather public
network, before establizhing the witual connection.

{(®)ilo not dial the intial connection !

() Automatically dial this initial connection:

< Back ” Mest » ][ Cancel
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Step 7: Enter the remote gateway and click Next. This is the WAN IP address of the VPN Server.

Mew Connection Wizard

YPH Server Selection
What i the name or address of the WPH server?
Type the host name or Internet Pratocal [IF) address of the computer to which pou are
connecting.

Hozt name or I[P address [for example, microsoft.com or 1575407 1

202.129.109.24

[ < Back H Mest » ][ Cancel ]

Mew Connection Wizard

Connection Availability
'ou can make the new conhection available to any user ar only b yourself,

A connection that iz created far pour use anly iz 2aved in your uger account and iz not
available unless you are logged on.

Create thiz connection faor;

() Aryone's use

< Back H Mest » ][ Cancel
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Step 8: Check the box Add a shortcut to this connection to my Desktop (optional) and click Finish.

Mew Connection Wizard

Completing the New Connection
Wizard

Y'ou have successfully completed the steps needed to
create the following connection:

Yirtual Private Metwork Connection

The connection will be zaved in the Netwark
Connections folder.

[¥]iadd a shortcut to this connection bo my deskbop

To create the connection and cloze thiz wizard, click Finish.

< Back ” Finizh l[ Cancel
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Configuring the PPTP client

Step 1: Open the PPTP VPN client and click Properties.
Connect PPTP

Uzer name: || |

Pazzword: | |

[] Save this user name and pazsword for the fallowing uzers:

Me only
Anuone who uses this computer

unnnect ][ Cancel ] [ Froperties ][ Help ]

Step 2: Click on the Security tab and select Advanced (custom settings), then select Settings.

& PPTP Properties

| General || Optionz | Security | Metworking || .ﬁ.dvanced|

Security options
i) Tupical [recommended settingz)

W alidate my identity az follows:

Automatically use my Windows logon name and
pazzword [and domain if any)

Require data encreption [dizconnect if none]

IJzing thesze zettings requires a knowledge
Settings...

af security protocalz.

[ IPSec Settings... ]

[ ak. ,][ Cancel ]
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Step 3: Under Data encryption, select Required encryption (disconnect if server declines) and check Microsoft
CHAP Version 2 (MS-CHAPV2), then select OK.

Advanced Security Settings

Data encryption:

| Require encroption [dizconnect if zerver declines) w |

Logon security
() Uze Extenzible Suthentication Protocol [EAP)

(®) Allow these protocals
[] Unencrypted paszword [PAP)
[] Shiva Passward Authentication Protocol [SPAP)
[ ] Challenge Handshake Authentication Pratocal [CHAP)
[|iMicrosaft CHAP [M5-CHAFT

Windows 35 zer

Allows older MS-CHAP wersion far

ticrozoft CHAP Yerzion 2 [MS-CHAR w2]

[]Eor MS-CHAP based protocols, automatically uze my
YWindows logon name and pagsward [and damain if any]

[ OF. ][ Cancel ]

Step 4: Select the Networking tab and select PPTP VPN under Type of VPN. Click OK.
& PPTP Properties

{»General | Dptionz Securit_l,l| Metworking |.¢.dvanced\

Type of WPH:

Automatic w

Automatic

L2TP IPSec VP

Thiz connection uzes the following items:
7 Internet Protacal [TCRARP]
| (o5 Packet Scheduler

File and Printer Sharing for Microzoft Nebworlks
% Client for Microsoft Metworks

[ Inztall... Froperties

Drezcription

Tranzmizzion Contral Pratocaldnternet Pratocal. The default
wide area nebwork, protocal that provides commurication
acrogs diverze interconnected netwarks.

k. l [ Cancel
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Step 5: Enter the username and password that was created on the PPTP server and click Connect.

Connect PPTP

User name:; | dlink: |

Pazzword:

[] Save this user name and pazsword for the fallowing uzers:

Me only

Anuone who uses this computer

unnnect ][ Cancel ] [ Froperties ][ Help ]

Connecting PPTP...

?“ Connecting to 192.168.10.55...

Cancel

' Connecting Virtual Private Network Connection...

@ Reqistering your camputer on the nebwark,. ..
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Step 6: After the connection has been established, go to the command prompt and ping a client behind the PPTP

server.
ev C:AWINDOWS\system 3 2\emd. exe

Ethernet adapter Local Area Connection:

Connection—-specific DHS Suffix
IP Addy = = e e : b -13
Subnet H i E o s . : 255.8
Default Gateway . . ) . : 192.168.1.1

Connection—specific DHS

IP nddre : 192.168.8
a

Subnet H : 3 - - = - = 2585 255 _2585.2

Default Gateway . . . : 192.168.8.2

:sDocuments and Settingssdlinktechiping 192.168.8.1068
Pinging 192.168.8.188 vwith 32 bytesz of datac
eply from 192.168.0.108: hyte 2 time=3ms
From 192.168.0.1008: ;
Reply from 192.168.8.188 2ms
Reply from 168.8.188: hytes=32 time=2Zms T

s 192 . 168.60.186:
Pac ] = 4, Received = 4, Lost = B <{Bx loss),
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