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Legal Notice

Trademark Statement
VGA is trademark of IBM Corporation.
The Windows logo and Windovese trademarks or registered trademarks of Microsoft
Corporation.
Other trademarks or company names that may be meuwtio this document are the property of
their respective owners.
Responsibility statemerit

To the extent permitted by applicable law, in no event shall the Company compensate for any
special, incidental, consequential, or consequential damagesmgdidtn the contents of the
documentation and the products described, nor any Compensation for loss of profits, data,
goodwill, loss of documentation or expected savings.

The products described in this document are provided I®at present except as
required by applicable law, the company does not provide any warranty or implied warranties,
including but not limited to, merchantability, quality satisfaction, atwefis for a particular
purposedoes not infringe the rights of third parties and otharantees.

Privacy Protection Reminder:

If you have installed our products, and you rbayolleced personal information such as
faces, fingerprints, license plates, emails, telephones, and GPS. In the process of using the
product, you need to comply Withe privacy protection laws and regulations of your region or
country to protect the legitimate rights and interests of others. For example, provide clear and
visible signs, inform the relevant rights holders of the existence of video surveillanceaatkas,
provide corresponding contact information.

About This Document

This document is foseveraimodels. The appearance and function of the preduwet

subject to the actual prodsct

Any loss caused by failure to follow the instructions in this docutsethie responsibility

of the user.
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This document will be updated in real time according to the laws and regulations of the
relevant region. For details, please refer to the product's paper, electronic CD, QR code or
official website. If the paper andeeltronic files are inconsistent, pleaséer tothe
electronic fileas
The company reserves the right to modify any information in this document at any time.
The revised content will be added to the new version of this document without prior notice.
This document may contain technical inaccuracies, or inconsistencies with product features
and operations, or typographical errors, which are subject to the company's final
interpretation.

If the obtained PDF document cannot be opened, please use thedegEs or the most

mainstream reading tool.
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Network Security Advice

Required measures to ensure basic network security of equipment:

Modify the passwordegularlyandseta strong password

Devices that do not change thasswordegulaty or use a wdapassword are the easiest to be
hacked Users are advised to modify the default password and use strong passwords whenever
possible (minimum o6 characters, including uppercase, lowercase, numbegyanioo).

Update firmware

According to the standard egating specifications of the technology industry, the firmware of
NVR, DVR and IP cameras should be updated to the latest version to ensure the latest features

and security of the device.

The following recommendations can enhance your device's netwarktge

1. Change your password regularly

Regularly modifying the login credentials ensures that authorized users can log in to the device.
2. Modify the default HTTP and data ports

Modify the device's default HTTP and datarts, which are used for remote communication and
video browsing.

These two ports can be set to any number between 1025 and 65535. Changing the default port
reduces the risk of the intruder guessing which port you are.using

3. Use HTTPS/SSL encryption

Set up an SSL certificate to enable HTTPS encrypted transmission. The information transmission
between the frorénd device and the recording device is fully encrypted.

4. Enable IP filtering

After IP filtering is enabled, only devices with the specifiecddress can access the system.

5. Change the ONVIF password

For someold versions of the IP camera firmware, after the system's master password is changed,
the ONVIF password will not be automatically changed. You must update the camera's firmware

or manually update the ONIVF password.
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6. Only forward the ports that must be used

Only forward the network ports that must be used. Avoid forwarding a long port area. Do not set
the device's IP to DMZ.

If the camera is connected locally to the NVR, yowundbneed to forward the port for each
camera. Only the ports of the NVR need to be forwarded.

7. Use a different username and password on the video surveillance system

In the unlikely event that your social media account, bank, email, etc. accountatiforis

leaked the person who obtained the account information will not be able to invade your video
surveillance system.

8. Restrict the permissions of the ordinary account

If your system is serving multiple users, make sure that each user has permassicess only

its permissions

UPNP

When the UPnP protocol is enabled, the router will automatically map the intranet ports.
Functionally, this is usdriendly, but it causes the system to automatically forward the data of

the corresponding portausing the data that should betriesed to be stolen by others.

If you have manually opened HTTP and TCP port mappings on your router, we strongly
recommend that you turn this feature off. In actual usage scenarios, we strongly recommend that
you do notturn this feature on.

SNMP
If you do not use the SNMP, we strongly recommend that you turn it off. The SNMP function is
limited to temporary use for testing purposes.

Multicast

Multicast technology is suitable for the technical means of transmittireg deta in multiple

video storage devices. There have been no known vulnerabilities involving multicast technology
so far, but if you are not using this feature, we recommend that you turn off multicast playback

on your network.
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12. Check logs
If you wart to know if your device is secure, you can check the logs to find some unusual access
operations. The device log will tell you which IP address you have tried to log in or what the user

has done.

Physically protect your device

For the safety of your des&, we strongly recommend that you physically protect your device

from unauthorized boring operations. We recommend that you place the device in a locked room
and place it in a locked cabinet with a locked box.

It is highly recommended that you use PoEdanect IP camerds NVR.

IP cameras connected to the NVR using PoE will be isolated from other networks so that they

cannot be accessed directly.

Network isolation betweenNVR and IP cameras
We recommend isolating your NVR and IP cameras from your computer network. This will
protectunauthorizedisers on your computer network from having access to these devices.
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About This Document

Purpose
This document describes in detail the installatis®, and interface operation of the NVR
(Network Video Recorder) device.

M odify Log
ID Version | Log Releaselime
1 V4.0 Initial Release 201700
2 V4.l Add newfunction
3 V 4.1.3 | Perfect interface, addewmodels
4 V 4.1.5 | Add reverselayback 20180106

Open data port 2

5 V 4.1.6 | Add 4 spilt screens of automatic adjusting
main stream or sub stream.

Add privateprotocol access
Support multiscreen playback.

Add theschedulgecording function by
channel setting

Increase the allocation permissions by
channel

V4.2 Add boot wizard

Add toolbar

Add manual recording anidstantplayback
Add multiple clicks to enlarge

Add user lockout

Remove the upper right corner to display the
alarm warning

Add the view of the latest alarm information,
modify the manual alarm
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Modify quick navigation content

Preview channel and modify network
parameter function on IPC side

Support for copying to some or all channels
Remove the full screen function

Add baclendbadup

Add video dual authentication

Intelligent motion detection

Add the color to distinguish the video type,
addthe video type search

Add sound switch

Add instant playback
Remove the timeline function
Increase intelligence analysis
Increase test DDNS furioh
Increase test mail function

Modify the time precision to half an hour,
remove the recording plan master switch

Add hardware information

Added video dual authentication and boot
wizard configuration function

Add alarm log
Addinterval update profile

V421

Add the NTP synchronization interval aadd
the manual NTP synchronization interval.

Add access to thermal imaging cameras and
display IPC product models

Remove auto hide
Add the patrol route and lingcanfunction

Add upgrade IPC, restart IP@store factory
IPC

Increase the selection ofainand sulkstream
backups

Add playback button to play video

Add Ul to display detailed intelligent analysig
of IPC

Add 802.1x functionality

viii

Issue: V4.6X(202204-24)



About This Document

Network Video Recorder
User Manual

Add SNMP function

Add upgrade device features

Add the timing restart function

Add U disk upgrade display progress bar

7 V424

Increase kboot and kernel version display
Increase P2P status display

Increase signal type display

Increase POE icon display

Increase SSL access IPC, special models
support

Optimize username and password saving
methods

Increase batch backup
Increase fixed point playback
Increase hard disk alarm

Optimize therecordingexpiration time input
modeto be editable

Add city information for each time zone
Add face recognition
Add P2P server

8 V4.3

Add patterrunlock

Add mailboxresetpassword

Increase the secugpiestionresetpassword
Add 1+7 split screen

Add channel information display

Add 3Ddome camera

Remove live video type switch

Add RAID

AddS.M.AR.T

Add formatting(fat32 and NTFS)
Supportquick downloadeventvideobackup
Add event video backup

Add pop-up full screen and sending screensi
by email

AddIPC intelligent analysis configuration
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Add manual input automatic logout time
Restore factory refinement

V4.4

Supportadding POE cameras automatically
manually.

SupportNVR network provided by3G/4G
modem

Support cloud storage.

Add disk detection, disk group and multi
channels recording.

Supportlicense plate recognition manageme
SupportthroughRTSP to add cameras.

Add thermaimagingand face dection
functions.

Add alarm of IPaddress conflicand abnormal
internet connection.

10

V4.5

Add disk capacity calculation

Add viewingnetwork traffic

Add alarm outpufunction

Add ROI

Add thefunction of human body thermomete
Add temperaturscheduldinkage

Add smart functions

Add smart tracking

Add microphone

Addthe synchronization camera time
Add personnel couirig

Add 10 control push message alarm
Addthe log of alarm eventend by Email

202005

11

V45.1

Add mask detection configuration
Increase prsonnekounting configuration

Optimize thefunctionof addng camera
channels manually

Optimize recordschedule
Optimizedauto sequence
Increase NAT port settings
Increase networkacketcapture
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Add advancesettings to monitor channahen
logout

Add license platalataimport and export
Detailed alarm eventnd logs

Add snapshot afeattime video and playback
video

12 V4.6.1

Add HTTPS port configuration

Optimize the logic of IPC WEB jump from
external network

Add multiple layouts
Support selection of preview strategy
Add audio playback functioat WEB

Add event retrieval recording and backing u
data through eventst WEB

Add modification ofthe IPaddress and subne|
mask of the IPC

SupportANR/auto network replenishment
Add WDDA function of disk

Support HTTPS port, used for https access
WEB pages

Add electronic fence feature of active deterrg
camera

Add the allowable phone number and refine
the backup authority

Add multiplelayouss to autosequence
System log is saved to flash and hard disk

13 V4.6.X

Add local intelligent analysis
Add remarks about special functions
Modify the pictures

Symbol Conventions
The symbols may be found in tldecumentwhichare defined as follows:

Symbol

Description

é 1t6s for warning when a hazard or a hazardous condition is
DANGER | likely to be lifethreatening.

IssueV4.6.1(202204-24)

Xi



NetworkVideo Recorder
User Manual About This Document

Symbol Description

c Alerts you to a medium or low risk hazard that, if not
WARNING | avoided,couldresult in moderate or minamjury.

ﬁ Alerts you to a potentially hazardous situation that, if not
CAUTION | avoidedcouldresult in equipment damage, data loss,
performance deterioration, or unanticipated results.

B=" TIP Provides a tip that may help you solve a problem or save
time.
m NOTE Providesadditional information to emphasize or suppleme

important points in the main text.
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Safety instructions

The following are the correct use of the product. In order to prevent danger and prevent property
damage, please read this manual carefully before using the device andcsinmgilythatwhen
using it. Please save the manual after reading.
Requirements
Thefront-end devices of POE arequired to be installed indoors.
TheNVR device does not support wall mounting.
Do not place and install the device in direct sunlight or neardezsrating equipment
Do not install the device in@lacesubject tchigh humidity, dust or soot.
Please keep the equipment installed horizontally or install the equipment in a stable place,
taking care to prevent the product from falling.
Do not drop or spill liquid into the device and ensure that no ljléd items are @ced
on the device to prevent liquid from flowing into the device.
Install the device in a wellentilated area, and do not block the ventilation openings of the
device.
Use the device only within the rated input and output range.
Do not disassemble thedee at will.
Please transport, use and store the device within the permissible humidity and temperature
range.
Power Requirement
Be sure to use the specified manufacturer's model battery, otherwise there is a danger of
explosion!
Be sure taisethebattery as required, otherwise there is a danger of the battery catching
fire, exploding or burning!
Only use the sammodelof battery when replacing the battery!
Be sure to dispose of the used batterthasnstructiorof battery
Be sure to use the pewadapter thaneet standard with the device, otherwise the

personal injury or equipment damage caused by the user will be borne by the user.
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Use a power supply that meets the SELV (Safety Extra Low Voltage) requirements and
supply power according to thated voltage of IEC60950 in accordance with the Limited
Power Source. The specific power supply requirements are based on the equipment label.
Connect the Class | productttee power outlet with a protectiggoundconnection.

The appliance is coupled the port unit. Keep it @properangle for normal use.

Important Statement
Users are required to enable and maintain the lawful interception (LI) interfaces of video

surveillance products in strict compliance with relevant laws and regulaitsielation of
surveillance devices in an office area by an enterprise or individual to monitor employee
behavior and working efficiency outside the permitted scope of the local law and use of video
surveillance devices for eavesdropping of illegal puepanstitute behaviors of unlawful
interception.

This manual is only for reference and does not ensure that the information is totally consistent

with the actual produst For consistency, see the actual proguct
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1 Preface

1.1 Product Description

This product is &igh-performanceNVR device. The product has local preview, video multi
screen split display, local re@ine storage function of video fileaddsupport for mouse

shortcut operation, remote management and control.

This product supports three storage methods: centralgetofrontend storage, and client storage.
The frontend monitoring point can be located anywhere in the network without geographical
restrictions. It is combined with other freahd devices such as network camenasyork
construction of network videserver and professional video surveillance systems to form a
powerful security monitoring network. In the networked deployment system of this product, the
central point and the monitoring point need only one network cable to comhert.is no need

to connectvideo and audio cableSheoperationis simple, and the cosf wiring and

maintenance coss low.

This product is widely used in public security, transportation, electric power, education and other

industries.

1.2 Product Features

1.2.1Cloud Upgrade

Fordevices that have access to the public network, you can update the software of tiee device

online.
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1.2.2Real-time Monitoring

It has a VGA (Video Graphics Arrapprtand an HDMI (High Definition Media Interfaceprt
It can realize monitoring function throughonitor and display, and support VGA and HDMI

output at the same time.

1.2.3Playback

Each channédbasindependent regime recording and multi functions such as retrieval,
playback, network monitoring, video query, and downld&elase efer tochapterPlayback
Multiple playback modes: slow release, fast release, reverse playback, andyréame
playback.
The exact time when the event occurred cadigglayed during playback of the recording.

You can select any area of the screen for partial magnification

1.2.4User Management

Each user group has a rights management set, which can be salgctesimouslyThe total
rights set is a subset, and the usgits in the group cannot exceed the rights management set of

the user group.

1.2.5Sorage Funtion

According to the user's configuration and polici&aim or time settingsthe corresponding

audio and video data transmitted by the remote device is stofeel MMR device. For details,
pleaseefer tochapterStorage Management.

Users can record by WEB mode as needed. The video files are stored on the computer where the

client is located. Please referdbapterStorage.
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1.2.6 Alarm Function

Realtime response to #&arnal alarm input, correct processing according to the user's preset
linkage settings and give corresponding prompts.

The setting options of the central alarm receiving server are provided, so that the alarm
information can be actively and remotely netifi and the alarm input can come from various
external devices connected.

The alarm information can be notified to the user by mail or APP push information.

1.2.7Network Monitoring

Through the network, the audio and video data of the IP camera or NVS (N&fidedServer)

of the NVR device is transmitted to the network terminal for decompression and reproduction.
The device supports 8 simultaneous online users to perform streaming operations.

The audio and video data is transmitted using protocols such as (Hyper Text Transfer
Protocol), TCP (Transmission Control Protocol), UDF (User Datagram Protocol), MULTICAST,
RTP (Realtime Transport Protocol), and RTCP (Real Time Streaming Protocol).

Use SNMP (Simple Network Management Protocol) for some alarm dattbonation

Support WEB mode access system, applied to WAN, LAN environment.

1.2.8plit Screen

Image compression and digitization are used to compress several images in the same scale and
display them on the display of a monitor. 1/4/8/9/16/32 screen spigtsupported during
preview; 1/4/9/16creen splitting is supported during playback.

1.2.9Recording Function

The device supports regular recording, motion detection recording, alarm recording, and
intelligent recording. The recording file is placed on the liisk device, USB (Universal Serial
Bus) device, and client PC (personal computer). It can be connected to the WEB terminal, USB

device, or local device. Query and plagck the stored video files.
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1.2.10Backup Function

Suppat USB2.0 and eSATA video bacjgu

1.2.11External Device Control

The peripheral control function is supported, and the control protocol and connection interface of
each peripheral can Iset as you need
Support transparent data transmission of multiple interfaces, such as: RS232, RS485.

1.2.12Accesslihility

Supports video NTSL (Nation Television Standards Committee) system and PAL (Phase
Alteration Line) system.

Suppors system resource information and réale display of running status.

Supporsfor loggingrecording

Supports local GUI (Graphical Uskterface) output and quick menu operation via mouse.
Supports playback of audio and video from remote IPC or NVS devices.

[ noTE

For other functions, please see fbéowing text.
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2 Product Structure

2.1 Front Panel

Figure 21 One disk/four disks model

\Y V=
i
// N
Table 21 Front panefunction

Port Description
PWR When the NVR is operating, the PWR indicator is steady\dren the

NVR is shut down, the PWR indicator is turned off.
HDD Hard disk status indicator

This indicator flashes when data is transmitted.

POE PoE network statuisdicator.
This indicator flashes when data is transmitted.

KB/MOUSE Only connected toraUSB mouse

BACKUP Only connected to U disk
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Figure 22 One disk model

Table 22 Front panel function

Port Description
PWR When the NVR is operating, the PWR indicator is steatyVhen the

NVR is shut down, the PWR indicator is turned off.
NET Network status indicator

This indicator flashes when data is transmitted.
REC Hard disk status indicator

This indicator flashes when data is transmitted.
o Only connected toratUSB mouse

Figure 23 Eight disk model
[ 0000000000 |
Bl e ad
Network Video Recorder
Table 23 Front panel function

Port Description
PWR When the NVR is operating, the PWR indicator is steadydmen the

NVR is shut down, the PWR indicator is turned off.
HDD Hard disk status indicator

Thisindicator flashes when data is transmitted.
s Only connected toratUSB mouse
6 Issue: V4.6X(202204-24)
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Figure 24 WiFi model
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Table 24 Front panel function
Port Description
PWR When the NVR is operating, the PWR indicator is stealyWhen the
NVR is shut down, the PWR indicator is turned off.
NET Network status indicator
This indicator flashes when data is transrditte
REC Hard disk status indicator
This indicator flashes when data is transmitted.
o Only supports connected ta BBSB mouse

2.2 Back Panel
Figure 25 3704E1P4
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Figure 26 3804 E1-P4/3504E1P4/3604E1P4
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Figure 27 3808E1P8E/3508E4P8
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Table 25 Realpanel function

Port Description
POE POE network interfaces
LAN RJ 45 10/100/1000 Mbps adaptive Ethernet interface
AUDIO OUT / | Audio output/ Audio input
AUDIO IN
VGA Video output interface
HDMI
Alarm I/O Alarm input/Alarm output
A GND
DC48V Connected to an external power adapter
Figure 28 3632E4P16
@ /%)
o _ @
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Figure 29 3816E2P16/3516E216/3532E216
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Table 26 Realpanel function

Port Description

POE POE network interfaces

LAN RJ 45 10/100/1000 Mbps adaptive Ethernet interface
AUDIO OUT / | Audio output / Audio input

AUDIO IN

VGA Video output interface

HDMI

USB 3.0 Only connected to 3.0 U disk

Alarm 1/O Alarm input/Alarm output

A GND

DC48V Connected to an external power adapter

Figure 210 3632E4/3664/E4
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Figure 211 3632E8/3664E8
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Table 27 Realpanel function

Port Description

Alarm input and alarm output./RS485

LINE OUT /| Audio output/ Audio input
LINE IN

LAN1 /LAN2 RJ 45 10/100/1000 Mbps adaptive Ethernet interfadeN1 is deployed
default gateway and used for external network. LAN2 is used for int

network.
VGA Video output interface
HDMI® 1/Z
RS232 Standard RS232 serial communication interfaicéhe device
USB 3.0 Only connected to 3.0 U disk
E SATA External hard disk interface
[E Power switch
PN Safe ground screw of the device
AC 110V/220V power input interface

Figure 212 2516E2/3816E2

5 @ -

Figure 213 2504E1/2508E1/3804E1/3808E1
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Table 28 Realpanel function
Description
Alarm input and alarm output./RS485
LINE OUT /| Audio output/ Audio input
LINE IN
LAN RJ 45 10/100/1000 Mbps adaptive Ethernet interface
VGA Video output interface
HDMI
RS232 Standard RS232 serial communication interfaicéhe device
USB 3.0 Only connected to 3.0 U disk
E SATA External hard disk interface
[E Power switch
Safe ground screw of the device
Connected to an external power adapter
Issue:V4.6.X(202204-24) 11
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Figure 214 WiFi model
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Table 29 Realpanel function
Port Description
WAN RJ 4510/100/1000 Mbps adaptive Ethernet interface
VGA Video output interface
DC 12V Connected to an external power adapter
@ Safe ground screw of the device
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2.3 Important Notes

Thank you for choosing theNVR. Please readhe user manual carefully before using this

product.
TheNVR is a complex systethased device. To avoid misoperations and malfunctions caused by
environmental factors and human factors during installation, commission, and application, note

the following mints when installing and using this product:
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Read the user manual carefully before installing and using this product

UseMonitoring dedicated hard dislas the storage devices of tR&R with high
stability and competitive price/performance ratios ¢ibality of hard disks sold on
markets vaesgreatly with different brands and models)

Do not open the enclosure of this product unless performed by a professional
person to avoid damage and electric shock.

We are not liable for any video data loss causetnproper installation,
configuration operation, and hard disk errors.

All imagesin the documenéare for reference onlplease subject to the actual
products.

2.4 About This User Manual

Please note the following points before using this user manual:

Thisuser manual is intended for persons who operate and ulsk/te

The information in this user manual applies toftibseriesNVR, NVR as a
example for description.

Read this user manual carefully before usinghN& andfollow the methods
describedn this manual when using tieVR.

If you have any doubts when using th¥R, contact your product seller.

As our products are subject to continuous improvenvesteserve the right to
modify product manual, without notice and without incurring ahljgation.

2.5 Installation Environment and Precautions

Installation environment

Table 2-10 defines the installation environment of tR¥R.

Table 210 Installation environment

Item Description

Electromagnetism TheNVR conformns to national standards of
electromagnetic radiation and does catise harm to the

human body.
Temperature 110°Cto +45°C
Humidity 20% to ®%
Atmospheric pressurg 86 Kpato 106 Kpa
Power supply DC 12v, DC 48V 2A(1 HDD) or AC110/220V 4A(2

HDDsor morg§ pleaserefer to actual produst

Power consumption | <15W (not induding the hard digk
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Installation precautions
Note the following points when installing and operatinghfwR:

The power adapter of tiéVR uses D@8Vra 20%input. Do not use thBVR
when voltage is too high or too low.
Install theNVR horizontally.

Avoid direct sunlight on th&lVR and keep away from any heat sources and hot
environments.

Connect théNVR to other devices correctly during installation.

. TheNVR is not configured with any hard disk upon delivery. Instak or more
hard disls when using th&lVR for the first time.

TheNVR identifies hard disk capacity automatically and supports mainstream hard disk models.
Youd better use higlquality hard disk so that the NVR can work stadotyl reliably Please
refer to chaptet 0 Disk Compatibility

Other precautions
Clean theNVR with a piece of soft and dry cloth. Do not use chemical solvents.
Do not place objects on tieVR.
TheNVR meets the national standards of electromagnetic radiahd does not cause
electromagnetic radiation to the human body.
Seriesof NVR

IssueV4.6.X(202204-24) 17
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3 | nstall device

3.1Process

Hi
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Step 1 Check the appearance, packaging, and label of the devitagke sure there is no
damage

Step 2 Install the hard disk aniik it to the device bracket

Step 3 Connect the device cable.

Step 4 Make sure the device is properly connectBdwer upand turn on the device

Step 5 Configure the initial parameters of the device. The boot wizard contains network
configuration, add cameras, and manage disks. For details, please referhaptiesf
Wizard .

3.2Unpacking Inspection

Whenyou receive the video record@tease check it against the following table
Should you have anigsues, please don't hesitedeontad our after-sales support.

Table 31 Unpackingnspection

No | Item Check content
1 Overall Appearance Is there any obvious damage
packaging Package Is there acidental impact
Accessories Is it complete
2 Label Labelof device Is the equipment model consistent with th

order contract?
Whether the label is torn

[ noTE

Do not tear or discard, otherwise warranty service is not
guaranteed. When you call the companysfles personnel
calls, you need to provide the serial number of the produg

on the label.
3 Cabinet Package Is there any obvious damage
Data cablepower Is the connection loose?

cable, fan power supply m NOTE

and motherboard If it is loose, please contact the company's eftdes

personnel.

3.3Install Hard Disk

Check if the had disk is installed during thfest installation Please use thecommendetiard
disk model For more details, sek0 Disk Compatibility
It is not recommended to use a PC dedicated hard disk.
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A CAUTION

When replacing the hard disk, please turn off the power and then opaevtbeto replace the
hard disk.

Please use the monitoring dested SATA hard disk recommended by the hard disk manufacturer.

Choose thénard disk capacity according to the recording requirements.

3.3.1 Install One or Two Hard disk s

Step 1Remove the screws for fixing the upper cover and take down the cover.
Step 2Take out the screws amsdiconecushion passthe screws through the silicone cushion,

andsecuret to thescrew holes, as show kigure 31..
Figure 31 Installing the hard disscrews

Step 3Passthe screws through the holesthe base andutthehard diskin place as shown in

Figure 32.
Figure 32 Install hard disk

Step 4Turn the device over, and fasten fhéng the rest 2 screwss shown irFigure 33.
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Figure 33 Install hard disk

Step 5lnsert the hard disk data cable and power cable, thdmapkthe upper cover and fasten

the fixing screws

3.3.2Install Four Hard disks

Step 1Remove the top cover by loosening toeews.

Step 2Put thehard disk under the hard disk bracket, hold the hard disk with one hand and aim

the hard disk hole at the bracket haled then tighten the screws to fix (first install the

hard disk near the fands shown ifFigure 34.
Figure 34 Installing the hard disks

Hard disk bracket Hard disk

Step 3Install oter hard disks following step 2
Step 4Insertthe hard disk data cable and power catteithen putbackthe upper cover and
tightenthe fixing screws.

Issue:V4.6.X(202204-24) 21
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3.3.3Install Eight Hard disks

Step 1Remove the screws for fixing the upper cover and take down the cover.

Step 2Loosen screws on both sides to lift the upper braakshowrfigure.
Figure 35 Loosescrews lift the upper bracket

Step 3Put the hard disk under the lower bracket, hold the tiskdwith one hand and aim the
hard disk hole at the bracket hole, then fix the screws for hard disk, as sheigara 3
6.

Step 4Pull downtheupper bracket ansecure it by tightening the screvisen install other hard

disks in upper layer following step 3, as shown in the right figuFéguare 36.
Figure 36 Unscrew the screws lift the upper bracket

Step 5Insert the hard disk data cable and power cable, thdvaplthe upper cover and fasten

the fixing screws.
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4 Basic Operations

4.1 Power on the Device

A CAUTION

Ensure that th&lVR is correctlyconnectedo apower supply, and a display is

correctlyconnectedo thehigh-definition multimedia interfacéHDMI) or video
graphics arrayVGA) port of theNVR before poweion.

In some environmentsbaormal power supply may cause the failure ofNIWR to
work properly and even damage tH¥R in severe cases. It is recommended to use
aregulated power supply to powgpthe NVR in such environments.

After comecting the NVR to a power supply, the power indicator is alwayStamnt theNVR.

The realtime video screen is displagtas shown irFigure 41.
Figure 41 Realtime videoscreen
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[ noTE

Users need to provide a hard disk for MéR. The hard disk is strictly detected during device startup.
If the detection result failed, tl@ssible causes are as follows

The hard disk is new ard notformatted. Logn to the system and forhthe hard disk.

The hard disk is formatted, but the file system is inconsistent with the file system supported by the
NVR. Format the hard disk.

The hard disk is damaged.

4.2 Activation

Whenuses login the device at first time, or reset the NVR, you need to activate the device and

set login and channel defaplasswordas shown irrigure 42.
Figure 42 Activation

Activation

Table 41 Description of activation

Name Description
Username Thedefault username is admin, af@tdmird is superadministrator
Password Valid password range-82 characters.
Confirmpassword | At least 2 kinds of numbers, lower case, upper caspemialcharacters
contained.
Only these special characters are support@#&*+=-
%&0 " (), /6. : ;< >?2 ] ~[14{}.
Channel default password limit is not empty.
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‘ Channepassword ‘ The NVRchannel connection password is the camera login password

Usess can set the pattern unlock to login the deyvaseshown irFigure 43.
Figure 43 Set pattern unlock

Pattern Unlock

Redraw Skip this step

[l noTE

After setting pattern unlock, theystemdefaultlogin will be pattern unlock login. If pattern unlock

is not set, you need enter the password to log in.

If you don'tneed to set the pattern to unlock, click "Skip this step”

Allow the Mailbox to receive verification cod&he password will be reset when you forgeast

shown inFigure 44.
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Figure 44 SetEmail

Email for recovery user password

Email Address

[ noTE

Set the email addres$you forget the passworgou can thougkhe email address to receive the

verification, and reset the password.

If the email address is not set, yoanreply to thesecurequestionor send the QR code to tkeller

to getthe temporary password to login to thevice.

If you don't need to set themail click "Skip this step”

Setthesecue questiors to create a new passwadrdcasethe user forgets the password.
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Figure 45 Set question

Question (Recovery the password)

Question one h nd and model of.v

Question one answer

Question two Y our favol

Question two answer

Question three

Question three answer

[l noTE

The user can set three questions, and if they forget the password, they can answer the question and enter the
reset password interface.
Questiors one can be seYour favorite animal
Company name of your first job
The name of thérst boy/girl you like
The worstsecurity questioyou have ever seen
The mosfunny worst design you have ever seen
Your favorite team
Your favorite city
The three question options cannot be set to the same issue.
The answer requires a minimum of four characters and a maxim82oharacters.

If you do not want to set a password question, you can click Skip this step.

4.3 Power off the Device

Click the main menu and chooSgstem> Maintenance, themaintenancsetting pagés
displaying click Shutdown to power off theNVR. If there is a power switch on the rear panel of
theNVR, you carpoweroff the power switch to disconnect tN&/R from the power supply.
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4.41Login to the System

Step 1Login to thedevicg two modes to login The pattern unlocks as shown irFigure 46.
Figure 46 Pattern unlockogin page

admin

Step 20n theNVR login pageclick fiPassword to enterpattern unlock interfacéf uses doni
set the pattern unlock it will show password to login interface diresslgct the

language, as shown Figure 47.
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Figure 47 Passworddgin page

Login

English

admin

Pattern Unlock

Step 3Inputthe usernamand password.

[l noTE

Thepassword incorrect more than 3 times, please login again after 5 miviiesan also power
off, and power on to start on the device, input the correct passwawithbwaiting five minutes.
If userforget password, clickorgot passord. Usercan choose a way tweate nevpassword:

1. Scan the QR code and send the QR code to your, sellee seller will send you
theverificationcode to create a new password.
2. Answer the secure question to create new password.
Step 4Click Login toaccess the main User Interface (Mydify the default passwoyas shown
in Figure 48
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Figure 48 Modify default password

Modify default password

Confirm password

drange [6-32)

ast 2 kinds of numbers,lo »ercase or special character contained.

-End
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5 Wizard

Login theNVR, the wizard is showing on live video, cli€&art Wizard, the popup window

will show asFigure 51.

Figure 51 Wizard

# Setup Wizard

Setup Wizard
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Figure 52 Wizard of network

IP Address

Subnet Mask

Defaull Gateway

Obtain DNS Automatically
Preferred DNS Server

Alternate DNS Server

Enable Port Mapping

Mode
HTTP Port
HTTPS Port
RTSP Port

Control Port

Step 1Containshe parameter, the detafitease refer tGable5-1.

Table5-1 Network parameter

Cancel

Parameter Description Configuration

DHCP Enable DHCP, the device will [Setting method]
obtain the IP address from the Enable
DHCP sever.

IP Address Set the IP of device when DHCP i [Setting method]
disable Manual

Subnet mask

Set thesubnet mask of device

[Setting method]
Manual

[Default valug
255.255.255.0

Gateway If the user warstto access device, | [Settingmethod]
he must set that Manual
[Default valué
192.168.0.1
Obtain DNS N/A [Setting method]

32
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Parameter Description Configuration
automatically Enable
PreferredDNS Server | N/A [Setting method]

Manual
[Default valué
192.168.0.1
AlternateDNS Server | N/A [Setting method]
Manual
[Default valué
8.8.8.8
Enable Port Mapping | Enable to set the ports of HTTP, | [Setting method]
HTTPS, RSTP, Control. Choose type from
Auto: device to obtain Web port, | drop-down list
data port and client port [Default valug
Manual: user set the port manually Auto
HTTP Port N/A [Setting method]
HTTPSPort N/A WhenPort Mapping
is manual, you neet
RTSP Port N/A set these.
Control Port N/A

Step 2Click to view the basic information about device, as shawFigure 53.
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Figure 53 Wizard ofdate andime

Date Format
Time Format
Enable NTP

NTP Server time.w!

Sync Time Frequency (sec) 86400

Date

Time

Previous

Choose date format and time format franop-down list

Click @ to synchronytime from network

Disable theNTP-Syng set time manually.

Roll the mouse to choose yearnonth and day when clicking the date.
Roll the mouse to choose hour, minute aadondvhen clicking the date.
Click M odify Time to save the time

Step 3Click Time Zone choose the current time zone framop-down list as shown ifrigure

5-4.

34
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Figure 54 Wizard oftime zone

 Setup Wizard

Date And Time DST

Time Zone (GMT+00:00) Dublin, Edinb. v

Previous Cancel

Step 4Click DST, enable the DST, set start and end tiBaect offset time frondrop-down list
Step 5Click to enterthe adding camera wizards shown irrigure 55.
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Figure 55 Wizard of adding camera

Delete Add Devices

Maodel Prot

Username  admin Password SRR Add

Previous Cancel

The details of adding camera please refahapter7.1
Step 6Click I enter wizard of disk, as shownhigure 56.
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Figure 56 Wizard ofdisk

Previous Cancel

You can viewthe generainformationof disk.You can also format the disk.
Step 7Click ISR o enter wizard oP2P, as shown iRigure 57
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Figure 57 P2P

 Setup Wizard

Enable P2P

Status Offline

P2P D BO1I003AFEK 109U62

¥
[=]

App Name InView Pro 4

— It Is available on App Store and Google Play

Previous Cancel

Step 8Enablethe P2P, user carse mobile devices tmanagehe NVR by scanning the P2P ID,
if the mobile phonéhasloaded the InView Pro(4earch the APP at App Store or Google
Play).

Step 9Click to enter the wizard of resolution, as showifrigure 58. Choose resolution
from drop-down list (the highest resolution is 3840*2160)
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Figure 58 Wizard ofresolution

Output Resolution

Previous Finish

Step 10Click m to end the wizard, tick thBon6 show setup wizard next time,it
would notshow at next timeReopen wizard aystem >User >Advance setting
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6 Quick Navigation

6.1 Quick Bar

After theNVR operation screen @isplaying move the cursor to tHfar bottomof theNVR
screen. Th&VR floating menu bar is displaying
Click [.‘.I in theleft of NVR floating menu barThe quickhomemenu is showingThe quick

homemenucontainsPlayback, Systemand Power (Shutdown, Rebootand Logout) as shown
in Figure 61.
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Figure 61 Quickhomemenu

@ admin

§) Playback

# AlRecognition

£=) Attendance

@ Thermal

£ System

) Power

In the middle oNVR floating menu bar e video tool bar providesdeo window switching

auto SEQ, volume, playback, andchannel information, as shown irFigure 62.
Figure 62 Realtime videotoolbar

A B8 © & B

The realtime video toolbar is as follows:
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: Layout Users can choose layout and add new laystuategiesas shown in

Figure 63. Clicku onthe right of screen splitting format and choose the channels to view the

video.Click + to add a new layout.
Figure 63 Add layout

Input the layout name, choose the dwell time, choose the splitting format. Choose one channel or

severakhannels to add on screen.

s
: Auto SEQ click icon, thelayoutdwell on screen isnabkd, for how to set the dwell on,

please seehapter7.5.5

.: Audio. Click on theicon, the aidio setting screen is displayinghereyou can choose the

channel and adjust the volume.

: Channelinformation tick thechannelor encode, the live video will show the channel
information.
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. Preview strategy, users can switch the-tiaé previewmodeaccording to the network.

There are three moddtuency, balanced and retine.
A main menu quickoolbar isonthe right ofNVR floating menu barThe main menu quick
toolbar providesM anual alarm, Alarm information , Clean alarm, I nformation andtime, as

shown inFigure6-4.

Figure 64 Main menu quick toolbar

: Manual alarmglick the icon,uses can set different channels, choose alarmthet,

window shows irFigure 65.
Figure 65 Manual alarm

Manual Alarm

Source Alarm Out

u: Alarm messageclick on the icon for more details shown irFigure 66.
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Figure 66 Alarm message

Channel Type Start Time
-- IP Conflict 24/04/2022 11:26:25
Channel4 Video Loss 24/04/2022 11:26:16

Channel3 ideo S 24/04/2022 11:2

Line Crossing 24/04/

24/04,
Channel4 Line Crossing /04/ 2 06:08:03
Channel4 Line Crossing / /2022 06:07:18
Channel4 Double Virtual Fe. 24/04/
Channcl4 Intrusion
Channeld Double Virtual Fe. 24/
Channcl4 3sing

Channel4 Line Crossing

out

: Information, click icon and the gerag informatian would show, like network, system,

channeldisk andalarm as shown irFigure 67.
Figure 67 Information
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6.2 Real Time Video Bar

Right clickatrealtime image, the quick settimdll show as figure.

MOG? QR A®

Record: click the icon and start to record vidétick again to end record.

Instantplayback: click the icorthe window willbe recording/ideofive minutesaga
M s the time bawof playback

Audio: open or close the audio.
PTZ: This functionis only applied foispeed domeamera. The monitored camera can focus,

zoom or iris at this popp window.You can adjust every parametes shown irfFigure 68.
Figure 68 PTZ adjust screen

{ Camera03 >
{ Advanced )
- Zoom +
Iris +
- Focus +

AuloFocus

Speed Home Preset

ﬂ: adjust direction of camera
-: At this part,performAdvanced,Scan andTour settings.

.: 3D, this function calnly be used for high speed dome cam@tak the icon to enter
the camera live video screen, use the mouseoie the camera or zoom in or out the l&lik
the point to zoom inDrag and draw the area, zoom in the drawing,&eaerse drafp zoom

out.
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®

24 . . . . . .
: Zoomin, click zoom in, roll the mouse whet zoom in and zoom ouRight-click to

exit the zooming.

.: Image click theicon,as shown irFigure 69. Select scene, and drag cursor to adjust value

of brightness, sharpness, contrast and saturation.
Figure 69 Camera picture paramete

Sharpness

Contrast

Saturation

: Two way audio.The NVR and camera can talkéach other.

E; Snapshot panoraml an USB storage device is connected to the NVR device, click to save

the panorama snapshtitectly.

: fisheye(only used for fisheye cameras)ick to switch the fisheye modessshown in

Figure 610.
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Figure 610 Fisheye

Fisheye Toobar

Fit Mode

Show Mode

6.3 Playback

Playback refers to playing back a vidéiged-point playbackplayback the seardhpe
Click in the quick navigation bar to access the playback screen, as shbBignria 611.
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Figure 611 Playbackscreen

Choose the channels from theaonels list, click one day to play (the date has blue line, it means
there is recording video atthisday i t doesndét mean )for all c ha
It maybe has three color Izan the time batthe blueoneis schedule record, the yellameis

manual recordandthe redoneis alarm record.

The toolbar at the bottom of the playback screen is described as follows:

ﬂ: Layout
M: Reversedpauséplay, stop
-:305 backward, 30®ifward

: Triple speedit supports up to 32 times to playbadBlick the Numbeto switch the

speed

.‘:':"'\ .
: Zoom Roll the roller of mouséo zoom in or out
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n: Audio.

: Startand end bckup.Click the icon the videdbackup starts, select the video and click the

icon again.
The backup typeppeas. Click save And saving the filepopups asFigure 612. Click OK to

save.

This function is available aftenaJSB diskis pluggingin the device
Figure 612 Select directory

n' Batch backup, click the icon to backup mutiannels, as shown Figure 613.

Choose the folder to save, select the stream information fromdinep list, set the att time
and end time, select the chann@l¢ck OK to backup The backup videos are marked by

watermark, you can view it by our player.

m: Snapshot panoram@lick to save it to UB storage device on NVR
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Figure 613 Batch backup

: Type of time barrecording video can show

6.3.1Time Search

Search refers to searching for a video by date and time.

Operation Description

Click in the quick navigation bar to access the search screen, as shéigarim614.
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Figure 614 Time Searclscreen

Operation Steps

Step 1Select a camerar camerag the camera list on the left side of the search screen. The
video view of the selected camésalisplayingin the play window.

Step 2Select a da&tin the calendar on tHght-downside of the search screen.

Step 3Choose record type, and search the video quickly.

Step 4Choose proper button edjustvideo.

----End

6.3.2Picture Grid

Picture grid refers to evenly dividing the videba channel by time range and searching for a

video based on thumbnails divided by time range.

Click _ on the quick navigation bar to access the picture grid screen, as shown in

Figure 615.
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Figure 615 Picturegrid screen

or
e

|
e

Bl
o
ot

Operation Steps

Step 1Select a camera in the camera list on the left side of the picture grid screen. Videos shot
by the camera in the earliest time range on the current day are displdlgachbgails in
the window on the right side.

Step 2Select a di from calendar.

Step 3A day are dividend to 12 gridevery two hours is a gricClick the image to change the
interval.

Step 4Select a required thumbnail, dowaléck it or right-click it and choose Play frothe

shortcut menu to play the video

Step 5Click i<l to replay the girdndividually.

52 Issue: V4.6X(202204-24)



NetworkVideo Recorder
Quick Navigation User Manual

Figure 616 Replay

2022-04-23 02:00:10 Sat

——End

6.3.3Event Recording

Click on the quick navigatiobar, chooseEvent at titleto access the alarm event screen,
as shown irFigure 617
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Figure 617 Event screen
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Operation Steps

Step 1Select camewsdn the camera list on the left

Step 2Set start and end time

Step 3Tick the alarm type, such as alarmdéamera alarm inmotion alarmyideo loss
intelligent analysisndabnormal alarm

Step 4Click I ¢ query the event, the result would show at window.

Step 5Double click to play video about eveitwill play recording video.

[
: play the recording video.

: backup the recording video.
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™ Alarmin

¥ CameraAlarmn

antion

¥ Camera Tamper

™ VideoLoss
™ Inteligent Analysis

¥ Abnormal Alarm

Search

the type of intellignt analysis and abnormal alarm are subdivided,
uses can tickDetail Alarm to show.

Intelligent analysis includes perimeter, single virtual fence, dadftieal fences, loiter, multi
loiter, object left, object removed, abnormal speed, converse, illegal parking, signadistey
stranger, registered license plate, over temperature, low temperatoenabtemperature,
threshold warning, thresholdaaim, temperature differeneearning temperature difference
alarm, temperature section alarm, face temperateear mask, no mask, personnel count
threshold alarm, personnel count threshold alarm(lPC)

Abnormal alarm includes disk error, IP conflict,wetk disconnected.

User can choose tleecuratealarm events tgearch

----End

6.3.4Backup List

Click on the quick navigation b,amhoos- at titleto access thbackupscreen,
as shown irFigure 618.

Figure 618 Backup screen

View detailedinformation of backupClick on Deleteto quit the download.
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-End

6.4 Al Recognition (Only for Some Models)

At Al recognition interface, we can set tReal time Comparison, Smart search, Archives
library, Comparison configuration.

The all snapshotis able to be adddd the libraries according the real needs

6.4.1Real Time Comparison

Real time comparison can compare human fagsiclelicense plate, andlfinclude riding,
vehicle, full body )
6.4.1.1Human Face

At real time comparison interface, click to enter the human face comparison interface,
choose the camerasth face recognition function to play live video, the snapshots of camera

will becompare with the templates which kabeen registerenh libraries the result shows as
in Figure 619.
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Figure 619 Human face comparison

i. AlRecognition

g @ Select Al
O @ [ Chamel
. E@I
0@
0@
0@t
0@ I
0@l
D@l
o@l
0@
0@
0@
0@

00! = AR @ b

Click thefi+0to add the snapshot to face library immediately.

Snapshot in real time video, put the cursor on picture sum, you can add it to face

library, or face search. The cursor on area and the piceast update, move the mouse so
that the pictures came show in time.
----End

6.4.1.2Vehicle License Plate

At real time comparison interface, click to enter the vehicle license plate comparison
interface, choose the camewsish license plate recognition function to play live video, the

snapshot of camemaill be compare with libraries the result shows as Figure 620.
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Figure 620 \ehiclelicense plate

AlRecognition
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Click thefi+0to add the snapshot to license plate library immediately.
----End

6.4.1.3Vehicle and Full Body

At real time comparison interface, click to enter the vehicle license plate comparison
interface, choose the Al recognition cameras to play live video, the snapshot of camieea will
comparé in libraries the snapshot to vehicle and full body will show at the bottom of page, the

result shows am Figure 621

58 Issue: V4.6X(202204-24)



NetworkVideo Recorder
Quick Navigation User Manual

Figure 621 Full body

AlRecognition

g [ Select A
0 @ [1]Chame
0 @ [2]Cham
@ @ (3] Chamel0
0@ Mc

o @ BIc

——End

6.4.1.4Real-time Body Temperature Filter

At Al recognition, cIicl. to enter the reaime body temperature filtetJsers can select the

body temperature camera, which will display temperature recordings anteoygerature

snapshotsClick full-screen, thehannel list and snapshots statistics will belbid
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Figure 622 Realtime body temperature filter
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Figure 623 Full screen

If uses enablethe masldetection the snapshotesultswill reminderwear mask or no mask.
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——End

6.4.2Smart Search

At smart search interface, user can search the humarvédielelicense plate, full body, car,
body temperature.

Up to 1®0 pictures can be displayed. Click to see more detailsxgmatt sarch result

6.4.2.1Human Face Search
Figure 624 Human face search

Step 1Choose human face search at smart search interface.

Step 2Tick the facerecognitioncamera channels, set the start and end time.

Step 3Choose the conditiofby picture or by feature), the picture daaselectedrom the file
folder.

Step 4Click fiSearcl to search the snapshot of human face.

Step 5The result will show at the middle of page, click thetynie and the detail information
show at the top right of page.

Step 6The picture can be adedto libraryor used to seatc
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Step 7Click play button of video to play the recording of snapshilitk fiBackum to backup

therecording vileos
Figure 625 Back up

Backup

Main Stream v
Video Type:  Mpd
Channel: CHe
Size: 300MB
Start Time: 27/04 /2020 14:09:37

End [ime: 21/04 /2020 14:00/

Save Cancel

Step 8Click fiExportto export the result, choose export type pictures or videos.

Figure 626 Export

Export Pictures

Export Pictures

Play video of snapshot, it will play a 3@cond video before and after the snapshot
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Snapshot in real time video, put the cursor on picture sm, you can add it to face

library, or face search. The cursor on area 6 and the pictures is not update, move the mouse so
that the pictures can be shoim time.
----End

6.4.2.2Vehicle License Plate Search
Figure 627 Vehicle License Platearch
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Step 1Choosevehicle License Platat smart search interte.

Step 2Tick the vehicle license platecognitioncamera channels, set the start time and end time.
Step 3Input the license plate optionally.

Step 4Click fiSearclo to search the snapshot of license plate.

Step 5The result will show at the page, clitiko add to library.

Step 6Click fiPlayback to view the recording video, clidiBackup to backup the video.

Step 7Click AExporbto export the result.

----End
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6.4.2.3Full Body Search
Figure 628 Full body search

T
T
@©
S
<

20
0
=0
28
0
205
%06
0
0
50

Step 1Choose full body search at smart search interface.

Step 2Tick the Al recognition camera channels, thet start time and end time.

Step 3Set the gender, click cycling oo cycling.

Step 4Click fiSearclo to search the snapshot of human face.

Step 5The result will show at the middle of page, click the picture and the detail information
show at the top right of page.

Step 6Click play button of video to play the recording of snapshblitk fbackup to backup the
videa

Step 7Click AExporbto export the result.

----End
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6.4.2.4Vehicle Search
Figure 629 Vehicle search
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Step 1Choose vehicle search at smart search interface.

Step 2Tick the Al recognition camerehannels, set the start time and end time.

Step 3Tick the color

Step 4Click fiSearcld to search the snapshot of human face.

Step 5The result will be showed at the middle of page, click the picture and the detail
information show at the top right of page.

Step 6Click play buttonof video to play the recording of snapshdick fbackup to backup the
video

Step 7Click AExporb to export the result.

----End
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6.4.2.5Body Temperature Search

Figure 630 Body temperature search

Step 1Choose body temperature search at smart search interface.

Step 2Tick the Al recognitiorcamera channels, set the start time and end time.
Step 3Choose the person type, temperature type, input ID optionally.

Step 4Click fiSearcld to search the temperature.

Step 5Click AiExporb to export the result

----End
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