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About This Guide

Objective and Audience

The Command Line Interface (CLI) used to view and configure D-LINK OS software is explained in this
guide. The CLI can be accessed through the use of a direct connection to the serial port or by using telnet
or SSH via a remote network connection.

The intended audience for this guide includes system administrators who use D-LINK OS software to
configure and operate the systems they administer. The guide provides a comprehensive explanation of
the configuration options for the D-LINK OS software.

It is assumed that readers of this guide will have an understanding of the D-LINK OS software base and
will have read the appropriate specifications for the relevant networking device platform. It is further
assumed that readers will have basic knowledge of Ethernet and networking concepts.

Acronyms and Abbreviations

The acronyms and abbreviations used in this guide are, in most cases, defined at their first use.

Acronym Expansion

ACE access control entry

ACL access control list

AP access point

API application programming interface
APPL application

ASIC application-specific integrated circuit
ATM Asynchronous Transfer Mode

BGP Border Gateway Protocol

caw WAN C2Wire

CAMP Cooperative Asymmetric Multiprocessing
CAPI card application program interface
CMOS Complementary Metal Oxide Semiconductor
CPP Control Plane Policing

CPU central processing unit

CRC cyclic redundancy check

CSG Content Services Gateway

CWAN Constellation WAN

CWPA Constellation WAN port adapter
CWSLC Constellation WAN SiByte Line Card1
CWTLC Constellation WAN Toaster Line Cardl
DBUS data bus

DCM Digital Clock Managers
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Acronym Expansion

DDR dial-on-demand routing

DF designated forwarder

DFC Distributed Forwarding Card

DHCP Dynamic Host Configuration Protocol

DIAG diagnostic

DIP Dual In-Line Package

dLFlI Distributed Link Fragmentation and Interleaving
dLFIoATM Distributed Link Fragmentation and Interleaving over ATM
dLFIoFR Distributed Link Fragmentation and Interleaving over Frame Relay
DMA direct memory access

DOT1X IEEE 802.1X

EAP Extensible Authentication Protocol

EARL Enhanced Address Recognition Logic

ECC error checking and correction

EFC Extended Flow Control

EM Event Manager

EMD Error Message Decoder

ENVM environmental monitoring

EOBC Ethernet out-of-band channel

EoMPLS Ethernet over Multiprotocol Label Switching
EOU Extensible Authentication Protocol over UDP
EPLD Erasable Programmable Logic Device

ESF Express Services Forwarding

FIB Forwarding Information Base

FIFO first-in, first-out

FM Feature Manager

FPD field-programmable device

FPGA field-programmable gate array

GEMAC Gigabit Ethernet Media Access Control
GEWAN Gigabit Ethernet WAN

GSR Gigabit Switch Router

HA high availability

HSRP Hot Standby Router Protocol

le] input/output

ICDM Inter-CPU Data Mover
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Acronym Expansion

IDB interface description block
IDPROM identification programmable read-only memory
IGMP Internet Group Management Protocol
I0S Internet Operating System

IP Internet Protocol

IPC InterProcessor Communication
IPNAT IP Network Address Translation
KPA keepalive

L2 Layer 2

L3 Layer 3

L3MM Layer 3 Mobility Manager

LAN local-area network

LI Lawful Intercept

LTL Local Target Logic

MAC Media Access Control

MCAST Multicast

MD5 message digest 5

MET Multicast Expansion Table

MFIB Multicast Forwarding Information Base
MIB Management Information Base

Mil media-independent interface

MLD message loading device

MLS Multilayer Switching

MLSM multi-layer switching for multicast
MMI Modem Management Interface
MMLS Multicast Multilayer Switching

MN mobile node

MPPE Microsoft Point-to-Point Encryption
MRIB Multicast Routing Information Base
MSFC Multilayer Switch Feature Card
MTU maximum transmission unit

NAT Network Address Translation

OAL Optimized ACL Logging

OIF output interface

OIR online insertion and removal
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Acronym Expansion

OsSM Optical Services Module

PBI Programmable Binary Image

PCI Peripheral Component Interconnect
PFC Policy Feature Card

PFINIT platform initialization

PFREDUN platform redundancy

PIM Protocol Independent Multicast
PIMSN Protocol Independent Multicast Snooping
PISA Programmable Intelligent Services Accelerator
PLIM Physical Layer Interface Module

PM port manager

PoS Packet over SONET

POSLC Packet over SONET Line Cardl
PVLAN private VLAN

PXF Parallel Express Forwarding

QDR Quad Data Rate

QinQ IEEE 802.1Q in 802.1Q

QM quality of service management

QoS quality of service

RACL router access control list

RADIUS Remote Authentication Dial-In User Service
RF redundancy feature

ROM read-only memory

ROMMON read-only memory monitor

RP route processor

RPC Remote Procedure Call

RPF Reverse Path Forwarding

RPR route processor redundancy

RTC Real-Time Clock

SCP Switch-Module Configuration Protocol
SIP SPA Interface Processor

SMbus system management bus

SMSC short message service center

SP switch processor

SPA Shared Port Adapter
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Acronym Expansion

SPAN Switched Port Analyzer

SRP Spatial Reuse Protocol

SSA Super Santa Ana ASIC

SSO Stateful Switchover

SSP State Synchronization Protocol Manager
SSRAM synchronous static RAM

STAPL Standard Test and Programming Language
SVi switched virtual interface

SwW software

TBI Ten Bit Interface

TCAM ternary content addressable memory
TCP Transmission Control Protocol

TFIB Tag Forwarding Information Base

ToS type of service

UDP User Datagram Protocol

URLF URL Filtering

VACL VLAN access control list

VC virtual circuit

VCD virtual circuit descriptor

VLAN Virtual LAN

VLOU Virtual Logic Operation Unit

VPLS Virtual Private LAN Service

VPN Virtual Private Network

VPNSM Virtual Private Network Services Module
VRF VPN routing and forwarding

VSA vendor-specific attribute

VTMS Versatile Traffic Management and Shaping
VTP VLAN Trunking Protocol

VTT voltage termination

WAN wide-area network

WCCP Web Cache Communication Protocol

Guide Conventions

This guide makes use of the following conventions:
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Convention Description

Bold Indicates user inputs and actions: for example, type exit, click OK, press
Alt+C

Monospace Indicates code: for example, #include <iostream>

Indicates command-line commands and command outputs: for example,
(Routing)# show sysinfo

Monospace italic

Indicates command variables: for example, interface vlan viLan-id

{}

Indicates mutually exclusive command line parameters: for example, network
protocol {none 1 bootp 1 dhcp}

[]

Indicates optional command-line parameters: for example, write memory
[confirm]
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1. About D-LINK OS Software

About D-LINK OS Software

The two primary purposes of the D-Link OS are as follows:

e To support the attached hardware in switching frames according to the Layer 2, 3, or 4
information contained in the frames.
e To provide network administrators with a complete device management portfolio.

Product Concept

The evolution of fast Ethernet and Gigabit Ethernet switching from high-end backbone applications to
desktop switching applications is ongoing. At the same time, the cost of this technology continues to fall,
even as its performance and feature sets continue to be enhanced. Relatedly, there is an increasing
demand for devices that can switch Layers 2, 3, and 4, and D-LINK OS software offers a highly adaptable
solution for these constantly increasing demands.

For each networking device on which the D-LINK OS software base runs, the exact functionality provided
by the device will vary according to the platform used and the requirements of the D-LINK OS software.

The D-LINK OS software comes equipped with a comprehensive set of management functions that can
be used to manage both the D-LINK OS software itself and the network. More specifically, the D-LINK OS
software can be managed via either of the following methods:

e Command-Line Interface (CLI)
e Simple Network Management Protocol (SNMP)

Both of these D-LINK OS management options allow the user to control, configure, and otherwise
manage the software locally or using in-band or out-of-band mechanisms. The management is standards-
based, with a private MIB and specific configuration parameters allowing for control of functions not
completely specified in the MIBs.
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2. Using the Command-Line

The command-line interface (CLI) constitutes a text-based means by which to monitor and manage the
system. The CLI can be accessed by the use of a direct serial connection or through the used of a remote
logical connection via telnet or SSH.

Command Syntax

A command consists of one or more words. A given command may or may not be followed by one or
more parameters, as parameters may be required or optional depending on the command being used.

For example, the commands network and clear vlan do not require parameters, whereas other
commands, such as network parms, require that a value is included after the command. Such
parameter values must be typed in a specific order, with any optional parameters following any required
parameters. The following example illustrates the command syntax for the network parms command:

network parms ipaddr netmask [gateway]

e The term network parms is the name of the command itself.

e The terms ipaddr and netmask are parameters and are examples of required values that must
be entered after the command itself are entered.

e The term [gateway] is an optional parameter, meaning that it is not required that a value be
entered in place of the parameter.

Each command is listed by the command name in the CLI Command Reference, which also provides a
brief description of each command.

The command keywords and the associated required and optional parameters are shown under Format.
The command mode used must be in to access the command is indicated under Mode.
The default value for a configurable setting on the device, if any, is indicated by Default.

Furthermore, the information that a given command shows is described by the show command.

Command Conventions

For a given command, the parameters used may include mandatory values, optional values, or keyword
choices. Such parameters follow a prescribed order. Table 1 explains the conventions used in this guide
to distinguish between value types.

Table 1: Parameter Conventions

Symbol Example Description
[] Brackets [value] Denotes an optional parameter.
Italic font in a parameter value or [value] Denotes a variable value. You must

substitute the italicized text and brackets
with an appropriate value, such as a name

or number.
{} Braces {choicel | choice2} Indicates a parameter selection option.
| Vertical bars choicel | choice2 Separates mutually exclusive choices.

[{}] Braces within brackets [{choicel | choice2}] Denotes a choice within an optional
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Symbol Example Description

element.

Common Parameter Values

The values for parameters might be names (strings) or numbers. Enclose the name value in double
guotes in order to use spaces as part of a name parameter. For example, using the expression “System
Name with Spaces” requires the system to accept the spaces, while the use of empty strings (*”) is not
valid for user-defined strings. Table 2 explains common parameter values and value formatting.

Table 2: Parameter Descriptions

Parameter Description

ipaddr This parameter constitutes a valid IP address. The IP address can be entered
in the following formats:
a (32 bits)

a.b (8.-24 bits)
a.b.c (8.8.16 bits)
a.-b.c.d (8.8.8.8)

Besides these formats, the CLI also accepts decimal, hexadecimal, and octal
formats in the following input formats (where n consists of any valid
hexadecimal, octal, or decimal number):

Oxn (CLI1 assumes hexadecimal format.)
Ox (CLI assumes octal format with leading zeros.)
n (CLI assumes decimal format.)

Interface or Used to indicate a valid slot and port number separated by a forward slash.
slot/port For example, 0/1 denotes slot number 0 and port number 1.
Logical Interface Indicates a logical slot and port number. This applies in the case of a port-

channel (LAG). The logical slot/port can be used to configure the port-channel.

Character strings Double quotation marks are used to identify character strings, e.g., “System
Name with Spaces”. An empty string (“”) will not be considered valid.

Slot/Port Naming Convention

In referencing physical entities such as cards and ports, the D-LINK OS software uses a slot/port naming
convention. This convention is also used by the software to identify certain logical entities, such as Port-
Channel interfaces.

There are two uses for the slot number. With respect to physical ports, it indicates the card containing the
ports. With respect to logical and CPU ports, it also indicates the type of interface or port.

Table 3: Types of Slot Numbers

Slot Type Description

Physical slot numbers  Physical slot numbers start with zero, and are assinged up to the maximum
number of physical slots.
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Slot Type Description

Logical slot numbers Logical slots numbers are given immediately after physical slot numbers and
identify port-channel (LAG) or router interfaces. The values for logical slot
numbers are dependent upon the type of logical interface and can differ from
platform to platform.

CPU slot numbers The CPU slot numbers are given immediately after the logical slot numbers.

For a given slot, the port refers to the specific physical port or logical interface being managed on the slot.

Table 4: Types of Ports

Port Type Description
Physical Ports Starting from zero, the physical ports for each slot are numbered in sequence.
Logical Interfaces Port-channel or Link Aggregation Group (LAG) interfaces consist of logical

interfaces that are used for bridging functions only.

VLAN routing interfaces consist of logical interfaces that are used for routing
functions only.

Loopback interfaces consist of logical interfaces that are constantly up.

Tunnel interfaces consist of logical point-to-point links in which encapsulated
packets are carried.

CPU ports CPU ports consist of ports that are handled by the driver and are physical
entities that are located in physical slots.

Note: In the CLlI itself, the slot/port format is not used for loopback interfaces. Use the loopback ID
instead to specify a loopback interface.

Using the No Form of a Command

The no keyword is used to form the negative form of an existing command and is not a new or distinct
command itself. A no form exists for almost every configuration command. in general, the no form of a
command is used to reverse the action of the command or to reset a given value back to its default. For
example, the no shutdown configuration command is used to reverse the shutdown of an interface.
Alternatively, a given command can be used without the no keyword to reenable a previously disabled
feature or to enable a feature that is disabled by default. The no form is only available for the
configuration commands.

10
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Executing Show Commands

Any mode (Global Config, VLAN Config, etc.) can be used to issue all show commands. These
commands are used to obtain information about the system and its feature-specific configuration, status,
and statistics.

CLI Output Filtering

In many cases, CLI show commands will cause a considerable amount of content to be displayed to the
user. Such large amounts of content can be confusing and cumbersome to parse through to locate the
desired information. However, by using the CLI Output Filtering feature, the user can, when executing CLI
show display commands, optionally specify arguments in order to filter the CLI output so that only the
desired information is displayed. The displayed information will thus be simplified, making it easier for the
user to find the desired information.

The primary functions of the CLI Output Filtering feature are as follows:

e Pagination Control

o For all show CLI commands, supports the enabling/disabling of paginated output. When
disabled, the requested output is displayed in its entirety. When enabled, the requested
output is displayed in a page-by-page manner such that the display does not scroll
beyond the end of the screen until the user presses a key to continue. The options --
More-- or (g)uit are displayed at the end of each page.

o If pagination is enabled, pressing the return key will advance the display by a single line,
pressing g or Q will cause the pagination to stop, and pressing any other key will advance
the display by a whole page. No other configuring of these keys is possible.

Note: Although pagination is already supported by some D-LINK OS show commands, its
implementation is unique per command rather than being generic to all commands.

e Output Filtering
o0 “Grep”-like control used to modify the displayed output to show only the user-desired

content.
= Filter the displayed output to include only those lines containing a specified string
match.
= Filter the displayed output to omit only those lines containing a specified string
match.

= Filter the displayed output to include only those lines including and following a
specified string match.

= Filter the displayed output to include only a specified section of the content (e.g.,
“interface 0/1”) using a configurable end-of-section delimiter.

= String matching should be case insensitive.

= When enable, pagination also applies to filtered output.

Example
The following provides some examples of the extensions made to the CLI show.

show running-show config ?

<cr> Press enter to execute the command.

| Output filter options.

<scriptname> Script file name for writing active configuration.

all Show all the running configuration on the switch.

interface Display the running config for specified interface on
the switch.

11
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3. D-LINK OS Modules

The D-LINK OS software is composed of flexible modules that can be utilized in a variety of combinations
in order to support advanced Layer 2/3/4 products. The installed modules determine the commands and
command modes available on your switch. Additionally, please note that the output fields for some show
commands might change depending upon the modules included in the D-LINK OS software.

The following modules are included in the D-LINK OS software suite:

Switching (Layer 2)

Data Center

Routing (Layer 3)

IPv6 Routing (Layer 3)
Multicast

BGP-4

Quality of Service
Management (CLI and SNMP)

Command Modes

Commands are grouped by the CLI into modes according to the command function, with specific D-LINK
OS software commands being supported by each of the command modes. As such, the commands for a
given mode are not available until the user switches to that particular mode, with the exception of the
commands for the User EXEC mode. The User EXEC mode commands can also be executed in the
Privileged EXEC mode.

To help the user identify the current mode, the command prompt changes for each different command
mode. The command modes and the prompts for each mode are shown in Table 5.

Note: The installed sotware modules determine which command modes are available on your switch. For
example, if a switch does not support the BGPV4 module, then the BGPv4 Router Command Mode will
not be available.

Table 5: CLI Command Modes

Command Prompt Mode Description

Mode

User EXEC Switch> Allows a limited set of commands used to
view basic system information.

Privileged EXEC Switch# Allows the user to issue any EXEC

command, to enter the VLAN mode, or to
enter the Global Configuration mode.

Global Config Switch (Config)# Groups general setup commands and
permits modifications to be made to the
running configuration.

VLAN Config Switch (Vlan)# Groups all the VLAN commands.
Interface Config Switch (Interface slot/port)# Usedto manage the operation of an
Switch (Interface vlan vlan- interface by providing access to the router
id)# interface configuration commands.
Switch (Interface lag vlan- This mode can be used to set up a
id)# physical port for a specific logical

connection operation.

12
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Command Prompt Mode Description

Mode
Switch (Interface Loopback This mode can also be used to manage
id)# the operation of a range of interfaces. For
Switch (Interface tunnel id)# example, for the range of interfaces from
Switch (Interface slot/port E(Tlrts 0{2 to 0/4, the prompt is displayed as
(startrange - slot/port Ollows.
(endrange))# (Routing) (Interface 0/2-0/4)#

Line Console Switch (config-line)# Includes commands that can be used to
configure outbound telnet settings and
console login/enable authentication, as
well as to configure console interface
settings.

Line SSH Switch (config-ssh)# Includes commands that can be used to
configure SSH login/enable authentication.

Line Telnet Switch (config-telnet)# Includes commands that can be used to
configure telnet login/enable
authentication.

AAA IAS User Switch (config-1AS-User)# Includes commands that can be used to

Config configure a password for a user in the IAS
database.

Mail Server Switch (Mail-Server)# Includes commands that can be used to
configure the e-mail server.

Class Map Switch (config-class-map)# Includes the commands for QoS class

Config map configuration for IPv4.

Router OSPF Switch (config-router)# Includes the commands for OSPF

Config configuration.

BGP Router Switch (config-router)# Includes the commands for BGP4

Config configuration.

IPv6 Address Switch (config-router-af)# Includes the commands for IPv6 address

Family family configuration.

Radius Dynamic
Authorization
Config

Switch

(config-radius-da)#

Includes the commands for Radius
Dynamic Authorization.

MAC Access-list Switch (Config-mac-access- Includes the commands for creating a
Config list)# MAC Access-List and allows the user to
enter the mode containing the MAC
Access-List configuration commands.
|Pv6 Access-list Switch (config-ipv6-acl)# Includes the commands for creating an
Config IPv6 Access-List and allows the user to
enter the mode containing the IPv6
Access-List configuration commands.
Management Switch (config-macal)# Includes the commands for creating a
Access-list Management Access-List and allows the
Config user to enter the mode containing the

Management Access-List configuration
commands.

13
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Command Prompt Mode Description

Mode

TACACS+ Switch (Tacacs)# Includes the commands for configuring the
Config properties of the TACACS+ servers.
ARP Access- Switch (Config-arp-access- Includes the commands used to add
List Config list)# ARPACL rules in an ARP Access List.
Mode

Usergroup Switch (config-usergroup) Includes the user group commands.
Configuration

Mode

Taskgroup Switch (config-taskgroup) Includes the task group commands.
Configuration

Mode

Table 6 shows the input or inputs used to enter each mode. Alternatively, input the term exit to exit a
given mode and return to the previous mode. However, press Ctrl+z to exit the Privileged EXEC mode.

Note: Entering Ctrl+z when in the Privileged EXEC mode will result in exiting to the User EXEC mode.
Enter Logout if you wish to exit the User EXEC mode.

Table 6: CLI Mode Access and EXxit

Command Mode

Access Method

User EXEC

The first level of access.

Privileged EXEC

Enter enable while in the User EXEC mode.

Global Config

Enter configure while in the Privileged EXEC mode.

VLAN Config

Enter vlan database while in the Privileged EXEC mode.

Interface Config

Enter one of the following terms while the Global Config mode:
Interface slot/port

Interface vlan vlan-id

Interface lag lag-number

Interface loopback id

Interface tunnel id

Interface slot/port (startrange)-slot/port(endrange)

Line Console Enter line console while in the Global Config mode.
Line SSH Enter Iine ssh while in the Global Config mode.
Line Telnet Enter Iine telnet while in the Global Config mode.

AAA IAS User Config

Enter while in the Global Config mode.

Mail Server Config

Enter mai l-server address while in the Global Config mode.

Policy-Map Config

Enter policy-map <policy-name> direction> while in the Global
Config mode.

14
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Command Mode

Access Method

Policy-Class-Map Config

Enter class <classname> while in the Policy Map mode.

Note: A given classname should be created using the class-map
command.

Class-Map Config

Enter class-map match-all <class-map-name> while in the Global
Config mode, and then use either the optional keyword ipv4 or ipv6 to
specify the Layer 3 protocol for this class.

Router OSPF Config

Enter router ospfT while in the Global Config mode.

BGP Router Config

Enter router bgp asnumber while in the Global Config mode.

Route Map Config

Enter route-map map-tag while in the Global Config mode.

IPv6 Address Family
Config

Enter address-fami ly ipv6 while in the BGP Router Config mode,.

Peer Template Config

Enter template peer name while in the BGP Router Config mode to
create a BGP peer template and to enter the Peer Template Configuration
mode.

Peer Template Address
Family Config

Enter address-family {ipv4 |
Config mode.

ipv6) while in the Peer Template

MAC Access-list Config

Enter mac access-list extended name while in the Global Config
mode.

IPv6 Access-list Config

Enter ipv6 access-list name while in the Global Config mode.

Management Access-list
Config

Enter management access-list name while in the Global Config
mode.

TACACS+ Config

Enter tacacs-server host ip-addr, where ip-addr is the IP
address of the TACACS+ server on your network, while in the Global
Config mode.

ARP Access-List Config

Enter the arp access-1ist command while in the Global Config mode.

User-Group Configuration
Mode

Enter the usergroup <usergroup-name> command while in the
Global Config mode.

Task-Group Configuration
Mode

Enter the taskgroup <taskgroup-name> command while in the
Global Config mode.

Command Completion and Abbreviation

When the user types enough letters of a command to uniquely identify the command keyword, the
command completion feature finishes spelling the command for the user. Once the user has entered
enough letters, simply pressing the SPACEBAR or TAB key will complete the word.

Command abbreviation lets the user execute a command when the user has entered enough letters to
uniquely identify the command. The user must, however, enter all of the required parameters and
keywords before entering the command.

15
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CLI Error Messages

If a command is entered by the user and the system cannot execute it, an error message will appear.
Table 7 provides a list of the most common CLI error messages.

Table 7:CLI Error Messages

Message Text Description

% Invalid input detected at ‘~ Indicates that an incorrect or unavailable command was entered.

marker. The carat () indicates the location of the invalid text. This
message will also appear if any of the values or parameters is not
recognized.

Command not found / Incomplete Indicates that the required keywords or values were not entered.

command. Use ? to list commands

Ambiguous command Indicates that not enough letters were entered to uniquely identify
the command.

CLI Line-Editing Conventions

Table 8 provides a list of the key combinations that can be used to edit commands or raise the speed of
command entry. This list can be accessed from the CLI by entering help while in the User or Privileged
EXEC modes.

Table 8: CLI Editing Conventions

Key Sequence Description

DEL or Backspace Deletes previous character.

Ctrl-A Moves cursor to beginning of line.
Ctrl-E Moves cursor to end of line.

Ctrl-F Moves cursor forward one character.
Ctrl-B Moves cursor backward one character.
Ctrl-D Deletes current character.

Ctrl-U, X Deletes text back to beginning of line.
Ctrl-K Deletes text to end of line.

Ctrl-w Deletes previous word.

Ctrl-T Transposes previous character.

Ctrl-P Takes user to previous line in history buffer.
Ctrl-R Rewrites or pastes the current line.
Ctrl-N Takes user to next line in history buffer.
Ctrl-Y Prints last deleted character.

Ctrl-Q Enables serial flow.

Ctrl-S Disables serial flow.
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Key Sequence Description

Ctrl-Z Returns user to root command prompt.

Tab, <SPACE> Yields command-line completion.

Exit Returns user to next lower command prompt.

? Opens list of available commands, keywords, or parameters.

Using CLI Help

To display the commands available in the current mode, enter a question mark (?) at the command

prompt.

(Routing)>?

enable Enter into user privilege mode.

help Display help for various special keys.

logout Exit this session. Any unsaved changes are lost.
ping Send ICMP echo packets to a specified IP address.
quit Exit this session. Any unsaved changes are lost.
show Display Switch Options and Settings.

telnet Telnet to a remote host.

To display available command keywords or parameters, enter a question mark (?) after each word you
enter.

(Routing) #network ?

mgmt_vlan Configure the Management VLAN ID of the switch.
parms Configure Network Parameters of the router.
protocol Select DHCP, BootP, or None as the network config protocol.

In the event that the help output displays a parameter in angled brackets, you must replace the parameter
with an appropriate value.

(Routing) #network parms ?

<ipaddr> Enter the IP address.

In the event that there are no other command keywords or parameters, or in the event that any additional
parameters are optional, the following message will appear in the output:

<cr> Press Enter to execute the command.

A question mark (?) may also be entered after the user types one or more characters of a word should
the user wish to see a list of the available commands or parameters that begin with the letter(s)s, as
shown in the following example:

(Routing) #show m?

Mac-addr-table mac-address-t monitor
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Accessing the CLI

The CLI can be accessed through a direct console connection or through a telnet or SSH connection from
a remote management host.

For the initial connection, a direct connection to the console port must be used. The system cannot be
accessed remotely until it has been assigned an IP address, subnet mask, and default gateway. The
network configuration information can be set manually, or the user can configure the system to allow
these settings to be made from a BOOTP or DHCP server on the network. Please see “Network Interface
Commands” for more information.
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4. Management Commands

This section provides descriptions of the following management commands for the D-LINK OS CLI:

“Network Interface Commands”

“IPv6 Management Commands”

“Console Port Access Commands”
“Secure Shell Commands”

“Management Security Commands”
“Access Commands”

“AAA Commands”

“User Account and Password Commands”
“Access Commands”

“SNMP Commands”

“RADIUS Commands”

“TACACS+ Commands”

“Configuration Scripting Commands”
“Pre-login Banner, System Prompt, and Host Name Commands”
“Front Panel TAP Interfaces”

Note: The commands described in this section are all included in one of three functional groups:

e Show commands, which are commands that display switch settings, statistics, and other
information.

e Configuration commands, which are commands that can be used to configure the features and
options of the switch. Please note that, for every configuration command, there is a
corresponding show command that shows the configuration setting.

e Clear commands, which are commands clear some or all of the user-applied settings, returning
the configurations to factory defaults.

Network Interface Commands
The commands used to configure a logical interface for management access are described in this section.
Please see “network mgmt_vlan” for information on how to configure the management VLAN.

4-1 enable (Privileged EXEC access)

This command provides the user with access to the Privileged EXEC mode. From the Privileged EXEC
mode, the network interface can be configured.

enable

Parameters

None

Default

The default is None.

Command Mode
User EXEC

19



5000 Series Layer 2/3 Managed Data Center Switch CLI Reference Guide

4-2 do (Privileged EXEC) commands

This command causes Privileged EXEC mode commands to be executed from any of the configuration
modes.

do Priv Exec Mode Command

Parameters

None

Default

The default is None.

Command Mode

e Global Config

e Interface Config

e VLAN Config

e Router Config
Example

The following provides an example of the do command that is used to execute the Privileged EXEC
command script list while in the Global Config Mode.

(Routing) #configure

(Routing)(config)#do script list

Configuration Script Name Size (Bytes)
backup-config 2105
running-config 4483
startup-config 445

3 configuration script(s) found.
2041 Kbytes free.

Routing(config)#
4-3 serviceport ip

This command sets the IP address, the netmask and the gateway of the network management port. You
can specify the none option to clear the IPv4 address and mask and the default gateway (i.e., reset each
of these values to .0.0.0.0).

serviceport ip { ipaddr netmask [gateway] | none}
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Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

4-4 serviceport protocol

This command specifies the network management port configuration protocol. If you modify this value,

the change is effective immediately. If you use the bootp parameter, the switch periodically sends
requests to a BootP server until a response is received. If you use the DHCP parameter, the switch
periodically sends requests to a DHCP server until a response is received. If you use the none parameter,
you must configure the network information for the switch manually.

serviceport protocol {none | bootp | dhcp}

Parameters

None

Default
The default is DHCP.

Command Mode
Privileged EXEC

4-5 serviceport protocol dhcp

This command enables the DHCPv4 client on a Service port and sends DHCP client messages with the
client identifier option (DHCP Option 61).

serviceport protocol dhcp [client-id]

Parameters

None

Default
The default is DHCP.
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Command Mode
Privileged EXEC

Usage Guideline

There is no support for the no form of the command serviceport protocol dhcp client-id. To remove the
client-id option from the DHCP client messages, issue the command serviceport protocol dhcp without
the client-id option. The command serviceport protocol none can be used to disable the DHCP client
and client- id option on the interface.

Example

The following shows an example command.

(Routing) # serviceport protocol dhcp client-id

4-6 network parms

This command is used to set the IP address, subnet mask, and gateway of the device. It is required that
the IP address and the gateway be located on the same subnet. The none option can be specified in
order to clear the IPv4 address and mask, as well as the default gateway (i.e., each of the values will be
reset to the default value on the switch).

network parms {ipaddr netmask [gateway] | none)}

Parameters

ipaddr Enter the summary address designated for a range of addresses here.
netmask Enter the IP subnet mask used for the summary route here.

gateway (Optional) Enter the gateway address used for the summary route here.
Default

The default is None.

Command Mode
Privileged EXEC

4-7 network protocol

This command is used to specify the network configuration protocol to be utilized. If the user modifies this
value, the change becomes effective immediately. If the bootp parameter is used, the switch sends
requests to a BOOTP server on a periodic basis until a response is received. If the DHCP parameter is
used, the switch sends requests to a DHCP server on a periodic basis until a response is received. If the
none parameter is used, the network information for the switch must be configured manually.

network protocol {none | bootp | dhcp}

22



5000 Series Layer 2/3 Managed Data Center Switch CLI Reference Guide

Parameters

none No specified network information is set.

bootp Specifies the static BOOTP server for packet requests.
dhcp Specifies the DHCP server for packet requests.
Default

The default is DHCP.

Command Mode
Privileged EXEC

4-8 network protocol dhcp

This command is used to enable the DHCPv4 client on a Network port and, if used with the client
identifier option (DHCP Option 61), sends DHCP client messages.

network protocol dhcp [client-id]

Parameters

client-id (Optional) Specifies a DHCP client identifier in hexadecimal notation

Default

The default is None.

Command Mode
Global Config

Usage Guideline

The no form of the command network protocol dhcp client-id is not supported. Therefore, issue the
command network protocol dhcp without the client-id option in order to remove the client-id option
from the DHCP client messages. In addition, the user may use the command network protocol none to
disable the DHCP client and client-id option on the interface.

Example

The following provides an example of the command.
(Routing) # network protocol dhcp client-id

4-9 show network
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This command is used to show the configuration settings associated with the network interface of the
switch. Please note that the network interface is the logical interface that is used to provide the switch
with in-band connectivity via any of the switch's front panel ports. Also note that the configuration of the
front panel ports through which traffic is switched or routed is not affected by the configuration parameters
associated with the switch's network interface. Regardless of whether or not any member ports are up,
the network interface is always considered to be up; as such, the show network command will always
display the Interface Status as up.

show network

Parameters

None

Default

The default is None.

Command Mode
Global Config

Example

The following provides an example of a CLI display output for the network port.
(Switching)#show network

Interface Status.. ... ... ... ... ... ..... Up

IP Address. . ... 10.250.3.1
Subnet Mask....... ... ... ... ... ... 255.255.255.0
Default Gateway. ... ... .. .. .- _..._.-.. 10.259.3.3
IPv6 Administrative Mode........__._..._. Enabled
Burned In MAC Address. . ... ... .. _._...... 00:05:64:2F:0D:E5
MAC Address Type.- ..o Burned In
Configured IPv4 Protocol ... __._._.___..._.. None
Configured IPv6 Protocol . ... __._._.___.._.. None

IPv6 AutoConfig Mode. .. ._..._._._..._..__._..... Disabled
Management VLAN ID.. ... ... .. ... ..._..... 1

Display Parameters

Interface Status Indicates the network interface status; it is always considered to be “up”.
IP Address Indicates the IP address (default: 10.90.90.90/8) for the given interface.

Subnet Mask Indicates the IP subnet/mask for the given interface.

Default Gateway Indicates the default gateway for the given IP interface.

IPv6 Administrative Mode Indicates whether the IPv6 Administrative Mode is enabled or disabled.

IPv6 Address/Length Indicates the IPv6 address and length.

IPv6 Default Router Indicates the IPv6 default router address.

Burned In MAC Address Indicates the burned in MAC address utilized for in-band connectivity.
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Configured IPv4 Protocol Indicates the designated IPv4 network protocol (bootp | DHCP | none).

Configured IPv6 Protocol Indicates the IPv6 network protocol being utilized. The options for this
parameter are DHCP | none.

IPv6 Autoconfig Mode Indicates whether the IPv6 Stateless address autoconfiguration is
enabled or disabled.

Management VLAN ID The management VLAN ID associated with the management IP
address. So user can access the switch via this IP address of this
VLAN.

4-10 show serviceport

This command is used to display the service port configuration information.

show serviceport

Parameters

None

Default

The default is None.

Command Mode
e Privileged EXEC
e User EXEC
Example

The following provides an example of the CLI display output for the service port.

(Switching) #show serviceport

Interface Status.. ... ... ... ... ... ..... Up

IP Address. . ..o i e e ee e 10.230.3.51

Subnet Mask. ... ... . ... ... 255.255.255.0

Default Gateway. ... ..o oemoneaaaaann 10.230.3.1

IPv6 Administrative Mode............... Enabled

Configured IPv4 Protocol..... ... ....... DHCP

Configured IPv6 Protocol..... ... ....... DHCP

IPv6 Autoconfig Mode................... Disabled

Burned In MAC Address......... ... ...... 00:10:18:82:06:4D

DHCP Client ldentifier................. OD-LINKOS-0010.1882.160C

Display Parameters

Interface Status Indicates the network interface status; it is always considered to be “up”.
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IP Address

Indicates the IP address for the given interface. The default IP address
is 192.168.0.1/24.

Subnet Mask

Indicates the IP subnet/mask for the given interface.

Default Gateway

Indicates the default gateway for the given IP interface.

IPv6 Administrative Mode

Indicates whether the IPv6 Administrative Mode is enabled or disabled.

Configured IPv4 Protocol

Indicates the IPv4 network protocol being utilized. The options for this
parameter are bootp | DHCP | none.

Configured IPv6 Protocol

Indicates The IPv6 network protocol being utilized. The options for this
parameter are DHCP | none.

IPv6 Autoconfig Mode

Indicates whether IPv6 Stateless address autoconfiguration is enabled
or disabled.

Burned In MAC Address

Indicates the burned in MAC address utilized for in-band connectivity.

DHCP Client Identifier

Only in the event that DHCP is enabled with the client-id option on the
network port, the client identifier will be displayed in the output of the
command. For more information, please see “network protocol dhcp”.

IPv6 Management Commands

IPv6 management commands are used to manage a device via an IPv6 address in a switch or via IPv4
routing (i.e., independent from the IPv6 Routing package). For Routing/IPv6 builds of D-LINK OS dual
IPv4/IPv6, operation over the service port is enabled. D-LINK OS has the following capabilities:

e The IPv6 addresses and gateways for the service/network ports can be statically assigned.
e AnIPv6 link-local address can be pinged over the service/network port.
e Using IPv6 Management commands, SNMP traps and queries can be sent by the user via the

service/network port.

e A device can be managed by the user via the network port (as well as via a Routing Interface or

the Service port).

4-11 serviceport ipv6 enable

This command is used to enable IPv6 operation on the service port if it has been disabled. However,
please note that IPv6 operation is, by default, enabled on the service port.

The no command can be used to disable IPv6 operation on the service port.

serviceport ipv6 enable

no serviceport ipvé enable

Parameters

None

Default
The default is Enabled.
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Command Mode
Privileged EXEC

4-12 network ipv6 enable

This command is used to enable IPv6 operation on the network port if it has been disabled. However,
please note that IPv6 operation is, by default, enabled on the network port.

The no command can be used to disable IPv6 operation on the network port.

network ipv6 enable

no network ipv6 enable

Parameters

None

Default
The default is Enabled.

Command Mode
Privileged EXEC

4-13 serviceport ipv6 address

When working with the service port, the options of this command can be used to configure the IPv6 global
address manually, to enable/disable stateless global address autoconfiguration, and to enable/disable
DHCPvV6 client protocol information on the port.

The no command can be used to remove any configured IPv6 prefixes on the service port interface.
When used with the address option, the command removes the manually configured IPv6 global address
on the network port interface. The command can also be used with the autoconfig option in order to
disable the stateless global address autoconfiguration on the service port. Finally, the command can also
be used with the DHCP option to in order disable the DHCPvV6 client protocol on the service port.

Note: It is possible to configure multiple IPv6 prefixes on the service port.

serviceport ipv6 address { prefix/prefix-length [eui64] | autoconfig | dhcp }

no serviceport ipv6 address { prefix/prefix-length [eui64] | autoconfig | dhcp }

Parameters

prefix/prefix-length Indicates the IPv6 prefix length value.

autoconfig Used to configure the stateless global address autoconfiguration
capability.

dhcp Used to configure the DHCPV6 client protocol.
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Default

The default is None.

Command Mode
Privileged EXEC

4-14 serviceport ipv6 gateway
This command is used to configure the IPv6 gateway (i.e. default router) information for the service port.
The no command is used to remove IPv6 gateways on the service port interface.

Note: For the service port, only a single IPv6 gateway address can be configured. It is possible for there
to be a combination of explicitly configured IPv6 prefixes and gateways and IPv6 prefixes and gateways
that are set through auto-address configuration via a connected IP router on their service port interface.

serviceport ipv6 gateway gateway-address

no serviceport ipv6 gateway

Parameters

gateway-address Indicates the gateway address in the IPv6 global or link-local address
format.

Default

The default is None.

Command Mode
Privileged EXEC

4-15 serviceport ipv6 neighbor

This command is used for the manual addition of IPv6 neighbors to the IPv6 neighbor table for the service
port. The entry is automatically converted to a static entry if an IPv6 neighbor already exists in the
neighbor table. Also, the neighbor discovery process does not result in static entries being modified. Such
entries are, however, treated in the same manner for IPv6 forwarding. Furthermore, when the
corresponding interface is operationally active, static IPv6 neighbor entries are applied to both the kernel
stack and to the hardware.

The no command is used for the removal of IPv6 neighbors from the IPv6 neighbor table for the service
port.

serviceport ipv6 neighbor ipv6-address macaddr

no serviceport ipv6 neighbor ipv6-address macaddr

28



5000 Series Layer 2/3 Managed Data Center Switch CLI Reference Guide

Parameters

ipv6-address Indicates the IPv6 address of the neighbor or interface.

Default

The default is None.

Command Mode
Privileged EXEC

4-16 network ipv6 neighbor

This command is used for the manual addition of IPv6 neighbors to the IPv6 neighbor table for this
network port. The entry is automatically converted to a static entry if an IPv6 neighbor already exists in
the neighbor table. Also, the neighbor discovery process does not result in static entries being modified.
Such entries are, however, treated in the same manner for IPv6 forwarding. Furthermore, when the
corresponding interface is operationally active, static IPv6 neighbor entries are applied to both the kernel
stack and to the hardware.

The no command is used for the removal of IPv6 neighbors from the neighbor table.

network ipv6 neighbor ipv6-address macaddr

no network ipv6 neighbor ipv6-address macaddr

Parameters

ipv6-address Indicates the IPv6 address of the neighbor or interface.

Default

The default is None.

Command Mode
Privileged EXEC

4-17 network ipv6 address

When working with the network port, the options of this command can be used to configure the IPv6
global address manually, to enable/disable stateless global address autoconfiguration, and to
enable/disable DHCPvV6 client protocol information on the port. It is possible to configure multiple IPv6
addresses on the network port.

The no command can be used to remove any configured IPv6 prefixes. When used with the address
option, the command removes the manually configured IPv6 global address on the network port interface
The command can also be used with the autoconfig option in order to disable the stateless global
address autoconfiguration on the network port. Finally, the command can also be used with the DHCP
option in order to disable the DHCPvV6 client protocol on the network port.
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network ipv6 address {prefixs/prefix-length [eui64] | autoconfig | dhcp}

no network ipv6 address {prefix/prefix-length [eui64] | autoconfig | dhcp}

Parameters

Prefix/prefix-length

Indicates the IPv6 prefix length value.

autoconfig Used to configure the stateless global address autoconfiguration
capability.

dhcp Used to configure the DHCPV6 client protocol.

Default

The default is None.

Command Mode
Privileged EXEC

4-18 network ipv6 gateway

This command is used to configure the IPv6 gateway (i.e. default routers) information for the network port.

The no command is used to remove IPv6 gateways on the network port interface.

network ipv6 gateway gateway-address

no network ipv6 gateway

Parameters

gateway-address

Gateway global or link-local address in IPv6 format.

Default

The default is None.

Command Mode
Privileged EXEC
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4-19 show network ipv6 neighbors

This command is used to show information regarding the IPv6 neighbor entries cached on the network
port. The information is updated in order to display the type of the entry.

show network ipv6 neighbors

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following provides an example of the command

(Routing) #show network ipv6 neighbors

IPv6 Address

FE80: :5E26 :AFF-FEBD:852C

Display Parameters

Neighbor Age
Type MAC Address iSRtr State (Secs)

Dynamic 5c:26:0a:bd:85:2c  True Stale 3

IPv6 Address Indicates the IPv6 address of the neighbor.

Type Indicates the type of neighbor entry. If the entry is manually configured,
the type is Static; if the entry is dynamically resolved, the type is
Dynamic.

MAC Address Indicates MAC Address of the neighbor.

isRtr Indicates whether or not the neighbor is a router. If TRUE, the neighbor

is a router; if FALSE, the neighbor is not a router.

Neighbor State

Indicates the state of the neighbor cache entry. The possible values are
as follows: Incomplete, Reachable, Stale, Delay, Probe, and Unknown.

Age

Indicates the time (in seconds) that has elapsed since the most recent
entry was added to the cache.

4-20 show serviceport ipv6 neighbors

This command is used to show information regarding the IPv6 neighbor entries cached on the service
port. The information is updated in order to display the type of the entry.
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show serviceport ipv6 neighbors

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following provides an example of the command

(Routing) #show serviceport ipv6 neighbors

IPv6 Address

FE80: :5E26 :AFF-FEBD:852C

Display Parameters

Neighbor Age
Type MAC Address isRtr State (Secs)

Dynamic 00:09:e7:00:00:50 True Stale 3

IPv6 Address Indicates the IPv6 address of the neighbor.

Type Indicates the type of neighbor entry. If the entry is manually configured,
the type is Static; if the entry is dynamically resolved, the type is
Dynamic.

MAC Address Indicates the MAC Address of the neighbor.

isRtr Indicates whether or not the neighbor is a router. If TRUE, the neighbor

is a router; if FALSE, the neighbor it is not a router.

Neighbor State

Indicates the state of the neighbor cache entry. The possible values are
as follows: Incomplete, Reachable, Stale, Delay, Probe, and Unknown.

Age

Indicates the time (in seconds) that has elapsed since the most recent
entry was added to the cache.

4-21 show network ipv6 dhcp statistics

This command is used to show the statistics for the DHCPV6 client running on the network management

interface.

show network ipv6 dhcp statistics
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Parameters

None

Default

The default is None.

Command Mode

e Privileged EXEC
e User EXEC

Example

The following provides an example of the CLI display output for the command

(Switching)#show network ipv6 dhcp statistics

DHCPv6 Client Statistics

DHCPv6 Advertisement Packets Received............ 0
DHCPv6 Reply Packets Received.................... 0
Received DHCPv6 Advertisement Packets Discard.... O
Received DHCPv6 Reply Packets Discarded.......... 0
DHCPv6 Malformed Packets Received................ 0
Total DHCPv6 Packets Received...... ... ... ........ 0
DHCPv6 Solicit Packets Transmitted............... 0
DHCPv6 Request Packets Transmitted............... 0
DHCPv6 Renew Packets Transmitted................. 0
DHCPv6 Rebind Packets Transmitted................ 0
DHCPv6 Release Packets Transmitted............... 0
Total DHCPv6 Packets Transmitted................. 0

Display Parameters

DHCPv6 Advertisement
Packets Received

Indicates the number of DHCPv6 Advertisement packets that have been
received on the network interface.

DHCPv6 Reply Packets
Received

Indicates the number of DHCPVv6 Reply packets that have been
received on the network interface.

Received DHCPv6
Advertisement Packets
Discarded

Indicates the number of DHCPv6 Advertisement packets that have been
discarded on the network interface.

Received DHCPv6 Reply
Packets Discarded

Indicates the number of DHCPVv6 Reply packets that have been
discarded on the network interface.

DHCPv6 Malformed
Packets Received

Indicates the number of malformed DHCPv6 packets that have been
received on the network interface.

Total DHCPv6 Packets
Received

Indicates the total number of DHCPv6 packets that have been received
on the network interface.

DHCPv6 Solicit Packets
Transmitted

Indicates the number of DHCPVv6 Solicit packets that have been
transmitted on the network interface.
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DHCPv6 Request Packets Indicates the number of DHCPv6 Request packets that have been

Transmitted transmitted on the network interface.

DHCPv6 Renew Packets Indicates the number of DHCPv6 Renew packets that have been
Transmitted transmitted on the network interface.

DHCPv6 Rebind Packets Indicates the number of DHCPv6 Rebind packets that have been
Transmitted transmitted on the network interface.

DHCPv6 Release Packets Indicates the number of DHCPv6 Release packets that have been
Transmitted transmitted on the network interface.

Total DHCPv6 Packets Indicates the total number of DHCPVv6 packets that have been
Transmitted transmitted on the network interface.

4-22 show serviceport ipv6 dhcp statistics

This command is used to show the statistics for the DHCPV6 client running on the network management
interface.

show serviceport ipv6 dhcp statistics

Parameters

None

Default

The default is None.

Command Mode
e Privileged EXEC
e User EXEC
Example

The following provides an example of the CLI display output for the command.

(Switching)#show serviceport ipv6 dhcp statistics

DHCPv6 Client Statistics

DHCPv6 Advertisement Packets Received............ 0
DHCPv6 Reply Packets Received.................... 0
Received DHCPv6 Advertisement Packets Discarded.. O
Received DHCPv6 Reply Packets Discarded.......... 0
DHCPv6 Malformed Packets Recelved................ 0
Total DHCPv6 Packets Receilved.................... 0
DHCPv6 Solicit Packets Transmitted............... 0
DHCPv6 Request Packets Transmitted...._...._.._._._..__.. 0
DHCPv6 Renew Packets Transmitted................. 0
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DHCPv6 Rebind Packets Transmitted................ 0
DHCPv6 Release Packets Transmitted............... 0
Total DHCPv6 Packets Transmitted................. 0

Display Parameters

DHCPv6 Advertisement
Packets Received

Indicates the number of DHCPv6 Advertisement packets that have been
received on the service port interface.

DHCPv6 Reply Packets
Received

Indicates the number of DHCPVv6 Reply packets that have been
received on the service port interface.

Received DHCPv6
Advertisement Packets
Discarded

Indicates the number of DHCPv6 Advertisement packets that have been
discarded on the service port interface.

Received DHCPV6 Reply
Packets Discarded

Indicates the number of DHCPVv6 Reply packets that have been
discarded on the service port interface.

DHCPv6 Malformed
Packets Received

Indicates the number of malformed DHCPvV6 packets that have been
received on the service port interface.

Total DHCPv6 Packets
Received

Indicates the total number of DHCPv6 packets that have been received
on the service port interface.

DHCPv6 Solicit Packets
Transmitted

Indicates the number of DHCPVv6 Solicit packets that have been
transmitted on the service port interface.

DHCPv6 Request Packets
Transmitted

Indicates the number of DHCPv6 Request packets that have been
transmitted on the service port interface.

DHCPv6 Renew Packets
Transmitted

Indicates the number of DHCPv6 Renew packets that have been
transmitted on the service port interface.

DHCPv6 Rebind Packets
Transmitted

Indicates the number of DHCPv6 Rebind packets that have been
transmitted on the service port interface.

DHCPv6 Release Packets
Transmitted

Indicates the number of DHCPv6 Release packets that have been
transmitted on the service port interface.

Total DHCPv6 Packets
Transmitted

Indicates the total number of DHCPV6 packets that have been
transmitted on the service port interface.

4-23

clear network ipv6 dhcp statistics

This command is used to clear the DHCPV6 statistics on the network management interface.

clear network ipv6 dhcp statistics

Parameters

None

Default

The default is None.
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Command Mode
Privileged EXEC

4-24  clear serviceport ipv6 dhcp statistics

This command is used to clear the DHCPV6 client statistics on the service port interface.

clear serviceport ipv6 dhcp statistics

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

4-25 ping ipv6

This command is used to determine if another computer is present on the network. When initiated from
the CLI interface, the ping command provides a synchronous response. In order to use the command, the
user must configure the switch for network (in-band) connection. In addition, the source and target
devices are required to have the ping utility enabled and running on top of TCP/IP. Then, as long as there
is a physical path between the switch and the workstation, the switch can be pinged from any IP
workstation to which the switch has been connected through the default VLAN (VLAN 1). The terminal
interface transmits a total of three pings to the target station. By using the global IPv6 address of an
interface, the ipv6-address/hostname parameter can be utilized to ping that interface, while the optional
size keyword can be used to specify the size of the ping packet. Furthermore, the outgoing-interface
option can be used to specify the outgoing interface for a multicast IPv4/IPv6 ping.

When using an IPv6 global address ipv6-global-address/hostname, the user can utilize the ping or trace
route facilities over the service/network ports. The assignment of any IPv6 global addresses or gateways
to these interfaces will cause the installation of IPv6 routes within the IP stack, such that the ping or trace
route request will then be properly routed out of the service/network port. When referencing an IPv6 link-
local address, the user is also required to specify the service or network port interface by utilizing the
serviceport or network parameter.

ping ipv6 {ipv6-global-address | hostname | {interface {slot/port | vlan vlan-id | serviceport |
loopback | tunnel | network} link-local-address} [size datagram-size] [outgoing-interface {slot/port |
vlan 1-4093 | serviceport | network}]}

Parameters

None
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Default

e The default count is 1.
e The default interval 3 seconds.
e The default size is 0 bytes.

Command Mode

e Privileged EXEC
e User EXEC

4-26 ping ipv6 interface

This command is used to determine if another computer is present on the network. In order to use the
command, the user must configure switch for network (in-band) connection. In addition, the source and
target devices are required to have the ping utility enabled and running on top of TCP/IP. Then, as long
as there is a physical path between the switch and the workstation, the switch can be pinged from any IP
workstation to which the switch has been connected through the default VLAN (VLAN 1). The terminal
interface transmits a total of three pings to the target station. By using the link-local address or global
IPv6 address of an interface, the interface keyword can be used to ping that interface, while a loopback,
network port, serviceport, tunnel, or physical interface can be used as the source. In addition, the optional
size keyword can be used to specify the size of the ping packet. The ipv6-address is used to indicate the
link local IPv6 address of the device that the user wants to query, and the outgoing-interface option can
be used to specify the outgoing interface for a multicast IP/IPv6 ping.

ping ipv6 interface {slot/port | loopback loopback-id | network | serviceport | tunnel tunnel-id}
{vlan 1-4093}

Parameters

slot/port Specifies a valid slot or port.

loopback loopback-id Specifies the loopback ID to ping.

network Specifies the link local address with network port as the next hop
interface.

serviceport Specify a link local address with Service port as the next hop interface.

tunnel tunnel-id Select the tunnel ID interface to designate to initiate the ping function.

vlan (Optional) Select the VLAN interface (1 — 4093).

Default

The default is None.

Command Mode

e Privileged EXEC
e User EXEC
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4-27 traceroute

The traceroute command is used to identify the routes that are actually taken by packets as they travel to
their destinations through the network on a hop-by-hop basis. When initiated from the CLI interface, the
traceroute command continues to provide a synchronous response.

Either the source IP address or the virtual router of the traceroute probes may be specified. It should be
noted that the way in which traceroute works is by sending packets that are expected not to reach their
final destination but, rather, to trigger ICMP error messages that will be sent back to the source address
from each stop along the forward path toward the destination. The user can, by specifying the source
address, determine at what point along the forward path a route back to the source address is lacking. It
should be noted, however, that this is only useful in the event that the route from the source to the
destination and from the destination to the source is symmetric. One common usage, for example, is the
sending of a traceroute from an edge router to some target located higher up in the network by use of a
source address at a host subnet on the edge router. Doing this allows the user to test whether the
location within the network is reachable from the host attached to the edge router. Alternatively, a user
could send a traceroute in which an address on a loopback interface serves as the source in order to test
reachability from within the network back to the loopback interface address.

In the CLI, the source can be specified as an IPv4 address, a virtual router, or a routing interface. In the
event that a routing interface is specified as the source, the traceroute is sent via the primary IPv4
address on the source interface. With SNMP, it is required that the source be specified as an address.

An incoming packet, such as a traceroute response, that arrives on a routing interface will not be
accepted by D-LINK OS if the packet’s destination address is located on one of the out-of-band
management interfaces (that is, the service port or network port). Similarly, a packet that arrives on a
management interface will not be accepted by D-LINK OS if that packet’s destination is an address
located on a routing interface. As such, it would be pointless to send a traceroute on a management
interface while utilizing a routing interface address as the source, or to transmit a traceroute on a routing
interface while utilizing a management interface as the source. In other words, if a traceroute is being
sent on a routing interface, that routing interface or another routing interface must serve as the source.
Similarly, if a traceroute is being sent on a management interface, the source must be located on that
management interface. Because of this, a management interface or management interface address
cannot be specified as the source by a user. Rather, when a traceroute is being sent on a management
interface, a source address should not be specified by the user; instead, the system should be allowed to
select the source address from the outgoing interface.

traceroute [vrf vrf-name] {ip-address | [ipv6] {ipv6-address | hostname}} [initTtl initTtl] [maxTtl
maxTtl] [maxFail maxFail] [interval interval] [count count] [port port] [size size] [source {ip-address
| ipv6-address | unit/slot/port}]

Parameters

By utilizing the options described below, the user can specify the initial and maximum time-to-live (TTL) in
probe packets, as well as the size of each probe, the maximum number of failures before termination, and
the number of probes sent for each TTL.

vrf vrf-name (Optional) This parameter indicates the name of the VRF instance from
which to initiate the traceroute. Tracerouting can only be accomplished
for hosts reachable from within the VRF instance. In the event that a
source parameter is specified in concert with a vrf parameter, that
parameter must be a member of the VRF. Relatedly, it is not possible to
use the ipv6 parameter in conjunction with the vrf parameter.

Ip-address The value for the ipaddress should be a valid IP address.

ipv6-address The value for the ipv6-address should be a valid IPv6 address.
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hostname The value for the hostname value should be a valid hostname.

ipv6 (Optional) The use of the optional ipv6 keyword before the ipv6-address
or hostname is possible. If the ipv6 keyword is used before the
hostname, the system will try to resolve to an IPv6 address.

initTtl initTtl (Optional) The initTtl term is used to specify the initial time-to-live (TTL),

which is the maximum number of router hops allowed between the local
and remote system. The allowable values range from 0 to 255.

maxTtl maxTtl

(Optional) The maxTtl term is used to specify the maximum TTL. The
allowable values range from 1 to 255.

maxFail maxFail

(Optional) The maxFail term is used to terminate the traceroute after
failing to receive a response for the specified humber of consecutive
probes. The allowable values range from 0 to 255.

interval interval

(Optional) The optional interval parameter can be used to specify the
time between probes, in seconds. In the event that a response is not
received within the interval indicated, then the traceroute will consider
that probe a failure (printing *) and send the next probe. If the traceroute
does receive a response to a probe within the indicated interval, then it
will immediately send the next probe. The allowable values range from 1
to 60 seconds.

count count

The optional count parameter can be used to specify the number of
probes to be sent for each TTL value. The allowable values range from
1to 10 probes.

port port The optional port parameter can be used to specify the destination UDP
port of the probe, which should consist of an unused port on the remote
destination system. The allowable values range from 1 to 65535.

size size The optional size parameter can be used to specify the size, in bytes,

for the payload of the Echo Requests sent. The allowable values range
from O to 39906 bytes.

source {ip-address | ipv6-
address | unit/slot/port}

The optional source parameter can be used to specify the source IP
address or the interface for the traceroute.

Default

count: 3 probes
interval: 3 seconds
size: 0 bytes

port: 33434
maxTtl: 30 hops
maxFail: 5 probes
initTtl: 1 hop

Command Mode
Privileged EXEC

Example

Some examples of the CLI command are shown below.

traceroute Success:

(Routing)# traceroute 10.240.10.115 initTtl 1 maxTtl 4 maxFail O interval 1 count 3

port 33434 size 43
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Traceroute to 10.240.10.115, 4 hops max 43 byte packets:
1 10.240.4.1 708 msec 41 msec 11 msec
2 10.240.10.115 0 msec 0 msec 0 msec

Hop Count = 1 Last TTL = 2 Test attempt = 6 Test Success = 6
traceroute ipv6 Success:
(Routing)# traceroute 2001::2 initTtl 1 maxTtl 4 maxFail O interval 1 count 3 port

33434 size 43

Traceroute to 2001::2 hops max 43 byte packets:
1 2001::2 708 msec 41 msec 11 msec

The above command can also be execute with the optional ipv6 parameter as follows:

(Routing)# traceroute ipv6 2001::2 initTtl 1 maxTtl 4 maxFail O interval 1 count 3
port 33434 size 43

traceroute Failure:

(Routing)# traceroute 10.40.1.1 initTtl 1 maxFail O interval 1 count 3 port 33434 size
43

Traceroute to 10.40.1.1, 30 hops max 43 byte packets:

1 10.240.4.1 19 msec 18 msec 9 msec
2 10.240.1.252 0 msec 0 msec 1 msec
3 172.31.0.9 277 msec 276 msec 277 msec
4 10.254.1.1 289 msec 327 msec 282 msec
5 10.254.21.2 287 msec 293 msec 296 msec
6 192.168.76.2 290 msec 291 msec 289 msec
7 0.0.0.0 0 msec *

Hop Count = 6 Last TTL = 7 Test attempt = 19 Test Success = 18

traceroute ipv6 Failure:

(Routing)# traceroute 2001::2 initTtl 1 maxFail 0 interval 1 count 3 port 33434 size
43

Traceroute to 2001::2 hops max 43 byte packets:

1 3001::1 708 msec 41 msec 11 msec
2 4001::2 250 msec 200 msec 193 msec
3 5001::3 289 msec 313 msec 278 msec
4 6001::4 651 msec 41 msec 270 msec
50 0 msec *

Hop Count = 4 Last TTL = 5 Test attempt = 1 Test Success = 0
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4-28 traceroute ipv6

This command is used to identify the routes that are actually taken by packets as they travel to their
destinations through the network on a hop-by-hop basis. It is required that the ipv6-address parameter be
a valid IPv6 address. The optional port parameter is used to indicate the UDP port that is used as the
destination of the packets that are sent as part of the traceroute. This port should consist of an unused
port on the destination system. The allowable values for the port parameter range from 0 (zero) to 65535.
The default value is 33434.

traceroute ipv6 {ipv6-address | hostname [port]}

Parameters

ipv6-address Select the IPv6 address to trace.

hostname Select the hostname to trace.

port (Optional) Select the UDP destination port in probe packets.
Default

The default is None.

Command Mode
Privileged EXEC

Console Port Access Commands
In this section, the commands used to configure the console port are described. The user can use a serial
cable in order to connect a management host to the console port of the switch directly.
4-29 configure

This command is used to give the user access to the Global Config mode. From the Global Config mode,
the user is then able to configure various system settings, including user accounts. From this mode, the
user can also enter other command modes, including the Line Config mode.

configure

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC
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4-30 line

This command is used to give the user access to the Line Console mode, which in turn allows the user to
configure the console port and various Telnet settings, as well as the console login/enable authentication.

line {console | telnet | ssh}

Parameters

console Indicates the console terminal line.

telnet Indicates the virtual terminal used for remote console access (Telnet).

ssh Indicates the virtual terminal used for secure remote console access
(SSH).

Default

The default is None.

Command Mode
Global Config

Example

The following provides an example of the CLI command.

(Routing) (config)#line telnet
(Routing) (config-telnet)#

4-31 session timeout

This command is used to specify the maximum connect time (in minutes) allowed without console activity.
If a value of O is entered, that indicates that a console is allowed to remain connected indefinitely, even
without activity. The allowable range of values is 0 to 160.

The no command to is used set the maximum connect time (in minutes) allowed without console activity.

session timeout 0-160

no session timeout

Parameters

None

Default
The default is 5.
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Command Mode
Line Config

4-32 show serial

This command is used to call up a display of the serial communication settings for the switch.

show serial

Parameters

None

Default

The default is None.

Command Mode
e Privileged EXEC
e User EXEC
Example

The following is an example of the CLI display output for the command.

(Routing) #show serial

Serial Port Login Timeout (minutes)............ 5

Baud Rate (bpPS) - ccccmc o e e e cee e 115200
Character Size (bitS) ... ... oo 8

Flow Control . .. ... ... i Disable
Stop BitS. ..o e e e 1
Par Y - e none

Display Parameters

Serial Port Login Timeout Indicates the amount of time (in minutes) for which a serial port

(minutes) connection may remain inactive before the switch will close the
connection. Entering a value of 0 caused the timeout to be disabled.

Baud Rate (bps) Indicates the default baud rate at which a serial port will attempt to make
a connection.

Character Size (bits) Indicates the number of bits in a character, which is always 8.

Flow Control Indicates whether the Hardware Flow Control is enabled or disabled.
(Note that the Hardware Flow Control is always disabled.)

Stop Bits Indicates the number of Stop bits per character, which is always 1.

Parity Indicates the parity method used on the Serial Port. (Note that the Parity

Method value is always None.)
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Telnet Commands

In this section, the commands used to configure and view Telnet settings are described. The user can
use Telnet in order to manage the device from a remote management host.

4-33 ip telnet server enable

This command is used to enable Telnet connections to the system and in order to enable the Telnet
Server Admin Mode. This command is also used to open the Telnet listening port.

The no command is used to disable Telnet access to the system and in order to disable the Telnet Server
Admin Mode. This command is also used to close the Telnet listening port and to disconnect all open
Telnet sessions.

ip telnet server enable

no ip telnet server enable

Parameters

None

Default
The default is Disabled.

Command Mode
Privileged EXEC

4-34  ip telnet port

The command is used to change the telnet listening port. The no command is used to change the
listening port to default port 23.

ip telnet port <1 - 65535>

Parameters
Listening port <1 - 65535>

Default
The default is 23.

Command Mode
Privileged EXEC
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4-35 telnet

This command is used to establish a new outbound Telnet connection to a remote host. It is required that
the host value be a valid IP address or host name. The allowable values for the port parameter are valid
decimal integers ranging from 0 to 65535, with the default value being 23. In the event that the [debug]
command is used, the Telnet options that are currently enabled are displayed. The outbound Telnet
operational mode is set by the optional line parameter as linemode, where, by default, the operational
mode is character mode. The localecho option is used to enable local echo.

telnet ip-address/hostname port [debug] [line] [localecho]

Parameters

ip-address Select the IPv4/IPv6 address of the remote host.
hostname Select the hostname of the remote host.

port Select the port parameter (default: 23).

Default

The default is None.

Command Mode
Privileged EXEC

4-36 telnetcon maxsessions

This command is used to specify the maximum number of simultaneous outbound Telnet sessions. No
outbound Telnet session can be established if the value is set to 0.

This command is used to regulate new outbound Telnet connections. In the event that it is enabled, it is
possible to establish, new outbound Telnet sessions until the system reaches the maxmum number of
allowable simultaneous outbound Telnet sessions. Until an established session is ended or an abnormal
network error ends the session, it remains active.

The no command is used to set the default value as the maximum number of simultaneous outbound
Telnet sessions.

telnetcon maxsessions <0 - 5>

no telnetcon maxsessions

Parameters

None

Default
The default is 5.
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Command Mode
Privileged EXEC

4-37 telnetcon timeout

This command is used to set the Telnet session timeout value. The unit of time for the timeout value is
minutes.

The no command is used to set default value as the Telnet session timeout value. The unit of time for the
timeout value is minutes.

telnetcon timeout 1-160

no telnetcon timeout

Parameters

None

Default
The default is 5.

Command Mode
Privileged EXEC

4-38 show telnet

This command is used to display the current outbound Telnet settings. These settings apply, in other
words, to Telnet connections that are initiated from the switch to a remote system.

show telnet

Parameters

None

Default

The default is None.

Command Mode
Priviledged EXEC

Display Parameters

Outbound Telnet Login Indicates the amount of time (in minutes) for which an outbound Telnet
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Timeout

session may remain inactive before being logged off.

Maximum Number of
Outbound Telnet Sessions

Indicates the allowed number of simultaneous outbound Telnet
connections.

Allow New Outbound
Telnet Sessions

Indicates whether or not outbound Telnet sessions are allowed.

4-39 show telnetcon

This command is used to display the current inbound Telnet settings. These settings apply, in other words,
to Telnet connections initiated from a remote system to the switch.

show telnetcon

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Display Parameters

Remote Connection Login
Timeout (minutes)

Indicates the amount of time (in minutes) for which a remote connection
session may remain inactive before being logged off. The value may be
specified as any number from 1 t0160. The factory default value is 5.

Maximum Number of
Remote Connection
Sessions

Indicates the allowed number of simultaneous remote connection
sessions allowed. The factory default value is 5.

Allow New Telnet Sessions

When this field is set to no, new Telnet sessions will not be allowed. The
factory default value is yes.

Telnet Sessions Currently
Active

Lists the currently active Telnet sessions.

Telnet Server Admin Mode

Indicates whether or not the Telnet Admin mode is enabled or disabled.

Telnet Server Port

Indicates the configured TCP port number used by the Telnet server for
listening (default: 23).
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Secure Shell Commands

The commands the user can use to configure the Secure Shell (SSH) access to the switch are described
in this section. The SSH can be used to access the switch from a remote management host.

Note: A maximum of 5 SSH sessions are allowed by the system.
4-40 ip ssh server enable or ip ssh

This command is used to enable SSH access to the system. (The command is the shortened form of the
ip ssh server enable command.)

ip ssh server enable or ip ssh

no ip ssh server enable

Parameters

None

Default
The default is Enabled.

Command Mode
Privileged EXEC

4-41 ip ssh port

This command is used to configure the TCP port number upon which requests are listened for by the
SSH server. Port numbers from 1-65535 are valid.

The no command is used to restore the SSH server listen port to its factory default value.

ip ssh port 1-65535

no ip ssh port

Parameters

None

Default
22

Command Mode
Privileged EXEC

48



5000 Series Layer 2/3 Managed Data Center Switch CLI Reference Guide

4-42  ip ssh protocol

Use of this command allows the user to set or remove protocol levels (or versions) for the SSH. It is
possible to set either SSH1 (1) or SSH2 (2) or both SSH 1 and SSH 2 (1 and 2).

ip ssh protocol [1] [2]

Parameters

None

Default

land?2
Command Mode
Privileged EXEC

4-43 ip ssh server enable

This command is used to enable the IP secure shell server. No new SSH connections will be allowed, but
the existing SSH connections will continue to work until timed-out or logged-out.

The no command is used to disable the IP secure shell server.

ip ssh server enable

no ip ssh server enable

Parameters

None

Default
The default is Disabled.

Command Mode
Privileged EXEC

4-44 sshcon maxsessions

This command is used to specify the maximum number of SSH connection sessions that are allowed to
be established. No ssh connection can be established if the value is set to 0. The range is 0 to 5.

The no command is used to set the default value as the maximum number of SSH connection sessions.

sshcon maxsession 0-5

no sshcon maxsession
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Parameters

None

Default
5

Command Mode
Privileged EXEC

4-45 sshcon timeout

This command is used to set the value (in minutes) for the SSH connection session timeout value. If a
session has not been idle for the entirety of the value set, it remains active. The time set must consist of a
decimal value from 1 to 160.

The no command is used to set the default value as the value (in minutes) for the the SSH connection
session timeout value.

A change of the timeout value for any active sessions does not go into effect until the session is re-
accessed. Also, the new timeout duration will be activated by any keystroke.

sshcon timeout 1-160

no sshcon timeout

Parameters

None

Default
5

Command Mode
Privileged EXEC

4-46  show ip ssh

This command is used to display the ssh settings.

show ip ssh

Parameters

None
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Default

The default is None.

Command Mode
Privileged EXEC

Display Parameters

Administrative Mode

Indicates whether the administrative mode of SSH is enabled or
disabled.

SSH Port

Indicates the SSH port.

Protocol Level

Indicates the protocol level, which may have the values of version 1,
version 2, or both version 1 and version 2.

SSH Sessions Currently
Active

Indicates the current number of active SSH sessions.

Max SSH Sessions Allowed

Indicates the maximum number of SSH sessions allowed.

SSH Timeout

Indicates (in minutes) the SSH timeout value.

Keys Present

Indicates the presence or absence of the SSH RSA and DSA key files
on the device.

Key Generation in
Progress

Indicates whether the generation of RSA or DSA key files is currently in
progress.

Management Security Commands

The commands used to generate keys and certificates are described in this section. Such generation can
be performed in addition to loading them as before.

4-47

crypto key generate rsa

This command is used to generate an RSA key pair for the SSH. Any existing generated or downloaded
RSA key files will be overwritten by the new key files.

The no command is used to delete the RSA key files from the device.

crypto key generate rsa

no crypto key generate rsa

Parameters

None

Default

The default is None.
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Command Mode
Global Config

4-48 crypto key generate dsa

This command is used to generate a DSA key pair for the SSH. Any existing generated or downloaded
DSA key files will be overwritten by the new key files.

The no command is used to delete the DSA key files from the device.

crypto key generate dsa

no crypto key generate dsa

Parameters

None

Default

The default is None.

Command Mode
Global Config

Access Commands

The commands in this section are used to close remote connections or in order to view information about
connections to the system.

4-49 disconnect

The disconnect command is used to close Telnet or SSH sessions. The all term is used to close all
active sessions, or the session-id term is used to specify the session ID to close. Use the show
loginsession command to view the possible values for session-id.

disconnect {session_id | all}

Parameters

session_id Select the session ID (0-65535) to close.
all Select all the remote sessions to close.
Default

The default is None.
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Command Mode
Privileged EXEC

4-50 linuxsh

The linuxsh command can be used to access the Linux shell. The exit command can be used to exit the
Linux shell and go back to the D-LINK OS CLI. By default, a given shell session will timeout after five
minutes with no activity. This timeout value can be changed, however, by using the command “telnetcon
timeout” in the Line Console mode.

linuxsh [ip-port]

Parameters

ip-port (Optional) Indicates the number of the IP port upon which the telnet
daemon listens for connections. This ip-port number must be an integer
from 1 to 65535 (default 2324).

Default

2324

Command Mode
Privileged EXEC

4-51 show loginsession

This command is used to display the current Telnet, SSH, and serial port connections to the switch
Truncated user names will be displayed as a result of using this command.

show loginsession

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC
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Display Parameters

ID Indicates the login session ID.

User Name Indicates the name of the user logged on to the system.

Connection From Indicates the IP address of the remote client machine or EIA 232 for the
serial port connection.

Idle Time Indicates the amount of time the current session has been idle.c

Session Time Indicates the total amount of time the current session has been
connected.

Session Type Indicates the type of session, i.e., telnet serial or SSH session.

4-52 show loginsession long

This command is used to display the full user names of those users currently logged in to the switch.

show loginsession long

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following provides an example of the command.

(Routing)#show login session long

User Name

Admin
testlllltestllllitestllllitestllllitestllllitestllllitestllllitestllll

AAA Commands

In this section, the commands used to add, manage, and delete system users are described. There are
two default users set for the D-LINK OS software: admin and guest. System settings can be viewed and
configured by the admin user, while they can only be viewed by the guest user.
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Note: The admin user cannot be deleted. Only one user with read/write privileges is allowed. However,
up to five read-only users can be configured on the system.

4-53 aaa accounting

This command is used in the Global Config mode in order to create an accounting method list for user
EXEC sessions, user executed commands, or DOT1X. This list is identified either by default or by a user-
specified list_name. When enabled for a line-mode, accounting records can be sent either at both the
beginning and the end (i.e., start-stop) or only at the end (i.e., stop-only). If the user specifies none,
then accounting is disabled for the indicated list. If the user specifies TACACS+ as the accounting
method, then accounting records are sent to a TACACS+ server. If the user specifies radius as the
accounting method, then accounting records are sent to a RADIUS server.

The no command is used to delete the accounting method list.
Note: The following stipulations all apply:

e For each exec and commands type, the maximum number of Accounting Method lists that
can be created is five.

e For DOTL1X, itis only possible to create the default Accounting Method list. No other lists can
be created.

e |tis possible to use the same list-name for both the exec and commands accounting types.

e The use of AAA Accounting for commands with RADIUS as the accounting method is not
possible.

e For DOT1X accounting, the only supported record type is either Start-stop or None, where
the use of Start-stop enables accounting and the use of None disables accounting.

e The only accounting method type supported for DOT1X accounting is RADIUS.

aaa accounting {exec | commands | dotlx} {default | list_name} {start-stop | stop-only | none}
methodl1 [method?2...]

no aaa accounting {exec | commands | dotlx} {default | list_name}

Parameters

exec Indicates that accounting is provided for user EXEC terminal sessions.

commands Indicates that accounting is provided for all user executed commands.

dotlx Indicates that accounting is provided for DOT1X user commands.

default Indicates that the default list of methods is used for accounting services.

list_name Indicates the string of characters used to name the list of accounting
methods.

start-stop Indicates that a start accounting notice is sent at the beginning of a
process and that a stop accounting notice is sent at the end of the
process.

stop-only Indicates that a stop accounting notice is sent at the end of the
requested user process.

none Indicates that accounting services are disabled on this line.

method Indicates that either the TACACS+ or the RADIUS server is used for
accounting purposes.

Default

The default is None.
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Command Mode
Global Config

Example

The following is an example of the command.

(Routing)#

(Routing)#configure

(Routing) (config)#aaa accounting commands default stop-only tacacs
(Routing)(config)#aaa accounting exec default start-stop radius
(Routing) (config)#aaa accounting dotlx default start-stop radius
(Routing) (config)#aaa accounting dotlx default none

(Routing) (config)#exit

The administrator can change the record type, or the methods list, for the same set of accounting type
and list name without being required to first delete the previous configuration.

(Routing)#

(Routing)#configure

(Routing)(config)#aaa accounting exec ExecList stop-only tacacs

(Routing) (config)#aaa accounting exec ExecList start-stop tacacs

(Routing) (config)#aaa accounting exec ExecList start-stop tacacs radius

In the example above, the first aaa command causes method list for exec sessions with the name
ExeclList to be created, with the record-type being stop-only and the method being TACACS+. The
second command causes the record type to be changed to start-stop from stop-only for the same
method list. The third command, used for the same list, causes the methods list to be changed to
{tacacs,radius} from {tacacs}.

The following is another example of the command.

(Routing)#

(Routing)#configure

(Routing) (config)#aaa accounting commands userCmdAudit stop-only tacacs radius
(Routing) (config)#no aaa accounting commands userCmdAudit

(Routing) (config)#exit

4-54 aaa authentication commands

aaa authentication enable

This command is used to set authentication to allow the accessing of higher privilege levels. The
enableList is the default enable list. This default list is used by the console and contains the method as
“enable” followed by none.

For Telnet and SSH users, a different default enable list, enableNetList, is used (that is, instead of
enableList). This alternative list is applied for Telnet and SSH by default and contains “enable” followed
by the deny methods. In D-LINK OS, the enable password is, by default, not configured. This means that,
by default, users of Telnet and SSH will not get access to the Privileged EXEC mode. On the other hand,
under the default conditions, a console user will always enter the Privileged EXEC mode without needing
to enter the enable password.

When using the enable authentication command, the default and optional list names created with the
aaa authentication enable command are used. The user can create a list by entering the aaa
authentication enable list-name method command, where the list-name is any string of characters
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used to name the list. The list of methods that the authentication algorithm tries is tried in the sequence in
which they are identified in the method argument.

If no password is configured, the user manager returns ERROR (not PASS or FAIL) for the enable and
line methods, and then moves on to the next configured method in the authentication list. If the method
none is used, it indicates that no authentication is needed.

A prompt will only appear asking the user for an enable password if one is required. The authentication
methods that follow do not require passwords:

1. none

2. deny

3. enable (When no enable password is configured)
4. line (When no line password is configured)

Example

Please consider the examples below.

a. aaa authentication enable default enable none

b. aaa authentication enable default line none

Cc. aaa authentication enable default enable radius none
d. aaa authentication enable default line tacacs none

Examples a and b do not result in a prompt for a password; however, because they contain the RADIUS
and TACACS+ methods, respectively, examples ¢ and d do cause the password prompt to be displayed.

If only enable is included as a login method, and if no enable password is configured, then D-LINK OS
does not produce a prompt for a username. In such cases, D-LINK OS only produces a prompt for a
password. D-LINK OS supports the configuring of methods after the local method is tried in the
authentication and authorization lists. The next configured method is tried only if the user is not present in
the local database.

Only if the previous method returns an error are the additional methods of authentication used (that is,
they are not used it if simply fails). If the user wishes to ensure that the authentication succeeds even if
an error is returned by all the methods, the user should specify none as the final method in the command
line.

Note: Requests sent to a RADIUS server by the switch include the username $enabx$, where x indicates
the requested privilege level. In order to ensure that enable is authenticated on RADIUS servers, the user
should add $enabx$ users to them. By doing so, the login user ID will now be sent to TACACS+ servers
for enable authentication.

The no command is used to return to the default configuration.

aaa authentication enable {default | list-name} method1 [method2...]

no aaa authentication enable {default | list-name}

Parameters

default Indicates that the listed authentication methods that follow this argument
are used as the default list of methods when higher privilege levels are
used.

list-name Indicates the string of characters of up to 15 characters in length that is
used to name the list of authentication methods that are activated when
accessing higher privilege levels.

method1...[method2...] Indicates that at least one of the following methods will be used:
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deny: This method is used to deny access.

enable: The enable password is used for authentication.

line: The line password is used for authentication.

none: No authentication is used.

radius: The list of all RADIUS servers is used for authentication.
tacacs: The list of all TACACS+ servers is used for authentication.

Default
This default is default.

Command Mode
Global Config

Example

The following example sets authentication when a user is accessing higher privilege levels.

(switch)(config)# aaa authentication enable default enable

aaa authentication login

This command is used to set authentication at login. The default and optional list names created with the
aaa authentication login command can be used with the command initially. The user can create a list by
entering the aaa authentication login list-name method command, where the list-name is any string of
characters used to name the list. The list of methods that the authentication algorithm tries is tried in the
sequence in which they are identified in the method argument.

Each successive method of authentication in the list is only used if the previous method returns an error,
not in the event that there is an authentication failure. If the user wishes to ensure that the authentication
succeeds even if an error is returned by all the methods, the user should specify none as the final
method in the command line. For example, if none is specifically indicated as an authentication method
after radius, then no authentication is used in the event that the RADIUS server is down.

The no command is used to return to the default setting.

aaa authentication login {default | list-name} method1 [method2...]

no aaa authentication login {default | list-name}

Parameters

default The default Authentication List. For telnet/SSH, the default list is
'networkList'.

list-name Indicates the string of characters of up to 15 characters in length that is
used to name the list of authentication methods that are activated when
a user logs in.

method1...[method2...] Indicates that at least one of the following methods will be used:

e enable: The enable password is used for authentication.
e line: The line password is used for authentication.
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local: The local username database is used for authentication.
none: No authentication is used.

radius: The list of all RADIUS servers is used for authentication.
tacacs: The list of all TACACS+ servers is used for authentication.

Default

e defaultList: This list only contains the method none and is used by the console.

e networkList: This list only contains the method local and is used by telnet and SSH.
Command Mode
Global Config

Example

The following is an example of the command.

(switch)(config)# aaa authentication login default radius local enable none

4-55 authorization commands

This command is used to apply a command authorization method list to an access method (such as
console, telnet, or ssh).

The no command is used to remove command authorization from a line config mode.

authorization commands {listname | default}

no authorization commands { listname | default }

Parameters

listname Select authorization for all user executed commands.
default Select to provide executed authorization.

Default

The default is None.

Command Mode

e Line console
e Line telnet
e Line SSH

Example

The following is an example of the command.

(Switching) (config)#line console
(Switching) (config-line)#authorization command list2

(Switching) (config-line)#
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(Switching) (config-line)#exit

(Switching) (config)#

4-56 aaalias-user username

Used for the local authentication of users for network access through the IEEE 802.1X feature, the
Internal Authentication Server (IAS) database is a dedicated internal database.

The aaa ias-user username command is used in the Global Config mode to add the user specified
therein to the internal user database. This command also causes the mode to be changed to the AAA
User Config mode.

The no command is used to remove the user specified therein from the internal database.

aaa ias-user username user

No aaa ias-user username user

Parameters

user Select an existing Internal Authentication Server user name.

Default

The default is None.
Command Mode
Global Config

Example

The following is an example of the command.

(Routing)#

(Routing)#configure

(Routing)(config)#aaa ias-user username client-1
(Routing)(config-aaa-ias-user)#exit
(Routing)(config)#no aaa ias-user username client-1
(Routing) (config)#

4-57 aaa session-id

This command is used in the Global Config mode in order to specify whether or not the same session-id
is to be used within a session for Authentication, Authorization, and Accounting service type.

The no command is used in the Global Config mode in order to reset the aaa session-id behavior to the
default.

aaa session-id [command | unique]

no aaa session-id [command | unique]
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Parameters

common (Optional) Indicates that the same session-id is used for all AAA Service
types.

unique (Optional) Indicates that a unique session-id is used for all AAA Service
types.

Default

This default is common.

Command Mode
Global Config

4-58 password (AAA IAS User configuration)

This command is used to specify a password for a given user in the IAS database. The optional
parameter encrypted is provided in order to indicate that the password assigned to the command is
already pre encrypted.

The no command is used to clear the password for a given user.

password [encrypted]

no password

Parameters

password Indicates the password for this level (8-64 characters in length).

encrypted (Optional) Indicates that the encrypted password is to be entered, with
that password being copied from another switch configuration.

Default

The default is None.

Command Mode
AAA IAS User Config

Example

The following is an example of the command.

(Routing)#

(Routing)#configure

(Routing)(config)#aaa ias-user username client-1
(Routing) (config-aaa-ias-User)#password clientl23
(Routing) (config-aaa-ias-User)#no password
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The following is another example of the command in which a MAC Authentication Bypass (MAB) client is
added to the Internal user database.

(Routing)#

(Routing)#configure

(Routing)(config)#aaa ias-user username 1f3ccbl157

(Routing) (config-aaa-ias-User)#password 1f3ccbl1157

(Routing) (config—aaa-ias-User)#exit

(Routing) (config)#

4-59 clear aaa ias-users

This command is used to remove all users from the IAS database.

clear aaa ias-users

Parameters

None

Default

The default is None.

Command Mode
Privileged Config

Example

The following is an example of the command.

(Routing)#
(Routing)#clear aaa ias-users
(Routing)#

4-60 show aaa ias-users

This command is used to display the configured IAS users and their attributes. The configured passwords
are not shown within the show commands output.

show aaa ias-users

Parameters

None
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Default

The default is None.

Command Mode
Privileged Config

Example

The following is an example of the command.

(Routing)#
(Routing)#show aaa ias-users

UserName

Client-1
Client-2

The IAS configuration commands shown in the output of the show running config command are shown
in the example below. The passwords shown in the output of the command are always encrypted.

aaa ias-user username client-1

password a45c74Fdf56a558a2b5ct95573cd633bac2c6c598d54497ad4c46194918F2¢c encrypted
exit

4-61 accounting

This command is used in a Line Configuration mode in order to apply the accounting method list to a line
config (console telnet/ssh).

The no command is used to remove accounting from a Line Configuration mode.

accounting {exec | commands} {default | listhame}

no accounting {exec | commands} {default | listhame}

Parameters

exec Indicates that accounting will be applied for an EXEC session.

commands Indicates that accounting will be applied for each command execution
attempt. In the event that a user is enabling accounting for the exec
mode for the current configuration type, then the user will be logged out.

default Indicates the default Accounting List.

listhame Indicates the string of characters of up to 15 characters in length that is
used to name the list.

Default

The default is None.
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Command Mode
Line Config

Example

The following is an example of the command.

(Routing)#

(Routing)#configure

(Routing)(Config)#line telnet

(Routing) (Config-telnet)#accounting exec default
(Routing) (Config-telnet)#exit

4-62 show accounting

This command is used to display the ordered methods for accounting lists.

show accounting

Parameters

None

Default

The default is None.

Command Mode
Privileged Config

Example

The following is an example of a CLI display output for the command.

(Routing)#show accounting

Number of Accounting Notifications sent at beginning of an EXEC session:
Errors when sending Accounting Notifications beginning of an EXEC session:
Number of Accounting Notifications at end of an EXEC session:

Errors when sending Accounting Notifications at end of an EXEC session:
Number of Accounting Notifications sent at beginning of a command execution:

Errors when sending Accounting Notifications at beginning of a command execution:

Number of Accounting Notifications sent at end of a command execution:
Errors when sending Accounting Notifications at end of a command execution:

O OO O O O o o

4-63 show accounting methods

This command is used to display the configured accounting method lists.

show accounting methods
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Parameters

None

Default

The default is None.

Command Mode
Privileged Config

Example

The following is an example of a CLI display output for the command.

(Routing)#show accounting methods

Acct Type Method Name Record Type Method Type
Exec dfltExecList start-stop TACACS
Commands dfltCmdsList stop-only TACACS
Commands UserCmdAudit start-stop TACACS
DOT1X dfltDotlxList start-stop radius

Line EXEC Method List Command Method List
Console dfltExecList dfltCmdsList

Telnet dfltExecList dfltCmdsList

SSH dfltExecList UserCmdAudit

4-64 show authorization methods

This command is used to display the configured authorization method lists.

show authorization methods

Parameters

None

Default

The default is None.

Command Mode
Privileged Config

Example

The following is an example of a CLI display output for the command.
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(Routing)#show authorization methods

Command Authorization Method List

dfltCmdAuthList : none
noCmdAuthList : none
Line Command Method List
Console dfltCmdAuthList
Telnet dfltCmdAuthList

SSH dfltCmdAuthList

Exec Authorization Method List

dfltExecAuthList : none
noExecAuthList : none
Line Exec Method List
Console dfltExecAuthList
Telnet dfltExecAuthList
SSH dfltExecAuthList

4-65 login authentication

This command is used to specify the login authentication method list for a line (that is, console, telnet, or
SSH). Use of the default configuration means that the default set with the aaa authentication login
command is used.

The no command is used to return to the default specified by the authentication login command.

login authentication {default | list-name}

no login authentication {default | list-name}

Parameters

default Indicates that the default list created with the aaa authentication login
command is used.

list-name Indicates that the indicated list created with the aaa authentication
login command is used.

Default

The default is None.

Command Mode
Line Config
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Example

The following is an example specifying the default authentication method for a console.

(Routing)(Config)#line console
(Routing)(Config-line)#login authentication default

User Account and Password Commands

4-66 username (Global Config)

The username command is used in the Global Config mode in order to add a new user to the local user
database. The privilege level, by default, is 1. By using the encrypted keyword, an administrator is
allowed to transfer local user passwords between devices without being required to know the passwords.
When the password parameter is used in conjunction with the encrypted parameter, the length of the
password must be exactly 128 hexadecimal characters. In the event that the password strength feature is
enabled, a check for password strength is conducted by the command, after which it returns an
appropriate error indicator if the password fails to meet the password strength criteria. Use of the optional
parameter override-complexity-check causes the password strength validation to be disabled.

The no command is used to return to the default specified by authentication login command.

username name {password password [encrypted [override-complexity-check] | level level
[encrypted [override-complexity-check]] | override-complexity-check]} | {level level [override-
complexity-check] password}

no username name

Parameters
name Indicates the name of the user, which must be 1-64 characters in length.
password password Indicates the authentication password for the user, which typically must

be 8-64 characters in length. However, this value can be zero in the
event that the no password min-length command has been executed.
Various special characters may be included in the password, including !
#SW &' ()*+,-/,<=>@[\]"_"{I}~

level level Indicates the user level, which must be anywhere from 0-15. A level 15
user may assign a level 0 value to another user in order to suspend that
user’s access. Otherwise, an access level of 1 can be entered for a non-
privileged user (switch > prompt), while an access level of 15 can be
entered to provide the highest level of privilege (switch # prompt). If the
level is not specified in instances where it is optional, then the privilege
level is set at 1.

encrypted (Optional) Indicates the encrypted password entered, with that password
being copied from another switch configuration.

override-complexity-check  (Optional) Indicates that the password strength validation is disabled.

Default

The default is None.
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Command Mode
Global Config

Example

In the following example, the user bob is configured with the password xxxyyymmmm and user level 15.

(Routing) (config)#username bob password xxxyyymmmm level 15

In the following example, the user test is configured with the password testPassword and is assigned a
user level of 1. A validation check of the password strength is not conducted.

(Routing) (config)#username test password testPassword level 1 override-complexity-
check

The following is a third example.

(Routing) (config)#username test password testtest

The following is a fourth example.

(Routing) (config)#username test password
€8d63677741431114F9e39a853al5e8Fd35ad059e2e1b49816c243d7e08152b052eafbf23b528d348cdbal
blb7ab91be842278e5e970dbfc62d16dcd13c0b864 level 1 encrypted override-complexity-check

(Routing) (config)#username test level 15 password
Enter new password: ******xx
Confirm new password: ***xxx**

The following is a fifth example.

(Routing) (config)#username test level 15 override-complexity-check password
Enter new password: ***xxx**

Confirm new password: ik

4-67 username name nopassword

This command is used to remove an existing user’s password (NULL password).

username name nopassword [level level]

Parameters
name Indicates the name of the user, which must be 1-32 characters in length.
password Indicates the authentication password for the user, which must be 8-64

characters in length.
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level level Indicates the user level. A level 15 user may assign a level 0 value to
another user in order to suspend that user’s access. The range of user
levels is 0-15.

Default

The default is None.

Command Mode
Global Config

4-68 username unlock

This command is used to allow the unlocking of a locked user account. Only a Level 15 user can
reactivate a locked user account.

username name unlock

Parameters

None

Default

The default is None.

Command Mode
Global Config

4-69 show users

This command is used to display the names and setting of the configured users. Truncated user names
will be displayed by the show users command, while the show users long command can be used to
display the complete user names. Only users with Level 15 privileges can use the show users command.
Furthermore, the SNMPV3 fields will not be displayed unless SNMP is available on the system.

show users

Parameters

None

Default

The default is None.
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Command Mode
Privileged EXEC

Display Parameters

User Name Indicates the name the given user enters in order to login using either
the serial port or Telnet.

User Access Mode Indicates whether the user is only able to view the parameters on the
switch (Level 1) or if the user can also change them (Level 15). By
factory default, a “guest” has only Level 1 access while the "admin" user
has Level 15 access.

4-70 show users long

This command is used to display the complete list of usernames configured on the switch.

show users long

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the command.

(Routing)#show users long
User Name

guest
testlllltestlllltestllllitestllll

4-71 show users accounts

This command is used to display the status of a local user with respect to user account lockout and the
age of the user’s password. The command causes truncated user names to be displayed, whereas the
show users long command can be used to display complete usernames.

show users accounts [detail]
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Parameters

detail (Optional) Display the details of local database users accounts.

Default

The default is None.
Command Mode
Privileged EXEC

Example

The following is an example of the local user database information that is displayed.

(Routing)#show users accounts

User Name Privilege Password Aging Password Expiry Date Lockout
Admin 15 -—- -—- False
Guest 1 -—- -—- False

Privilege. .. .. ... ... _..._..... 15
Password AQINg.- ... ... ... _...-. -——-
Password Expiry Date...._._.._..._..... -——-
Lockout. . .. ... ..o False
Override Complexity Check....._... Disable
Password Strength. ... .._..__._._._.._... -——-

Display Parameters

User Name Indicates the local user account’s user name.

Access Level Indicates the user's access level, with 1 indicating a non-privileged user
(switch> prompt) and 15 indicating the highest level of privilege (switch#
prompt).

Password Aging Indicates the time (in days) until the password configured for the user
expires.

Password Expiry Date Indicates the current password’s expiration date in date format.

Lockout Indicates whether or not the user account is locked out (true or false).

In the event that the “detail” keyword is included, the following additional fields will also be displayed.

Password Override Indicates the user's password override complexity check status. By
Complexity Check default, the check is disabled.
Password Strength Indicates the strength (strong or weak) of the user password. Only when

the Password Strength feature is enabled is this field displayed.
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4-72 show users login-history

This command is used to display information regarding the login history of the various users.

show users login-history [name] [long]

Parameters

name (Optional) Indicates the name of the user, which must be 1-20
characters in length.

long (Optional)Indicates the full description of the name string.

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of user login history outputs.

(Routing)#show users login-history

Login Time Username Protocol Location
Jan 19 2005 08:23:48 Bob Serial

Jan 19 2005 08:42:31 John SSH 172.16.0.1
Jan 19 2005 08:49:52 Betty Telnet 172.16.1.7

4-73 password (Line Configuration)

The password command is used in the Line Configuration mode to specify a password on a line. By
default, no password is specified.
The no command is used to remove the password on a line.

password [password]

no password

Parameters

password (Optional) Indicates the password for the given level, which must be 8-
64 characters in length.

Default

The default is None.
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Command Mode
Line Config

Example

In the following example, a password mcmxxyyy is specified on a line.
(Routing) (config-line)#password mcmxxyyy

The following is a second example of the command.
(Routing) (config-line)#password testtest

(Routing) (config-line)#password

€8d63677741431114F9e39a853a15e8Fd35ad059e2e1b49816c243d7e€08152b052eafbf23b528d348cdbal
blb7ab91be842278e5e970dbfc62d16dcd13c0b864 encrypted

(Routing) (config-line)#password
Enter new password: ****x**xx

Confirm new password: ik

4-74 password (User EXEC)

This command is used to enable a user to change the password for himself or herself only. The command
should be utilized once the existing password has grown too old. After using the command, the user
receives a prompt to enter the old password and the new password intended to replace it.

password

Parameters

None

Default

The default is None.

Command Mode
User EXEC

Example

The example that follows shows the prompt sequence provided when executing the password command.

(Routing)>password

Enter old password: ****x*xx
Enter new password: ****xxxx
Confirm new password: ik
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4-75 enable password

The enable password configuration command is used to set a local password in order to control access
to the privileged EXEC mode.

The no command is used to remove the password requirement.

enable password

no enable password

Parameters

password Indicates the password string, which must be 8-64 characters in length.

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the command.
(Routing)#enable password testtest

(Routing)#enable password

€8d63677741431114F9e39a853a15e8Fd35ad059e2e1b49816c243d7e08152b052eafbf23b528d348cdbal
blb7ab91be842278e5e970dbfc62d16dcd13c0b864 encrypted

(Routing)#enable password
Enter old password: ****x*xx
Enter new password: ****xxxx
Confirm new password: ik

4-76  passwords min-length

This command is used to enforce a minimum password length for local users, with the value used also
applying to the enable password. The range of valid values is 0-64.

The no command is used to reset the minimum password length to the default value.

passwords min-length 0-64

no passwords min-length
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Parameters

None

Default
The default is 8.

Command Mode
Global Config

4-77 passwords history

This command is used to specify the number of previous passwords that are to be stored for each user
account. When the password of a local user is changed, the user will be unable to re-use any previously
used password stored in the password history. This ensures that passwords are not re-used to frequently
by users. The range of valid values is 0-10.

The no command is used to reset the password history to the default value.

passwords history 0-10

no passwords history

Parameters

None

Default
The default is 0.

Command Mode
Global Config

4-78 passwords aging

This command is used to track the aging (in days) of local users’ passwords. When the password of user
expires, the user will then be given a prompt to change the password before logging in again. The valid
range of values is 1-365. The default value is 0, which means that password aging is not tracked.

The no command is used to reset the password aging to the default value.

passwords aging 1-365

no passwords aging

Parameters

None
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Default
The default is 0.

Command Mode
Global Config

4-79 passwords lock-out

This command is used to improve the security of the switch by locking user accounts after a certain
number of failed logins due to the entry of incorrect passwords. When a given lockout count is configured,
a user must enter the correct password within that count in order to log in. Otherwise, further switch
access will be denied to the user. A locked user account can only be reactivated by a user with Level 15
access. Password lockouts do not apply to logins attempts made from the serial console. The valid range
of values for attempts is 1-5. The default value is 0, which means that no lockout count is enforced.

The no command is used to reset the password lockout count to the default value.

passwords lock-out 1-5

no passwords lock-out

Parameters

None

Default
The default is 0.

Command Mode
Global Config

4-80 passwords strength-check

This command is used to enable the password strength feature, which is used to check the strength of a
given password during its configuration.

The no command is used set the password strength checking to the default value.

passwords strength-check

no passwords strength-check

Parameters

None
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Default
The default is Disabled.

Command Mode
Global Config

4-81 passwords strength maximum consecutive-characters

This command is used to specify the maximum number of consecutive characters to be used to ensure
password strength. The valid range of values is 0-15,with the default value being 0. Using the minimum
value of 0 means that there is no restriction placed on that set of characters.

passwords strength maximum consecutive-characters 0-15

Parameters

None

Default
The default is 0.

Command Mode
Global Config

4-82 passwords strength maximum repeated-characters

This command is used to specify the maximum number of repeated characters to be used to ensure
password strength. The valid range of values is 0-15, with the default value being 0. Using the minimum
value of 0 means that there is no restriction placed on that set of characters.

passwords strength maximum repeated -characters 0-15

Parameters

None

Default
The default is 0.

Command Mode
Global Config
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4-83 passwords strength minimum uppercase-letters

This command is used to specify the minimum number of uppercase letters that a password must contain.
The valid range of values is 0-16, with the default value being 2. Using the minimum value of O
designates no restriction placed on that set of characters.

The no command is used to reset the minimum number of uppercase letters required in a password to
the default value.

passwords strength minimum uppercase-letters 0-16

no passwords strength minimum uppercase-letters

Parameters

None

Default
The default is 2

Command Mode
Global Config

4-84 passwords strength minimum lowercase-letters

This command is used to specify the minimum number of lowercase letters that a password must contain.
The valid range of values is 0-16, with the default value being 2. Using the minimum value of 0 means
that there is no restriction placed on that set of characters.

The no command is used to reset the minimum number of lowercase letters required in a password to the
default value.

passwords strength minimum lowercase-letters 0-16

no passwords strength minimum lowercase-letters

Parameters

None

Default
The default is 2.

Command Mode
Global Config
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4-85 passwords strength minimum numeric-characters

This command is used to specify the minimum number of numeric characters that a password must
contain. The valid range of values is 0-16, with the default value being 2. Using the minimum value of O
means that there is no restriction placed on that set of characters.

The no command is used to reset the minimum number of numeric characters required in a password to
the default value.

passwords strength minimum numeric-characters 0-16

no passwords strength minimum numeric-characters

Parameters

None

Default
The default is 2.

Command Mode
Global Config

4-86 passwords strength minimum special-characters

This command is used to specify the minimum number of special characters that a password must
contain. The valid range of values is 0-16, with the default value being 2. Using the minimum value of O
means that there is no restriction placed on that set of characters.

The no command is used to reset the minimum number of special characters required in a password to
the default value.

passwords strength minimum special-characters 0-16

no passwords strength minimum special-characters

Parameters

None

Default
The default is 2.

Command Mode
Global Config
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4-87 passwords strength minimum character-classes

This command is used to specify the minimum number of characters classes that a password must
contain. The classes of characters are uppercase letters, lowercase letters, special characters, and
numeric characters. The valid range of value is 0-4, with the default value being 4.

The no command is used to reset the minimum number of classes of characters required in a password
to the default value.

passwords strength minimum character-classes 0-4

no passwords strength minimum character-classes

Parameters

None

Default
The default is 4.

Command Mode
Global Config

4-88 passwords strength exclude-keyword

This command is used when configuring the password to exclude the specified keyword. It will ensure
that the keyword is not accepted as a substring by the password in any form (for example, in between the
string, case in-sensitive, or in reverse). A maximum of up to 3 such keywords can be configured by the
user.

The no command is used to reset the restriction for the keyword specified or for all the keywords thus
configured.

passwords strength exclude-keyword [keyword]

no passwords strength exclude-keyword [keyword]

Parameters

keyword (Optional)Select the keyword to exclude, range: 2 — 64.

Default

The default is None.

Command Mode
Global Config
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4-89

This command is used to show the configured password management settings.

show passwords configuration

show passwords configuration

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the command.

(Routing)#show passwords configuration

Passwords Configuration

Minimum Password Length.. ... .. ... ... ... ....... 1
Password Aging (dayS) - - - cmmme o e e e 0
Password History. .. ... ... .. 0
Lockout Attempts. .. ... ... iaaaoa- 0
Password Strength Check. ... ... ... _ .. _._._._....... Disable
Minimum Password Uppercase Letters.........._.... 5
Minimum Password Lowercase Letters.........._.... 5
Minimum Password Numeric Characters........._.... 2
Minimum Password Special Characters........._..._. 2
Maximum Password Repeated Characters........... 1
Maximum Password Consecutive Characters........ 0
Minimum Password Character Classes............. 4
Password Exclude Keywords. ... ... ._._._.._._....... <none>

Display Parameters

Minimum Password Length

Indicates the minimum number of characters that are required when
changing passwords.

Password Aging

Indicates the period of time (in days) for which a password will be valid.

Password History

Indicates the number of passwords to be stored in order to prevent
reuse.

Lockout Attempts

Indicates the number of failed password login attempts allowed before
lockout.
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Password Strength Check

Indicates whether or not the function to comply with a strong password
configuration is enabled or not.

Minimum Password
Uppercase Letters

Indicates the minimum number of uppercase characters required when
changing passwords.

Minimum Password
Lowercase Letters

Indicates the minimum number of lowercase characters required when
changing passwords.

Minimum Password
Numeric Characters

Indicates the minimum number of numeric characters required when
changing passwords.

Minimum Password
Special Characters

Indicates the minimum number of special characters required when
changing passwords.

Maximum Password
Repeated Characters

Indicates the maximum number of repeated characters that a password
can contain when configuring passwords.

Maximum Password
Consecutive Characters

Indicates the maximum number of allowed consecutive characters when
changing passwords.

Minimum Password
Character Classes

Indicates the minimum number of character classes (lowercase,
uppercase, numeric and special) that are required when configuring
passwords.

Password Exclude-
Keywords

Indicates the set of keywords that are to be excluded from the
configured password in the event that strength checking is enabled.

4-90 show passwords result

This command is used to show information about the last password setting attempt.

show passwords result

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the command.

(Routing)# show passwords result
Last User whose password is set .................. guest

Password strength check
Last Password Set Result:

Password Successfully Configured for User "guest-.
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Display Parameters

Last User Whose
Password Is Set

Indicates the name of the user whose password was set most recently.

Password Strength Check

Indicates whether or not password strength checking is enabled.

Last Password Set Result

Indicates whether or not the preceding attempt to set a password was
successful. In the event that the attempt failed, the reason that it failed is
included.

SNMP Commands

In this section, the commands used in order to configure the Simple Network Management Protocol
(SNMP) on the switch are described. The user can configure the switch so that it acts as an SNMP agent,
which in turn allows it to communicate with SNMP managers on your network.

4-91 snmp-server

This command is used to set the name as well as the physical location of the switch, in addition to the
organization responsible for the network. The parameters name, Loc, and con may be a maximum of 255

characters in length.

Note: If you wish to clear the snmp-server, then simply enter an empty string in quotes. For example,

entering snmp-server {sysname

} will clear the system name.

snmp-server {community community | community-group community-group | contact con | enable
traps {bgp|linkmode|multiusers|stpmode]violation} | enginelD {engine-id |default} | filter filter-name |
group group-name | host ipaddr ipv6addr hostname | location Loc | sysname name | user user | v3-

host v3-host | view view}

Parameters

community community

Select the SNMP community string (1-20 characters).

community-group
community-group

Select the group name to use when mapping an internal security name
for SNMP v1 and SNMP v2.

contact con

Select a system contact up to 255 characters in length.

enable traps

Select to enable SNMP Traps.

enginelD engine-id

Select to specify the SNMP engine ID on a local drive.

filter filter-name

Select a name to specify a filter entry.

group group-name

Select a group name to configure a new SNMP group.

host ipaddr ipv6addr
hostname

Select a new recipient by entering the IPv4 or IPv6 address/hostname of
the SNMP notification host.
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location Loc Select a system location up to 255 characters in length.

sysname sysname Select a system name up to 255 characters in length.

user user Select a new SNMP v3 user on the host that can connect to the agent
(up to 30 characters).

V3-host v3-host Select a group name (up to 30 characters) to specify the recipient of the
SNMP notification.

view-name view Select a label to display the record, create or update.

Default

The default is None.

Command Mode
Global Config

4-92 snmp-server community

This command is used to add (name) a new SNMP community, and can also be used (optionally) to set
the access mode, to set the allowed IP address, and to create a view for the community.

The no command is used to remove the community name in question from the table. That is, the name
specified indicates the community name that is to be deleted.

Note: The community names listed in the SNMP Community Table must all be unique. As such when
multiple entries are made using the same community name, the first of those entries is kept and
processed, while all the duplicate entries are ignored.

snmp-server community community-name [{ro | rw | su}] [ipaddress ip-address] [view view-name]

no snmp-server community community-name

Parameters

community-name Indicates a community nhame associated with the switch, as well as with
the set of SNMP managers that manage it at a specified level of
privilege. The length of a given community-name may be a maximum of
16 case-sensitive characters.

ro|rw|su (Optional) Indicates the access mode for the SNMP community, which
can be public (Read-Only/RO), private (Read-Write/RW), or Super User
(Sv).

ipaddress ip-address (Optional) Indicates the associated community SNMP packet sending
address. It is used in conjunction with the client IP mask value in order
to specify the range of IP addresses from which the SNMP clients may
utilize that community so as to access the device. Setting a value of
0.0.0.0 will allow access from any IP address. Otherwise, this value is
added with the mask in order to specify the range of allowed client IP
addresses.

view view-name (Optional) Indicates the name of the view to be created or updated.
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Default
The default is as follows:

e public — this community has read-only permissions, a view name of Default, and provides access
via all IP addresses

e private — this community has read/write permissions, a view name of Default, and provides
access via all IP addresses

Command Mode
Global Config

4-93 snmp-server community-group

This command is used to configure a community access string such that access via the SNMPv1 and
SNMPv2c protocols is permitted.

SNMP-server community-group community-string group-name [ipaddress ipaddress]

Parameters

community-string Indicates the community that is to be created and then associated with
the group. The allowed range of characters is 1 to 20.

group-name Indicates the name of the group with which the community is associated.
The allowed range of characters is 1 to 30 characters.

ipaddress ipaddress (Optional) Indicates the IPv4 address from which the community may be
accessed.

Default

The default is None.

Command Mode
Global Config

4-94 snmp-server enable traps violation

This command is interpreted by the Port MAC locking component, which configures a violation action in
order to send an SNMP trap with a default trap frequency of 30 seconds. Using the Global command
causes the trap violation mode to be configured across all interfaces valid for port-security. There is no
global trap mode as such.

The no command is used to prevent the sending of any new violation traps.

Note: Please see “IGMP Snooping Configuration Commands” for information regarding other port
security commands.

snmp-server enable traps violation
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no snmp-server enable traps violation

Parameters

None

Default
The default is Disabled.

Command Mode

e Global Config
e Interface Config

4-95 snmp-server enable traps

This command is used to enable the switch to send out the traps for events.

The no command is used to disable the traps.

snmp-server enable traps ?

no snmp-server enable traps

Parameters

None

Default
The default is Enabled.

Command Mode
Global Config

Example

The following is an example of the command.

(Routing) (Config)#snmp-server enable

o > Press enter to
bgp- - e Press enter to
linkmode.............. Press enter to
multiusers............ Press enter to
stpmod. ... ... ........ Press enter to
violatio.............. Enable/Disable
interaces.

traps?

execute the command.

execute the command.

execute the command.

execute the command.

execute the command.

Port Security SNMP violation traps on all
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4-96 snmp-server enable traps bgp

When the bgp option is used for the “snmp-server enable traps” command described above, it enables
the two traps defined in the standard BGP MIB, RFC 4273. In that case, then in the event that an
adjacency reaches the ESTABLISHED state or in the event that a backward adjacency state transition
occurs, a trap will be sent.

snmp-server enable traps bgp state-changes limited

Parameters

state-changes limited Indicates that the standard traps defined in RFC 4273 are enabled.

Default
The default is DHCP.

Command Mode
Global Config

4-97 snmp-server enable traps linkmode

This command is used to enable Link Up/Down traps for the entire switch. In the event that they are
enabled, link traps are only sent in the event that the Link Trap flag setting for the port is also enabled.

The no command is used to disable Link Up/Down traps for the entire switch.

snmp-server enable traps linkmode

no snmp-server enable traps linkmode

Parameters

None

Default
The default is Enabled.

Command Mode
Global Config

4-98 snmp-server enable traps multiusers

This command is used to enable Multiple User traps. In the event that the traps are enabled, a Multiple
User Trap is sent whenever a user logs in to the terminal interface (EIA 232 or Telnet) and an existing
terminal interface session is already ongoing.
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The no command is used to disable Multiple User traps.

snmp-server enable traps multiusers

no snmp-server enable traps multiusers

Parameters

None

Default
The default is Enabled.

Command Mode
Global Config

4-99 snmp-server enable traps stpmode

This command is used to enable the sending of both new root traps and topology change notification
traps.

The no command is used to disable the sending of both new root traps and topology change notification
traps.

snmp-server enable traps stpmode

no snmp-server enable traps stpmode

Parameters

None

Default
The default is Enabled.

Command Mode
Global Config

4-100 snmp-server enginelD local
This command is used to configure the SNMP engine ID on a local device.
The no command is used to remove the specified engine ID.

CAUTION: If the engine ID is changed, all the SNMP configurations that exist on the box will be
invalidated.

snmp-server enginelD local {engine-id | default}
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no snmp-server enginelD local

Parameters

engine-id A hexadecimal string identifying the engine-id. The allowed range of
characters: even hexadecimal numbers from 6 to 32.

Default This parameter sets the engine-id to the default string, which is based
on the device MAC address.

Default

The enginelD is configured by default according to the device MAC address.

Command Mode
Global Config

4-101 snmp-server filter

This command is used to create a filter entry that can then be used to limit which traps will be sent to a
host.

The no command is used to remove the specified filter.

snmp-server filter filtername oid-tree {included | excluded}

no snmp-server filter

Parameters

filtername Indicates the label for the filter that is being created. The allowed range
of characters is 1 to 30 characters.

oid-tree Indicates the OID subtree that is to be included or excluded from the
filter. Subtrees may be specified numerically (1.3.6.2.4) or via keywords
(system), while asterisks can be utilized to specify a subtree in an oid-
tree family (1.3.*.4).

included Indicates that the tree in question is included in the filter.

excluded Indicates that the tree in question is excluded from the filter.

Default

By defaults, no filters are created.

Command Mode
Global Config
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4-102 snmp-server group

This command is used to create an SNMP access group.

The no command is used to remove the specified group.

snmp-server group group-name {v1 | v2c | v3 {noauth | auth | priv}} [context context-name] [read
read-view] [write write-view] [notify notify-view]

no snmp-server group group-name {v1 | v2c | v3 {noauth | auth | priv}} [context context-name]

Parameters

group-name Indicates the group name that is used when configuring communities or
users. The allowed range of characters is 1 to 30 characters.

vl Indicates that the group in question can only gain access via SNMPv1.

v2c Indicates that the group in question can only gain access via SNMPv2c.

v3 Indicates that the group in question can only gain access via SNMPv3.

noauth Indicates that the group in question can gain access only when not
using Authentication or Encryption. This is only applicable if SNMPV3 is
selected.

auth Indicates that the group in question can gain access only when using
Authentication (but not Encryption). Applicable only if SNMPv3 is
selected.

priv Indicates that the group in question can gain access only when using

both Authentication and Encryption. This is only applicable if SNMPv3 is
selected.

context context-name

(Optional) Indicates the SNMPv3 context used during access. This is
only applicable if SNMPV3 is selected.

read read-view

(Optional) Indicates the view that the group in question will use during
GET requests. The allowed range of characters is 1 to 30 characters.

write write-view

(Optional) Indicates the view that the group in question will use during
SET requests. The allowed range of characters is 1 to 30 characters.

notify notify-view

(Optional) Indicates the view that the group in question will use when
sending out traps. The allowed range of characters is 1 to 30 characters.

Default

Using the default views, generic groups are created for all versions and privileges.

Command Mode
Global Config

4-103 snmp-server host

This command is used to configure the traps to be sent to the specified host.

The no command is used to remove the specified host entry.
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snmp-server host host-addr community-string [informs [timeout seconds] [retries retries] version
{1] 2c}] [udp-port port] [filter filter-name]

no snmp-server host host-addr {traps | informs} version {1 | 2c}

Parameters

host-addr

Indicates the IPv4 or IPv6 address of the host to which the trap or inform
notification is sent.

community-string

Indicates the community string that is sent as part of the notification. The
allowable range of characters is 1 to 20 characters.

version 1 Indicates that SNMPv1 traps will be sent. This option is unavailable in
the event that informs is selected.

version 2c Indicates that SNMPv2c traps will be sent. This option is unavailable in
the event that informs is selected. By default, this option is selected.

traps Indicates that SNMP traps will be sent to the host. By default, this option
is selected.

informs (Optional) Indicates that SNMPV2 inform notifications will be sent to the

host.

timeout seconds

(Optional) Indicates the number of seconds that the system will wait for
an acknowledgment before the inform notification is resent. The default
value for this option is 15 seconds. The allowable range of time is 1 to
300 seconds.

retries retries

(Optional) Indicates the number of times that an inform notification will
be resent. The default value for this option is 3 attempts. The allowed
range of retries is 0 to 255 retries.

udp-port port

(Optional) Indicates the SNMP trap receiver port. Port 162 is set for this
purpose by default.

filter filter-name

(Optional) Indicates the filter name that is to be associated with the host
in question. Filters can be utilized to specify which traps will be sent to
the host. The allowed range of characters is 1 to 30 characters.

Default

The default is as follows: hosts are not configured.

Command Mode

Global Config

4-104 snmp-server port

This command is used to configure the UDP port number upon which requests are listened for by the

SNMP server.

The no command is used to restore the specified SNMP server listen port to its factory default value.

91



5000 Series Layer 2/3 Managed Data Center Switch CLI Reference Guide

snmp-server port 1025-65535

no snmp-server port

Parameters

None

Default
The default is 161.

Command Mode
Privileged EXEC

4-105 snmp-server trapsend
This command is used to set the UDP port that the SNMP server sends traps too.

The no command is used to send traps to the default UDP port.

snmp-server trapsend portid

no snmp-server trapsend portid

Parameters

None

Default
The default is 50505.

Command Mode
Global Config

4-106 snmp-server user
This command is used to create an SNMPV3 user to whom access to the system is granted.

The no command is used to remove the specified SNMPVv3 user.

snmp-server user username groupname [remote engineid-string] [{auth-md5 password | auth-sha
password | auth-md5-key md5-key | auth-sha-key sha-key} [priv-des password | priv-des-key des-

key]
NO snmp-Sserver user username
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Parameters

username Indicates the username under which the SNMPv3 user will connect to
the switch. The allowed range of characters is 1 to 30 characters.

groupname Indicates the name of the group to which the user belongs. The allowed

range of characters is 1 to 30 characters.

remote engineid-string

(Optional) Indicates the engine-id of the remote management station
from which the user in question will be connecting. The allowed range of
characters is 5 to 32 characters.

auth-md5 password | auth-
sha password

(Optional) Indicate the password that the user in question will use for the
authentication or encryption mechanism. The allowed range of
characters is 1 to 32 characters.

auth-md5-key md5-key

(Optional) Indicates a pregenerated MD5 authentication key. The length
of this key will be 32 characters.

auth-sha-key sha-key

(Optional) Indicates a pregenerated SHA authentication key. The length
of this key will be 48 characters

priv-des password

(Optional) Indicates the user password for authentication or encryption.
The range is 1 to 32 characters.

priv-des-key des-key

(Optional) Indicates a pregenerated DES encryption key. The length of
this key will be 32 characters if MD5 is selected, whereas it will be 48
characters if SHA is selected.

Default

The default is as follows: No users are created.

Command Mode
Global Config

4-107 snmp-server view

This command is used to create or modify an existing view entry that is being utilized by groups to
determine which objects a community or user is granted access to.

The no command is used to remove the specified view.

snmp-server view viewname [oid-tree] {included | excluded}

no snmp-server view viewname [oid-tree]

Parameters

viewname Parameter (range: 1 to 30 characters) label for the view being created.

oid-tree (Optional) Indicates the OID subtree to be included or excluded from the
view, specified numerically (1.3.6.2.4) or via keywords (system).

included Indicates the included tree.
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excluded

Indicates the excluded tree.

Default

The default is as follows: views are created to grant access to the default group.

Command Mode

Global Config

4-108 snmp-server v3-host

This command is used to configure the traps to be sent to the specified host.

snmp-server v3-host host-addr username {traps | informs [timeout seconds] [retries retries]}
{auth | noauth | priv] [udpport port] [filter filtername]}

Parameters

host-addr Indicates the IPv4 or IPv6 address of the host to which the trap or inform
notification is to be sent.

username Indicates the user (characters: 1 to 30) utilized to send a trap or inform
notification. The user in question must be associated with a group that
supports the access method and version in question.

traps Indicates that SNMP traps will be sent to the host. This option
constitutes the default option.

informs Indicates that SNMP inform notifications to be sent to hosts.

timeout seconds

Indicates the number of seconds (default: 15 sec., range: 1 to 300 sec.)
that the system will wait for an acknowledgment before the inform
notification is resent.

retries retries

Indicates the number of times (default: 3 attempts, range: 0 to 255) that
an inform notification will be resent.

auth Indicates that authentication is enabled but not encryption.

noauth Indicates that no authentication or encryption is enabled. This option is
the default option.

priv Indicates that authentication and encryption are enabled.

udpport port

Indicates the SNMP Trap receiver port (default: port 162).

filter filtername

Indicates the filter name (characters: 1 to 30) that is to be associated
with the host in question. Filters can be utilized to specify which traps
will be sent to the host.

Default

The default is as follows: views are created to grant access to the default group.

94



5000 Series Layer 2/3 Managed Data Center Switch CLI Reference Guide

Command Mode
Global Config

4-109 snmptrap source-interface

This command is used in the Global Configuration mode to configure the global source-interface (that is,
the source IP address) for all SNMP communication between the server and the SNMP client.

The no command is used in the Global Configuration mode to remove the global source-interface (that is,
the source IP selection) for all SNMP communication between the server and the SNMP client.

snmptrap source-interface {slot/port | loopback loopback-id | network | serviceport | tunnel
tunnel-id | vlan vlan-id}

no snmptrap source-interface

Parameters

slot/port Indicates the port that will be used as the source interface.

loopback loopback-id Indicates the loopback interface that will be used as the source interface
(range: 0 to 7).

tunnel tunnel-id Indicates the tunnel interface that will be used as the source interface
(range: 0to 7).

vlan vlan-id Indicates the VLAN that will be used as the source interface.

Default

The default is None.

Command Mode
Global Config

Example

The following is an example of the CLI display output for the command.
(DQS-5000-320Q28-2023) (ConfICig)#snmptrap source-interface ?

<slot/port>. .. . ... .. e Enter an Interface in slot/port format.
loopback. . . ... .. Configuration of Loopbck Interface.
network. .. ... Use network source IP address.
Serviceport. .. ... aaaaa Use serviceport source IP address.
tunnel . eaaaa- Configure IPv6 Tunnel.

vian. .. eeaaaaa Configuration of VLAN Interface.

4-110 show snmp
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This command is used to show the current SNMP configuration.

show snmp

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.

(Routing)#show snmp

Community-String

Traps are enabled.

Community-Access View Name
Read Only Default
Group Name IP Address

Defaul tRead All

Authentication trap is enabled.

Version 1,2 notifications

Target Address Type Community Version UDP
Port

192.168.1.10 Trap D-Link 2

Version 3 notifications

Target Address Type Username Security UDP

Inform D-Link

192.168.1.20

Level

Auth-NoP 162

System Contact: D-Link_ Support

System Location: 2F

Display Parameters

IP Address

Filter
name

Filter
name

Retries

Community String

Indicates the community string for the entry that is to be used by the
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SNMPv1 and SNMPV2 protocols to access the switch.

Community Access

Indicates the access type that the community has:
e Read only
e Read write

e su
View Name Indicates the name given to this community.
IP Address Indicates that access to this community is limited to the given IP

address.

Community String

Indicates the community that this mapping configures.

Group Name

Indicates the group that this community is assigned to.

IP Address

Indicates the IP address that this community is limited to.

Target Address

Indicates the address of the host to which traps will be sent.

Type

Indicates the type of message that will be sent, either traps or inform
notifications.

Community Indicates the community to which traps will be sent.

Version Indicates the version of SNMP that the trap will be sent as.

UDP Port Indicates the UDP port to which the trap or inform notification will be
sent.

Filter name Indicates the filter by which the traps will be limited for this host.

TO Sec Indicates the number of seconds before the inform notifications will time
out when sent to this host.

Retries Indicates the number of times that inform natifications will be sent after

timing out.

Target Address

Indicates the address of the host to which traps will be sent.

Type

Indicates the type of message that will be sent, either traps or inform
notifications.

Username

Indicates the name to which this host has view access.

Security Level

Indicates the security level granted to this host.

UDP Port Indicates the UDP port to which the trap or inform notification will be
sent.

Filter name Indicates the filter by which the traps will be limited for this host.

TO Sec Indicates the number of seconds before the inform notifications will time
out when sent to this host.

Retries Indicates the number of times that inform notifications will be sent after

timing out.

4-111 show snmp enginelD

This command is used to show the currently configured SNMP enginelD.
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show snmp enginelD

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.

(Routing)#show snmp engineid

Local SNMP enginelD: 800000ab0300a0c9000001

Display Parameters

Local SNMP EnginelD Indicates the current configuration for the displayed SNMP enginelD.

4-112 show snmp filters

This command is used to show the configured filters that are used when sending traps.

show snmp filters [filtername]

Parameters

filtername (Optional) Select the SNMP filter name to display its configuration.

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.
(Routing)#show snmp filters

Name OID Tree Type
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Test
Test2

enterprises.937
enterprises.259

Included
Excluded

Display Parameters

Name Indicates the filter name for the given entry.
OID Tree Indicates the OID tree that the given entry will include or exclude.
Type Indicates whether or not the given entry includes or excludes the OID

tree.

4-113 show snmp group

This command is used to show the configured groups.

show snmp group [groupname]

Parameters

groupname

(Optional) Select the SNMP group name to display its configuration.

Default

The default is None.

Command Mode

Privileged EXEC

Example

The following is an example of the CLI display output for the command.

(Routing)#show snmp group

Name

D-LINK
Defaul tRead
Defaul tRead
Defaul tRead
Defaul tRead
Defaul tRead
Defaul tSuper
Defaul tSuper
Defaul tSuper
DefaultWrite
DefaultWrite

Context Security Security

Prefix

Model

Level

NoAuth-NoPriv
NoAuth-NoPriv
NoAuth-NoPriv
NoAuth-NoPriv
Auth-NoPriv
Auth-Priv
NoAuth-NoPriv
NoAuth-NoPriv
NoAuth-NoPriv
NoAuth-NoPriv
NoAuth-NoPriv

Read
View
Default
Default
Default
Default
Default
Default
DefaultSuper DefaultSuper
DefaultSuper DefaultSuper
DefaultSuper DefaultSuper
Default Default
Default Default

Default
Default
Default
Default
Default
DefaultSuper
DefaultSuper
DefaultSuper
Default
Default
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DefaultWrite " V3 NoAuth-NoPriv  Default Default Default
DefaultWrite " V3 Auth-NoPriv Default Default Default
DefaultWrite " V3 Auth-Priv Default Default Default

Display Parameters

Name Indicates the name of the group.

Context Prefix Indicates a defined prefix to apply to the context.

Security Model Indicates which protocol is allowed to access the system via the given
group.

Security Level Indicates the security level assigned to this group.

Read View Indicates the view to which this group provides read access.

Write View Indicates the view to which this group provides write access.

Notify View Indicates the view to which this group provides trap access.

4-114 show snmp-server

This command is used to show the current SNMP server user configuration.

show snmp-server

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.

(Routing)#show snmp-server

SNMP Server Port. . ... ... . .. e 161
SNMP Trap Send Port. .. ... ... . oo aaaaann 162
Net-SNMP Proxy Mode. ... ... ..o e e aeeaaaaan Enable

Display Parameters

SNMP Server Port SNMP server listening port.
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SNMP Trap Send Port SNMP trap listening port.

Net-SNMP Proxy Mode The SNMP proxy mode.

4-115 show snmp user

This command is used to show the currently configured SNMPv3 users.

show snmp user [username]

Parameters

username (Optional) Enter the user account of an existing user.

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.
(Routing) (Routing) (Config)#show snmp user

Name Group Name Auth Meth Priv Meth Remote Engine 1D

Test D-Link 800000ab0300a0c9000001
Testl D-Link SHA DES 800000ab0300a0c9000001
Display Parameters

Name Indicates the name of the user.

Group Name

Indicates the group that defines the SNMPv3 access parameters.

Auth Method

Indicates the authentication algorithm configured for the given user.

Privilege Method

Indicates the encryption algorithm configured for the given user.

Remote Engine ID

Indicates the enginelD for the user that is defined on the client machine.

4-116 show snmp views

This command is used to show the currently configured views.
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show snmp views [viewname]

Parameters

viewname (Optional) Select the SNMP view name to display its configuration.

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.

(Routing)#show snmp views

Name OID Tree Type

Default iso Included
Default snmpVacmMI1B Excluded
Default usmUser Excluded
Default snmpCommunityTable Excluded
Defaul tSuper iSO Included

Display Parameters

Name Indicates the view name for the given entry.

OID Tree Indicates the OID tree that the given entry will include or exclude.

Type Indicates whether or not the given entry includes or excludes the OID
tree.

4-117 show trapflags

This command is used to show the trap conditions. The display for the command shows all of the enabled
trapflags. By enabling or disabling the trap condition, the user can configure which traps the switch should
generate. In the event that a trap condition is enabled and is detected, the trap is sent by the SNMP agent
on the switch to all enabled trap receivers. It is not necessary for the user to reset the switch in order to
implement any changes. Both cold and warm start traps are continuously generated, and these traps
cannot be disabled.

show trapflags
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Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.
(Routing)#show trapflags

Authentication Flag.- ... ... .. .. ... ... ._._.... Enable
Link Up/Down Flag- .. ... ... i Enable
Multiple Users Flag. - ... ... .. .. ... ..... Enable
Spanning Tree Flag.- .- ... .. ... ... ..... Enable
ACL TraPS- - oo i o i i e e e e Disable
2] N o= o Disable
DVMRP TrapPS - - o o o e oo e e e f e e e e e Disable
OSPFV2 trapPS - -« o o e e e e e Disable
e 1 N = o Disable
OSPFV3 TrapPS - -« oo e e e e e e e e e Disable
Power Supply Module state trap..--...._.._._.._._._..... Enable
Temperature trap.- - - .. .o a i Enable
= 1 T o = o Enable
FIP SnoOpINg TrapS- - - oo oo oo i i oo e e e e ii e e m Enable

Display Parameters

Authentication Flag This parameter indicates whether or not authentication failure traps will
be sent. It can be either enabled or disabled (factory default: enabled).

Link Up/Down Flag This parameter indicates whether or not link status traps will be sent. It
can be either enabled or disabled (factory default: enabled).

Multiple Users Flag This parameter indicates whether or not a trap will be sent when the
same user ID is logged into the switch more than once at the same time
(either through Telnet or the serial port). It can be either enabled or
disabled (factory default: enabled).

Spanning Tree Flag This parameter indicates whether or not spanning tree traps are sent. It
can be either enabled or disabled (factory default: enabled).

ACL Traps This parameter indicates whether or not ACL traps are sent. It can be
either enabled or disabled (factory default: disabled).

BGP Traps This parameter indicates whether or not BGP4 traps are sent. It can be
either enabled or disabled (factory default: disabled).. (It should be
noted that this field only appears on systems on which the BGPv4
software package is installed.)

DVMRP Traps This parameter indicates whether or not DVMRP traps are sent. It can
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be either enabled or disabled (factory default: disabled). In the event
that any of the trap flags are not enabled, the command display will
show disabled. Otherwise, the command shows the information for all
the enabled traps.

OSPFv2 Traps

This parameter indicates whether or not OSPFv2 traps are sent. It can
be either enabled or disabled (factory default: disabled). In the event
that any of the OSPF trap flags are not enabled, the command display
will show disabled. Otherwise, the command shows the information for
all the enabled OSPF traps.

PIM Traps

This parameter indicates whether or not PIM traps are sent. It can be
either enabled or disabled (factory default: disabled). In the event that
any of the trap flags are not enabled, the command display will show
disabled. Otherwise, the command shows the information for all the
enabled traps.

OSPFv3 Traps

This parameter indicates whether or not OSPFv3 traps are sent. It can
be either enabled or disabled (factory default: disabled). In the event
that any of the trap flags are not enabled, the command display will
show disabled. Otherwise, the command shows the information for all
the enabled traps.

Power Supply Module
State trap

This parameter indicates whether or not Power Supply Module State
traps are sent. It can be either enabled or disabled (factory default:
disabled). In the event that any of the trap flags are not enabled, the
command display will show disabled. Otherwise, the command shows
the information for all the enabled traps.

Temperature trap

This parameter indicates whether or not Temperature traps are sent. It
can be either enabled or disabled (factory default: disabled). In the event
that any of the trap flags are not enabled, the command display will
show disabled. Otherwise, the command shows the information for all
the enabled traps.

Fan trap

This parameter indicates whether or not Fan traps are sent. It can be
either enabled or disabled (factory default: disabled). In the event that
any of the trap flags are not enabled, the command display will show
disabled. Otherwise, the command shows the information for all the
enabled traps.

FIP snooping Traps

This parameter indicates whether or not FIP traps are sent. It can be
either enabled or disabled (factory default: disabled). In the event that
any of the trap flags are not enabled, the command display will show
disabled. Otherwise, the command shows the information for all the
enabled traps.

4-118 show snmp source-interface

The show snmp source-interface command is used in the Global Config mode to show the details of
the configured global source interface used for an SNMP client. The IP address for the interface that has
been selected is used as the source IP address for all communications with the server.

show snmp source-interface
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Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.

(Routing)#show snmp source-interface

SNMP trap Client Source Interface......._..__.__._.... serviceport
SNMP trap Client Source IPv4 Address............. 192.168.0.1 [Up]
SNMP trap Client Source IPv6 Address............. fe80::2a0:coff:fe00:0 [Up]

RADIUS Commands

In this section, the commands used to configure the switch so that it can use a Remote Authentication
Dial-In User Service (RADIUS) server on your network for the purposes of authentication and accounting
are described.

4-119 aaa server radius dynamic-author

This command is used to enable Change of Authorization (CoA) functionality and in order to enter the
dynamic authorization local server configuration mode.

The no command is used to disable CoA functionality.

aaa server radius dynamic-author

no aaa server radius dynamic-author

Parameters

None

Default

The default is None.

Command Mode
Global Config

Example

(Routing)#configure
(Routing)(Config)#aaa server radius dynamic-author
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(Routing) (Config-radius-da)#

(Routing)#configure

(Routing)(Config)#no aaa server radius dynamic-author

4-120 auth type

This command is used to specify the type of authorization that will be used by the device for RADIUS
clients in order to be granted authorization. The given client must match the configured attribute.

The no command is used to reset the type of authorization that will be used by the device for RADIUS

clients.

auth type {any | all | session-key}

no auth type

Parameters

any Select any CoA client authentication types. Authentication attributes
must match to allow authentication.

all Select all CoA client authentication types. Authentication attributes must
match to allow authentication.

Session-key Select the session-key to match to authorize authentication.

Default

The default is All.

Command Mode

Dynamic Authorization

Example

(Routing) (Config-radius-da)#auth type all

(Routing) (Config-radius-da)#no auth type

4-121 authorization network radius

This command is used to enable the switch to accept VLAN assignments from the RADIUS server.

The no command is used to disable the switch’s ability to accept VLAN assignments from the RADIUS

server.

authorization network radius
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no authorization network radius

Parameters

None

Default
The default is Disabled.

Command Mode
Global Config

4-122 clear radius dynamic-author statistics

This command is used to clear RADIUS dynamic authorization counters.

clear radius dynamic-author statistics

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following provides an example of the command.

(Routing)#clear radius dynamic-author statistics
Are you sure you want to clear statistics? (y/n) y

Statistics cleared.

4-123 client

This command is used to specify the IP address or hostname of the AAA server client. To configure the
server key at the client level, the optional server key keyword and string argument are used.

The no command is used to remove the configured Dynamic Authorization client in the device, as well as
the key associated with that client.
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client {ip-address} [server-key [0 | 7] key-string]

no client { ip-address | hostame }

Parameters

ip-address Select the IP address of the DAC to configure.

Server-key (Optional) Select the shared secret string to verify client COA requests
for the server.

Default

The default is None.

Command Mode

Dynamic Authorization

Example
(Routing) (Config-radius-da)#client 10.0.0.1 server-key 7 devicel

(Routing)(Config-radius-da)#no client 10.0.0.1

4-124 debug aaa coa

This command is used to show Dynamic Authorization Server processing debug information.

debug aaa coa

Parameters

None

Default

The default is None.

Command Mode
Priviledged EXEC

4-125 debug aaa pod

This command is used to show messages related to packet of disconnect (POD) packets. To disable
debugging output, use the no form of this command.

debug aaa pod

no debug aaa pod
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Default
The default is Disabled.

Command Mode
Privileged EXEC

4-126 radius server attribute 4

This command is used to specify the RADIUS client that will use the NAS-IP-Address attribute in the
event of RADIUS requests. If a given IP address is specified when this attribute is enabled, the RADIUS
client will use that IP address when sending the NAS-IP-Address attribute in RADIUS communications.
The no command is used to disable the NAS-IP-Address attribute global parameter for RADIUS clients.
The RADIUS client will not send the NAS-IP-Address attribute along with RADIUS requests when this
parameter is disabled.

radius server attribute 4 [ipaddr]

no radius server attribute 4 [ipaddr]

Parameters

4 NAS-IP-Address attribute to be used in RADIUS requests.
ipaddr (Optional) The IP address of the server.

Default

The default is None.

Command Mode
Global Config

Example

The following provides an example of the command.

(Routing)(Config)#radius server attribute 4 192.168.37.60
(Routing) (Config)#

4-127 radius server host

This command is used to configure the IP address or DNS name that is to be used when communicating
with the RADIUS server for the selected server type. When configuring the DNS name or IP address for
authenticating or accounting servers, the user can also configure the server name and port number. In
the event that the no names are indicating when configuring the authenticating and accounting servers,
the command will use Default RADIUS_Auth_Server and Default. RADIUS_Acct_Server, respectively, as
the default names. The same name can be used in configuring more than one authenticating server,
whereas the names used for accounting servers should be unigue. The configuration of a maximum of 32
authenticating and accounting servers are allowed by the RADIUS client.
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If the auth parameter is used, the command will configure the IP address or hostname that will be used to
connect to a RADIUS authentication server. Up to 3 servers per RADIUS client can be configured. If three
servers have already been configured, the command will fail until the user removes one of those servers
by utilizing the “no” form of the command. If the optional port parameter is used, the command will
configure the UDP port number that will be used to connect to the configured RADIUS server (port
number range: 1 - 65535; default value: 1812).

Note: Set the port parameter to 1812 in order to reconfigure a RADIUS authentication server so that the
default UDP port will be used.

If the acct token is used, the command will configure the IP address or hostname that will be used for the
RADIUS accounting server. Only one accounting server can be configured, so if one accounting server is
already configured, the “no” form of the command must be used to remove that server from the
configuration before configuring another one. In doing so, the IP address or hostname that is specified
must match that of an accounting server that was previously configured. If the optional part parameter is
used, the command will configure the UDP port that will be used when connecting to the RADIUS
accounting server. In the event that a port is currently configured for the accounting server, the newly
specified port will replace the currently configured port (allowed port number range: 0 - 65535; default
value: 1813).

Note: Set the port parameter to 1813 in order to reconfigure a RADIUS accounting server so that the
default UDP port will be used.

To delete a configured server entry from the list of configured RADIUS servers, use the no version of this
command. In the event that the RADIUS authenticating server that is being removed is the active server
among those servers that are identified under the same server name, then another server will be selected
by the RADIUS client for the purpose of making RADIUS transactions. In the event that the ‘auth’ token is
used, the RADIUS authentication server that was previously configured will be removed from the
configuration. Similarly, in the event that the ‘acct' token is used, the RADIUS accounting server that was
previously configured will be removed from the configuration. The ipaddr/dnsname parameter has to
match the DNS name or the IP address of the previously configured RADIUS authentication / accounting
server.

radius server host {auth | acct} {ipaddr | dnsname} [name servername] [port 0-65535]

no radius server host {auth | acct} } {ipaddr | dnsname}

Parameters

acct Select IP address or hostname of the RADIUS accounting server to
configure.

auth Select IP address or hostname of the RADIUS authentication server to
configure.

ipaddr Indicates the IP address of the server.

dnsname Indicates the DNS name of the server.

name servername (Optional) Indicates the port number that will be used to connect to the
specified RADIUS server.

port 0-65535 (Optional) Indicates the alias name used to identify the server.

Default

The default is None.
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Command Mode
Global Config

Example

The following provides an example of the command.

(Routing)(Config)#radius server host acct 192.168.37.60

(Routing)(Config)#radius server host acct 192.168.37.60 port 1813

(Routing) (Config)#radius server host auth 192.168.37.60 name Networkl RS port 1813
(Routing)(Config)#wadius server host acct 192.168.37.60 name Network2 RS
(Routing)(Config)#no radius server host acct 192.168.37.60

4-128 radius server key

This command is used to configure the key that will be used for RADIUS client communications with the
specified server. The shared secret is configured for either the RADIUS authentication or the RADIUS
accounting server depending on whether the ‘auth’ or 'acct’ token is used. Either way, the IP address or
hostname provided must match that of a previously configured server. Upon this command’s execution,
the secret is prompted.

The text-based configuration allows the RADIUS server’s secrets to be supported in both encrypted and
non-encrypted formats. When the configuration is saved, these secret keys are stored solely in the
encrypted format. If the user wishes to enter the key in the encrypted format, the key must be entered
along with the encrypted keyword. Furthermore, these secret keys are displayed in the encrypted format
in the show running config command’s display, while these keys cannot be shown in plain text format.

Note: The secret must consist of an alphanumeric value that does not exceed 16 characters.

radius server key {auth | acct} {ipaddr | dnsname} encrypted password

Parameters

acct Select the valid IP address or hostname of the RADIUS accounting
server to configure the shared secret key.

auth Select the valid IP address or hostname of the RADIUS authorization
server to configure the shared secret key.

ipaddr Indicates the IP address of the server.

dnsmane Indicates the DNS name of the server.

password Indicateshe password in the encrypted format.

Default

The default is None.

Command Mode
Global Config

Example

The following provides an example of the CLI command.
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(Routing)(Config)#radius server key acct 10.240.4.10 encrypted encrypt-string

4-129 radius server msgauth

This command is used to enable the use of the message authenticator attribute by the specified RADIUS
Authenticating server.

The no command is used to disable the use of the message authenticator attribute by the specified
RADIUS Authenticating server.

radius server msgauth {ipaddr | dnsname}

no radius server msgauth {ipaddr | dnsname}

Parameters

ipaddr Indicates the IP address of the server.
dnsmane Indicates the DNS name of the server.
Default

The default is None.

Command Mode
Global Config

4-130 radius server primary

This command is used to specify the configured server that will serve as the primary server among a
group of servers that share the same server name. It should be noted, however, that multiple such
primary servers can be configured for any group of servers that share the same name. The RADIUS client
will, by default, use the primary server that has the specified server name in the event that the client is
asked to perform transactions with an authenticating RADIUS server of a specified name. The RADIUS
client will only use the backup servers configured with the same server name if it fails to communicate
with the primary server for any reason. Such backup servers are identified as secondary servers.

radius server primary {ipaddr | dnsname}

Parameters

ipaddr Indicates the IP address of the server.
dnsmane Indicates the DNS name of the server.
Default

The default is None.
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Command Mode
Global Config

4-131 radius server retransmit

This command is used to configure the RADIUS client global parameters specifying the allotted number
of times a message is transmitted when an unsuccessful RADIUS authentication event occurs. Once the
allotted number is reached and a response is not achieved, the client no longer communicates with other
servers.

radius server retransmit retries

no radius server retransmit

Parameters

retries Indicates the maximum number of transmission attempts that will be
made (range: 1 - 15).

Default

The default is 4 attempts.

Command Mode
Global Config

4-132 radius source-interface

This command is used to specify the physical or logical interface that will be used as the RADIUS client
source interface (i.e., the source IP address). The address configured as the source interface will be used
for all RADIUS communications between the RADIUS client and the RADIUS server. More specifically,
the source-interface IP address selected will be used to fill the IP header of RADIUS management
protocol packets. This in turn allows security devices (such as firewalls) to identify the source packets
sent by the specific switch.

If no source-interface is specified, the primary IP address for the outbound (originating) interface will be
used as the source address. In the event that the configured interface is down, the RADIUS client will
revert back to its default behavior.

The no command is used to reset the RADIUS source interface back to the default settings.

radius source-interface {slot/port | loopback loopback-id | vlan vian- id | network | serviceport }

no radius source-interface
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Parameters

slot/port Indicates the specific port that will be used as the source interface.

loopback loopback-id Indicates the specific loopback interface that will be used as the source
interface (range for the loopback ID: 0 to 7).

vlan vlan-id Indicates the specific VLAN that will be used as the source interface.

Network Indicates the network port as the source interface.

Serviceport Indicates the serviceport as the source interface.

Default

The default is None.

Command Mode
Global Config

4-133 radius server timeout

This command is used to configure the global parameter for the RADIUS client that defines the timeout
value (in seconds) after which retransmission of a request to the RADIUS server must occur if no
response has been received. The timeout value must consist of an integer within the range of 1 to 30.

The no command is used to reset the timeout global parameter back to the default value.

radius server timeout seconds

no radius server timeout

Parameters

seconds Select the integer (range: 1 — 30) to define the RADIUS server timeout
value.

Default

The default is 5.

Command Mode
Global Config

4-134 server-key

This command is used to configure a global shared secret that will then be used for all dynamic
authorization clients for which no individual shared secret key is configured.

The no command is used to remove the configured secret.
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server-key [0 | 7] key-string

no server-key

Parameters

0 Indicates that an unencrypted key is to be entered.

7 Indicates that an encrypted key is to be entered.

key-string Indicates the shared secret string. For an unencrypted key, the
maximum length is 128 characters, while for an encrypted key, the
maximum length is 256 characters. The secret string will override the
global setting for the given client only. The string should be enclosed in
quotes in order to use special characters or embedded blanks.

Default

The default is None.

Command Mode

Dynamic Authorization

Example
(Routing) (Config-radius-da)#server-key encrypted mydevice

(Routing) (Config-radius-da)#no server-key

4-135 show radius servers

This command is used to display the authentication parameters.

show radius servers {ipaddr | name hostname}

Parameters

ipaddr Select a valid IP address of the RADIUS server to display its
configuration settings.

hostname Select a valid hostname of the RADIUS server to display its
configuration settings.

Default

Not applicable.

Command Mode
User EXEC
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Example

(Routing)#show radius servers name Default-RADIUS-Server

RADIUS Server Name. . ... ... i i eeecm e aceeem e e caemeannn- CoA-Server-1
Current Server IP Address. ... ... .. 1.1.1.1
Number of Retransmits. ... ... ... a e e 3

TEIMEOUTt DUFratlioN. . ...ttt it i e e e e eeeeaeaeaeacaeaeaaanaennn 15
Deadtime. - . e 0]

0 3799
SOUNCE P . . i e e aeaeeeeaeaeeaaaaaaaaaa- 10.27.9.99
RADIUS Accounting Mode. . . ..o it e e e e aee e caaaaaaan Disabled
Secret Configured. ... ... . it e e e e e Yes
Message Authenticator. . . . .. i eei e Enable
Number of CoA Requests Receilved. ... ... ... ioocoooa-- 203

Number of CoA ACK Responses Sent. ... ... ... i aeaaaaanan- 111

Number of CoA NAK Responses Sent. . ... .. ... i oiaaaaaan- 37

Number of Coa Requests lIgnored. .. ... ... oiioaeaann- 55

Number of CoA Missing/Unsupported Attribute Requests............. 18

Number of CoA Session Context Not Found Requests............_...... 5

Number of CoA Invalid Attribute Value Requests......_._.._.__..__._.... 11

Number of Administratively Prohibited Requests......_._._.._._.._._._.... 3

4-136 show radius

This command is used to show the values that have been configured for the global parameters of the
RADIUS client.

show radius

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following shows example CLI display output for the command.
(Routing) #show radius

Number of Configured Authentication Servers......... 32
Number of Configured Accounting Servers............. 32
Number of Named Authentication Server Groups........ 15
Number of Named Accounting Server Groups............ 3
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Number of Retransmits. ... ... ... oo oeaaaaaaaan 4

Time DUratlion. . .. ..o i e e e e e e e aeeacaaaann 10

RADIUS Accounting Mode. ... ... ..o i iieaaaan Disable
RADIUS Attribute 4 Mode. .. ... i eceaaaaas Enable

RADIUS Attribute 4 Value. . ... ... . ... iiiaaaaaaan 192.168.37.60

4-137 show radius servers

This command is used to show the summary and details for the RADIUS authenticating servers that have
been configured for the RADIUS client.

show radius servers [{ipaddr | dnsname | name [servername]}]

Parameters

ipaddr (Optional) Indicates the IP address of the authenticating server.
dnsname (Optional) Indicates the DNS name of the authenticating server.
servername (Optional) Indicates the alias name used to identify the server.
Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.

(Routing)#show radius servers

Current Host Address Server Name Port Type

* 192.168.37.200 Networkl RADIUS Server 1813 Primary
192.168.37.201 Network2 RADIUS Server 1813 Secondary
192.168.37.202 Network3 RADIUS_ Server 1813 Primary
192.168.37.203 Network4 RADIUS Server 1813 Secondary

(Routing)#show radius servers name

Current Host Address Server Name Type
192.168.37.200 Networkl RADIUS_ Server Secondary
192.168.37.201 Network2 RADIUS_Server Primary
192.168.37.202 Network3 RADIUS_Server Secondary
192.168.37.203 Network4 RADIUS_ Server Primary
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(Routing)#show radius servers name Default RADIUS Server

Server Name. . ..o e i e e e e e e ea e Default_RADIUS_ Server
HOSt AdAressS. - - oo i e ia e e ceeaaaaan 192.168.37.58

Secret Configured. ... ... ... i No

Message Authenticator........ ... ..o oeeaaaaann Enable

Number of Retransmits. ... ... . ..o oauaaaaann 4

Time duration. ... .. 10

RADIUS Accounting Mode. ... ... ... .o oeaanaan Disable

RADIUS Attribute 4 Mode. ... ... oo oaaaaaann Enable

RAIDUS Attribute 4 Value.. ... ... .. . .. . .. .o ...-. 192.168.37.60

(Routing)#show radius servers 192.168.37.58

Server Name. - ... e eaaaaaan Default_RADIUS_ Server
HOosSt Address. - - ... i e i i 192.168.37.58

Secret Configured. . .. ... .. ... i .--.-.. No

Message Authenticator.. .. ... ... .. ... ... ._._._..-.... Enable

Number of Retransmits. ... .. .. ... ..o oooomaan-- 4

Time duratlion. . ... ... ...t eaeaeaeaeanann 10

RADIUS Accounting Mode. ... ... ... . oo oeaanaan Disable

RADIUS Attribute 4 Mode. .. ... ... ... .. .. ... .. ..... Enable

RAIDUS Attribute 4 Value.......... ... .. .. ........ 192.168.37.60

4-138 show radius accounting
This command is used to show a summary of the configured RADIUS accounting servers.

If no parameters are specified, then only the details of the accounting mode and the RADIUS accounting
server will be displayed.

show radius accounting name [servername]

Parameters

servername (Optional) Indicates the alias name used to identify the server.

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.
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(Routing)#show radius accounting name

Host Address Server Name Port Secret Configured
192.168.37.200 Networkl RADIUS Server 1813 Yes
192.168.37.201 Network2 RADIUS Server 1813 No

192.168.37.202 Network3 RADIUS_ Server 1813 Yes
192.168.37.203 Network4 RADIUS Server 1813 No

(Routing) #show radius accounting name Default Radius_Server

Server Name. - ... e eaaaaaan Default_RADIUS_ Server
HOosSt Address. - - ... i e i i 192.168.37.200

RADIUS Accounting Mode. . ... ... .. .. ... ._._._...-. Disable

0 1813

Secret Configured. ... ... ... i Yes

4-139 show radius statistics

This command is used to show the summary statistics for the configured RADIUS Authenticating servers.

show radius statistics {ipaddr | dnsname | name [servername]}

Parameters

ipaddr Indicates the IP address of the server.

dnsname Indicates the DNS name of the server.

servername (Optional) Indicates the alias name used to identify the server.
Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.
(Routing)#show radius accounting statistics 192.168.37.200

RADIUS Accounting Server Name. ... ....c.cceeoaaa-n Default_RADIUS_Server
HOSt AdAressS. - - oot e i e e e eeeaaaaan 192.168.37.200

Round Trip TEME. .o oo i e i e e cec e cmcaeaaaaaan 0.00

ReqUESTES. - - oot e e e e aaaaaaan 0

RETransSmMiISSIONS . - - oo oo i e d i e e 0

RESPONSES . - - it e e e e 0

Malformed Responses. . . ... iic oo e e e ee e 0
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Bad Authenticators. ... ... ... o ieooa e aiaaaaaann 0
Pending Requests. . . ... i m e e a e aeaaaaan 0
TEMEOUES. - o o i e 0
Unknown TypPeS. ..o e e e e e e 0
Packets Dropped. . ... i i a e 0

(Routing)#show radius statistics name Default RADIUS_ Server

RADIUS Accounting Server Name. ... ... ... . ._._._...-. Default_RADIUS_ Server
Host Address. - . ..o ia e e e 192.168.37.200
Round Trip TEMe. - o .o i ce e aae e e 0.00

Requests. - - ... eaaaaa- 0
RetransSmiSSIONS - - - - oo oot e i e e 0

REeSPONSEeS . - - o e eaaeaaa- 0

Malformed Responses. - ... ... oo 0

Bad Authenticators. ... ... ... . oo aaaaaaaann 0

Pending Requests. - .. ... .. i 0

TEMEOUES. - - - i i e m e 0

Unknown TypesS. - - ..o eae e 0

Packets Dropped. - - ... i iaiaa-a 0

4-140 show radius source-interface

The show radius source-interface command is used in the Privileged EXEC mode to show the details
of the configured global source interface used for a RADIUS client. The IP address for the interface that
has been selected is used as the source IP address for all communications with the server.

show radius source-interface

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.

(Routing)#show radius source-interface

RADIUS Client Source Interface...... .. .. ......... 0/2
RADIUS Client Source IPv4 Address.. ... ... ... ..... 192.168.2.20 [Up]

120



5000 Series Layer 2/3 Managed Data Center Switch CLI Reference Guide

4-141 show radius statistics

This command is used to show the summary statistics for the configured RADIUS Authenticating servers.

show radius statistics {ipaddr | dnsname | name [servername]}

Parameters

ipaddr Indicates the IP address of the server.

dnsname Indicates the DNS name of the server.

servername (Optional) Indicates the alias name used to identify the server.
Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.
(Routing)#show radius statistics 192.168.37.200

RADIUS Server Name. . ... ... oo e e ia e Default_RADIUS_ Server
Server Host Address. . .. ... iia e e e aaa 192.168.37.200
Access Requests. . ... ... aieiaaaaaa 0.00

Access RetransmiSSIONS. - - - oo i i i o e e i e e m - 0

ACCESS ACCEPES. - - o i e eeeaeaaaaa 0

Access RejJeCcts. .. ..o 0

Access Challenges. - . ... ..o o.-- 0

Malformed Access Responses. .. ... ... ... ... ... 0

Bad Authenticators. ... ... ... . oo aaaaaaaaann 0

Pending Requests. - .. ... ... i 0

TEMEOUES. - - - i i e m e 0

Unknown TypesS. - ... eae e 0

Packets Dropped. - - ... iiiaiao-a 0

(Routing)#show radius statistics name Default RADIUS Server

RADIUS Server Name. .. ..o o e cee e e e aeaaaaan Default_RADIUS_ Server
Server Host Address. . . ..o i it iee e e e aaae s 192.168.37.200
ACCeSS RequestS. - ..o i e e e e 0.00

Access RetransmiSSIONS. & - oo uc oo i e e e e e aemm - 0

ACCESS ACCEPTES. - o i it i e e e e e e 0

Access RejJeCcts. .. ..o 0

Access Challenges. .. ... .. i i--..-. 0
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Malformed Access ResSponses. ... ..o oeceaaaaann 0
Bad Authenticators. ... ... ... oo iaeo e ciiaaaaann 0
Pending Requests. . . ...t m e e e e aeeaaaan 0
TEMEOUES. - - i e eaeeeaaaa 0
Unknown TypeS. ..o e e eeecaea e 0
Packets Dropped. . ... i e e aaaaaaaa 0

TACACS+ Commands

TACACS+ is used to provide access control, via one or more centralized servers, to networked devices.
Much like RADIUS, this protocol allows authentication to be simplified through th use of a single database
that can be shared among many clients on a large network. TACACS+ is founded upon the TACACS+
protocol (which is described in RFC1492), but in addition to the basic TACACS+ protocaol, it allows for
separate authentication, accounting, and authorization services. Also, while the basic TACACS+ protocol
is UDP based and utilizes messages that are passed in clear text over the network, the TACACS+
protocol utilizes TCP to ensure reliable delivery, in addition to using a shared key that is configured on
both the client and the daemon server to encrypt all messages.

4-142 tacacs-server host

The tacacs-server host command is used in the Global Configuration mode to configure a TACACS+
server. This command is used to enter into the TACACS+ configuration mode. The ip-address/hostname
parameter consists of the IP address or the hostname of the TACACS+ server. Multiple tacacs-server
host commands can be used to specify multiple hosts.

The no command is used to delete a specified hostname or IP address. The ip-address/hostname
parameter consists of the IP address of the TACACS+ server.

tacacs-server host [ip-address | hostname]

no tacacs-server host [ip-address | hostname]

Parameters

ip-address (Optional) Select the IP address of the TACACS+ server host to
configure.

hostname (Optional) Select the hostname TACACS+ server host to configure.

Default

The default is None.

Command Mode
Global Config

4-143 key

The key command is used to define the authentication and encryption key strings.
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key {key-string | encrypted}

Parameters

key-string Indicates a string value, length: 0 — 128 characters.
Encrypted Indicates a pre-encrypted key.

Default

The default is O.

Command Mode
TACACS+ Config

4-144 keystring

The keystring command is used to re-confirm the authentication and encryption key function.

key {key-string | encrypted}

Parameters

key-string Indicates a string value, length: 0 — 128 characters.
Encrypted Indicates a pre-encrypted key.

Default

The default is 0.

Command Mode
TACACS+ Config

4-145 port

The port command is used to select the TACACS+ server port number.

port {port-number}
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Parameters

port-number Indicates a port range: 0 — 65535. Default: 49.

Default
The default is O.

Command Mode
TACACS+ Config

4-146 priority

The priority command is used in the TACACS+ Configuration mode to define the order that servers are
used in, where 0 (zero) indicates the highest priority server (range: 0 - 65535).

priority priority

Parameters

None

Default
The default is O.

Command Mode
TACACS+ Config

4-147 timeout

The key command is used to define the timeout value.

timeout {timeout}

Parameters

timeout Indicates a string value, range: 1 — 30 seconds.

Default
The default is 0.
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Command Mode
TACACS+ Config

4-148 tacacs server key

The tacacs-server key command is used to set the encryption key and authentication for all TACACS+
communications between the TACACS+ daemon and the switch. The allowed range for the key-string
parameter is 0-128 characters, and the parameter is used to specify the encryption key and
authentication for all TACACS+ communications between the TACACS+ server and the switch. The key
must match that which is used on the TACACS+ daemon.

With text-based configuration, the secrets of the TACACS+ server are supported in both encrypted and
non-encrypted formats. When the configuration is saved, these secret keys are stored solely in the
encrypted format. If the user wishes to enter the key in the encrypted format, the key must be entered
along with the encrypted keyword. Furthermore, these secret keys are displayed in the encrypted format
in the show running config command’s display, while these keys cannot be shown in plain text format.

The no command is used to disable the encryption key and authentication for all TACACS+
communications between the TACACS+ daemon and the switch. The allowed range for the key-string
parameter is 0-128 characters. , and the key must match that which is used on the TACACS+ daemon.

tacacs-server key [key-string | encrypted key-string]

no tacacs-server key key-string

Parameters

key-string (Optional) Select a string length (0 — 128) to define the authentication
key, default: none.

encrypted (Optional) Select a pre-encrypted key to define.

Default

The default is None.

Command Mode
Global Config

4-149 tacacs-server keystring

The tacacs-server keystring command is used to specify the global authentication encryption key that is
used for all TACACS+ communications between the client and the TACACS+ server.

tacacs-server keystring [key-string | encrypted key-string]
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Parameters

None

Default

The default is None.

Command Mode
Global Config

Example

The following provides an example of the CLI command.
(Routing) (Config)#tacacs-server keystring

Enter tacacs key: Kkhhhhhk
Re-enter tacacs key: E R

4-150 tacacs-server source-interface

This command is used in the Global Configuration mode to configure the source interface (that is, the
source IP address) for TACACS+ server configuration. The address configured as the source-interface IP
address will be used to fill the IP header of management protocol packets. This in turn allows security
devices (such as firewalls) to identify the source packets sent by the specific switch.

If no source-interface is specified, the primary IP address for the outbound (originating) interface will be
used as the source address.

The no command is used to remove the global source interface (that is, the selected source IP) for all
TACACS+ communications between the server and the TACACS+ client.

tacacs-server source-interface {slot/port | loopback loopback-id | vlan vlan-id | network |
serviceport }

no tacacs-server source-interface

Parameters

slot/port Indicates the specific port that will be used as the source interface.

loopback loopback-id Indicates the specific loopback interface that will be used as the source
interface (range for loopback ID: 0 to 7).

vlan vlan-id Indicates the specific VLAN that will be used as the source interface.

network Indicates the network access client.

serviceport Indicates the serviceport interface ot use as the source interface.

Default

The default is None.
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Command Mode
Global Config

Example

The following provides an example of the command.

(Config)#tacacs-server source-interface loopback 0
(Config)#tacacs-server source-interface 0/1
(Config)#no tacacs-server source-interface

4-151 tacacs-server timeout

The tacacs-server timeout command is used to specify the timeout value for any communications with the
TACACS+ servers. The range of the timeout parameter is 1-30 seconds. If a timeout value is not
specified, then the global timeout will be set to the default value. Those TACACS+ servers not using the
global timeout value, however, will retain the timeout values that have been configured for them.

The no command is used to reset the timeout value for all TACACS+ servers back to the default value.

tacacs-server timeout timeout

no tacacs-server timeout

Parameters

timeout Select the timeout value (1 — 30 seconds) for the TACACS+ server.
Default: 5 seconds.

Default

The default is 5.

Command Mode
Global Config

Configuration Scripting Commands

The use of Configuration Scripting allows the user to generate text-formatted script files that represent a
system’s current configuration. These configuration script files can be uploaded to a PC or UNIX system
and edited, after which the edited files can be downloaded to the system so that the new configuration
can be applied. In fact, these configuration scripts can be applied to one or mulitple switches with no
modifactions or only minor modifications.

The show running-config command (please see “show running-config”) can be used to capture a
running configuration and transcribe it into a script. The copy command (please see “copy”) can then be
used to transfer the given configuration script to or from the switch.
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To view the configuration stored in the startup-config, backup-config, or factory-defaults file, the user can
use the show {startup-config | backup-config | factory-defaults} command (please see “show”).

In general, scripts should be used on systems with the default configuration; however, it is also possible
to apply scripts on systems with configurations other than the default configurations.

Scripts are required to conform to the following rules:

e The file extension for the script must be “.scr”.

e The maximum number of scripts allowed on the switch is ten.

e The maximum allowed size for all the script files on the switch combined is 2048 KB.
e The maximum allowed number of command lines for configuration files is 2000.

Single-line annotations for use at the command prompt can be typed in by the user when write testing or
configuring scripts in order to improve script readability. The beginning of a comment is flaged by the
exclamation point (!) character. More specifically, the comment flag character can be used to begin a
word at any point on the command line, with all input following this character being ignored. In other
words, any command line beginning with the “!” character is recognized by the parser as a comment line
and thus ignored.

The following lines provide an example of a script.

1 Script file for displaying management access

show telnet !Displays the information about remote connections

1 Display information about direct connections

show serial

1 End of the script file!

Note: In the configuration script, a blank password for a user must be specified as a space within quotes.

For example, if the password for user jane is to be changed from a blank password to hello, then the
script entry would be as follows:

users passwd jane

hello
hello
4-152 script apply

This command is used to apply the commands in the script to the switch, where the name of the script to
apply is indicated by the scriptname parameter.

script apply scriptname

Parameters

scriptname Indicates the file name of the configuration script.

Default

The default is None.

Command Mode
Privileged EXEC
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4-153 script delete

This command is used to delete a specified script, with the scripthame parameter indicating the name of
the script to be deleted. Alternatively, the all option can be used to delete all the scripts currently present
on the switch.

script delete {scriptname | all}

Parameters

scripthame Indicates the file name of the configuration script.

all Select to delete all the configuration script files from the switch.
Default

The default is None.

Command Mode
Privileged EXEC

4-154 script list

This command is used to list all of the scripts currently present on the switch. Use of the command will
also cause the remaining available places to be shown.

script list

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

4-155 script show

This command is used to show the contents of a script file, with the scripthname parameter indicating the
file in question.

script show scriptname
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Parameters

scripthame Indicaes the file name of the configuration script.

Default

The default is None.

Command Mode
Privileged EXEC

4-156 script validate

This command is used to validate a script file through parsing of each line in the script file, with the
scripthame parameter indicating the name of the script to be validated. The validate option is meant to
provide assistance in script development, as the validation is intended to identify any potential problems.
That said, it may not be successful in identifying all problems for a given script on every device.

script validate scriptname

Parameters

scripthame Indicates the file name of the configuration script.

Default

The default is None.

Command Mode
Privileged EXEC

Pre-login Banner, System Prompt, and Host Name
Commands

In this section, the commands used to configure the system prompt and the pre-login banner are
described. The pre-login banner consists of the text that is displayed before the user logs in at the User:
prompt.

4-157 copy (pre-login banner)

The option to upload or download the CLI Banner to or from the switch is included in the copy command.
Local URLs can be specified by using FTP, TFTP, SFTP, SCP, or Xmodem.

copy <tftp : //[<ipaddr>/<filepath>/<filename>> nvram:clibanner
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copy nvram:clibanner <tftp://<ipacldr>/<filepath>/<filename>>

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

4-158 set prompt

This command is used to change the name of the prompt, which may be up to 64 alphanumeric
characters long.

set prompt prompt_string

Parameters

prompt_string Indicates the system prompt, up to 64 case sensitive characters.

Default

The default is None.

Command Mode
Privileged EXEC

4-159 set clibanner
This command to is used to configure the pre-login CLI banner prior to displaying the login prompt.

The no command is used to remove any configuration of the pre-login CLI banner.

set clibanner line

no set clibanner

Parameters

line This is a parameter consisting of the banner text, where the “” (double
quote) symbol is used as a delimiting character. The maximum allowed
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length of the banner message is 2000 characters.

Default

The default is None.

Command Mode
Global Config

4-160 show clibanner

This command is used to display the configured pre-login CLI banner, which consists of the text that is
displayed before the CLI prompt is displayed.

show clibanner

Parameters

None

Default

No content is displayed before login prompt.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.

(Routing)#show clibanner

Banner Message configured:

4-161 hostname

This command is used to set the system hostname. Using it also causes the prompt to be changed. The
system hostname may be as many as 64 alphanumeric, case-sensitive characters in length.

hostname hostname
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Parameters

hostname Indicates the system prompt, up to 64 case sensitive characters.

Default

The default is None.

Command Mode
Privileged EXEC

Front Panel TAP Interfaces

The commands in this section can be used to enable and monitor the FPTI mode.
4-162 fpti

This command is used to enable the FPTI mode either globally (Global Config mode) or for a specific
interface (Interface Config mode).

The no command is used to disable the FPTI mode.

fpti
no fpti

Parameters

None

Default
The default is Enabled.

Command Mode

e Global Config
e Interface Config

4-163 show port fpti

This command is used to display the global FPTI mode, as well as the FPTI mode on all the interfaces. If
a single interface is specified, then only the FPTI mode for that interface will be displayed.

show port fpti [slot/port]
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Parameters

slot/port (Optional)

Default

The default is None.

Command Mode
e Global Config
e Interface Config

Example
(Switching)#show port fpti

Global Front Panel Tap Interface Mode............ Enabled
Intf Mode
0/1 Enabled
0/2 Enabled
0/3 Enabled
0/4 Enabled
0/5 Enabled
0/6 Enabled
o/s7 Enabled
0/8 Enabled
0/9 Enabled
0/10 Enabled
0/11 Enabled
0/12 Enabled
0/13 Enabled
0/14 Enabled
0/15 Enabled
0/16 Enabled
0/17 Enabled
0/18 Enabled
0/19 Enabled
0/20 Enabled
0/21 Enabled
0/22 Enabled
0/23 Enabled
0/24 Enabled

(Switching)#show port fpti 0/1

Front Panel Tap Interface Mode...._..._.._._._._..__._..... Enabled
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5. Utility Commands

In this section, the following utility commands available in the D-LINK OS CLI are described:

“Application Commands”

“CLI Output Filtering Commands”

“System Information and Statistics Commands”
“Logging Commands”

“Email Alerting and Mail Server Commands
“System Utility and Clear Commands”

“IP Address Conflict Commands”
“Serviceability Packet Tracing Commands”
“sFlow Commands”

“Switch Database Management Template Commands”
“SFP Transceiver Commands”

“Remote Monitoring Commands”

“Spanning Tree Protocol Commands”
“VLAN Commands”

“Switch Ports”

“Double VLAN Commands”

“Provisioning (IEEE 802.1p) Commands”
“Protected Ports Commands”

“Port-Based Network Access Control Commands”
“802.1X Supplicant Commands”
“Task-based Authorization”

“Asymmetric Flow Control Commands”
“Storm-Control Commands”

“Link Dependency Commands”

“MVR Commands”

“Port-Channel/LAG (802.3ad) Commands”
“VPC Commands”

“Port Mirroring”

“Static MAC Filtering”

“DHCP L2 Relay Agent Commands”
“DHCP Client Commands”

“DHCP Snooping Configuration Commands”
“Dynamic ARP Inspection Commands”
“IGMP Snooping Configuration Commands”
“IGMP Snooping Querier Commands”
“MLD Snooping Commands”

“MLD Snooping Querier Commands”

“Port Security Commands”

“LLDP (802.1AB) Commands”

“LLDP-MED Commands”

“Denial of Service Commands”

“MAC Database Commands”

“ISDP Commands”

“Unidirectional Link Detection Commands”
“Interface Error Disable and Auto Recovery”
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Note: All of the commands described in this section are included in one of five functional groups:

e Show commands are used to display statistics, switch settings, and other information.

e Configuration commands are used to configure the options and features of the switch. There is a
show command that corresponds to every configuration command and displays the configuration
setting.

e Copy commands are used to transfer or save informational and configuration files to and from the
switch.

e Debug commands are used to help troubleshoot network issues and provide diagnostic
information.

e Clear commands are used to clear some or all of the settings and return them to the factory
defaults.

5-1 erase application

This command is used to remove the file specified from the directory of switch file system applications.

erase application

Parameters

None

Default
The default is Disable.

Command Mode
Privileged EXEC

Application Commands

This command is used to make the application began by the designed executable file ready and available
to be configured and executed. The way in which the application is run on the switch is determined by the
parameters of this command.

An already installed application file name can be used to update the parameters when issuing this
command . Doing so will update the configuration for when the application is started the next time.

It should be noted that this command can also be issued for a file that is not currently on the switch.
Doing so allows the execution parameters to be preconfigured, with the configuration not taking effect
until the executable file is actually included in the switch file system.

The no command is used to remove a given configuration of an application for execution on the switch. If
the application in question is running when the no command is issued, all of the processes associated
with the application will be stopped automatically.

5-2 application start

This command is used to initiate the execution of the application specified. Before an application can be
started using this command, however, it must be installed.

application start flename
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Parameters

filename Indicates the name of application to start.

Default

The default is None.

Command Mode
Privileged EXEC

5-3 application stop

This command is used to stop the execution of the specified application.

application stop filename

Parameters

filename Indicates the name of application to stop.

Default

The default is None.

Command Mode
Privileged EXEC

5-4 show application

This command is used to show the installed applications and their parameters.

show applications

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC
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Display Parameters

filename

Indicates the name of the application.

start-on-boot

Indicates whether or not the application is configured to initiate on boot
up.

e Yes indicates that the application will initiate on boot up.

¢ No indicates that the application will not initiate on boot up.

auto-restart

Indicates whether or not the application process is configured to restart
automatically after it ends.

e Yes indicates that the application process will restart after it
ends.

¢ No indicates that the application process will not restart
automatically after it ends.

Max-CPU-Util

Indicates, as a percentange, the configured application CPU utilization
limit. “None” is shown if unlimited.

Max-memory

Indicates, in megabytes, the configured application memory limit. “None”
is shown if unlimited.

5-5 show application files

This command is used to show the files in the switch's file system application directory.

show application files

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.

(Routing) #show application files

OpEN application process directory contents:

Total bytes for all files

=5
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Display Parameters

filename Indicates the name of the file.
File size Indicates the number of bytes that the file occupies in the file system.
Directory Size Indicates the total number of bytes of all the files included in the

application directory.

CLI Output Filtering Commands

5-6 show xxx | include “string”

With this filtering command, the command xxx is executed, but the output is filtered so that only the lines
containing a match for the “string” are shown, while all the non-matching lines in the output are not
displayed.

Example

The following provides an example of the CLI command.

(Routing)#show running-config | include “spanning-tree”

spanning-tree configuration name “00-02-BC-42-F9-33”
spanning-tree bpduguard
spanning-tree bpdufilter default
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5-7 show xxx | include “string” exclude “string2”

With this filtering command, the command xxx is executed, but the output is filtered so that only the lines
containing a match for the “string” match and not containing a match for the “string2” are shown, while
all the other non-matching lines in the output are also not shown.

Example

The following provides an example of the CLI command.

(Routing)#show running-config | include “spanning-tree” exclude “configuration”
spanning-tree bpduguard

spanning-tree bpdufilter default

5-8 show xxx | exclude “string”

With this filtering command, the command xxx is executed, but the output is filtered so that only those
lines not containing a match for the “string” are shown.

Example

The following provides an example of the CLI command.
(Routing)#show interface 0/1

Packets Received Without Error................... 0
Packets Received With Error......... .. .. ... ...... 0
Broadcast Packets Recelved........ .. .. ... ........ 0
Packets Transmitted Without Errors............... 0
Transmit Packet Errors. ... ... ... .. . i cicoaaaaan 0
Collision Frames. .. ... e e eeeaeaaa 0
Time Since Counters Last Cleared......_..__..._._.... 20 day 21 hr 30 min 9 sec

(Routing)#show interface 0/1 | exclude “Packets”

Transmit Packet Errors. .. ... ... iieeeeananannann 0
Collision Frames. ... ... ... a e aaaaann 0
Time Since Counters Last Cleared......_.._._..._._.... 20 day 21 hr 30 min 9 sec

5-9 show xxx | begin “string”
With this filtering command, the command xxx is executed, but the output is filtered so that only those
lines beginning with and following the first line containing a match for the "string" are shown, while all the
preceding lines are not shown.
Example

The following provides an example of the CLI command.
(Routing)#show port all | begin “1/1”

1/1 Enable Down Disable N/A N/A
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1/2 Enable Down Disable N/A N/A
1/3 Enable Down Disable N/A N/A
1/4 Enable Down Disable N/A N/A
1/5 Enable Down Disable N/A N/A
1/6 Enable Down Disable N/A N/A
(Routing)#

5-10 show xxx | section “string”

With this filtering command, the command xxx is executed, but the output is filtered so that only those
lines included within the section(s) identified by lines containing a match for the "string" and ending with
the first line that contains the default end-of-section identifier (i.e. “exit") are shown.

Example

The following provides an example of the CLI command.
(Routing)#show running-config | section “interface 0/1”
interface 0/1

no spanning-tree port mode
exit

5-11 show xxx | section “string” “string2”

With this filtering command, the command xxx is executed, but the output is filtered so that only lines
included within the section(s) identified by lines containing a match for the “string” and ending with the
first line containing a match for the “string2” are shown. If multiple sections that match the specified
string criteria are included in the base output, then all such sections are displayed.

5-12 show xxx | section “string” include “string2”

With this filtering command, the command xxx is executed, but the output is filtered so that only lines
included within the section(s) identified by lines containing a match for the “string” and a match for the
“string2” and ending with the first line containing the default end-of-section identifier (i.e. “exit”) are
shown. This filter command can also include “exclude” and user-defined end-of-section identifier
parameters.

System Information and Statistics Commands

In this section, the commands used to view information about system components, features, and
configurations are described.

5-13 show arp switch
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This command is used to show the contents of the Address Resolution Protocol (ARP) table for the IP
stack. It should be noted that the IP stack only learns those ARP entries that are associated with the
management interfaces — that is, the network or service ports — whereas ARP entries that are associated
with routing interfaces are not listed.

show arp switch

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

5-14  dir

This command is used to list the files included in the directory/mnt/fastpath in flash from the CLI.

dir

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

(Routing)#dir

0 drwx 2048 May 09 2002 16:47:30 .

0 drwx 2048 May 09 2002 16:45:28 ..

0 -rwx 592 May 09 2002 14:50:24 slog2.txt
0 -rwx 72 May 09 2002 16:45:28 boot.dim
0 -rwx 0 May 09 2002 14:46:36 olog2.txt
0 -rwx 13376020 May 09 2002 14:49:10 imagel

0 -rwx 0 Apr 06 2001 19:58:28 fsyssize
0 -rwx 1776 May 09 2002 16:44:38 slogl.txt
0 -rwx 356 Jun 17 2001 10:43:18 crashdump.ctl
0 -rwx 1024 May 09 2002 16:45:44 sslt.rnd
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0 -rwx 14328276 May 09 2002 16:01:06 image2

0 -rwx 148 May 09 2002 16:46:06 hpc_dl.cfg

0 -rwx 0 May 09 2002 14:51:28 ologl.txt

0 -rwx 517 Jul 23 2001 17:24:00 ssh_host_key

0 -rwx 69040 Jun 17 2001 10:43:04 log_error_crashdump
0 -rwx 891 Apr 08 2000 11:14:28 sslt_keyl.pem

0 -rwx 887 Jul 23 2001 17:24:00 ssh_host_rsa_key
0 -rwx 668 Jul 23 2001 17:24:34 ssh_host_dsa_ key
0 -rwx 156 Apr 26 2001 13:57:46 dh512.pem

0 -rwx 245 Apr 26 2001 13:57:46 dh1024.pem

0 -rwx 0 May 09 2002 16:45:30 slogO.txt

5-15 show eventlog

This command is used to show the event log. This log contains error messages from the system, and is
not cleared upon a system reset.

show eventlog

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.
(Routing) #show eventlog

Time

File Line TaskID Code yyyy/mm/dd hh:mm:ss
EVENT> bootos. 192 O0E634DDC AAAAAAAA 2018/04/23 05:34:17
EVENT> bootos. 192 OF6A0ODDC AAAAAAAA 2018/04/20 07:23:52
EVENT> bootos. 192 O0F332DDC AAAAAAAA 2018/03/24 07:25:27
EVENT> bootos. 192 ODEAEDDC AAAAAAAA 2018/03/19 04:27:02
EVENT> bootos. 192 O0OEO068DDC AAAAAAAA 2018/01/15 00:22:58
EVENT> bootos. 192 ODF65DDC AAAAAAAA 2018/01/11 08:29:45
EVENT> bootos. 192 O0OE7D2DDC AAAAAAAA 2018/01/10 01:13:58
EVENT> bootos. 192 0DD26DDC  AAAAAAAA 2018/01/09 03:48:01
EVENT> bootos. 192 OED0O2DDC AAAAAAAA 2018/01/08 00:31:26
EVENT> bootos. 192 ODEEBDDC AAAAAAAA 2018/01/05 00:28:27
EVENT> bootos. 192 O0DA48DDC AAAAAAAA 2018/01/04 00:33:50
EVENT> bootos. 192 O0DF92DDC AAAAAAAA 2018/01/03 01:08:10

O 0O 0 000000000
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EVENT> bootos.
EVENT> bootos.
EVENT> bootos.
EVENT> bootos.
EVENT> bootos.

O 0 o0 0 0

192 OF61FDDC AAAAAAAA  2018/01/02 01:05:20
192 ODAOODDC AAAAAAAA  2017/12/27 10:41:49
192 0DD83DDC AAAAAAAA  2017/12/27 00:37:50
192 OF46ADDC AAAAAAAA  2017/10/17 04:12:45
192 OE2E9DDC AAAAAAAA 2017/10/16 08:23:55

5-16 environment temprange

This command is used to specify the temperature range allowed for normal operation.

environment temprange min -100-100 max -100-100

Parameters

min -100-100 Indicates the minimum temperature allowed for normal operation
(range: -100°C to 100°C; default: 0°C).

max -100-100 Indicates the maximum temperature allowed for normal operation
(range: -100°C to 100°C; default: 0°C).

Default

The default is None.

Command Mode
Global Config

5-17 environment trap

This command is used to configure environment status traps.

environment trap {fan | powersupply | temperature}

Parameters

fan

This parameter is used to enable or disable the sending of traps for fan
status events (default: enable).

powersupply

This parameter is used to enable or disable the sending of traps for
power supply status events (default: enable).

temperature

This parameter is used to enable or disable the sending of traps for
temperature status events (default: enable).

Default

The default is None.
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Command Mode
Global Config

5-18 show environment

This command is used to show information regarding system disk space and usage.

show environment

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

(Routing)#show environment

LI 1] o T (53 53
Fan Speed, RPM. .. .. iiiiiao-. 5844
Fan Duty Level ... _ ... li..-. 45%

Temperature traps range: 0 to 97 degrees (Celsius)

Temperature Sensors:

Unit Sensor Description Temp (C) State Max_Temp (C)

1 1 Core O B85 Normal 38

1 2 Core 1 B85 Normal 38

1 3 Core 2 B85 Normal 39

1 4 Core 3 B85 Normal 39

1 5 Switch Temp 53 Normal 54

1 6 Temp_1 38 Normal 39

1 7 Temp_2 40 Normal 41

Fans:

Unit Fan Description Type Speed Duty level State

1 1 Fanl rotorl Removable 5844 45% Operational
1 2 Fanl_rotor2 Removable 4804 45% Operational
1 3 Fan2_rotorl Removable 5696 45% Operational
1 4 Fan2_rotor2 Removable 4687 45% Operational
1 5 Fan3_rotorl Removable 5648 45% Operational
1 6 Fan3_rotor2 Removable 4753 45% Operational
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1 7 Fan4_rotorl Removable 5696 45% Operational
1 8 Fan4_rotor2 Removable 4736 45% Operational
Power Modules:

Unit Power supply Description Type State

1 1 PS-1 Removable Operational

1 2 PS-2 Removable Not powered

Disk usage information:
Unit Total space (KB)

Display Parameters

Used space (KB)

1,194,772 33

Utilization (%)

Unit Indicates the system unit number.

Sensor Indicates the sensor summary

Description Indicates the name of the unit.

Temperature (Optional) Displays information related to the temperature environment.
State Indicates the condition state of the unit.

Max Temp (Optional) Displays the maximum posted value for nominal operation.
Fan (Optional) Displays information relating to the fan environment.

Type (Optional) Indicates the hardware type.

Speed (Optional) Indicates the fan speed.

Duty Level (Optional) Indicates the current operational value of the component.
State (Optional) Indicates the current state of the component.

Power Supply

(Optional) Displays power supply voltage and current information. If
applicable, displays the status of the redundant power supply.

Total Space

Indicates (in KB) the total amount of disk space on the system.

Free Space Indicates (in KB) the amount of available disk space on the system.
Used Space Indicates (in KB) the amount of disk space in use on the system.
Utilization Indicates (as a percentage of total disk space) the amount of disk space
in use on the system.
5-19 show version

This command is used to show inventory information for the switch.

Please note that in future releases of the software, the show version command will replace the show

hardware command.
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show version

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.

(Routing)#show version

Switch: 1

System Description. ... ... ... DQS-5000-54SQ28 - 48 25GE + 6 100GE,
2.1.5, Linux 3.16.0-29-generic

Machine Type. ..o i e e e e e e aaae s DQS-5000-54SQ28 - 48 25GE + 6 100GE

Machine Model . ... . ... .. . i aaaann DQS-5000-545Q28

Serial Number. .. ... . e SG1F1000068

Part Number. ... ... . e BXS500054SAF . A1

Maintenance Level ... ... ... .. ... iiiiiiaaaa- Al

Manufacturer. . ... ... e e D-LINK

Burned In MAC AdAresSS. - ..o i e i a e e cieeaaaaan 00:05:64:2F:0D:E5

Software Version. ... ..o 1.00.005

Operating System. ... ... .o e e e ceaaaeaaann Linux 3.16.0-29-generic

Network Processing Device. ... ... .. ... .. ._._....-. 6592 B1

Additional Packages. ... ... . ... .. ... .. .._._.... BGP-4

................................................. QO0S

................................................. Multicast

................................................. 1Pv6

................................................. Routing

................................................. Data Center

................................................. Open API

................................................. Prototype Open API

Display Parameters

System Description This parameter consists of text that isused to identify the product name
of this switch.

Machine Type Indicates the machine type as defined by the Vital Product Data.

Machine Model Indicates the machine model as defined by the Vital Product Data.

Serial Number This parameter consists of the unique box serial number for the switch.
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Part Number

This parameter consists of the manufacturing part number.

Maintenance Level

Indicates hardware changes that are of significance to software.

Manufacturer

This parameter consists of a description of the manufacturer.

Burned in MAC Address

Indicates the universally assigned network address.

Software Version

Indicates the release.version.revision number of the code that is
currently running on the switch.

Operating System

Indicates the operating system that is currently running on the switch.

Network Processing
Device

Indicates the type of the processor microcode being used.

Additional Packages

Indicates the additional packages that have been incorporated into this
system.

5-20 show interface

This command is used to display a summary of the statistics for a given specified interface or to display a

count of all the CPU traffic based upon the argument.

show interface {slot/port | counters | dampening | debounce | ethernet | lag lag-id | loopback |
priority-flow-control | switchport | tunnel}

Parameters

slot/port Select a slot/port interface.

counters Indicates the summary statistics for all ports on the switch.

dampening Indicates the interface dampening information.

debounce Indicates the debounce timer configuration and the current link flap
count.

ethernet Indicates statisctics for a single or all ports.

lag Indicates the statistics for the LAG interface.

loopback Indicates the configured Loopback interface information.

priority-flow-control

Indicaes the Priority-Flow-Control information.

switchport Indicates the statistics for the CPU port on the switch.
tunnel Indicates the configufed Tunnel interface information.
Default

The default is None.

Command Mode
Privileged EXEC
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Example

The following is an example of the show interface output command.

(Routing)#show interface switchport

Packets Received Without Error.... ... ... ... ..... 8229

Broadcast Packets Received........ ... ... ... ...... 10

Packets Received With Error....... ... ... .. ...... 0

Packets Transmitted Without Errors............... 8278

Broadcast Packets Transmitted.................... 11

Transmit Packet Errors. ... ... ... .. . . i cicaaaaan 0

Address Entries Currently in Use....__._.__._._._.... 5

VLAN Entries Currently in Use..._.._.__._.._._.._._._.... 3

Time Since Counters Last Cleared......._..__..._._.... 7 day 18 hr 14 min 46 sec

Display Parameters

When the argument is slot/port, the display parameters are as follows:

Packets Received Without Indicates the total number of packets received by the processor

Error (including broadcast packets).

Packets Received With Indicates the number of inbound packets which contained errors that
Error prevented them from being delivered to a higher-layer protocol.
Broadcast Packets Indicates the total number of received packets that were directed to the
Received broadcast address.

Receive Packets Discarded Indicates the number of inbound packets that were selected for discard
even though no errors preventing their delivery to a higher-layer protocol
had been detected. One potential reason for discarding such packets
would be to free up buffer space.

Packets Transmitted Indicates the total number of packets transmitted from the interface.
Without Error

Transmit Packets Indicates the number of outbound packets that were selected for discard
Discarded even though no errors preventing their delivery to a higher-layer protocol

had been detected. One potential reason for discarding such packets
would be to free up buffer space.

Transmit Packets Errors Indicates the number of outbound packets that could not be transmitted
due to errors.

Collisions Frames Indicates the best estimate of the overall number of collisions on this
Ethernet segment.

Number of link down Indicates the counts for the port link down.

events

Link Flaps Indicates the port link flaps.

Time Since Counters Last Indicates the elapsed time since the statistics for this switch were last

Cleared cleared in days, hours, minutes, and seconds.

5-21 show interfaces status
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This command is used to show information regarding the interface, including its description, speed, port
state, and auto-neg capabilities. It is similar to the show port all command, but it also shows additional
fields such as the interface description and port-capability.

The interface description itself can be configured through the existing command description <name>, the
maximum length of which is 64 characters that are truncated to 28 characters in the output. Using show
port description allows the long form of the description to be displayed. The interfaces for which
information is displayed by this command include the physical interfaces, LAG interfaces, and VLAN
routing interfaces.

show interfaces status [{slot/port | vlan id | all | lag}]

Parameters

slot/port (Optional) Select a slot/port to display its status.
vlan id (Optional) Select a VLAN interface.

all (Optional) Select to display all interfaces.

lag (Optional) Select a lag interface.

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.

(Routing #show interfaces status 0/1

Port Name Link Physical Physical Media Flow Control
State Mode Status Type Status
071 Down 25G Full 25G-BaseSX Inactive

Flow Control:Disabled

Display Parameters

Port Indicates the interface that is associated with the rest of the data shown
in the row.

Name Indicates the descriptive user-configured name for the given interface.

Link State Indicates whether or not the link is up.

Physical Mode Indicates the duplex and speed settings on the given interface.

Physical Status Indicates the duplex mode and port speed for physical interfaces,

although the physical status of LAGs is not reported. In the event that a
port is down, its physical status will be unknown.
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Media Type

Indicates the media type of the interface.

Flow Control Status

Indicates the 802.3x flow control status.

Flow Control

Indicates the configured 802.3x flow control mode.

5-22

show interface counters

This command is used to report key summary statistics for all the ports (physical/CPU/port-channel).

show interface counters

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.

(Routing)#show interface counters

Port InOctets
0/1 0

0/2 0

0/3 15098
0/4 0

0/5 0

chl 0

ch2 0

ch64 0

CPU 359533
Port OutOctets
0/1 0

0/2 0

0/3 131369
0/4 0

InUcastPkts

OutUcastPkts

InMcastPkts

0
3044

OutMcastPkts

InBcastPkts

217

OutBcastPkts
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0/5 0 0 0 0

chl 0 0 0 0

ch2 0 0 0 0

ch64 0 0 0 0

CPU 4025293 0 32910 120

Display Parameters

Port Indicates the physical port, LAG, or CPU interface that is associated
with the rest of the data shown in the row.

InOctets Indicates the number of inbound octets that have been received by the
interface.

InUcastPkts Indicates the number of inbound unicast packets that have been
received by the interface.

InMcastPkts Indicates the number of inbound multicast packets that have been
received by the interface.

InBcastPkts Indicates the number of inbound broadcast packets that have been
received by the interface.

OutOctets Indicates the number of outbound octets that have been transmitted by
the interface.

OutUcastPkts Indicates the number of outbound unicast packets that have been
transmitted by the interface.

OutMcastPkts Indicates the number of outbound multicast packets that have been
transmitted by the interface.

OutBcastPkts Indicates the number of outbound broadcast packets that have been

transmitted by the interface.

5-23 show interface ethernet

This command is used to show detailed statistics for a given specifiied interface or for all the interfaces or
for all the CPU traffic based upon the argument.

show interface ethernet {slot/port | all | lag | switchport}

Parameters

slot/port Select a slot/port to display its status.

all Select to display statistics for all ports.

lag Select a lag interface.

switchport Select to display statistics for the CPU port on the switch.
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Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command when the all keyword is used.

(Routing)#show interface ethernet all

Port Bytes Tx Bytes Rx Packets Tx Packets Rx
0/1 0 0 0 0
0/2 0 0 0 0
1/71 0 0 0 0
172 8 6 0 0

Display Parameters

When a value for slot/port is specified, the command causes the following information to be displayed.

Packets Received e Total Packets Received (Octets) — Indicates the total number
of octets of data received on the network (excluding framing bits
but including Frame Check Sequence (FCS) octets and those in
bad packets). This parameter provides a reasonable estimate of
Ethernet utilization. If the user requires greater precision, the
etherStatsOctets and etherStatsPkts objects should be sampled
before and after a common interval. The result for this equation
is the value Utilization, which is itself the percent utilization (on a
scale of 0 to 100 percent) of the Ethernet segment.

e Packets Received 64 Octets — Indicates the total number of
received packets (including bad packets) that were 64 octets in
length (excluding framing bits but including FCS octets).

e Packets Received 65-127 Octets — Indicates the total number
of received packets (including bad packets) that were between
65 and 127 octets in length inclusive (excluding framing bits but
including FCS octets).

e Packets Received 128-255 Octets — Indicates the total number
of received packets (including bad packets) that were between
128 and 255 octets in length inclusive (excluding framing bits
but including FCS octets).

e Packets Received 256-511 Octets — Indicates the total number
of received packets (including bad packets) that were between
256 and 511 octets in length inclusive (excluding framing bits
but including octets).

e Packets Received 512-1023 Octets — Indicates the total
number of received packets (including bad packets) that were
between 512 and 1023 octets in length inclusive (excluding
framing bits but including FCS octets).

e Packets Received1024-1518 Octets — Indicates the total
number of received packets (including bad packets) that were
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between 1024 and 1518 octets in length inclusive (excluding
framing bits but including FCS octets).

Packets Rceived > 1518 Octets — Indicates the total number of
received packets that were longer than 1522 octets (excluding
framing bits, but including FCS octets) and were otherwise well
formed.

Packets RX and TX 64 Octets — Indicates the total number of
received and transmitted packets (including bad packets) that
were 64 octets in length (excluding framing bits but including
FCS octets).

Packets RX and TX 65-127 Octets — Indicates the total number
of received and transmitted packets (including bad packets) that
were between 65 and 127 octets in length inclusive (excluding
framing bits but including FCS octets).

Packets RX and TX 128-255 Octets — Indicates the total
number of received and transmitted packets (including bad
packets) that were between 128 and 255 octets in length
inclusive (excluding framing bits but including FCS octets).

Packets RX and TX 256-511 Octets — Indicates the total
number of received and transmitted packets (including bad
packets) that were between 256 and 511 octets in length
inclusive (excluding framing bits but including FCS octets).

Packets RX and TX 512-1023 Octets — Indicates the total
number of received and transmitted packets (including bad
packets) that were between 512 and 1023 octets in length
inclusive (excluding framing bits but including FCS octets).

Packets RX and TX 1024-1518 Octets — Indicates the total
number of received and transmitted packets (including bad
packets) that were between 1024 and 1518 octets in length
inclusive (excluding framing bits but including FCS octets).

Packets RX and TX 1519-2047 Octets — Indicates the total
number of received and transmitted packets that were between
1519 and 2047 octets in length inclusive (excluding framing bits,
but including FCS octets) and were otherwise well formed.

Packets RX and TX 1523-2047 Octets — Indicates the total
number of received and transmitted packets that were between
1523 and 2047 octets in length inclusive (excluding framing bits,
but including FCS octets) and were otherwise well formed.

Packets RX and TX 2048-4095 Octets — Indicates the total
number of received and transmitted packets that were between
2048 and 4095 octets in length inclusive (excluding framing bits,
but including FCS octets) and were otherwise well formed.
Packets RX and TX 4096-9216 Octets — Indicates the total
number of received and transmitted packets that were between

4096 and 9216 octets in length inclusive (excluding framing bits,
but including FCS octets) and were otherwise well formed.

Packets Received
Successfully

Total Packets Received Without Error — Indicates the total
number of received packets that were without errors.

Unicast Packets Received — Indicates number subnetwork-
unicast packets that were delivered to a higher-layer protocol.

Multicast Packets Received — Indicates number subnetwork-
multicast packets that were delivered to a higher-layer protocol.
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Broadcast Packets Received — Indicates the total number of
received good packets that were directed to the broadcast
address.

Receive Packets Discarded

Indicates the number of inbound packets that were selected for discard
even though no errors preventing their delivery to a higher-layer protocol
had been detected. One potential reason for discarding such packets
would be to free up buffer space.

Packets Received with
MAC Errors

Total Packets Received with MAC Errors — Indicates the total
number of inbound packets containing errors that prevented
them from being delivered to a higher-layer protocol.

Jabbers Received — Indicates the number of received packets
that were longer than 1518 octets (excluding framing bits, but
including FCS octets), and had either a bad FCS with a non-
integral number of octets (Alignment Error) or a bad Frame
Check Sequence (FCS) with an integral number of octets (FCS
Error). It should be noted that this definition of a jabber is
different than that provided in IEEE-802.3 section 8.2.1.5
(10BASED5) and section 10.3.1.4 (10BASE2). These documents
define a jabber as any packet exceeding 20 ms. The allowed
range for detecting a jabber is between 20 ms and 150 ms.

Fragments/Undersize Received — Indicates the total number
of received packets that were less than 64 octets in length
(excluding framing bits but including FCS octets).

Alignment Errors — — Indicates the total number of received
packets that had a length (excluding framing bits, but including
FCS octets) of between 64 and 1518 octets inclusive, but that
also had a bad Frame Check Sequence (FCS) with a non-
integral number of octets.

FCS Errors — — Indicates the total number of received packets
that had a length (excluding framing bits, but including FCS
octets) of between 64 and 1518 octets inclusive, but that also
had a bad Frame Check Sequence (FCS) with an integral
number of octets.

Overruns — Indicates the total number of frames that were
discarded as this port was overloaded with incoming packets,
such that it could not keep up with the inflow.

Received Packets Not
Forwarded

Total Received Packets Not Forwarded — Indicates the count
of valid received frames that were discarded (that is, filtered) by
the forwarding process.

802.3x Pause Frames Received — Indicates the count of MAC
Control frames with an opcode indicating the PAUSE operation
that were received on this interface. This count does not change
when the interface is operating in half-duplex mode.

Unacceptable Frame Type — Indicates the number of frames
discarded from this port because they were of an unacceptable
frame type.

Packets Transmitted
Octets

Total Packets Transmitted (Octets) — Indicates the total
number of octets of data received on the network (excluding
framing bits but including FCS octets and those in bad packets).
This parameter provides a reasonable estimate of Ethernet
utilization. If the user requires greater precision, the
etherStatsOctets and etherStatsPkts objects should be sampled
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before and after a common interval.

e Packets Transmitted 64 Octets — Indicates the total number of
received packets (including bad packets) that were 64 octets in
length (excluding framing bits but including FCS octets).

e Packets Transmitted 65-127 Octets — Indicates the total
number of received packets (including bad packets) that were
between 65 and 127 octets in length inclusive (excluding
framing bits but including FCS octets).

e Packets Transmitted 128-255 Octets — Indicates the total
number of received packets (including bad packets) that were
between 128 and 255 octets in length inclusive (excluding
framing bits but including FCS octets).

e Packets Transmitted 256-511 Octets — Indicates the total
number of received packets (including bad packets) that were
between 256 and 511 octets in length inclusive (excluding
framing bits but including FCS octets).

e Packets Transmitted 512-1023 Octets — Indicates the total
number of received packets (including bad packets) that were
between 512 and 1023 octets in length inclusive (excluding
framing bits but including FCS octets).

e Packets Transmitted 1024-1518 Octets — Indicates the total
number of received packets (including bad packets) that were
between 1024 and 1518 octets in length inclusive (excluding
framing bits but including FCS octets).

e Packets Transmitted > 1518 Octets — Indicates thehe total
number of transmitted packets that were longer than 1518
octets (excluding framing bits, but including FCS octets) and
were otherwise well formed.

e Max Frame Size — Indicates the maximum size of the Info (non-
MAC) field that the port in question will receive or transmit.

e Maximum Transmit Unit — Indicates the maximum Ethernet
payload size for the port.

Packets Transmited e Total Packets Transmitted Successfully — Indicates the
Successfully number of frames that have successfully been transmitted by
the port to its segment.

e Unicast Packets Transmitted — Indicates the total number of
packets, including those that were discarded or not sent, that
higher-level protocols asked to be transmitted to a subnetwork-
unicast address.

e Broadcast Packets Transmitted — Indicates the total number
of packets, including those that were discarded or not sent, that
higher-level protocols asked to be transmitted to the Broadcast

address.
Transmit Packets Indicates the number of outbound packets that were selected for
Discarded discard even though no errors preventing their delivery to a higher-

layer protocol had been detected. One potential reason for
discarding such packets would be to free up buffer space..

Transmit Errors e Total Transmit Errors — Indicates the sum of Single, Multiple,
and Excessive Collisions.

e Tx FCS Errors — Indicates the total number of transmitted
packets that had a length (excluding framing bits, but including
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FCS octets) from 64 to 1518 octets inclusive, but that also had a
bad Frame Check Sequence (FCS) with an integral number of
octets.

Oversized - Indicates the total number of frames that exceeded
the maximum permitted frame size. This count has a maximum
increment rate of 815 counts per sec. at 10 Mb/s.

Underrun Errors — Indicates the total number of frames that
were discarded due to the transmit FIFO buffer becoming empty
during frame transmission.

Transmit Discards

Total Transmit Packets Discards — Indicates the sum total of
discarded single collision frames, multiple collision frames, and
excesslve frames.

Single Collision Frames — Indicates the number of frames
successfully transmitted on a particular interface for which
transmission was inhibited by exactly one collision.

Multiple Collision Frames — Indicates the number of frames
successfully transmitted on a particular interface for which
transmission was inhibited by multiple collisions.

Excessive Collisions — Indicates the number of frames for
which transmission failed on a particular interface due to
excessive collisions.

Protocol Statistics

802.3x Pause Frames Transmitted — Indicates the number of MAC
Control frames with an opcode indicating the PAUSE operation
transmitted on this interface. This count does not change when the
interface is operating in half-duplex mode.

Protocol Statistics

STP BPDUs Transmitted — Indicates the number of Spanning
Tree Protocol Bridge Protocol Data Units sent.

STP BPDUs Received — Indicates the number of Spanning
Tree Protocol Bridge Protocol Data Units received.

PVST BPDUs Transmitted — Indicates the number of per VLAN
Spanning Tree (PVST) units transmitted.

PVST BPDUs Received — Indicates the number of per VLAN
Spanning Tree (PVST) units received.

Rapid-PVST BPDUs Transmitted — Indicates the number of
Rapid per VLAN Spanning Tree (PVST) units transmitted.
Rapid-PVST BPDUs Received — Indicates the number of
Rapid per VLAN Spanning Tree (PVST) units received.

RSTP BPDUs Transmitted — Indicates the number of Rapid
Spanning Tree Protocol Bridge Protocol Data Units sent.
RSTP BPDUs Received — Indicates the number of Rapid
Spanning Tree Protocol Bridge Protocol Data Units received.
MSTP BPDUs Transmitted — Indicates the number of Multiple
Spanning Tree Protocol Bridge Protocol Data Units sent.
MSTP BPDUs Received — Indicates the number of Multiple
Spanning Tree Protocol Bridge Protocol Data Units received.
SSTP BPDUs Transmitted — Indicates the number of Shared
Spanning Tree Protocol Bridge Protocol Data Units sent.

SSTP BPDUs Received — Indicates the number of Shared
Spanning Tree Protocol Bridge Protocol Data Units received.
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Dotlx Statistics e EAPOL Frames Transmitted — Indicates the number of EAPOL
frames of any type transmitted by this authenticator.

e EAPOL Start Frames Received — Indicates the number of valid
EAPOL start frames received by this authenticator.

Time Since Counters Last Indicates the elapsed time since the statistics for this port were last
Cleared cleared in days, hours, minutes, and seconds.

If the all keyword is used, the following information is displayed.

Total Octets Transmitted Indicates the total number of octets of data transmitted on the network
(excluding framing bits but including FCS octets and those in bad
packets). This parameter provides a reasonable estimate of Ethernet
utilization. If the user requires greater precision, the etherStatsOctets
and etherStatsPkts objects should be sampled before and after a
common interval.

Total Octets Received Indicates the total number of octets of data received on the network
(excluding framing bits but including Frame Check Sequence (FCS)
octets and those in bad packets). This parameter provides a reasonable
estimate of Ethernet utilization. If the user requires greater precision, the
etherStatsOctets and etherStatsPkts objects should be sampled before
and after a common interval. The result for this equation is the value
utilization, which is itself the percent utilization (on a scale of 0 to 100
percent) of the Ethernet segment.

Total Packets Transmitted  Indicates the number of frames transmitted by this port to its segment.
Successfully

Total Packets Received Indicates the total number of packets that were received without errors.
Without Error

5-24 show interface ethernet switchport

This command is used to show the information regarding private VLAN mapping for the switch interfaces.

show interface ethernet interface-id switchport

Parameters

interface-id Indicates the slot/port for the switch.

Default

The default is None.

Command Mode
Privileged EXEC
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Example

The following is an example of the CLI display output for the command.
(Routing) #show interface ethernet 0/1 switchport

Port: 0/1

VLAN Switchport mode:Private Vlan Host
Private VLAN configured Host association:10 20
Private VLAN configured Promiscuous VLANS:
Operational Private VLANS :

Display Parameters

Port The interface ID of the switch.

VLAN switchport mode Indicates the particular configuration mode.

Privat_e-ylan host- Indicates the VLAN association of the private-VLAN host ports.
association

Private-vlan mapping Indicates the VLAN mapping of the private-VLAN promiscuous ports.

Operational private VLANS Indicates the type of association to the interface.

5-25 show mac-addr-table

This command is used to show the forwarding database entries, which are utilized by the transparent
bridging function to decide how to forward a received frame.

Enter either the all parameter or the no parameter to show the entire table. To display the table entry for a
specific MAC address on the specified VLAN, enter that MAC Address and the VLAN ID. To view
summary information about the forwarding database table, enter the count parameter. To view MAC
addresses on a specific interface, use the interface {slot/port | lag Lag-id} parameter. To display
information about MAC addresses on a specified VLAN, use the vlan vlan_id parameter.

show mac-addr-table [{macaddr vlan_id | all | count | interface {slot/port | lag lag-id | vlan vlan_id} |
vlan vlan_id}]

Parameters

macaddr Select a 6 byte MAC address.

vlian_id Indicates a VLAN ID.

all Select to indicate all interfaces.

count Indicates the FDB count.

interface Indicates the MAC address on the interface.
slot/port Indicates the slot/port of the interface.

lag lag-id Select to enter interface lag mode.
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vlan vlan_id

Select to enter VLAN format.

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.

(Routing)#show mac-addr-table

VLAN 1D MAC Address

1 00:05:64:2F:0D:E5
1 00:05:64:2F:0D:E6
1 00:05:64:2F:0D:E7

Display Parameters

Interface I1fIndex Status

cpu 235 Management
cpu 235 Management
cpu 235 Management

The following information is shown if the user does not enter a parameter, the keyword all, or the MAC

address and VLAN ID.

VLAN ID Indicates the VLAN in which the MAC address is learned.

MAC Address Indicates a unicast MAC address that the switch has forwarding and/or
filtering information for. The format of the address consists of 6 two-digit
hexadecimal numbers separated by colons (for example,
01:23:45:67:89:AB).

Interface Indicates the port through which the address in question was learned.

Interface Index

Indicates the iflndex of the interface table entry that is associated with

the port in quesiton.

Status

Indicates the status of this entry. The meanings for the values are as
follows:

Static — Indicates that the value of the corresponding instance
was added by a user or the system when a static MAC filter was
defined. This value cannot be relearned.

Learned — Indicates that the value of the corresponding instance
was learned by observing the source MAC addresses of
incoming traffic, and that the value is currently in use.

Management — Indicates that the value of the corresponding
instance (that is, the system MAC address) is also the value of
an existing instance of the dotldStaticAddress. The value is
identified with interface 0/1. and is currently used when VLANSs
are enabled for routing.

Self — Indicates that the value of the corresponding instance
consists of the address of one of the switch’s physical interfaces
(that is, the system’s own MAC address).

Other — Indicates that the value of the corresponding instance
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does not fall under one of the aforementioned categories.

If the vlan vlan_id is entered, then only the MAC Address, interface, and Status fields will be displayed. If
the interface slot/port parameter is entered, then the VLAN ID will also appear in addition to the MAC
Address and Status fields.

The following information is displayed if the count parameter is entered:

Dynamic Address count Indicates the number of MAC addresses in the forwarding database that
have been automatically learned.

Static Address (User- Indicates the number of MAC addresses in the forwarding database that

defined) count have been manually entered by a user.

Total MAC Addresses in Indicates the number of MAC addresses currently included in the

use forwarding database.

Total MAC Addresses Indicates the number of MAC addresses that the forwarding database

available can handle.

5-26 process cpu threshold

This command is used to configure the CPU utilization thresholds, with the Rising and Falling thresholds
being specified as a percentage of the CPU resources. The utilization monitoring time period must be in
multiples of 5 seconds and can be configured to be any value from 5 seconds to 86400 seconds. The
configuration of the CPU utilization threshold will be saved across any switch reboot. The configuration of
the falling utilization threshold is optional. In the event that the falling CPU utilization parameters are not
configured, then the same value used for the rising CPU utilization parameters will be used for the falling
parameters.

process cpu threshold type total rising 1-100 interval <5-86400> {[falling] 1-100 interval <5-
86400> {[falling] 1-100 interval <5-86400>}

Parameters

None

Default

The default is None.

Command Mode
Global Config

Display Parameters

rising threshold Indicates the percentage of CPU resources that triggers a notification
when exceeded by the configured rising interval (range: 1 to 100;
default: 0 (disabled)).
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rising interval Indicates, the duration, in seconds, for the CPU rising threshold violation
that must be met to trigger a notification (range: 5 to 86400; default: 0
(disabled)).

falling threshold Indicates the percentage of CPU resources that triggers a notification

when exceeded by the configured falling interval (range: 1 to 100;
default: 0 (disabled)).In other words, when the total CPU utilization falls
below the specified level for a configured period of time, a notification is
triggered. Note that the falling utilization threshold notification is
triggered only if a rising threshold notification was previously sent. The
falling utilization threshold value must always be set at equal to or less
than the rising threshold value.

falling interval Indicates, the duration, in seconds, for the CPU falling threshold
violation that must be met to trigger a notification (range: 5 to 86400;
default: 0 (disabled)).

5-27 show process app-list

This command is used to show the user and system applications.

show process app-list

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.

(Routing)#show process app-list

1D Name PID Admin Status Auto Restart Running Status
1 dataplane 15309 Enabled Disabled Running
2 switchdrvr 15310 Enabled Disabled Running
3 syncdb 15314 Enabled Disabled Running
4 lighttpd 18718 Enabled Enabled Running
5 syncdb-test 0 Disabled Disabled Stopped
6 proctest 0 Disabled Enabled Stopped
7 user.start 0 Enabled Disabled Stopped
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Display Parameters

ID Indicates the application identifier.
Name Indicates the name that identifies the process.
PID Indicates the number that the software uses to identify the process

Admin Status

Indicates the administrative status of the process.

Auto Restart

Indicates whether or not the process will be automatically restarted if it
stops.

Running Status

Indicates whether or not the process is currently running.

5-28 show process proc-list

This command is used to show the configured and in-use processes.

show process proc-list

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example

of the CLI display output for the command.

(Routing)#show process proc-list

PI1D Process Name
15260 procmgr
15309 dataplane
15310 switchdrvr
15314 syncdb

18718 lighttpd
18720 lua_magnet
18721  lua_magnet

Display Parameters

Application ID-Name Chld VM Size (KB) VM Peak (KB) FD Count

O-procmgr No 1984 1984 8
1-dataplane No 293556 293560 11
2-switchdrvr No 177220 177408 57
3-syncdb No 2060 2080 8
4-lighttpd No 5508 5644 11
4-lighttpd Yes 12112 12112 7
4-lighttpd Yes 25704 25708 7

PID

Indicates the number that the software uses to identify the process.
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Process Name

Indicates the name that identifies the process.

Application ID-Name

Indicates the application identifier along with its associated name.

Child Indicates whether or not the process has spawned a child process.
VM Size Indicates the virtual memory size.
VM Peak Indicates the maximum amount of virtual memory that the process has

used at any given time.

FD Count Indicates the file descriptors count for the process.

5-29 show process app-resource-list

This command is used to show the configured and in-use resources of each application.

show process app-resource-list

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

(Routing) #show process app-resource-list

1D Name PID Memory Limit CPU Share Memory Usage Max Mem Usage
1 switchdrvr 251 Unlimited Unlimited 380 MB 381 MB
2 syncdb 252 Unlimited Unlimited 0 MB 0 MB
3 syncdb-test 0 Unlimited Unlimited 0 MB 0 MB
4 proctest 0 10 MB 20% 0 MB 0 MB
5 utelnetd 0 Unlimited Unlimited 0 MB 0 MB
6 IxshTelnetd 0 Unlimited Unlimited 0 MB 0 MB
7 user.start 0 Unlimited Unlimited 0 MB 0 MB
Display Parameters

ID Indicates the application identifier.

Name Indicates the name that identifies the process.

PID Indicates the number that the software uses to identify the process.
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Memory Limit Indicates the maximum amount of memory that the process can
consume.

CPU Share Indicates the maximum percentage of CPU utilization that the process
can consume.

Memory Usage Indicates the amount of memory that the process is using currently.

Max Mem Usage Indicates the maximum amount of memory that the process has used at

any time since it was started.

5-30 show process cpu threshold
This command is used to show the percentages of CPU utilization by different tasks.

It should be noted that it is not only the traffic to the CPU that could keep it busy, but the different tasks as
well.

show process cpu threshold

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command using Linux.

(Switching)#show process cpu

Memory status Utilization bytes Report
free 106450944
alloc 423227392

PID Name 5 Secs 60 Secs 300 Secs
765 _interrupt_thread 0.00% 0.01% 0.02%
767 L2X.0 0.58% 0.35% 0.28%
768 CNTR.O 0.77% 0.73% 0.72%
773 RX 0.00% 0.04% 0.05%
786 cpuUti IMonitorTask 0.19% 0.23% 0.23%
834 dotls_task 0.00% 0.01% 0.01%
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810 hapiRxTask 0.00% 0.01% 0.01%
805 dtlTask 0.00% 0.02% 0.02%
863 spmTask 0.00% 0.01% 0.00%
894 ip6MapLocalDataTask 0.00% 0.01% 0.01%
908 RMONTask 0.00% 0.11% 0.12%
Total CPU Utilization 1.55% 1.58% 1.50%

5-31 show running-config

This command is used to show or record the current settings of different protocol packages supported on
the switch. More specifically, it displays or records those commands with settings and configurations that
are different from the default values. To display or record those commands with settings and
configurations that remain equal to the default value, simply include the all option.

It should be noted that the Show running-config command does not show the User Password, even if one
different from the default has been set.

The output for the command is displayed in script format, and the output can then be used to configure
another switch with the same configuration. The output will be redirected to a script file if the optional
scriptname is provided with a file name extension of “.scr”.

Note: If the show running-config command is issued from a serial connection, access to the switch via
remote connections (such as Telnet) will be suspended as the output is being generated and shown.

Note: If a text-based configuration file is used, then the show running-config command will only show
the configured physical interfaces. That is, if any interface contains only the default configuration, then
that interface will be skipped when generating the show running-config command output. (This is true,
in fact, for any configuration mode for which nothing but the default configuration is used.) In other words,
the command to enter a particular config mode, as well as its exit command, are both omitted from the
generated show running-config command output. As a result, they are omitted from the startup-config
file when the configuration for the system is saved.

The following keys should be used to navigate the command output.

Key Action

Enter Advances one line.

Space Bar Advances one page.

q Stops the output and returns to the prompt.

It should be noted that --More-- or (q)uit is shown at the bottom of the output screen until the user
reaches the end of the output.

This command is used to display the current settings for the OSPFv2 trapflag status:

e Inthe event that all the flags are enabled, then trapflags all will be displayed by the command.

¢ Inthe event that all the flags in a specific group are enabled, then the command will cause the
trapflags group name all to be displayed.

e If only some but not all of the flags in said group are enabled, the command will cause the
trapflags groupname flag-name to be displayed.

show running-config [all | interface | vpc | scripthame]
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Parameters

scripthame (Optional) Indicates the script file name for writing active configuration.
all (Optional) Select to display all the running configurations.

interface Indicates the running configuration for a specified interface.

vpc Indicates the vpc running configuration.

Default

The default is None.

Command Mode
Privileged EXEC

5-32 show running-config interface

This command is used to show the running configuration for a particular interface, with valid interfaces
including physical LAG, tunnel, loopback, and VLAN interfaces.

show running-config interface {interface | lag lag-intf-num | loopback loopback-id | tunnel tunnel-id

| vlan vlan-id}

Parameters

interface

Indicates the running configuration for the specified interface.

lag lag-intf-num

Indicates the running configuration for the LAG interface.

loopback loopback-id

Indicates the running configuration for the loopback interface.

tunnel tunnel-id

Indicates the running configuration for the tunnel interface.

vlan vlan-id

Indicates the running configuration for the VLAN routing interface.

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.

(Routing)#show running-config interface 0/1

ICurrent Configuration:

1
interface 0/1
addport 3/1
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exit
(Routing)#

Display Parameters

slot/port Indicates a given interface in slot/port format.

lag Indicates the running config for a particular lag interface.
loopback Indicates the running config for a particular loopback interface.
tunnel Indicates the running config for a particular tunnel interface.

vlan Indicates the running config for a particular VLAN routing interface.

5-33 show {startup-config | backup-config | factory-defaults}

This command is used in the CLI to show the content of text-based configuration files (i.e., the startup-
config, backup-config, and factory-defaults files) that are saved in a compressed form in flash. When this
command is used, the files are decompressed when their content is shown.

show {startup-config | backup-config | factory-defaults}

Parameters

startup-config Indicates the content of the startup-config file.
backup-config Indicates the content of the backup-config file.
factory-defaults Indicates the content of the factory-defaults file.
Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command when using the startup-config
parameter.

(Routing)#show startup-config

ICurrent Configuration:
1

1System Description ""DQS-5000-54SQ28 - 48 25GE + 6 100GE, 1.00.005, Linux 3.16.0-29-
generic"

1System Software Version "1.00.005"
1System Up Time "0 days O hrs 0 mins 29 secs"
TAdditional Packages BGP-4,Q0S,Mul ticast, IPv6,Routing,Data Center
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ICurrent System Time: Apr 26 13:50:51 2018
1

vlan database

exit

configure

ip routing

vxlan enable

line console

exit

line telnet

exit

line ssh

exit

1

interface loopback 0

ip address 192.168.1.30 255.255.255.255
ip ospf area 1

exit

interface 0/49

speed 40G full-duplex

routing

ip address 2.2.2.2 255.255.255.252
ip ospf area 1

exit

interface 0/50

speed 40G full-duplex

routing

ip address 1.1.1.2 255.255.255.252
ip ospf area 1

exit

router ospf

router-id 192.168.1.30

exit

ipv6 router ospf

exit

exit

The following is an example of the CLI display output for the command when using the backup-config
parameter.

(Routing)#show backup-config

ICurrent Configuration:
1

1System Description ""DQS-5000-54SQ28 - 48 25GE + 6 100GE, 1.0.4, Linux 3.16.0-29-
generic"

1System Software Version "1.00.005"

1System Up Time "5 days 19 hrs 15 mins 33 secs"
TAdditional Packages BGP-4,Q0S,Mul ticast, IPv6,Routing,Data Center
ICurrent System Time: Apr 1 01:55:43 2018
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serviceport protocol dhcp

network parms 10.90.90.13 255.255.255.0 0.0.0.0
vlan database

vlan 10,20,30

exit

configure

vxlan enable

line console

exit

line telnet

exit

line ssh

exit

spanning-tree configuration name "DLINK"
spanning-tree configuration revision 1
spanning-tree mst instance 1
spanning-tree mst priority 1 20480
spanning-tree mst vlan 1 10
spanning-tree mst instance 2
spanning-tree mst vlan 2 20
spanning-tree mst instance 3
spanning-tree mst vlan 3 30
interface 0/5

speed 10G full-duplex

addport 371

exit

interface 0/6

speed 10G full-duplex

addport 3/1

exit

interface 0/9

speed 10G full-duplex

addport 3/3

exit

interface 0/10

speed 10G full-duplex

addport 3/3

exit

1

snmp-server community ‘“‘private”™ rw
interface 0/5
description “Conn_SW4*
exit

interface 0/6
description "Conn_SW4*
exit

interface 0/9
description “Conn_SW2*
exit

interface 0/10
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description "Conn_SW2*
exit

interface lag 1
switchport mode access
exit

interface lag 3
switchport mode access
exit

router ospf

exit

ipv6 router ospf
router-id 3.3.3.3

exit

exit

The following is an example of the CLI display output for the command when using the factory-defaults
parameter.

(Routing)#show factory-config

ICurrent Configuration:
1

1System Description '"'DQS-5000-54SQ28 - 48 25GE + 6 100GE, 1.00.005, Linux 3.16.0-29-
generic"

I1System Software Version *1.00.005"

I1System Up Time "0 days O hrs 0 mins 29 secs™
TAdditional Packages BGP-4,Q0S,Mul ticast, IPv6,Routing,Data Center
ICurrent System Time: Apr 26 13:50:51 2018

vlan database
exit
configure

ip routing
vxlan enable
line console
exit

line telnet
exit

line ssh
exit

interface 0/49
exit

interface 0/50
exit

router ospf

exit

ipv6 router ospf
exit

exit
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5-34 show sysinfo

This command is used to show switch information.

show sysinfo

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.

(Routing)#show sysinfo

System Description.............

System Name. .. ... . ... ._._.._._......
System Location......._..._.._......
System Contact. .. ...._..._._._._......
System Object ID. ... _._.__._.....
System Up Time. ... ... .. _._......

01:38:00 2018 UTC

MIBs Supported:

RFC 1907 - SNMPv2-MIB
HC-RMON-MIB

HCNUM-TC

SNMP-COMMUNITY-MIB

SNMP-MPD-MI1B

SNMP-TARGET-MIB
SNMP-VIEW-BASED-ACM-MIB

SFLOW-MIB
NAX-1SDP-MIB
NAX-BOXSERVICES-PRIVATE-MIB

.................. DQS-5000-54SQ28 - 48 25GE + 6 100GE,

1.00.005, Linux 3.16.0-29-generic

.................. Switch

.................. 1.3.6.1.4.1.171.10.162.3.1
.................. 1 days 20 hrs 3 mins 44 secs Apr 25

The MIB module for SNMPv2 entities

The original version of this MIB, published
as RFC3273.

A MIB module containing textual conventions
for high capacity data types.

This MIB module defines objects to help
support coexistence between SNMPv1l, SNMPv2,
and SNMPv3.

The MIB for Message Processing and
Dispatching

The Target MIB Module

The management information definitions for
the View-based Access Control Model for SNMP.
sFlow MIB

Industry Standard Discovery Protocol MIB
The D-Link Private MIB for NAX Box Services
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IANA-ADDRESS-FAMILY-NUMBERS-MIB

NAX-DENITALOFSERVICE-PRIVATE-MIB

LLDP-MIB

LLDP-EXT-MED-MI1B

NAX-OPENFLOW-PRIVATE-MIB
SMON-MIB

NAX-T IMERANGE-MIB
DISMAN-TRACEROUTE-MIB

RFC 1213 - RFC1213-MIB
RFC 2674 - P-BRIDGE-MIB
RFC 2737 - ENTITY-MIB
RFC 3635 - Etherlike-MIB

NAX-INVENTORY-MIB
INET-ADDRESS-MIB

NAX-LOGGING-MIB

1ANA-MAU-MIB

NAX-PFC-MIB

NAX-VPC-MIB

NAX-DOT1X-ADVANCED-FEATURES-MIB

NAX-RADIUS-AUTH-CLIENT-MIB

RADIUS-AUTH-CLIENT-MIB
-MANAGEMENT-ACAL-MIB

RFC 1850 - OSPF-MIB
RFC 2787 - VRRP-MIB

1P-FORWARD-MIB

Feature.

The MIB module defines the

AddressFami lyNumbers textual convention.

The D-Link Private MIB for NAX Denial of
Service.

Management Information Base module for LLDP
configuration, statistics, local system data
and remote systems data components.

The LLDP Management Information Base
extension module for TIA-TR41.4 Media
Endpoint Discovery information.

The D-Link Private MIB for NAX OpenFlow

The MIB module for managing remote
monitoring device implementations for
Switched Networks

The D-Link Private MIB for NAX Time Ranges
The Traceroute MIB (DISMAN-TRACEROUTE-MIB)
provides access to the traceroute capability
at a remote host.

Management Information Base for Network
Management of TCP/IP-based internets: MIB-11
The Bridge MIB Extension module for managing
Priority and Multicast Filtering, defined by
IEEE 802.1D-1998.

Entity MIB (Version 2)

Definitions of Managed Objects for the
Ethernet-like Interface Types

Unit and Slot configuration.

This MIB module defines textual conventions
for representing Internet addresses.

This MIB provides objects to configure and
display events logged on this system.

This MIB module defines dot3MauType
OBJECT-IDENTITIES and IANAifMauListBits,
I1ANAi fMauMediaAvailable,

IANAiT fMauAutoNegCapBits,

The MIB definitions Priority based Flow
Control Feature.

The MIB definitions for VPC.

The D-Link Private MIB for NAX Dotlx
Advanced Features

The D-Link Private MIB for NAX Radius
Authentication Client.

RADIUS Authentication Client MIB

The D-Link Private MIB for NAX management
acal feature.

OSPF Version 2 Management Information Base
Definitions of Managed Objects for the
Virtual Router Redundancy Protocol

The MIB module for the management of CIDR
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NAX-LOOPBACK-MIB
NAX-BGP-MI1B

NAX-QOS-ACL-MIB
NAX-QOS-AUTOVOIP-MIB
RFC 2932 - IPMROUTE-MIB
RFC 5060 - PIM-STD-MIB
DVMRP-STD-MIB
NAX-MULTICAST-MIB

MGMD-STD-MIB
RFC 2466 - IPV6-1CMP-MIB

NAX-ROUT ING6-MI1B
NAX-1PV6-LOOPBACK-MIB

NAX-DCBX-MIB
IEEE8021-CN-MIB

LLDP-V2-TC-MIB

Display Parameters

multipath IP Routes.

The D-Link Private MIB for NAX Loopback

The MIB definitions for Border Gateway
Protocol Flex package.

NAX Flex QOS ACL

NAX Flex QOS VOIP

IPv4 Multicast Routing MIB

Protocol Independent Multicast MIB
Distance-Vector Multicast Routing Protocol
MIB

The MIB definitions for Multicast Routing
Flex package.

The MIB module for MGMD Management.
Management Information Base for IP Version
6: ICMPv6 Group

The D-Link Private MIB for NAX IPv6 Routing.
The D-Link Private MIB for NAX Loopback IPV6
address configuration.

The MIB module defines objects to configure
DCBX

Congestion notification module for managing
IEEE 802.1Qau

Textual conventions used throughout the IEEE
Std 802.1AB version 2 and later MIB modules.

System Description

Indicates text used to identify the switch.

System Name

Indicates the name used to identify the switch. For this parameter, the
factory default is blank. For instructions on how to configure the system
name, please see “snmp-server”.

System Location

Indicates text used to specify the location of the switch. For this
parameter, the factory default is blank. For instructions on how to
configure the system location, please see “snmp-server”.

System Contact

Indicates text used to specify a contact person for the switch. For this
parameter, the factory default is blank. For instructions on how to
configure the system location, please see “snmp-server”.

System ObjectID

Indicates the base object ID for the switch’s enterprise MIB.

System Up Time

Indicates time since the last switch reboot in days, hours and minutes.

MIBs Supported

Indicates the list of MIBs supported by this agent.

5-35 show tech-support
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The show tech-support command is used to show the system and configuration information for the
whole system, or the information for BGP, BGP-IPv6, OSPF, or OSPFv3 when the user contacts technical
support. The output for the command includes log history files from previous runs. The output of the
command also combines the output for all of the following commands:

show version

show sysinfo

show port all

show isdp neighbors

show event log

show logging buffered

show trap log

show previous run persistent logs
show running config

show debugging

It should be noted that the log messages are sorted and then shown in reverse chronological order.

show tech-support [{bgp | datacenter | dcvpn | dotlq | dotls | ipv6 | layer3 | link_dependency |
[ldp | log | routing | sim | switching | system] [file]} | file]

Parameters

bgp Indicates bgp related information
datacenter Indicates datacenter related information.
dcvpn Indicates dcvpn related information.
dotlq Indicates dotlq related information.
dotls Indicates dotls related information.
dot3ad Indicates dot3ad related information.
file Indicates the file for output dump.

isdp Indicates isdp related information.
layer3 Indicates layer3 related information.

link_dependency

Indicates link_dependency related information.

lldp Indicates lldp related information.

log Indicates log related information.
routing Indicates routing related information.
sim Indicates sim related information.
switching Indicates switching related information.
system Indicates system related information.
Default

The default is None.

Command Mode
Privileged EXEC
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Example

The following is an example of the CLI display output for the command.
(Routing) #show tech-support

show version

Switch: 1

System Description. .. ... ... DQS-5000-54SQ28 - 48 25GE + 6 100GE,
2.1.5, Linux 3.16.0-29-generic

Machine Type. ..o e i e e e e e e aaae s DQS-5000-54SQ28 - 48 25GE + 6 100GE

Machine Model . . ... ... .. . i aaaann DQS-5000-545Q28

Serial Number. .. ... . e 2N38C000068

Part Number. ... .. . BXS500054SAF . Al

Maintenance Level ... ... ... . ... iiiiiiaaaa- A

Manufacturer. . .. ... e e D-LINK

Burned In MAC AddressS. - ..o co i i e i e e e ieea e e 00:05:64:2F:0D:E5

Software Version. ... ..o a e 1.00.005

Operating System. . ... ... e e e ceaaaaaaann Linux 3.16.0-29-generic

Network Processing Device. ... ... ..o oeeaanaann 9324 B1

Additional Packages. ... ... ..o BGP-4

................................................. QO0sS

................................................. Multicast

................................................. 1PV6

................................................. Routing

................................................. Data Center

................................................. OpEN API

................................................. Prototype Open API

System Description. ... ... ..o i e e e DQS-5000-54SQ28 - 48 25GE + 6 100GE,
2.1.5, Linux 3.16.0-29-generic

System Name. - . oo oo e e e e e e eaeaaaaaan Switch

System Location. .. ... i e e

System Contact. . ... .. i i e e

System Object ID. . ... ... .. i caa e 1.3.6.1.4.1.171.10.162.3.1

System Up TIMe. - oo oo o e i e e e e e e eeecaeaaaann 1 days 20 hrs 9 mins 18 secs Apr 25

01:43:34 2018 UTC

MIBs Supported:

RFC 1907 - SNMPV2-MIB. ... ... .-... The MIB module for SNMPv2 entities

HC-RMON-=-MIB . . - . o e e e e e e e e e e e eeeeae The original version of this MIB,
published as RFC3273.

HCONUM=TC. - o i e i e e e e e e ceceacaaaaaaann A MIB module containing textual
conventions for high capacity data
types.
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SNMP-COMMUNITY-MIB. - - e oo e e e e e e ceeaeeann This MIB module defines objects to
help support coexistence between
SNMPv1, SNMPv2, and SNMPv3.

SNMP-MPD-MIB . . - . i e e e e e e eaaaaaaan The MIB for Message Processing and
Dispatching

SNMP-TARGET-MIB . - o i iaia e e The Target MIB Module

SNMP-VIEW-BASED-ACM-MIB . . - . o . ooo-.- The management information

definitions for the View-based
Access Control Model for SNMP.

SFLOW-MIB . . o i e e e e sFlow MIB

NAX-ISDP-MIB .« . e eaaaaa- Industry Standard Discovery Protocol
MIB

NAX-BOXSERVICES-PRIVATE-MIB. - - - ..o a et The Private MIB for NAX Box Services
Feature.

IANA-ADDRESS-FAMILY-NUMBERS-MIB. . . . ... .. ........ The MIB module defines the
AddressFami lyNumbers textual
convention.

NAX-KEYING-PRIVATE-MIB. - . . oo oo a e e The Private MIB for NAX Keying
utility

LLDP-EXT-DOT3-MIB. - - . oo e e e e ceeaeeaaaaan The LLDP Management Information Base

extension module for IEEE 802.3
organizationally defined discovery

information.
NAX-LLPF-PRIVATE-MIB. - . . o oo e e e e e e e eeeeeeem The Private MIB for NAX Link Local
Protocol Filtering.
DISMAN-PING-MIB. . . .o e e e e eccccmcmeaenn- The Ping MIB (DISMAN-PING-MIB)

provides the capability of
controlling the use of the ping
function at a remote host.

NAX-OUTBOUNDTELNET-PRIVATE-MIB. . . . ..o The Private MIB for NAX Outbound
Telnet

NAX-TIMEZONE-PRIVATE-MIB. - . - . . oo .... The Private MIB for NAX for system
time, timezone and summer-time
settings

LAG-MIB . - - e ee e aiaaaaa The Link Aggregation module for
managing 1EEE 802.3ad

RFC 1493 - BRIDGE-MIB. . ... e e Definitions of Managed Objects for
Bridges (dotld)

RFC 2674 - Q-BRIDGE-MIB. . .. ... iaaaaans The VLAN Bridge MIB module for
managing Virtual Bridged Local Area
Networks

RFC 2863 - IF-MIB. ... ... The Interfaces Group MIB using SMIv2

NAX=SWITCHING-MIB. - . i i e iiea e e aaans NAX Switching - Layer 2

NAX-PORTSECURITY-PRIVATE-MIB. - - . . oo o oo Port Security MIB.

FANATFTYpe-MIB . - - i iaaaoa This MIB module defines the
IANAi fType Textual Convention

MAU-MIB. - - o e e e e e e e e e e aa e Management information for 802.3
MAUSs .

NAX-MVR-PRIVATE-MIB . - - - - .o iie e e e aaann The Private MIB for MVR
Configuration

IEEEBO21-PFC-MIB. - - oo o e i e e aeeaaaaan Priority-based Flow Control module
for managing 1EEE 802.1Qbb

IEEEBO21-PAE-MIB. . . oo i e e aeaaaaaan Port Access Entity module for
managing IEEE 802.1X.

NAX-DOT1X-AUTHENTICATION-SERVER-MIB. . - . ... ... .... The Private MIB for NAX Dotlx
Authentication Server

RADIUS-ACC-CLIENT-MIB. -« oo e e ii e e e e eae s RADIUS Accounting Client MIB
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TACACS-CLIENT-MIB. . . i i i e eeee e

NAX=QOS=MIB. - - - e e e e e e e e e e e e
NAX=QOS=COS-MIB-. - - -« « e e e e e e e e e e e
NAX-QOS-DIFFSERV-PRIVATE-MIB. - - -« e e e eeeeee e e

RFC 5240 - PIM-BSR-MIB. .. .. ... ... .....
TANA-RTPROTO-MIB. - - o e i e i e e eeeeaaaas

IPMROUTE-STD-MIB. . - o . i iiiaaon

RFC 2465 - IPV6-MIB. . ... ... o-.-.-

RFC 3419 - TRANSPORT-ADDRESS-MIB. ... ..._...._......
NAX-DHCPGSERVER-PRIVATE-MIB. . . . ... oo i
NAX-IPV6-TUNNEL-MIB. . - . .o oo--.-

NAX-FIPSNOOPING-MIB. . - . o .o oaoo.-

IEEE8021-TC-MIB ... .. i ioao-a

show hardware

Unrecognized command : show hardware

Error! Command “"show hardware® doesn"t exist.
Hence aborting TechSupport execution.

Defines a portion of the SNMP MIB
under the OID pertaining to TACACS+
client configurati

The Private MIB for NAX Mgmt
Security

The MIB module to describe traps for
the OSPF Version 2 Protocol.

NAX Routing - Layer 3

The MIB module for managing IP and
ICMP implementations, but excluding
their management of IP routes.
Definitions of Managed Objects for
the Fourth Version of the Border
Gateway Protocol (BGP-4) using SMIv2
NAX Flex QOS Support

NAX Flex QOS COS

NAX Flex QOS DiffServ Private MIBs*®
definitions draft-ietf-magma-mgmd-
mib-03 MGMD MIB, includes IGMPv3 and
MLDv2 .

Bootstrap Router mechanism for PIM
routers

IANA IP Route Protocol and IP MRoute
Protocol Textual Conventions

The MIB module for management of IP
Multicast routing, but independent
of the specific multicast routing
protocol in use.

Management Information Base for IP
Version 6: Textual Conventions and
General Group

Textual Conventions for Transport
Addresses

The Private MIB for NAX DHCPv6
Server/Relay

The Private MIB for NAX IPV6 Tunnel.
The MIB module defines objects to

configure FIP snooping and monitor
the status of FCOE sessions.

Textual conventions used throughout
the various IEEE 802.1 MIB modules.

show running-config

ICurrent Configuration:
1

1System Description ""DQS-5000-54SQ28 - 48 25GE + 6 100GE, 1.00.005, Linux 3.16.0-29-

generic"
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1System Software Version "1.00.005"

1System Up Time "1 days 20 hrs 9 mins 18 secs"
TAdditional Packages BGP-4,Q0S,Multicast, IPv6,Routing,Data Center
ICurrent System Time: Apr 25 01:43:34 2018

1

vlan database

exit

configure

ipv6 pim sparse

ipv6 pim ssm default

vxlan enable

line console

exit

line telnet

exit

line ssh

exit

1

interface 0/1

ip address 10.1.1.2 255.255.0.0

ipv6é pim join-prune-interval 90

ip igmp

ip pim join-prune-interval 90

exit

router ospf

exit

ipv6 router ospf

exit

process cpu threshold type total rising 100 interval 5 falling 100 interval 5
exit

Displaying FASTPATH Crash Dump O

For kernel Crash Dump - osapiDebugCrashDumpDisplay(x,1)
Crash Dump O is not found

<Output truncated>

5-36 length value

This command is persistent and is used to set the pagination length to a specific number of lines for the
sessions specified through configuring on different Line Config modes (telnet/ssh/console).

It should be noted that the length command on the Line Console mode applies for Serial Console
sessions.
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length value

no length value

Parameters

None

Default
The default is 24.

Command Mode
Line Config

5-37 show terminal length

This command is used to show all the configured terminal length values.

show terminal length

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.
(Routing)#show terminal length

Terminal Length:

For Current SesSioN. ... ... e e eeaeaaaan 24
For Serial Console. .. ... ... .. .. . i iiaeaeaaaa. 24
For Telnet SesSSIOoNS. ... ..o e e e aeaaaan 24
FOr SSH SesSSIONS. ... oo e e e eeaeaaaan 24

5-38 memory free low-watermark processor

This command is used to ensure that a notification is sent when the CPU free memory falls below a
configured threshold.. Subsequenlty, another notification is produced and sent when the available free
memory increases to 10 percent above the specified threshold. However, only one Rising or Falling
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memory notification will be generated over any period of 60 seconds in order to prevent the generation of
excessive notifications when the free memory fluctuates around the configured threshold, which is
specified in kilobytes. A given CPU free memory threshold configuration will be saved across a switch
reboot.

memory free low-watermark processor 1-1034956

Parameters

low-watermark Indicates the threshold at which a notification message is triggered
when the CPU free memory falls below the threshold (range: 1 to the
maximum available memory on the switch; default: 0 (disabled)).

Default

The default is None.

Command Mode
Global Config

5-39 clear mac-addr-table

This command is used to dynamically clear any learned entries from the forwarding database. Using the
options discussed below, the user can specify the particular set of dynamically-learned forwarding
database entries to be cleared.

clear mac-addr-table {all | vlan vlanld | interface slot/port | macAddr [macMask]}

Parameters

all This parameter causes all the dynamically learned forwarding database
entries in the forwarding database table to be cleared.

vlan vlanid This parameter causes all the dynamically learned forwarding database
entries for the given vlanld to be cleared.

interface slot/port This parameter causes all the forwarding database entries learned on
for the given interface to be cleared.

macAddr [macMask] This parameter causes all the dynamically learned forwarding database
entries that match the range indicated by the MAC address and MAC
mask to be cleared. When a MAC mask is not entered, only the
specified MAC is cleared from the forwarding database table. MAC
address format EEEE.EEEE.EEEE.

Default

The default is None.
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Command Mode
Privileged EXEC

Logging Commands

In this section, the commands used to configure the system logging and to view logs and the logging
settings are described.

5-40 logging buffered
This command is used to enable logging in to an in-memory log.

The no command is used to disable logging in to an in-memory log.

logging buffered
no logging buffered

Parameters

None

Default
The default is Enable.

Command Mode
Global Config

5-41 logging buffered wrap

This command is used to enable the wrapping of in-memory logging when the log file achieves full
capacity. Otherwise, the logging will stop when the log file reaches full capacity.

The no command is used to disable the wrapping of in-memory logging and configures the logging to be
stopped when the log file reaches full capacity.

logging buffered wrap

no logging buffered wrap

Parameters

None

Default
The default is Enabled.
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Command Mode
Global Config

5-42 logging cli-command

This command is used to enable the CLI command logging feature, which in turn makes the D-LINK OS
software capable of logging all the CLI commands issued on the system, with those commands being
stored in a persistent log. The show logging persistent command is used to show the stored history of
CLI commands.

The no command is used to disable the CLI command logging feature.

logging cli-command

no logging cli-command

Parameters

None

Default
The default is Disable.

Command Mode
Global Config

5-43 logging console

This command is used to enable logging on to the console. The user can specify the severitylevel value
as either an integer from 0 to 7 or in a symbolic fashion through the use of one of the following keywords:
emergency (0), alert (1), critical (2), error (3), warning (4), notice (5), info (6), or debug (7).

The no command is used to disable logging on to the console.

logging console [severitylevel]

no logging console

Parameters

severitylevel (Optional) Select the Logging Severity Level.

Default
The default is Enable.
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Command Mode
Global Config

5-44  logging host

This command is used to configure the logging host parameters and allows for the configuration of up to
eight hosts.

logging host {hostaddress | hosthame} addresstype tls [anon | xX509name] certificate-index {port
severitylevel}

Parameters

hostaddress | hostname Indicate the IP address of the logging host.

addresstype Indicates the type of address being passed (that is, DNS or IPv4).

tls This parameter is used to enable TLS security for the host.

anon | x509name (Optional) Indicates the type of authentication mode (that is, anonymous
or x509name).

certificate-index Indicates the certificate number that will be used for authentication
(range: 0-8, with index 0 being used for the default file).

port (Optional) Indicates a port number from 1 to 65535.

severitylevel (Optional) The value for this parameter can be specified as either an
integer from 0 to 7 or in a symbolic fashion through the use of one of the
following keywords: emergency (0), alert (1), critical (2), error (3),
warning (4), notice (5), info (6), or debug (7).

Default

The default is as follows:

port 514 (for UDP) and 6514 (for TLS)
authentication mode: anonymous
certificate index: 0

level: critical (2)

Command Mode
Global Config

Example

The following is an example of the CLI display output for the command.

(Routing) (Config)#logging host google.com dns 214
(Routing)(Config)#logging host 10.130.64.88 ipv4 214 6
(Routing)(Config)#logging host 5.5.5.5 ipv4 tls anon 6514 debug
(Routing)(Config)#logging host 5.5.5.5 ipv4 tls x509name 3 6514 debug
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5-45 logging host reconfigure

This command is used to enable logging host reconfiguration.

logging host reconfigure hostindex

Parameters

hostindex This parameter can be used to enter the Logging Host Index for which to
change the IP address.

Default

The default is None.

Command Mode
Global Config

5-46 logging host remove

This command is used to disable logging to host. Please see “show logging hosts” for a list of the host
indexes.

logging host remove hostindex

Parameters

hostindex Indicates the Logging Host index to be removed.

Default

The default is None.

Command Mode
Global Config

5-47 logging persistent

This command is used to configure the persistent logging for the switch, with the severity level parameter
use to specify the logging messages of different severities. Potential values for the severity level are as
follows: emergency (0), alert (1), critical (2), error (3), warning (4), notice (5), info (6), debug (7).

The no command is used to disable the persistent logging in the switch.
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logging persistent severity level

no logging persistent

Parameters

severity level Indicates the Logging Severity level.

Default
The default is Disabled.

Command Mode
Global Config

5-48 logging protocol

This command is used to configure the logging protocol version number as either 0 or 1. Version 0 is
used by RFC 3164 and version 1 is used by RFC 5424.

logging protocol {0 | 1}

Parameters

None

Default
The default is 0 (RFC 3164).

Command Mode
Global Config

5-49 logging syslog

This command is used to enable syslog logging. The optional facility parameter can be used to set the
default facility used in syslog messages for those components without an internally assigned facility. The
facility value can consist of one of the following keywords: kernel, user, mail, system, security, syslog,
Ipr, nntp, uucp, cron, auth, ftp, ntp, audit, alert, clock, localO, locall, local2, local3, local4, local5,
local6, local7. The default facility is local7.

The no command is used to disable syslog logging.

logging syslog [facility facility]
no logging syslog [facility facility]
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Parameters

facility facility Indicates the Syslog Facility.

Default
The default is Disabled.

Command Mode
Global Config

5-50 logging syslog port

This command is used to enable syslog logging. The value for the portid parameter consists of an integer
within the range of 1-65535.

The no command is used to disable syslog logging.

logging syslog port 1-65535
no logging syslog port

Parameters

None

Default
The default is Disabled.

Command Mode
Global Config

5-51 logging syslog source-interface

This command is used to specify the logical or physica interface used as the Syslog client source
interface. If configured, the source interface address is used for all Syslog communications between the
Syslog client and the Syslog server. Otherwise, there will be no change in behavior. Also, the Syslog
client will revert to normal behavior if the configured interface is down.

The no command is used to remove the configured global source interface (that is, the Source IP
selection) for all Syslog communications between the Syslog server and the Syslog client.

logging syslog source-interface {slot/port | loopback loopback-id | vlan vlan-id}

no logging syslog source-interface

Parameters

slot/port Indicates the port to be used as the source interface.

188



5000 Series Layer 2/3 Managed Data Center Switch CLI Reference Guide

loopback loopback-id

(range: 0to 7).

Indicates the loopback interface to be used as the source interface

tunnel tunnel-id
0to 7).

Indicates the tunnel interface to be used as the source interface (range:

vlan vlan-id

Indicates the VLAN to be used as the source interface.

Default

The default is None.

Command Mode
Global Config

5-52 show logging

This command is used to display the logging configuration information.

show logging

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.

(Routing)#show logging

Logging Client Local Port

Logging Client USB File Name
Logging Client Source Interface
CLI Command Logging

Console Logging

Console Logging Severity Filter
Buffered Logging

Buffered Logging Severity Filter
Persistent Logging

Persistent Logging Severity Filter

Syslog Logging
Syslog Logging Facility

: 514

: (not configured)
: disabled

: enabled

I error

: enabled

info

: disabled
: alert

: disabled

local?7
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Log Messages Received
Log Messages Dropped
Log Messages Relayed

Display Parameters

: 229

Logging Client Local Port

Indicates the port on the collector/relay that syslog messages are sent
to.

Logging Client Source
Interface

Indicates the configured syslog source-interface (source IP address).

CLI Command Logging

Indicates whether CLI Command logging is enabled.

Logging Protocol

Indicates the logging protocol version number.
e 0:RFC 3164
e 1:RFC 5424

Console Logging

Indicates whether console logging is enabled.

Console Logging Severity
Filter

Indicates the minimum severity for logging to the console log.
Specifically, messages with a numerical severity equal to or lower than
the minimum severity are logged.

Buffered Logging

Indicates whether buffered logging is enabled.

Persistent Logging

Indicates whether persistent logging is enabled.

Persistent Logging
Severity Filter

Indicates minimum severity at which the log entries are retained after a
system reboot.

Syslog Logging

Indicates whether syslog logging is enabled.

Syslog Logging Facility

Indicates the value set for the facility in syslog messages.

Log Messages Received

Indicates the number of messages that the log process has received,
including messages that were dropped or ignored.

Log Messages Dropped

Indicates the number of messages that could not be processed because
of errors or a lack of resources.

Log Messages Relayed

Indicates the number of messages sent to the collector/relay.

5-53

show logging buffered

This command is used to show buffered logging (that is, the system startup and system operation logs).

show logging buffered

Parameters

None
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Default

The default is None.

Command Mode
Privileged EXEC

Example

The following is an example of the CLI display output for the command.

(Routing)#show logging buffered

Buffered (In-Memory) Logging : enabled
Buffered Logging Wrapping Behavior : On

Buffered Log Count

: 210

<190> Apr 27 08:17:16 DQS-5000-54SQ28-2011 PROCMGR[emWeb]: proc_cnfgr.c(714) 1009 %%
No more data in file /tmp/procmgr-app-resource-list.txt

<190> Apr 27 08:16:59 DQS-5000-54SQ28-2011 PROCMGR[emWeb]: proc_cnfgr.c(521) 1008 %%
No more data in file /tmp/procmgr-proc-list.txt

<190> Apr 27 08:16:43 DQS-5000-54SQ28-2011 PROCMGR[emWeb]: proc_cnfgr.c(319) 1007 %%
No more data in file /tmp/procmgr-app-list._txt

Display Parameters

Buffered (In-Memory)
Logging

Indicates whether the In-Memory log id is enabled or disabled.

Buffered Logging
Wrapping Behavior

Indicates the behavior of the In-Memory log when it is faced with a log
full situation.

Buffered Log Count

Indicates the count of valid entries in the buffered log.

5-54 show logging hosts

This command is used to show all configured logging hosts.

show logging hosts

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

191



5000 Series Layer 2/3 Managed Data Center Switch CLI Reference Guide

Example

The following is an example of the CLI display output for the command.
(Routing)#show logging hosts

Index 1P Address/Hostname Severity Port Status Mode Auth Cert#
1 1.1.1.17 critical 514 Active udp x509name 6

2 10.130.191.90 debug 10514 Active tls x509name 4

3 5.5.5.5 debug 333 Active tls

Display Parameters

Host Index (This parameter is used for deleting hosts.)
IP Address / Hosthame Indicates the IP address or the hostname of the logging host.
Severity Level Indicates the minimum severity to log to the given address. The possible

values are as follows: emergency (0), alert (1), critical (2), error (3),
warning (4), notice (5), info (6), and debug (7).

Port Indicates the server port number, which is the port from which syslog
messages are sent on the local host.

Status Indicates the current snmp row status (that is, Active, Not in Service, or
Not Ready).

Mode Indicates the type of security: UDP or TLS.

Auth Indicates the type of authentication mode: anonymous or x509name.

Cert # Indicates the certificate number used for authentication (range: 0-8, with

Index O being used as the default file).

5-55 show logging persistent

The show logging persistent command is used to show persistent log entries. In the event that log-files is
specified, then the persistent log files of the system are shown.

show logging persistent [log-files]

Parameters

log-files (Optional) Indicates the list of persistent log files existing in the system.

Default

The default is None.

Command Mode
Privileged EXEC
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Example

The following is an example of the CLI display output for the command.
(Switching)#show logging persistent

Persistent Logging : disabled
Persistent Log Count : 0

(Switching)#show logging persistent log-files
Persistent Log Files:

slog0.txt
slogl.txt
slog2.txt
olog0.txt
ologl.txt
olog2.txt

Display Parameters

Persistent Logging Indicates whether persistent logging is enabled or disabled.
Persistent Log Count Indicates the number of persistent log entries.
Persistent Log Files Indicates the list of persistent log files in the system. This list will only be

displayed if log-files is specified.

5-56 show logging traplogs

This command is used to show SNMP trap events and statistics.

show logging traplogs

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following shows an example of the command.
(Routing)#show logging traplogs
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Number of Traps Since Last Reset................. 84
Trap Log CapaCity .- - - oo oi e e i e e e eeaaeeaaan 256
Number of Traps Since Log Last Viewed............ 84
Log System Up Time Trap

0 Apr 27 08:04:56 2018 Session 0 of type 1 started for user admin connected from

EIA-232.

1 Apr 27 08:04:52 2018 Session 0 of type 1 ended for user admin connected from
EIA-232.

2 Apr 27 07:55:32 2018 Session 0 of type 1 started for user admin connected from
EIA-232.

3 Apr 27 07:55:09 2018 Session 0 of type 1 ended for user admin connected from
EIA-232.

Display Parameters

Number of Traps Since Indicates the number of traps since the previous boot.

Last Reset

Trap Log Capacity Indicates the number of traps that the system can retain.

Number of Traps Since Log Indicates the number of new traps since the command was last
Last Viewed executed.

Log Indicates the log number.

System Time Up Indicates the length of time that the system had been running for at the
time the trap was sent.

Trap Indicates the text of the trap message.

5-57 clear logging buffered

This command is used to clear buffered logging (that is, the system startup and system operation logs).

clear logging buffered

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC
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Email Alerting and Mail Server Commands

5-58 logging email

This command is used to enable email alerts and to set the lowest severity level for the emailing of log
messages. Specifically, if the user specifies a severity level, then log messages with a severity at or
above this level but below the urgent severity level are emailed in a non-urgent manner by being collected
together and then emailed when the log time expires. The severitylevel value can be specified as either
an integer from 0 to 7 or in a symbolic manner with one of the keywords that follows: emergency (0),
alert (1), critical (2), error (3), warning (4), notice (5), info (6), and debug (7).

The no command is used to disable email alerts.

logging email {severity | from-addr | logtime | message-type | test | urgent}

no logging email

Parameters

severity (Optional) Indicates the serverity level of the email alert.

from-addr Indicates the sender address configuration for the email alert.

logtime Indicates the log duration configuration in minutes, range: 30 — 1440
minues.

message-type Indicates the message configuration type: urgent, non-urgent, both.

test Indicates the test configuration for the email alert configuration.

urgent Indicates the urgent log message.

Default

The default is Disabled.

Command Mode
Global Config

5-59 logging email urgent

This command is used to set the lowest severity level for which log messages will be e-mailed
immediately in a single e-mail message. The severitylevel value can be specified as either an integer
from 0 to 7 or in a symbolic manner with one of the keywords that follows: emergency (0), alert (1),
critical (2), error (3), warning (4), notice (5), info (6), and debug (7). Alternatively, none can be
specified in order to indicate that log messages are to be collected and sent together in a batch email at a
specified interval.

The no command is used to reset the urgent severity level back to the default value.

logging email urgent {severity | none}
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no logging email urgent

Parameters

severity Indicates the severity level of the alert.

none Indicates that no log messages are emailed as urgent.
Default

The default is as follows: log messages with the Alert (1) and Emergency (0) severity levels are sent
immediately.

Command Mode
Global Config

5-60 logging email message-type to-addr

This command is used to configure the email address to which messages are to be sent. The following
message types are supported: urgent, non-urgent, and both. Furthermore, multiple email addresses
can be configured for each supported severity level. The to-email-addr variable will consist of a standard
email address, such as, for example, admin@yourcompany.com.

The no command is used to remove the configured to-addr field.

logging email message-type {urgent | non-urgent | both} to-addr to-email-addr

no logging email message-type {urgent | non-urgent | both} to-addr to-email-addr

Parameters

both Indicates both urgent and non urgent message types.
non-urgent Indicates non urgent message types.

urgent Indicates urgent message types.

to-addr to-email-addr Indicates the email address recipient.

Default

The default is None.

Command Mode
Global Config

5-61 logging email from-addr

This command is used to configure the email address of the sender (that is, the switch).
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The no command is used to remove the configured email source address.

logging email from-addr from-address

no logging email from-addr from-address

Parameters

from-addr from-address Indicates the sender email address.

Default

The default is service@dlink.com.

Command Mode
Global Config

5-62 logging email message-type subject
This command is used to configure the subject line used for an email of the specified type.

The no command is used to remove the configured email subject line for emails of the specified message
type and thus restores the subject line to the default email subject.

logging email message-type {urgent | non-urgent | both} subject subject

no logging email message-type {urgent | non-urgent | both} subject subject

Parameters

both Indicates both urgent and non urgent message types.
non-urgent Indicates non urgent message types.

urgent Indicates urgent message types.

subject subject Indicates the subject line for the email alert.

to-addr to-address Indicates the recipient email address for the alert.
Default

The default is as follows:

e For urgent messages, the subject line, by default, is “Urgent Log Messages”.

e For non-urgent messages, the subject line, by default, is “Non Urgent Log Messages”.
Command Mode
Global Config

197



5000 Series Layer 2/3 Managed Data Center Switch CLI Reference Guide

5-63 logging email logtime

This command is used to configure the frequency with which non-urgent email messages are sent. That
is, non-urgent messages will be collected and sent together in a batch email at the specified interval (valid
range: every 30-1440 minutes).

The no command is used by default to reset the non-urgent log time back to the default value.

logging email logtime 30-1440

no logging email logtime

Parameters

None

Default
The default is 30.

Command Mode
Global Config

5-64 logging traps

This command is used to set the severity level at which SNMP traps are to be logged and sent in an
email. The severitylevel value can be specified as either an integer from 0 to 7 or in a symbolic manner
with one of the keywords that follows: emergency (0), alert (1), critical (2), error (3), warning (4),
notice (5), info (6), and debug (7).

The no command is used to reset the logging severity level for SNMP traps back to the default value.

logging traps severitylevel

no logging traps

Parameters

severitylevel Indicates the alert trap severity level.

Default

The default is as follows: messages with a severity level of 6 or higher are logged.

Command Mode
Global Config
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5-65 logging email test message-type

This command is used to send an email to the SMTP server in order to test the email alert function.

logging email test message-type {urgent | non-urgent | both} message-body msg-body

Parameters

both Indicates both urgent and non urgent message types.
non-urgent Indicates non urgent message types.

urgent Indicates urgent message types.

message-body msg-body

Indicates the message string for the email body of the alert message.

None

Default

The default is No default value.

Command Mode
Global Config

5-66 show logging email config

This command is used to show information about the configuration.

show logging email config

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

Example

The following shows an example of the command.

(Routing)#show logging email config

Email Alert Logging.-....

......................... disabled
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Email Alert From Address. .. ... e o e e aans service@dlink.com

Email Alert Urgent Severity Level ... ... ... ...... alert

Email Alert Non Urgent Severity Level.... ... ..... warning

Email Alert Trap Severity Level ... .. . ... . ... ..... info

Email Alert Notification Period.................. 30 min

Email Alert To Address Table:

Email Alert Subject Table:

For Msg Type urgent, subject iS.................. Urgent Log Messages

For Msg Type non-urgent, subject is.............. Non Urgent Log Messages

Display Parameters

Email Alert Logging

Indicates whether the feature is enabled or disabled.

Email Alert From Address

Indicates the email address of the sender (that is, the switch).

Email Alert Urgent Severity

Level

Indicates the lowest severity level that is considered to be urgent.
Messages with this level of severity or above are sent immediately.

Email Alert Non Urgent
Severity Level

Indicates the lowest severity level that is considered to be non-urgent.
Messages with this level of severity and above, up to the designated
urgent level, are collected and sent together in a batch email. Any log
messages with a lower level of severity are not sent via email message
at all.

Email Alert Trap Severity
Level

Indicates the lowest severity level at which traps are logged.

Email Alert Notification
Period

Indicates the amount of time to wait between the sending of non-urgent
messages.

Email Alert to Address
Table

Indicates the configured email recipients.

Email Alert Subject Table

Indicates the subject lines to be included with emails of urgent (Type 1)
and non-urgent (Type 2) messages.

For Msg Type urgent,
subject is

Indicates the configured email subject for the sending of urgent
messages.

For Msg Type non-urgent,
subject is

Indicates the configured email subject for the sending of non-urgent
messages.

5-67

show logging email statistics

This command is used to show email alerting statistics.

show logging email statistics
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Parameters

None

Default

The default is No default value.

Command Mode
Privileged EXEC

Example

The following shows an example of the command.
(Routing)#show logging email statistics

Email Alert operation status....._._.._._._.._._..__._..... disabled

Email Alert Statistics:

No of email Failures so far....___.____._._._.__._..... 0
No of email sent so far....._ ... .. ... _..__._..... 0
Time since last email Sent.._.___ ... _.___.__.._._._.... 00 days 00 hours 00 mins 00 secs

Display Parameters

Email Alert Operation Indicates the operational status of the email alert feature.
Status
No of Email Failures Indicates the number of email messages for which unsuccessful send

attempts have been made.

No of Email Sent Indicates the number of email messages that have been sent from the
switch since the counter was last cleared.

Time Since Last Email Sent Indicates the amount of time since the most recent email was sent from
the switch.

5-68 clear logging email statistics

This command is used to reset the email alerting statistics.

clear logging email statistics

Parameters

None

Default

The default is None.
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Command Mode
Privileged EXEC

5-69 mail-server

This command is used to configure the SMTP server to which email alert messages are sent by the
switch and also to change the mode to the Mail Server Configuration mode. The address of the server
can be in either the IPv4 or DNS name format.

The no command is used to remove the previously specified SMTP server from the configuration.

mail-server {ip-address | ipv6address | hostname}

no mail-server {ip-address | ipv6address | hostname}

Parameters

ipaddress Indicates the IP address of the mail server.
Ipv6address Indicates the IPv6 address of the mail server.
Host-name Indicates the hostname of the mail server.
Default

The default is None.

Command Mode
Global Config

5-70 security

This command is used to set the email alerting security protocol by enabling the use of TLS
authentication by the switch with the SMTP Server. However, no email will be sent to the SMTP server if
the TLS mode is enabled on the switch but is not supported by the SMTP server itself.

security {tlsvl | none}

Parameters

none Indicates normal socket communication.
tlsvl Indicates TLSv1 socket communication.
Default

The default is None.
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Command Mode

Mail Server Config

5-71 port (Mail Server Config Mode)

This command is used to configure the TCP port that is to be used for communication with the SMTP
server. For TLSv1, the recommended port is 465, whereas for no security (i.e., none), it is 25. However,
the allowed range of ports is any nonstandard port in the range from 1 to 65535.

port {465 | 25 | 1-65535}

Parameters

None

Default
The default is 25.

Command Mode

Mail Server Config

5-72 username (Mail Server Config)

This command is used to configure the login ID used by the switch to perform authentication with the
SMTP server.

username name

Parameters

username Indicates the mail server username configuration. Username length: 1 to
49 characters.

Default

The default is admin.

Command Mode

Mail Server Config

5-73 password (Mail Server Config Mode)
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This command is used to configure the password used by the switch to perform authentication with the
SMTP server.

password password

Parameters

password Indicates the password string for the mail server configuration.

Default

The default is admin.

Command Mode

Mail Server Config

5-74 show mail-server config

This command is used to show information regarding the email alert configuration.

show mail-server {ip-address | hostname | all} config

Parameters

ip-address Indicates the IP address for the mail server configuration.
hostname Indicates the hostname for the mail server configuration.
all Indicates all the configuration settings for the mail server.
Default

The default is None.

Command Mode
Privileged EXEC

Example
The following shows an example of the command.

(Routing)#show mail-server all config

Mail Servers Configuration:

No of mail servers configured....._.____._.__.__._..._. 1

Email Alert Mail Server Address.................. 192.168.1.1
Email Alert Mail Server Port... ... .. .. .. ......... 25

Email Alert SecurityProtocol ... ___._______.___.._._. none

Email Alert Username. ... .. ... o iiioaaaaaaaaaann Tester




5000 Series Layer 2/3 Managed Data Center Switch CLI Reference Guide

Email Alert Password. .. ... ..o oroneeceeannna- 123456789

Display Parameters

No of mail servers Indicates the number of SMTP servers that are configured on the switch.
configured

Email Alert Mail Server Indicates the IPv4 address or DNS hostname for the configured SMTP
Address server.

Email Alert Mail Server Indicates the TCP port used by the switch to send email to the SMTP
Port server.

Email Alert Security Indicates the security protocol (TLS or none) used by the switch to
Protocol perform authentication with the SMTP server.

Email Alert Username Indicates the username used by the switch to perform authentication

with the SMTP server.

Email Alert Password Indicates the password used by the switch to perform authentication
with the SMTP server.

System Utility and Clear Commands

In this section, the commands used to help troubleshoot issues with connectivity and to restore the
factory defaults of various configurations are described.

5-75 clear config

This command is used to reset the configuration of the switch back to that included in the factory-defaults
configuration file, if that file is present, without the switch being powered off. In the event that the factory-
defaults configuration file is not present, then the application of D-LINK OS compile time defaults to the
switch occurs instead. When this command is issued, a prompt appears asking for confirmation that the
reset should proceed. If the user enters y at the prompt, then the current configuration of the switch will
automatically be reset to the default values. Entering y does not, however, reset the switch itself.

clear config

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC
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5-76 clear counters

This command is used to clear the statistics for all the ports, for a specified slot/port, or for an interface on
a VLAN based on the argument. In the event that a virtual router is specified, then the statistics for the
ports included on the virtual router will be cleared. In contrast, if no router is specified, then the
information for the default router is then displayed.

clear counters {slot/port | all [vrf vrf-name] | lag [lag-intf-num] | nvgre | vlan id | vxlan}

Parameters

slot/port Indicates a slot/port interface.

all Select to clear all L1/L2 counters on all interfaces including IP counters.
lag Select to clear LAG interface statistics.

nvgre Select to clear the NVGRE tunnel counters.

vlan id Indicates a VLAN interface.

vxlan Select to clear all VXLAN tunnel counters.

Default

The default is None.

Command Mode
Privileged EXEC

5-77 clear ip access-list counters

This command is used to clear the counters of the specified IP ACL and the IP ACL rule.

clear ip access-list counters {acl-ID | acl-name }

Parameters

acl-ID 1-199 Indicates the ACL ID to clear counters, range: 1 — 199.

acl-name Indicates the ACL name to clear counters, up to 31 characters in length.
Default

The default is None.

Command Mode
Global Config
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5-78 clear ipv6 access-list counters

This command is used to clear the counters of the specified IP ACL and the IP ACL rule.

clear ipv6 access-list counters acl-name

Parameters

acl-name Indicates the ACL name to clear counters, up to 31 characters.

Default

The default is None.

Command Mode
Privileged EXEC

5-79 clear mac access-list counters
This command is used to clear the counters of the specified MAC ACL and MAC ACL rule.

clear mac access-list counters acl-name

Parameters

acl-name Indicates the ACL name to clear counters, up to 31 characters.

Default

The default is None.

Command Mode
Privileged EXEC

5-80 clear pass

This command is used to reset all the user passwords back to the factory defaults without having to
power off the switch. When this command is issued, the user will be prompted to confirm that the
password reset should proceed.

clear pass
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Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

5-81 clear traplog

This command is used to clear the trap log.

clear traplog

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC

5-82 clear vlan

This command is used to reset the VLAN configuration parameters back to the factory defaults.

clear vlan

Parameters

None

Default

The default is None.

Command Mode
Privileged EXEC
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5-83 logout
This command is used to close the current telnet connection or to reset the current serial connection.

Note: Please be sure to save any configuration changes before logging out.

logout

Parameters

None

Default

The default is None.

Command Mode

e Privileged EXEC
e User EXEC

5-84 ping

This command is used to ascertain whether or not another computer is on the network. The ping yields a
synchronous response when it is initiated from the CLI interface.

Note: For related information regarding the ping command for IPv6 hosts, please see “ping ipv6”.

ping [vrf vrf-name] {ip-address | hostname | {ipv6 {interface {slot/port | vlan 1-4093 | loopback
loopback-id | network | serviceport | tunnel tunnel-id} link-local-address} | ip6addr | hostname}
[count count] [interval 1-60] [size size] [source ip-address | ip6addr | {slot/port | vian 1-4093 |
serviceport | network}] [outgoing-interface {slot/port | vlan 1-4093 | serviceport | network}]

Parameters

Through use of the options described below, the user can specify both the number and size of Echo
Requests, as well as the interval to wait between Echo Requests.

vrf vrf-name (Optional) Indicates the name of the virtual router within which to initiate
the ping. In the event that no virtual router is specified, then the ping will
be initiated in the default router instance.

address Indicates the IPv4 or IPv6 addresses to ping.

count count (Optional) The count parameter can be used to specify the number of
ping packets (that is, ICMP Echo requests) to send to the destination
address that is specified in the ip-address field (range: 1 to 15 requests).

interval (Optional) The interval param