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Thank You

Thank you for purchasing the securespot™ Internet Security Device.

View latest securespot™ enhancements! [ what's new )
If you would like to upgrade you firmware now, please click here.

Continue here for activation.
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Congratulations on purchasing a D-Link securespot™
Complete Internet Security Solution!

with McAfee

VirusScan
Virus and Spyware Protection

Froduct Manual Data Sheet (FOF)
Firmware

()

Already Activated?

The securespoi™ helps keep your network's PCs safe from hackers, viruses, spam, pop-ups and other undesired
content.

This All-in-One Security Device includes a paid up annual subscription to the Bsecure™ security service for up to 4 users*. To
activate the service, you will need to activate the device in our secure entry form.

*Ifyou need more than 4 users, you will be prompted during your 5th registration to add more users.

Information submitted on this page is secure and strictly adheres to our Privacy Policy.

POWERED BY
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D-LINK SERVICE AGREEMENT

Please read the service agreement below, check the box if you acceptthese terms and conditions and click the "Continue” button.

|

Terms and Conditions

IMPORTANT: Please review the following terms and conditions carefully. The Services, Software and Associated Materials
described herein are being provided to you by D-Link Systems, Inc. ("D-Link") and Bsecure Technologies, Inc. ("Bsecure"), which
are jointly referred to as "us" or "we" or words of similar effect. This Agreement is a legally binding contract between you and us
pertaining to, among other things, the sale, licensing and use of all of the services (" Services"), devices (“Device”) andlor software
products (“Software”) made available or provided by us to you, whether directly or indirectly through our authorized resellers or
distributors and any and all associated media, manuals, printed materials and "online" or other electronic documentation
{"Associated Materials"). By activating, installing, purchasing or using any of the Services, Devices, Software or Associated
Materials, you hereby consent to be bound by the following terms and provisions of this Agreement.

To review this Agreement section by section, please click on the specific section of interest below: -

[ agree to these terms of the Service Agreement and wish to continue.

WELCOME TO THE DEVICE ACTIVATION PAGE.

Information submitted on this page is secure and strictly adheres to our Privacy Policy.

Contact Information

Information is used only by the D-Link Support Team when needed. We respect your privacy.

First Name: | Last Name: I:I

Address: | |
Line 2: | |
City ! State | | | Alabama |
Zip | Postal Code: | Country:
Timezone: | (DLW) International Date Line West |
Observe Daylight Savings

E-mail Address: | |
Password: | Confirm Password: I:I

oves |

Security Question & Answer

Forget your password? Retrieve it by being prompted by your security question.

Securiy Queston: | |

Secu!'it_yl,lﬂ;psweF | |

Survey

Please take a moment to fill out the following survey.
Where did you purchase your SecureSpot?

Promotion Code

Flease provide any promotional codes you may have below.

007 D-Link ] Inc. | Powered by B re Technologies | Web
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Activating securespot™

Thank you for activating your securespot™ Internet Security Device,
Flease click the link below to activate your advanced security services.

Activate Your Device
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Downloading securespot™

Thank you for activating your securespoi™ Internet Security Device.
Flease follow the directions below to enable your advanced security semvices.

URGENT

UPDATE

To use the online Wizard to configure your securespot™  click here

q Turn off all firewalls

2 Click the download button to begin installation

Select your Operating System |Windows v| | Dowrloadl

File name: SecureSpotClient.exe




Run the securespot setup file

Awindow will open asking what you want to do with a file called
SecureSpotClient.exe. Click ‘Run’.

sile Download - Security Warning

Do pou want to run or save this file?

] Mame: SecureSpotClient.exe
Tupe:  Application, 1.23 ME

From: SEEUI"ESPDt.bSEEUI’E.EDm

I Bun “ Save || Cancel |

“wéhile files from the Intermet can be uzeful, this file lype can
potentially harm your computer. |f you do not tust the source, do not
run or save this software, What's the risk?

You might see a confirmation message, asking if you're sure you want to
run this software. Click ‘Run’ again.

Internet Explorer - Security War

Do you want to run this software?

j Name: SecureSpotClient
Publisher: Bsecure Technologies

i] More gptions H Run = {_Der’tRun

, il files from the Internet can be useful, this file bype can pobentialy harm
5 waour computer. Only run software From publishers you brust, Whak's the risk?

Complete the installation.

You will be prompted to restart your computer after the installation has
completed.

@ SecureSpot Client

The D-Link SecureSpat Thin Client has been successfully installed on pour
computer. Please close all ather applications and press restart to rebook
Wour computer.

Launch securespot™

After the installation has finished, you can open securespot™ at any time
by clicking the icon on your desktop or in your systerm tray.

® —
Q_ﬁ;

&
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securezpoi™ and the Thin Client will replace your existing PC security applications. Before you install the Thin Client, you will need to uninstall all
security applications with Popup Blocker, AntiVirus Protection, Spam Blocker, and Spyware software; otherwise, it might conflict with your existing PC
security applications.

[]1 have already uninstalled the security applications

Download Thin Cient | | Cancel |

Copyright 107 D-Link . | Powered by re Technologie

Thank. vou far inztaling D-Link SecureSpot Thin Client.
The ingtallation has been completed successfully and wour system is now protected.

[F you wigh to customize vour settings now ar in the future, please double click on the
SecureSpot icon on your Windows desktop or an your spsten tray,

@
@

nk SecureSpot Thin Client

Flease wait while downloading wirus definitions. ..




To log into the unit to make changes, double click on the ® icon in your task bar

Setup Wizard

securespet

Use Quick Start or Customize?
Ta start immediately, select the Quick Start Settings option button. This sets your service to default settings. Select the Customize My Settings Mow
aption hutton to adjustthe default settings.

|dentity Protection
ting

Fopup Blo

N T

securespet

Use Quick Start or Customize?

To enahle or disable each security service, click the individual service icon once to enable, and then click the same service icon again to disable.

Reporting

Popup Blaocker

T
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@ Parental Controls Setup Wizard

Parental Controls feature protects your children from dangers of the Internet, giving you flexible contral over YWeb sites and Internet applications.

bled

Category Template

® Adult—

Enah

securespet

@ Firewall Setup Wizard

The Firewall features increases network security by blocking entry and exit paints for hackers, Trojan programs, and other threats. (Vouw may customize
the defawit Diocked pords fists for the Low, Medium, and High Securily ievels,)

© Enabled @ Di

Security Level
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@ Identity Protection Setup Wizard

The ldentity Protection feature allows yvou to enter private information and prevent this information frorm being transmitted from your computeris). All
personal ar private information is encrypted and contained within the device.

© Enabled ®

securespet

@; Reporting Setup Wizard

The Reporting feature creates a historical record of Weh sites that can not be altered or erased. The Reporting area is where you configure and
manage Internet activity reports.

© Enabled @
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@; Popup Blocker Setup Wizard

The Popup Blocker feature prevents unwanted and annoying popup windows from appearing while you surfthe Internet.

securespet

@ AntiVirus/Spyware Setup Wizard

The AntivirusfSpyware feature protects your network computers against viruses, trojans, worms, and spyware. This feature detects, blocks, and
removes viruses and spware that harm your computers and personal files, i.e., digital photos, financial spreadsheets, and music.
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@ Spam Blocker Setup Wizard

The Spam Blocker feature allows you to define a personal "tag" for all vour unwanted e-mails. This feature uses a series of techniques to "tag"
urwwanted e-mails with a user-defined prefix. Simply =et up a rule in your Outlook, Outlook Express, ar any other POP3 e-mail client ta redirect this
tagged e-mail to a spam folder.

© Enablad @ Disabled

User-defined subject line tag

securespet

Thank you! The securespot™ Setup Wizard is complete.

At any time in the future, ramearmber that o may change these and more selftings thraugh the "M ACCOUNTY section of the securespol™ Web site.

tinue and r
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Welcome to the Secure "My Account" Web Control Center.

D-Link customers who've already registered their securespot™ use this page to change their settings,
update contact info and administer their filtering and security services. (You may access this page
and make changes from anywhere on the Internet.)

Email Address: | |

@ Password: | |

Forget vour passward?

LogIn

nc. | Powered by re Technologie [} n 2.0.01

rivacy Policy
ome, Richard Isaac
[Logout]

securespet

ACCOUNT SUMMARY

The Account Summary option is used to view and edit contact information. This section is also the right place to download
and install the latest version of the thin client security application to each computer on your netwark.

RICHARD ISARAC | IMPORTANT DATES

1 Giffnock avenue Account Created: 2/22/2007

Morth Ryde, 2113 AU Next Billing Date:  2/22/2008
tisaac@tpg.com.au

REGISTERED SYSTEMS

The Registered Systerns section is used to view and editthe list of active computers anyour local network. You may also
download and install the latest version of the thin client security application to each computer on your netwark.

Note: Ifyou are re-installing the thin client, the program will first uninstall any existing programs, reboot, then install the new
client.

McAfee

VirusScan Windows v| |Downloa(l Client License |

Wirus and Spyware Protection

Computer Mame Description MAC Address
TECHE29-WE531HL 00:50:BA:08:65:10 ?

(Chat | LIvE
\ Now & custorrer
N Service




securespet

The Account Info section is used to wiew and edit important contact, hilling, active system and password
information. The Account Summary option is the place to download thin client licenses to your computer.

ACCOUNT SUMMARY e BILLING INFORMATION o

The Account Summary option is used to view and edit The Billing Information option is used to view and edit
cantact information. This section is also the right place to hilling infarmation.
download the thin client.

CONTACT INFORMATION @ | PASSWORD SECURITY (]

The Contact Infarmation section is used to view and edit The Password Security section sets up security question
important contact infarmation. information needed to retrieve a forgotten password.

CLIENT SECURITY (]

The Client Security section allows {or disallows) network
camputers to attach to the internet without needing the thin
client softeare.

aunt EDIT YOUR BILLING INFORMATION

Info

Credit Card Number: | |

Expiration Date: [ ary || 2007 v

Credit Card Address: |1 Giffnock avenue |

Line 2: | |

City /State (2= 00 Ryde | [2113 |

Country: | pustralia v Currency: | Austrailian Dollar |
|E| _npply | | Cancel |
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EDIT YOUR CONTACT INFORMATION

First Name: [Rjchary | LastName:  [j5aac |

Address: 4 Gifinock avenue |

Line 2: | |

City I State: [rorh Ryde |

Timezone: | (AT Australian Central Time w |

Ohserve Daylight Savings

E-mail Address: |risaac@tpg.com.au |

Alt. E-mail Address: | |

Phone: 51353991800

PASSWORD SECURITY

The Password Security section sets up security question information needed to retrieve a forgotten password.

Password Security

The Password Security section allows you to add or edit information needed to retrieve a forgotten administration
password wia email without having to contact Customer Support. Ifyou forget yvour passwaord and are unable to log in
under My Account section, simply click on Forgot Passward? link, provide the email address yvour accountis registered
under, provide the answer to your Security Question (helow), and your passward will he retrieved for you.

FPlease tryto create a question and answer combination that children or other adults will not know the answer to.

Security Ouestion:  (Samnl - My sohond gaseot 7] |the hestteam in the world |

Security Answer: (Sanpl s Japuars) | manchester united |
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PASSWORD SECURITY

The Password Security section sets up security question information needed to retriewe a forgotten password.

Master Password

The Master Password is the password you created when registering wour securespoi™. This is the password that is
used to login to My Account,

To hetter protect your account, make sure that vour password is memaorahble foryou but difficult for others to guess. Do
not share your password with anyone, and never use the same passwaord that you've used in the past.

Apply | Cancel |

CLIENT SECURITY

The Client Settings section provides an option to allow {or disallow) network computers to attach to the internet without
needing the thin client software. Example: Ifyou want to prevent the attachment of new computers without Antivirus and
Speware protection, choose Medium or High Security.

OLow Security - Allow computers to attach to the network without requiring a thin client install for AY and Spyware. This
works well in public areas and hotspots where many users come and go. If Parental Controls are enabled, itis possible to
bypass protection by remaving the securespof™ device or attaching to another network.

@ Medium Security - (default) Automatically requires all computers to have a thin client install for A and Spyware, but
does allow computers to roarm outside the local network. If Parental Controls are enabled, itis possible to bypass
protection by remaving the securespoi™ device or attaching to another network,

OHigh Security - Automatically prompt new computers with a registration page that requires a thin client install for
Antivirus and Spnware protection. If Parental Controls are enabled, this ensures that children can MOT circumyent the
filtering protection by removing the device from the netwark. If computers roam outside the network, they require the admin
password to connect to the Internet.

Default Settinusl Savel Cancell
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The Parental Contrals feature protects your home from dangers of the Internet, giving you flexible contral

overwehsites and internet applications.
Enable Parental Controls

CATEGORIES [ ]

The Categories section allows vou to customize the list of
default categories that are hlocked.

WEBSITE LISTS [ ]

The Wehsite Lists section allovws vou create customn lists of
hlocked funblocked sites.

The Cptions section allows you enable key filtering features
of Password Override and Safety Lock.

SCHEDULING [ ]

The Scheduling section allows you to cantral Internet
access by days and times ofthe day.

PROFILES [ 2]

The Group Profiles section allows you to manage settings
by global netwark, each computer andfor by persaon.

The Categoaries section allows vou to customize the list of

categories blocked by default. Check (or uncheck) the types of sites

wou'd like to see blocked.

TTINGS APPLY TO [T
Age Group: | Aduit (15+) v

Calcohol [CHealthimedical

Oar [ Holistic

O automohile CIHurmor

[JBanner ads [Jinfarmatian Technology

[JBooks and Literature Dlnstantnﬂessaging
O chat

[ child Pam

internet Radio

Ccormics [JLegal

[ Lifestyle

L Community Organizations

[internet Service Provider

Y
[l Pamography =~

CIR Rated

[Oreal Estate

[ Recreational

[ Reference
DReIigion

[ Religious Opinion
[15earch Engine

[JselfDefense

Default Settings |

Save | Cancel |
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WEBSITE LISTS TTINGS APPLY TO

The Wehsite Lists section allows vou create custom lists of blocked funblocked sites. Choose either the Allowed and
Blocked tab, then enter the weh site URL to create your custom lists.

Allowed Websites

Enter new URL and press Add: [I* &llow anly these sites

[t

*Please Mote: Ifyou check the "Allow only these sites” aption, itwill limit the user to your custom list onhy!

Default Settinusl Savel Cancell

TTINGS APPLY TO

The Wehsite Lists section allows you create custom lists of blocked Junblocked sites. Choose either the Allowed and
Blocked tah, then enter the web site LURL to create your customn lists.

Blocked Websites

Enter new URL and press Add: [I* Block sites that are not categorized

|-

*Please Mote: Ifyou check the "Block sites that are not categorized” aption, you will only he able to access sites with

known categories.
Default Settings | Save | Cancel |
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This option will allow you to set up unique computer and
user profiles instead of one global policy for all. Leaving -
this unchecked is simpler but less flexible.

Saftey Lock Option - YWhat does it mean?

This option helps prevent attempts to bypass the
Caontent Filter. It forces the user to restart the

This option will allow you to type in the adrministrator computer after specified number of attempts resultin
password to override the block page and access blocked pages. Please move the above slider to
blocked wab sites. enable this aption and determine what criteria will be

used for the saftey lock
Enable Password Override for Blocked Sites

i Default Settings W | Save | Cancel |

SCHEDULING

The Scheduling section allows you to control Internet access by days and times of the day.
Click onthe black slider contrals and move them to adjusttimes. You can drag one slider . Blocked . Unhlocked
over another to set hlocked times inthe middle ofthe day.
6 Add 12 P 6 Phi

socy ||| vices  oom b 1200
Monday — Unblockes  1200AM fo 1200AM
Wednesday — Unblocked 1200 to 1200
Thursday — Unblocked  1200AM o 1200
Saturday _ Unblockes 12004t 1200AM

6 A 12 P 6 Pl

Resetl Savel Cancell

HNote: You have the ability to create individual schedules by netwark, cormputer or user profile level by using the drop down list
inthe top right carner.
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PROFILES

Control security palicies for each computer or control them for each user.

Parents

Cable {DSL
Modem
| ]
Fouter [!] Son
[ Optichal ]
— @ Daught
securespat irlss e

This window displays system infarmation far your Securespot device.
Click on the editicon to the right to change the description.

Description Sighup Date Last Modified
202202007 12:09:40 AM 212202007 7:35:40 AM

Local Metwork

PROFILES

Control security policies for each computer or control them for each user.

[
|B) Farents
Cable /DSL

Madem
| ]

- Son

Router
[ Optional ]

—f 5
securespat Wireless @ Daughter

Computers

This window displays all the registered computers on your Securespot hetwork,
Click on the editican to the right to add this computer to the group praofile list.

MAC Address Computer Mame Description
00:50:BA09:6510 TECHS29-WE591HL
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PROFILES

Control security palicies for each computer or control them for each user.

Parents

Cable (D51
Modem

& Son
Faute
[()p%ongl] l!J
n
— & Daught
securespat Wireless @ Uaugnier

computers

This window lists all created user profiles. Click on the Add User Profile button an the far right to create a new user profile.

Click on the Associate Windows Profiles button to automatically link this profile to a Windows login. By doing this, the user
will log in autornatically to histher personal settings when logaing into YWindows.

Profile
richard b |
Max Profiles: 4 | Associate Windows Profiles I | Add User Profile

You must hawe at least one client {computer) installed in order to use profiles {users).

The Firewall increases netwark security by blocking entry and exit points for hackers, Trojan programs and
other threats.

Enahle Firewall

SECURITY SETTINGS @ | SOFTWARE BLOCKING [ ]

Adjust default port lists commaonly used by malicious code Control the execution of unknown or undefined software.
or create custom lists.

SOFTWARE SELECTIONS @ [ DOWNLOAD BLOCHKING OPTIONS (7]

Control usage of messading, P2P and other popular Control different file types entering your network with this
programs known as secutity risks. advanced feature.

INTRUSION DETECTION (7]

Wiew or modify the permissions for all Undefined Internet-
hased Applications.
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SECURITY SETTINGS TTINGS APPLY TO YOUR LOCAL NETWORK

Security Level

® User Defined O Low O Mediurm O High
The firewall has three levels of pre-set port lists. These settings block ports {or hackdoors) commonly used by malicious

code. In the Blocked Ports and Allowed Ports list helow, advanced users may adjust port settings according to their
tustom needs.

Block incoming pings

Allowed Ports

INCOMING TCP PORTS INCOMING UDP PORTS

Fort Kumhber |Descr|pt|0n Fort Mumhber |Descr|pt|0n

Add Mew |Allowed v | [ TGP v |[Pont

To delete a port, click the trash bin icon next to the port number. To add a por, tepe the number in Add
Mew Partand click the Block Part buttan, then Apply or OK to save and exit.

PortNumber[0 | | AddPort(s)

SECURITY SETTINGS
Security Level

@ User Defined O Low O Medium O High

The firewall has three levels of pre-set port lists. These settings hlock ports {or backdoors) commonly used by malicious
code. Inthe Blocked Ports and Allowed Ports list below, advanced users may adjust port settings according to their
custom needs.

Block incoming pings

Blocked Ports Part Templ

OUTGOING TCP PORTS OUTGOING UDP PORTS

Part Mumber Part Mumber

|Descr|pt|0n | Description

Add New | Allowed | [TCP v | |Pont

Port Number: [0 | | Add Port(s) |

To delete a port, click the trash bin icon next to the port number. To add a port, type the number in Add I
Mew Port and click the Block Port button, then Apply or Ok to save and exit. ﬂ M @l
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S| RITY SETTINGS

Security Level

@ UserDefined O Low O Medium O High
The firewall has three levels of pre-set port lists. These settings block ports (or backdoors) commonly used by malicious

code. Inthe Blocked Parts and Allowed Ports list below, advanced users may adjust port settings according to their
custom needs.

Block incoming pings

Port Templates

=[] Gaming
= O Games
[] Battlefield 2
[ Gounter Strike
B Everguest
O Final Fantasy ¥l
o [ WWorld of Warcraft
O Systems
=[] Play3tation 2
(o ™ ¥hox 360 and Xhox Live
[] Skvpe
- [] Tivo Contrals
O Tivo
] TivoToGo
. [] ¥alF Controls

=

Add New [Allowed v| [ToP v [Pon o] Portumper[0 | [Addportis) |

To delete a port, click the trash bin icon next to the port number. To add a port, type the numberin Add |
Mew Port and click the Block Port hutton, then Apply or Ok to save and exit. M Hﬁl mﬂl

THESE SETTINGS APPLY TO FRGT=1R8T:1 FFuli o “

The Software Blocking section allows you to control the execution of software that is not already defined in an approved list
of known software.

O Black unknown software

& Allow unknown software

(@] Frompt for action concerning unknown software

Default Settings |

@ | Save | | Cancel |

orting
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The Software Selections section allows you to control usage of several messaging, Peer to Peer (P2F) and other popular
programs known as possible security andior safety risks. Check the boxes of softiware you wish to hlock.

Application Mame |Categ0r\r |Q_
[#] Adium Instant Messaging

[#] Adweare/Spyware AdwaraiSpyware W
[JaoL im Instant Messaging

[Flares Peerto-peer

[]pear Share Peer-to-peer

[l itTorrent Feerto-peer

Bopup Messenger Instant Messaging v

| Default Settings | (] || Save | Cancel |

OAD BLOCKING OPTIONS

Download Options section allows advanced contral ofwhich files are downloaded onto your systems. For example, vou
wiauld like user"Juanita”to be prevented from downloading mp3 and mpeg file types.

[Oblock all FTP downloads
[JBlackall HTTP fweeh) based downloads

Choosing to block the following file types will prevent any download of all files ofthat type.

au doc ipg Pt tiff
ai axa s ra it
hmp gif rmovie ram LhrE
cab 0z mp3 rm wnt
class gzip mpeg i sl
Css jar mpg tar %3l
dat java ndf toz zip
dll jpey phg tif

| Default Settings | @| Save || Cancel |




nk SecureSpot Thin Client [Control Center)

Internet Application List

Highlight the file name and select the permission level by clicking on the options at lower right-hand corner,
Prograrm Product Mame Permission
Permissions

Add Remove Refresh Apply

securespet

Help stop identity theft by preventing sensitive personal information from being sent to unauthorized
destinations. (Al information is encrypted and stored securely on the Securespot device )

Enabile Identity Protection

PROTECTED INFORMATION TRUSTED SITES

Enter private information to be protected. This is the list of sites that are allowed to access the
Protected data on this computer.

e Technolog




::] D:-Link SecureSpot Thin Client [Control Center)

Identity Protection: Protected Information

This is the list of private data that are encrypted and stored on this computer, Ik could include credit card
numbers, passwords, phone numbers etc, Please use the Add | Remove [ Removesll button to edit the
lisk,

Enter private data and click Add

| Add

Protected Information

Remove

Femoyve Al

E.] D:-Link SecureSpot Thin Client [Control Center)

Identity Protection: Trusted Sites

The pratected data stored an this computer can be sent bo or accessed by the lisk of sites below, Please
use the Add [ Remove [ Removedll button bo modify the list,

Enter the address of a web site and click Add
hitp: g | Add

Trusted Sites

Remove

Remove Al
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The Reporting Cption creates a historical record of weh sites that can not be altered or erased. Use this
area to enahle and configure reporing.

Enahble Metwork Reporting

. Mo Bad Content D Questionahle Content . Bad Content Blocked
Archive Date: 2/22/2007 Child Hits: i
Rating: Mo Data Available Youth Hits: [WIrA

Adult Hits: i

Hits: (RIS

Lse this at-a-glance calendar to spot attempted hlocked sites. Click on any colared
hlock to display that day's detailed history.

POPUP BLOCHKER OPTIONS

The Popup Blocker prevents unwanted and annoying popup screens fram appearing while you surfthe
Internet.

Enable Popup Blocker

ALLOW LIST

Advanced options for popup control. Wiew and edit the list of allowed sites to allow popups.




::] D:-Link SecureSpot Thin Client [Control Center)

Popup Settings

Beep when blocking a popup

Makify with a tray balloon when blocking a popup

I apply Zancel

E.] D:-Link SecureSpot Thin Client (Control Center)

Popup Blocker: Allowed Sites

The Popup Blacker allows popup windows From the Fallowing sites, ¥ou can Add a new site ko be
exempted, Remove a site From this Exception List or Remove All the sites with the options given,

Enter the address of a web site and click Add
httpe | Add

Allowed Sites

Remove

Rermove Al
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ANTVIRUS | SPYWARE

Advanced security that protects your network computers against viruses, trojans, worms and spiyvware.

\ / [“]Enahle Antivirus § Spyware

SCAN MY COMPUTER @ || SCHEDULED SCANS 22 ]

Perform avirus scan on the programs and files on wour Create scheduled scans that can be performed

computer. autamatically.

SCAN HISTORY LOG @ | vrDaTES -]
Wiew the history log of the scans performed on this Manually update vour virus definition files if neccessary.
computer.

THREAT CENTER @ [ THREAT LIBRARY [ ]
Learn eventhing you need to khow about protecting your Search for information on viruses,

environment.

Mote: Ifyou currently have an Antivirus product installed, {including McAfee®), we strongly recommend that wou first
uninstall the Antivirus and also any AntiSpyware software hefore installing the securespof™ software.

McAfee

VirusScan

Virus and Spyware Protection

D-Link SecureSpot Thin Client [(Control Center) |:||§|[z|

Ol an SCAN OPTIONS

SR == Zhoose file extensions ko scan,
F ([ Documents and Settings @ al
[ (3 mMsocache supplied Extensions

I:‘ D Program Files O (separate by ;)
][0 RECYCLER.

F (L] 5wstem Yolume Information | |
[0 WINDOWS

=0 ACTION

6D e
|DisinFect the File W |
LAST SCAN
Mot Awvailable

<« | ’

Scan Scan Al Cancel




[':.] D:-Link SecureSpot Thin Client [Control Center)

Scheduled Scans

Last Scan: Mot Available
Specify the times you wank ko run the aukomated scans on your computer,
Marne Time Description
Default daily scan. Draily Default daily scan.
< | &
Add | Femove | Edit | SCan Mok | Close |

E.] D:-Link SecureSpot Thin Client [Control Center)

Scan History Log

Antivirus logs show the history of the scans performed on wour computer,
Skart Stop Tvpe Skatus Files Viruses  Ern
< | =

Refresh Remove Clear Log Cancel




Link SecureSpot Thin Client {Control Center)

AntiVirus Updates

Welcome ko your Antivirus Update Swstem,

Last Update: 0zfz1/z007
Last Scan: Mot Available
# of Detectable Yiruses: 15276
Virus Engine Yersian: 5294
Wirus Definition Dake: 0zfz1/z007

When vour Internet Protection Service reauthenticates, it checks and
updates the Antivirus Definition files iF necessary,

Click Nesxt to check For updates (Please note that the Control Center will be
closed during this operation),

Mek Close




The Secure Spot will redirect you to a MacAfee website when clicking on THREAT
CENTRE & THREAT LIBRARY TABS.

Ackress @) bttps . meafes. comjusfthreat _centerjdsfaul. 2sp v| B0

AﬂcAfeeE (BB clobal Sites | About McAfee | Threat Center ' ContactUs | Searchthis

Small & Medium Bu: Partners

Home & Home Office ness

[ &&= | Elevated
~ Learn More

Arm yourself with

. McAfee AVERT Labs has developed a general

up-to-the-minute knowledge e Lo o velapee » e

H known global threats and how they impact the

about threats and vulnerabilities Intermst, butinecs sparations, and harme.user

McAfee Avert Labs Sage Report

from McAfee Avert® Lab: systems.

BREAKING ADVISORY

February 14, 2007. McAfee Avert Labs has identified an unpatched vulnerability in Microsoft Word upon review of a user-submitted
sample. This vulnerability comes on top of recently patched vulnsrabilities in FowerFoint, Excel and Word, Office users should . i
exercise great care opening Office documents from unknown sources or that arrive unexpectedly. Paying a Price for the Open Source
Advantage

Mcafes Avert Labs debuts new security
journal, The premier issue examines the rol

Learn Maore

February 13, 2007, Microsoft has released twelve Security Bulleting for February, The affected companents include Microsoft

Windows, Micrasoft Office, Microsoft Visual Studia, Microsoft Step-by-Step Interactive Training, Micrasoft Antivirus, and Micrasoft Data o - of open source in malware development.

Access Components, Same of the flaws addressed were previously public, These include Microsoft Dats Access Cormponents (CYE- » Download Sage

2006-5559), Micrasoft Ward (CVE-2006-5994, CYE-2006-6456, CVE-2007-6561, CYE-2007-0515), and Microsoft Excel (CYE-2007-

0671},

Learn More McAfee Avert Labs Blog |
Read sbout security research as it happens

Current Malware Current Vulnerabilities
McAfee Security Updates

Date Published Date Public Lo -

4 Backdoor-DKT 0z Feb 2007 @ Mz07-010 ME AV Yuln 13 Feb z007 Arn T up toldate? Read about MeoAfee Product
Content releases,

4 Downloader-BATIM711 19Jan 2007 | @ MS Word RCE 03 Feb 2007

W32sStration.gen.didr 07 Nov 2006 | @) MSO7-0LS MS Excel RCE 01Feb 2007 | Threat Center Resources |
15/Downloader-AUD 150un 2006 | @ MS07-014 Word Malf F., 25an 2007 | »Get Foundstone free taols
W32/Mytob,gen@MH 02 Mar 2005 | @ MS07-014 Word Count ., 12Deczons | rTosls and utlities

| @ MS07-014 MS Malf Dat.. 09 Dec 2006 * Whitepapers

| v Zse Recent Malware

acldiess | ) httpsffol.nai comvilfdefaut. aspx

McAfee’
Home & Home Office |  Small & Medium Business | Enterprise 1  Partners

Threat Resources -

¥ Secority advisaries

B3 Global Sites . Threat Center \ About McAfee ' Cont

Search McAfee Avert® Labs Threat Library »anti-alware Tips
,
More than 180,000 threats exist today, The McAfee Avert Labs Threat Library has detailed information on viruses, Trojans, hoaxes, vulnerabilities and Hasxes
Potentially Unwanted Programs, where they come from, how they infect your system, and how to mitigate or remediate them. » Malware Alerts
* Malware Check snd Removal Tool "Stinger"
Threat Information Library Search \ Moafes Avert Labs Threat News

Search for Threats l:lm rWewly Discovered Malware
*Newly Discovered PUPs
Search in Categary | a) Threats +| Display

FRecent Yulnerabilities

rRecently Updated Malware

*Recently Updated PUPS

Top Corporate User Malware Top Home User Malware » Search Threat Library
Listed Alphabatically Listed Alphabatically *Submit a virus Sample
*Tools and Utilities
3 Downloader-ane 153an 2007 Downloader-BATM7LL 21 1an 2007 irus Calendar
4 Downloader-BATIMZ11 213an 2007 Ed1s/Downloader-aun 06 Oct 2006
4 Generic malware.aizip 01un 2005 B8 1s/Explait-e0.0en 01 oct 2006 DAT Information |
3 wazseagle genisality 25Feb2oos  Edsswonks 09 Oct 2006 »DAT Readme
4 wwaz/mytob gen@mm 16 may 2005 B4 Fuper 79 Sep 2005 > DAT Downloads
4 wazsstestion.gen.didr za Deczooe B ves/Psyme 08 Oct 2006 " Sian up for Avert DAT Notification Service
v Wiew Threat Key E3 wazmytob.gen@mm 18 May 2005

view Threat K McAfee Avert Labs Blog
~ View Threat Key
»Read about security research as it happens

Resources -

> Anti-Spyware Coalition

» Al-Comparatives
rICSA Labs
* Stay Safe Online

Fidirie Anlletin



securespet

LAUNCH WIZARD

The Spam feature saves time and protects vour computers by helping redirect junk, phishing and
phatming ernails to spam folders.

Enable the Spam Blocker

SPAM TAG

Lze thiz area to define a personal "tag" for unwanted emails. This feature uses a series of technigues to "tag” unwanted
emails with a user defined prefix. Suspected junk email will contain this prefix in the subject line of your incaming mail.
Simply set up a rule inyour Outlook, Qutlook Express or any other POP3 email client to redirect this tagged email to a spam
falder.

orting

SPAM TAG THESE SETTINGS APPLY TO YOUR LOCAL NETWORK

lge this area to define a personal "tag” for unwanted emails. The defaultis "SPARM". | OK | Save | | Cancel |

Spam Subject Tag: |




Thin Client screenshots

Open...
Open Intrusion Dekection, ..
Cpen Prafile Management, ..

Ankivirus Center L4
Identity Prokection r
Popup Blocker k

Switch User Profile
Settings...
Thinclient Upgrade. ..

Reauthenticate

About D-Link SecureSpot Thin Client

D-Link, Securespot Thin Client

@ Yersion: 2.0.0

Copyright @ 2005 Bsecure
Technologies, Inc, Al rights reserved,

Open...

Open Intrusion Detection. ..
Cpen Profile Management. ..
Antivirus Center

Identity Protection

Popup Blocker

Switch User Prafile
Settings...

Thinclient Upgrade. ..

Reauthenticate
| About,,,

D-Link SecureSpot Thin Client [X]

‘fou have the latest client version installed.

Open...
Open Intrusion Detection, ..
Open Profile Management. ..

Antivirus Center »
Identity Protection
Popup Blocker 3

Switch User Profile

Setkings. ..
Thinclient Upgrade, .,

Reauthenticate
About,,,




::] D-Link SecureSpot Thin Client [Control Center)

Internet Protection Settings

This page helps our support keam with troubleshooking,

Program is correctly installed

Please report any "fatal error” in the above box bo our support teamn, OfFline Help
Technical Support belephone number:  (850Y362-4310

Service Log | View Event Log.
Re-authenticake | Re-authenticate vour services,
ninstall | Uninstall the program completely From wour computer,

Shiw Deskbop icon
Show Splash Screen ak Starktup

Open...

Open Intrusion Detection. ..
Open Profile Management. ..
Antivirus Center

Idenkity Prakeckion

Popup Elocker

itch User Prafile

Settings...
Thinclient Upgrade. ..

Reauthenticate
| About, .,

User Profile - D-Link SecureSpot Thin Client [Z|

(::} Please select the user profile and supply the password,

ser IDy | richard b

Conmputer
Password:

Remember mapping settings For
current user

[ Ok, l [ Cancel ]




Open...

Cpen Intrusion Detection. ..
pen Profile Management. . .
Antivirus Center L4
Identity Prokection r

Sekkings

Allovy Lis ] ]
Switch User Profile
Settings...

Thinclient Upgrade. ..

Reauthenticate
about, .,

E.] D-Link SecureSpot Thin Client (Control Center)

Popup Settings

Beep when blocking a popup

Matify with a tray balloon when blocking a popup

(8.4

Apply

Cancel

Open...

Open Intrusion Detection. ..
Open Profile Management. ..
Ankivirus Center L4

Identity Prakeckion »

Setkings

Switch User Profile
Settings...
Thinclient Upgrade. ..

Reauthenticate
about, .




::] D-Link SecureSpot Thin Client [Control Center)

Popup Blocker: Allowed Sites

The Popup Blocker allows popup windows From the Following sites, You can Add a new site to be
exempted, Remove a site from this Exception Lisk or Remove All the sikes with the options given.

Enter the address of a web site and click Add
hitp: | Add

Allowed Sites

Rernove |

Femove All

Open...

Open Intrusion Detection. ..
Cpen Profile Management, ..
Antivirus Center L4

Protected Information Identity Protection

Trusted Sites Popup Blocker b

Switch User Profile
Setkings. ..
Thinclient Upagrade. ..

Reauthenticate
About, .,



ink SecureSpot Thin Client (Control Center)

Frevent urmwanted disclosure of vour private and persanal information. All persanal or
private information is encrypted and contained within the dewvice.

Administrative Password: | |

Liogin | Close |

TID-Link SecureSpot Thin Client (Control Center)

Identity Protection: Protected Information

This is the list of private data that are encrypted and stored on this computer, Ik could include credit card
numbers, passwards, phone numbers ete, Please use the Add | Remove [ Removesll butkon to edit the
lisk,

Enter private data and click Add

Prokected Information

Femove All

Rernove |




Open...

Open Intrusion Detection, ..
Open Profile Management. ..
Antivirus Cenker k

Protected Information Identkity Pro

Trusted Sites Popup Blocker 3

Switch User Profile
Setkings...
Thinclient Upgrade. ..

Reauthenticate
About,,,

E.] D-Link SecureSpot Thin Client (Control Center)

Identity Protection: Trusted Sites

The protected data stored on this computer can be sent to or accessed by the lisk of sites below, Please
use the Add [ Remove [ Removesl bukton to modify the list,

Enter the address of a web site and click Add
hitkpe i | Add

Trusted Sites

Remove

Remove Al |

Open...
Cpen Intrusion Detection. ..
Cpen Prafile Management, ..

Scan My Compuker

Scheduled Scans Identity Prokection r
Scan Histary Log Popup Blocker b

Download Latest Yirus Definitions . ]
Switch User Profile

Settings...
Thinclient Upgrade. ..

v Enable Realtime Protection

Reauthenticate
about, .,



::] D-Link SecureSpot Thin Client [Control Center)

Scan My Computer

OHE Ay SCAN OFTIONS

=0 ci Choose file extensions to scan,
[ (L Documents and Settings @gﬁ'"
08 MSOCE":h? e supplied Extensions
F [C1 Program Files {separate by 1)
][0 RECYCLER. | |
F (L1 vstem Yolume Information
00 WINDOWS

(=D ACTION

6D e
|DisinFect the File w |
LAST SCAN
Mot Available

< | b

Scan Scan Al Cancel
Open...

Open Intrusion Detection. ..
Open Profile Management. .

Scan My Computer

Scheduled Scans Identity Prakection »
Scan History Log Popup Blocker r
Download Lakest Yirus Definitions

Switch User Profile
Setkings. ..
Thinclient Upagrade. ..

v Enable Realtime Prokection

Feauthenticate
about, .,



::] D-Link SecureSpot Thin Client [Control Center)

Scheduled Scans
Lask Scan: Mot Available
Specify the times yau wank ko run the aukomated scans on your computer,

Marne Time Description

Default daily scan. Draily Default daily scan.

< | &

add Remove Edit SCan now Close
Open...

Open Intrusion Detection. ..
Open Profile Management. .

Scan My Computer
acheduled Scans Identity Prokeckion r
Scan History Log Popup Blocker 3

Diownload Lakest Yirus Definitions
v Enable Realtime Prokection

Switch User Profile
Setkings...
Thinclient Upagrade. ..

Reauthenticate
About,,,



::] D-Link SecureSpot Thin Client [Control Center)

Scan History Log
Antivirus logs show the history of the scans performed on your computer,
Skart Skop Tvpe Skatus Files Viruses  Ern
< | &
Refresh Remove Clear Log Cancel
Open...

Qpen Intrusion Deteckion, .,
Open Profile Management. ..

Scan My Computer
Scheduled Scans Identity Protection »
Scan History Log Popup Blocker r

Dowwnload Latest Yirus Definitions
v Enable Realkime Prokection

Switch User Profile
Setkings. ..
Thinclient Upgrade. ..

Reauthenticate
about, .,



in Client [Control Center)

AntiVirus Updates

Welcome ko your Antivirus Update Swstem,

Last Update: 0zfz1jz007
Last Scan: Mot Available
# of Detectable Viruses: 15276
Virus Engine Yersion: 5294
Wirus Definition Dake: 0zfz1jz007

When your Internet Protection Service reauthenticates, it checks and
updates the Antivirus Definition files iF necessary,

Click Mext ko check For updates (Please noke that the Cantral Center will be
closed during this operation),

Mk Clase

Open...
Open Intrusion Detection. ..

Open Profile Management. ..

Antivirus Center b
Identity Protection 3
Popup Blocker 3

Switch User Profile
Setkings...
Thinclient Upgrade. ..

Reauthenticate
About,,,



in Client (Control Center)

Securespot security policies can be used to control your entire netwod's security from the
dewvice, control security policies for each computer ar control them for each user.

Administrative Password: | |

Liogin | Close |

TID-Link SecureSpot Thin Client (Control Center)

Profile Management

You can create a profile for each Family member and configure it, First itemn in the list is the primary prafile
for the account, You can addfremove/edit filker profiles, IF vour O3 supports mulkiple Windows logins, wou

can associate a filker praofile with one or more YWindows logins,

Priofile Windows Logings)

richiard kechgz9

Active User Profile: richard

MOTE: Changes to the active secondary profile will not take effect until vou close the Control Center,

Edit Close




Open...

Cpen Intrusion Deteckion. ..
Open Profile Management. ..

Antivirus Center L4
Identity Prakeckion b
Popup Elocker r

Switch User Prafile
Settings...
Thinclient Upagrade. ..

Feauthenticate
about, .,

::] D-Link SecureSpot Thin Client [Control Center)

Internet Application List

Highlight the File name and select the permission level by dicking on the options at lower right-hand corner,
Programm Product Mame Permission
Permissions

add Remove Refresh apply




Open Intrusion Detection, .,
Open Profile Management. ..

Antivirus Center 4
Identity Probeckion »
Popup Blocker r

Switch User Profile
Settings...
Thinclient Upgrade. .,

Reauthenticate
About, .,

securespet

Welcome to the Secure "My Account” Web Control Center.

D-Link customers who've already registered their securespot™ use this page to change their settings,
update contact info and administer their filtering and security services. (You may access this page
and make changes from anywhere on the Internet.}

Email Address: | |

P : | |
Forget your password?

ecure Technolo
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